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ABSTRACT   
 
This thesis focuses on the importance of human factor and maintenance 

activities in risk assessment for railway applications.  
Risk based maintenance is a key factor of RAMS (Reliability, Availability, 

Maintainability and Safety) for railway. One of the widest used techniques to 
evaluate the optimal maintenance policy of complex systems is the RCM 
(Reliability Centred Maintenance). This procedure starts from a failure analysis 
before individuating the optimal maintenance operation focusing on a decision 
diagram which is very vague and subjective. Trying to solve this problem, the 
first part of this work introduces an innovative approach that proposes a new 
decision-making diagram. The new diagram is based on a fuzzy-FMECA 
(Failure Modes, Effects and Criticality Analysis) assessment combined with 
some Boolean variables in order to provide a unique maintenance task for every 
identified scenario depending on the O (Occurrence), S (Severity) and D 
(Detection) assessment. The proposed procedure provides a diagnostic-oriented 
decision diagram able to solve the problems of the standardized RCM procedure 
and, at the same time, to optimize the Operation&Maintenance cost and the 
system availability favoring CBM (Condition-Based Maintenance) tasks such 
as Condition Monitoring and Failure Finding procedures.  

The proposed enhanced RCM is based on a FMECA, which is a central 
technique used to perform risk assessment in every industrial and technological 
field. Despite this, several papers in literature agree that classical FMECA 
suffer many drawbacks. The developed fuzzy FMECA technique aims to solve 
all these problems with a simple and effective tool that could be applied in 
railway applications. Moreover, an innovative risk threshold estimation method 
has been developed to divide critical and negligible modes after the FMECA 
assessment in order to prioritize countermeasures. 

The second topic covered by this research is the analysis of human reliability 
in railway engineering. Human factors remarkably contribute to railway 
accidents and, as a matter of fact, it is one of the main causes of accident on 
the last years. This is the reason why it is mandatory to study and evaluate 
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human reliability in maintenance operation of railway systems. Literature is 
plenty of techniques developed to study the human reliability, however the only 
validated method for railway field is RARA (Railway Action Reliability 
Assessment). RARA has been developed in 2012 and is characterized by a 
highly subjective and complex assessment. Trying to solve these needs, this 
work proposes an improvement of RARA method able to solve its main 
shortcomings thanks to fuzzy logic. Using the proposed fuzzy-RARA the 
analyst is facilitated in the assessment of the numerical parameters and the 
subjectivity is remarkably mitigated.  

Finally, the last part of the work presents an innovative technique specifically 
developed for railway. This method integrates the Weibull distribution and 
aims to provide a time-dependent model for the Human Error Probability. 
Furthermore, the proposed method gave the possibility to select one or more 
variable breaks within the work shift, which is an aspect generally neglected by 
the state-of-the art.   

Both the proposed methods for Human Reliability Analysis have been tested 
on the maintenance activities performed by qualified operators nearby the 
railroad. The results highlight the significant contributions of the human error 
within the contexts of the complete risk assessment of the railway system. 
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CHAPTER 1 
 
RELIABILITY AND MAINTENANCE IN 

RAILWAY ENGINEERING  
 
 
 
 

This chapter provides a general overview of the themes 
analyzed in this thesis outlining the importance of every topic. 
The aim of this section is to provide enough background 
information so that the reader can understand the context in 
which the research sits. More in detail, this chapter discusses 
the gap that this research aims to fill. The research questions 
are properly outlined, and the problems addressed by this study 
are extensively explained. The final part of the section 
illustrates the main contributions that this work will provide to 
the body of knowledge. The key element of novelties is 
thoroughly stressed to emphasize the importance of the thesis 
within the context of the RAMS disciplines in railway. The final 
part of the chapter briefly discusses the railway systems taken 
as case study in the following chapters.  
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1.1 Railway standards  
Railway engineering is a very standardized field, in particular standard 

related to RAMS (Reliability, Availability, Maintainability, Safety) topic are:  
• CENELEC 50126-1 Railway Applications - The Specification and 

Demonstration of Reliability, Availability, Maintainability and 
Safety (RAMS) - Part 1: Generic RAMS Process [1] 

• CENELEC 50126-2 Railway Applications - The Specification and 
Demonstration of Reliability, Availability, Maintainability and 
Safety (RAMS) - Part 2: Systems Approach to Safety[2] 

• CENELEC 50128 Railway applications - Communication, signalling 
and processing systems - Software for railway control and protection 
systems[3] 

• CENELEC 50129 Railway applications - Communication, signalling 
and processing systems - Safety related electronic systems for 
signalling  [4] 

 
RAMS parameters represent a set of characteristics of a system’s long-term 

operation achieved by the application of established engineering concepts, 
methods, tools and techniques throughout its life cycle. The RAMS of a system 
can be characterized as a qualitative and quantitative indicator of the degree 
that the system, or the subsystems and components comprising that system, 
can be relied upon to function as specified and to be both available and safe 
over a period of time. System RAMS is a combination of the interrelated 
characteristics, reliability, availability, maintainability and safety. 

The goal of a railway system is to achieve a defined level of rail traffic at a 
given time, safely and within certain cost limits. The Railway RAMS process 
determines the confidence with which the system can achieve this goal. Railway 
RAMS has a clear influence on the quality with which the service is delivered 
to the customer. 

The RAMS elements are interlinked in the sense that a weakness in any of 
them or mismanagement of conflicts between their requirements can prevent 
achievement of a dependable system. Attainment of in-service availability 
targets will be achieved by optimizing reliability & maintainability whilst 
considering the influence of maintaining safety. The related requirements can 
be met and controlled by a combination of design and implementation measures 
and through the ongoing, long-term maintenance and operational activities, all 
according to the system environment. 
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Fig. 1. 1 - Factors influencing Railway RAMS 



Reliability and Maintenance in Railway engineering 
 
 

4 

Figure 1.1 identifies all the factors which influence the RAMS performance 
of railway systems, with particular consideration given to the influence of 
human factors. These factors, and their effects, are an input to the specification 
of RAMS requirements for systems. 

The RAMS performances of a railway system are influenced by three 
conditions, that can interact with each other, as follow: 

• By sources of failure introduced internally within the system at any 
phase of the system life cycle. 

• By sources of failure imposed on the system during operation.  
• By sources of failure imposed on the system during maintenance 

activities. 
 
To create dependable units, factors which could influence the RAMS of the 

system need to be identified, their effect assessed, and the cause of these effects 
managed throughout the life cycle of the system, by the application of 
appropriate controls to optimize system performance. 

Failures in a system, product or process are categorized as random failures 
or systematic failures: 

• Random failures are due to causes which can be described by statistical 
distributions. 

• Systematic failures are failures due to errors in the system life cycle 
activities which cause the product, system or process to fail 
deterministically under particular combinations of inputs or under 
particular conditions (e.g. combination of inputs or/and triggering 
events such as non-fulfilment of environmental or application 
conditions).  

 
Systematic failures are mainly caused by human errors in the various stages 

of the system life cycle.  
Therefore systematic failures are mainly treated by the application of 

appropriate processes, methods and organization. A major distinguishing 
feature between random failures and systematic failures is that random failures 
are in general due to events that can be statistically monitored so that their 
probability of occurrence can be estimated. Systematic failures are due to events 
for which statistical data is not usually available so that their probability of 
occurrence cannot generally be estimated. 
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The clear distinction between random and systematic failures might be 
blurred by the following observations: 

• Systematic failures are reproducible, if conditions can be exactly 
replicated. If these conditions (the combination of input that activates 
them) are by themselves a random event, the occurrence of the 
systematic failures also exhibit a temporal random behavior by an 
outside point of view. 

• Large fractions of failures, due to environmental conditions (e.g. 
temperature, moisture, humidity etc.) and external influences (EMC - 
Electromagnetic Compatibility, vibration), can be considered both 
systematic or random as well. 

 
As can be clearly observed in Figure 1.1 Human factors are a core aspect 

within an integrated RAMS management process. An analysis of human factors, 
with respect to their effect on system RAMS, is inherent within the “systems 
approach” applied by railway standards. 

Human factors can be defined as the impact of human characteristics, 
expectations and behavior upon a system. These factors include the anatomical, 
ergonomics, physiological and psychological aspects of humans. The concepts 
within human factors are used to enable people to carry out work efficiently 
and effectively, with due regard for human needs on issues such as health, safety 
and job satisfaction. Each human might react to situations in different ways, 
which impacts the RAMS performance.  

The achievement of railway RAMS requires more rigorous control of human 
factors throughout the entire system life cycle, than is required in many other 
industrial applications. 

Humans have the ability to influence the RAMS of a railway system 
positively or negatively. To maximize the positive influence and minimize the 
negative influence, the manner in which human factors can influence railway 
RAMS shall be identified and managed throughout the life cycle. This shall 
include the potential impact of human factors on railway RAMS not only within 
the Operation, Maintenance and Performance Monitoring phase, but also 
within the other phases of the system life cycle. The precise influence of human 
factors on RAMS is specific to the application under consideration and it can 
be evaluated using several techniques available in literature (both qualitative 
and quantitative approaches can be used). 

 
The life cycle approach provides a structure for planning, managing, 
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controlling and monitoring all aspects of a system, including RAMS, as the 
system under consideration progresses through the life cycle phases. 

The focus of the RAMS process is to reduce the incidence of failures and/or 
the consequences throughout the life cycle, and thus minimize the residual risk 
resulting from these errors. 

The Life cycle phases of a generic railway system can be summarized as 
follow: 

1. Concept: remit of the project should be drawn up. 
2. System definition and operational context: description of essential 

characteristics and functions of the system, and clarification of the 
interfaces to other systems including the input to be provided and the 
output that can be expected. On this basis the impact on RAMS 
parameters of neighboring systems can be derived. The intended 
operational conditions (maintenance, environment, etc.) that could 
impair the safe or good (RAM - Reliability, Availability and 
Maintainability) functions are stated to ensure that the operator is 
aware of them. The RAMS management is established, including a 
RAM plan and a Safety plan. 

3. Risk analysis and evaluation: several steps (e.g. for safety: identify 
hazards associated with the system, identify events leading to hazards, 
determine risk associated with hazards, establish process for on-going 
risk management) should be followed to decide if a risk is tolerable. 
Risk analysis is an ongoing and iterative step and can continue in 
parallel with subsequent phases. It can be necessary to define further 
system safety requirements induced by the Risk Acceptance Criteria in 
order to reduce the risk to an acceptable level. System requirements 
can be derived / exist at different levels. 

4. Specification of system requirements: detailing the initial system 
requirements (expected functions including their RAMS requirements) 
and the ones derived from risk assessment in phase 3 as well as defining 
criteria for acceptance and specifying the overall demonstration of 
compliance. 

5. Architecture and apportionment of system requirements: allocation of 
requirements (including all RAMS requirements) to subsystems and 
components. 

6. Design and implementation: subsystems and components should be 
created according to the allocated requirements (including RAMS 
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requirements). 
7. Manufacture: the subsystems and components of the system should be 

manufactured and RAMS centred assurance arrangements established 
and applied. 

8. Integration: all subsystems and components should be assembled and 
installed to form the complete system. 

9. System validation: it should be validated that the system, product or 
process complies with the RAMS requirements in combination with 
external risk reduction measures, confirming that it is suitable for a 
specific intended use. 

10. System acceptance: compliance of complete system with overall RAMS 
requirements is required for entry into service. 

11. Operation, maintenance and performance monitoring: The objective of 
this phase is to operate, maintain and support the product, system or 
process such that compliance with system RAMS requirements is 
maintained. This includes to continuously evaluate the RAMS 
performance of the system and to derive corrective measures if required. 

12. Decommissioning: the risk is controlled during the transition phase. 
 
A risk assessment shall be undertaken for the system under consideration. 

For each identified hazard or its RAM equivalent, it shall be decided if the 
related risk can be considered as “broadly acceptable”. This decision shall be 
justified and recorded. As a criterion, risks resulting from hazards may be 
classified as broadly acceptable when the risk is so small that it is not reasonable 
to implement any additional measure. The expert judgement shall take into 
account that the contribution of all the broadly acceptable risks does not exceed 
a defined proportion of the overall risk. 

To summarize all these assumptions, it is possible to state that the railway 
standards underlines the importance of RAMS study in this particular field of 
application, with specific reference to the risk assessment and the human factor 
quantification. 

 
 
 

1.2 Objective of the work  
Section 1.1 resumes what are the topic contains in the railway standards and 

which are the steps and focus of RAMS in railway. Great attention must be 



Reliability and Maintenance in Railway engineering 
 
 

8 

paid on human factors. UIC (International Union of Railway) every year 
publishes a safety report indicating the main causes of railway accident in the 
previous year. Table 1.1 shows the values related to the last safety report 
published in 2021 with reference to accidents occurred in 2020 [5]. 

 
Tab. 1. 1. 2020 main cause of railway accident. Source: [5]. 

2019 
CAUSE AT  

FIRST LEVEL 
CAUSE AT SECOND LEVEL 

EXTERNAL 

CAUSES 
 

89,9% 

THIRD PARTIES 
 

88,4% 

Trespassing 73,2% 

Vehicle (LC accident) 9,4% 

Pedestrian (LC accident) 3,7% 

Pedestrian on public railway area 1,7% 

Other or not specified 0,4% 

WHEATHER & 
ENVIRONMENT 

 
1,6% 

Environment 1,4% 

Weather 0,2% 

INTERNAL 

CAUSES 
 

9,7% 

INFRASTRUCTURES 
 

1,8% 

Tracks and structures 0,8% 

Energy system 0,5% 

Other or not specified 0,4% 

ROLLING STOCK 
 

1,7% 

Running gear 0,8% 

Other or not specified 0,9% 

HUMAN FACTORS 
(Railway staff & 
subcontractors) 

 
5,0% 

Track and switch maintenance staff 0,6% 

Traffic operating and signalling staff 1,3% 

Train drivers 1,2% 

Other or not specified 2,0% 

RAILWAY USERS 
 

1,1% 

Passengers 1,0% 

Other or not specified 0,2% 

CAUSES NOT IDENTIFIED 0,4% 

 
Human factors result to be the second cause of accident in 2020, contributing 

with a 5% to the overall accident percentage.  
Figure 1.2 shows the values of the accident caused by human factors varies 
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over the years. It is possible to note that 2018, 2019 and 2020 are characterized 
by lower percentage of human factor accident, that is possibly due to an 
increasing attention on the human factor topic in railway.  

    

 
Fig. 1. 2 - Trend of the percentage of accident due to human factors. 

 
In lights of the previous considerations, the aim of this research work is the 

optimization of maintenance in railway, focusing on two different (but strictly 
related) aspects: 

a) Optimization of the maintenance decision-making process by risk 
related point of view. 

b) Assessment of the human factors on maintenance task. 
 
Firstly, the optimization of the maintenance plan (aspect a) has been 

investigated focusing on the RCM (Reliability Centred Maintenance) approach. 
This method is a standardized technique widely used in many different 
application fields. However, it leads the analyst to multiple possible choices 
relying significantly on the experts’ subjectivity. Consequently, one of the 
objectives of this work is the introduction of an innovative fuzzy-based RCM 
to minimize the impact of subjectivity, simplifying the task selection and 
optimizing the maintenance policies. RCM is a risk-based maintenance 
technique which is built upon a FMECA (Failure Modes Effects and Criticality 
Analysis). FMECA is one of the RAMS methodologies suggested in railway 
standards to develop the risk assessment of a railway system. As a matter of 
fact, this method is extensively used during the design of railway system despite 
lots of papers recognize several issues of the classical FMECA. A discontinuous 
scale of possible values, subjectivity, high sensitivity to small changes, absence 
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of weight factors, multiple repetitions of the same value and difficulty in 
threshold definition are some of the major drawbacks of the RPN (Risk Priority 
Number) assessed during FMECA. A detail description of such drawbacks will 
be presented in the following sections. Trying to solve those needs, this work 
introduces two innovative techniques in the field of FMECA. The first one is a 
fuzzy-based approach aiming at proving the optimal failure mode prioritization 
solving all the drawbacks at the same time (with the only exception of the 
threshold estimation). The second one is a more general approach which could 
be applied to classical FMECA and all the alternative methods present in 
literature to quantitively e effectively estimate the RPN threshold.   

The second part of the work (aspect b) deals with the estimation of the HEP 
(Human Error Probability) during the maintenance operations performed by 
operator on railway tracks. As underlined by analyzing the UIC safety report 
presented above the impact of human error on railway accident can not be 
neglected. Furthermore, railway transportation technology implements several 
ATP (Automatic Train Protection) systems to avoid accident caused by the 
train driver errors, consequently the human activities significant for the safety 
of railway passengers mainly resides in the installation and maintenance phases 
of the equipment. Notwithstanding that there are only few methods specifically 
developed to estimate HEP for railway-related application. The widest used 
methodology is the RARA (Railway Action Reliability Assessment) developed 
and validated in 2012.  RARA is extensively used since it is the only widely 
recognized technique in this field, however it suffers two major problems: 
remarkably high impact of subjectivity and significant complexity required for 
the assessment of many numerical values difficult to be precisely estimated. 
Trying to fill these gaps, this research aims at introducing an innovative fuzzy-
based approach which simplifies the assessment of the HEP by means of 
linguistic variables. Fuzzy sets have been used to develop a simple and effective 
tool which solves the RARA drawbacks even if it is based on the same failure 
database. 

Finally, this work investigates the potentiality of the modern third generation 
HRA (Human Reliability Analysis) techniques based on simulators to precisely 
assess the human performances. An extensive literature review showed a lack 
of modern simulator develop for railway tasks. As a consequence, the last 
objective of this work is the introduction of a new HRA method, based on 
Weibull distribution, able to estimate the human error probability as time-
dependent model which assumes different values during the work shift. The 
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effects of one or more breaks within the work shift have been simulated with a 
proposed software as well as the impact of different break durations. 
Furthermore, the proposed method aims at introducing the Yerkes-Dodson 
model to describe the concept of beneficial stress along with the impact of the 
classical stress.  

The research goals and the objectives of the work previously described are 
summarized in figure 1.3.    

 

 
Fig. 1. 3 - Research objectives and summary of the work. 

 
 
 
 

1.3 Case studies  
The above-mentioned innovative methods developed in this work have been 

applied to several case studies in order to test the methodologies and validate 
the results. More in detail, two complex systems such as Heating Ventilation 
and Air Conditioning (HVAC) and railway signaling systems have been studied 
and discussed. 

HVAC is a complex system integrating mechanical, electric and electronic 
items; it is a mandatory equipment mounted on a train and in this work it has 
been analyzed in order to test and validate the risk threshold estimation and 
the maintenance decision making process.   

Railway signalling systems are composed by several types of different 
equipment and safety systems, this work focuses on Automatic Train Protection 
(ATP) used to assess the contribution of the human error. 
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1.3.1 Heating Ventilation and Air Conditioning  
A Heating Ventilation and Air Conditioning (HVAC) system is the 

technology of indoor and vehicular environmental comfort. The objectives of 
HVAC systems are to provide an acceptable level of occupancy comfort and 
process function, to maintain good indoor air quality (IAQ), and to keep system 
costs and energy requirements to a minimum [6]. Furthermore, one of the main 
objective of HVAC is to ensure emergency ventilation and sufficient air 
exchange [6]–[9]. In summary, HVAC has to ensure four functionalities: cooling 
capacity, heating capacity, ventilation capacity and emergency ventilation. 

HVAC is an important part of residential structures, such as single family 
homes, apartment buildings, hotels and senior living facilities. It is also essential 
in medium to large industrial and office buildings, such as skyscrapers and 
hospitals, and in vehicles, such as trains, ships and submarines. In all these 
structures, safe and healthy conditions are regulated with respect to 
temperature and humidity, using fresh air from outdoors. 

In underground trains, the influx of a large number of people and the presence 
of moving trains generate a reduction in oxygen and an increase in heat and 
pollutants. Mechanical ventilation is required to achieve the necessary air 
exchange and grant users of the underground train systems comfortable 
conditions. Ventilation systems have a second and even more important 
purpose: to guarantee safety in the event of a fire emergency. Moreover, to 
create a safe and clean environment, ventilation is required both in the tunnels 
and in the stations. Consequently, in high-speed trains the HVAC is a safety 
critical system, it must be working properly during the entire train journey to 
ensure emergency ventilation in case of hazardous events.  

Furthermore, an HVAC system has also comfort related functionalities: it 
has to move heat to where it is wanted (the conditioned space), or remove heat 
from where it is not wanted (the conditioned space), and put it where it is 
unobjectionable (the outside air).  

The heating and air-conditioning system, whose central unit is usually placed 
on the roof of the train, ensures the thermal comfort and the quality of the air 
on board. Temperature and air quality sensors also play a decisive role, because 
as well as managing the temperature, the system recycles the air and therefore 
regulates the amount of oxygen available in the train cars [10]. 
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The first step of the functioning of the air condition unit is the suction of 
warm air by ventilators from the train exterior, then a liquid refrigerant absorb 
the heat, therefore the heat is rejected outside the train and finally cooled air 
is released into the train interior. A sensor measures the temperature and the 
quality of the air inside the train, then the air conditioning absorbs in the air, 
mixing 1/3 of external air with 2/3 of internal air. The unit reinjects recycled, 
filtered air into the train unit. 

Each car is equipped with two units to provide Heating, Ventilation and Air 
Conditioning (HVAC) to the car. In order to ensure the proper system 
functionality, a control system is required to manage all the HVAC 
functionalities. In particular temperature and humidity control are regulated 
through inside and outside sensors connected directly to a microcontroller-based 
unit. 

The HVAC system installed in each car consists of an air equipment 
conditioning, a control rack, extractor box, heater and floor heaters, convectors, 
the necessary probes to control the temperature of the different enclosures of 
the car, a pressure wave control and a control panel in each cabin [11]. As 
possible to see in figure 1.4 the main components of the unit 121 series are as 
follows: 

• 2 Condenser Heat exchanger (batteries) (1) 
• 2 Direct drive condenser fan and motor assemblies (2) 
• 2 semi-hermetic compressors (3) 
• 2 liquid tanks (4) 
• 2 filters drier (moisture) (5) 
• High and low pressure switches 
• 4 moisture and liquid indicators (6) 
• 2 evaporator heat exchanger (evaporator coil assemblies with two 

horizontally split sections) (7) 
• 4 thermal expansion valves (8) 
• 4 Discharge line check valve (9) 
• By-pass valve 
• 2 direct drive condenser fan and motor assemblies (11) (including 

temperature probes (12)) 
• Outdoor air temperature sensor (13) 
• 2 heating coils in evaporator (14) 
• 8 air filters (evaporator input) (15) 
• 2 pressure wave controls 
• 2 outdoor air dampers (16, 17) 
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• Control panel (18) 
 

 
Fig. 1. 4 – Main components of the whole HVAC system 

 
Tab. 1.2 contains all the technical information of the HVAC system under 

analysis. 
 

Tab. 1. 2. Technical characteristic of HVAC. 

Manufacturer Merak 
Cooling Power 32,5kW 
Heating Power 37kW 
Air Motion 4700m3/h 
Refrigerant R-407C (11kg ± 15%) 
Supply Voltage 72 VCC +25%/-30% 

a) Refrigerant compressors 

The compressor draws in the cold gases exiting the evaporator battery at low 
pressure and compresses them, so it comes out as gas at higher pressure and 
overheated [11]. 
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The motor compressor is fitted with an electromagnetic valve to vary the 
capacity according to the demands of refrigeration load at any time.  

 

 
Fig. 1. 5– Compressor 

 
This device allows the partially discharged starter (in two cylinders) 

relieving, in this way, the load imposed on the starter motor. The compressor 
incorporates a sensor to protect the motor against faults caused by the 
reheating of the coils due to lack of gas or excessive start cycles. This sensor 
disconnects the current input to the motor and resets automatically when the 
temperature decreases. The PSCT72-V protection module, installed in the 
junction box, is a device that verifies the thermal protection of the coils. These 
contain in the coils a PTC temperature sensor, which increases its resistance 
with temperature. The PSTC72-V is powered by the battery, it constantly 
reads the value of the PTC, and its output is a relay in series with the contactor 
of the compressor. Under normal conditions, the PTC has a low value and, 
upon arrival battery voltage to power the PSTC72-V, it closes its relay and 
allows the activation of the contactor, and hence the start of the compressor. 
However, if for various reasons the coil is overheated, the value of the PTC 
rises and the PSTC72-V opens its relay, so that the contactor is deactivated 
and the compressor stops (cut). Only when the coil is cools below a certain 
value, the PSTC 72-V again allows the start (reset). The cooling of the engine 
is achieved by the circulation of the refrigerant gas through the stator and rotor 
coils, which allows them to maintain their temperature below the limits allowed 
by the insulation. 

Lubrication is performed by means of an oil pump coupled to the crankshaft, 
which can work rotating in both directions. The compressor has a sight glass 
located on the side of the crankcase to check the oil level. The compressor is 
mounted on four dampers to prevent vibrations and reduce noise.  
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The low-pressure safety switch, installed in the suction line, prevents the 
system works below atmospheric pressure; at the same time, interrupts the 
compressor in normal operation. The high-pressure safety switch, mounted on 
the discharge line, acts when the discharge pressure exceeds the allowable limit, 
stopping the compressor. 

 

b) Liquid tanks 

The liquid tanks are located in the central zone of the condenser module, 
installed horizontally next to each of the fan motors. The liquid reservoir 
provides the ability to contain all of the liquid refrigerant when the equipment 
is not functioning [11]. It is equipped with a rotalock type valve placed at the 
inlet and outlet thereof and a purge valve, located in the middle reservoir, which 
is used to remove non-condensable gases from the system and to remove the 
refrigerant from the equipment, as well as to evacuate the installation when it 
is necessary. 

During normal operation of the equipment, the inlet and outlet valves of the 
liquid, as well as the outlet of the dehydrator filter should be open, while the 
bleed valve remains closed. The caps of these valves should be tightened always 
after performing any maintenance operation. 

 

c) Drier Filter 

The drier filter is constituted by a cylindrical container mounted on the line 
of liquid at the outlet of the liquid reservoir, inside which are housed a 
dehydrating cartridge of the interchangeable solid core type, made of a silica-
gel and alumina activated; and a metal filter [11]. It also has a shut-off valve 
of Ø5 / 8 "(15.88 mm) located at the outlet, which allows to close the passage 
of refrigerant through it. The purpose of the dehydrating filter is to prevent the 
passage of any solid particles (dirt, oxide particles, welding debris, etc.) that 
can be found in the pipes, as well as retain moisture and acids that may exist 
in the refrigerant. 

d) Moisture and liquid indicators 

This element is located on the liquid line, at the outlet of the dehydrator 
filter and has two functions [11]: 

• Display the moisture content of the system by means of an indicator 
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element that changes of color in direct relation to the amount of 
humidity present in the system. When this is free of moisture, the 
indicator color is green, and becomes yellow as the moisture inside the 
system increases. If the indicator reaches a deep yellow color it is a sign 
that there is a large quantity of humidity inside the system and it is 
necessary to replace the dehydrator filter.  

• Allow the visualization of the coolant flow through the molten glass 
visor, so that it can be easily seen if there is bubble passage, which 
indicates anomalies such as low refrigerant charge, insufficient liquid 
cooling refrigerant, low discharge pressure or restrictions in the liquid 
line. 

 

e) Cooling system 

The cooling system includes a high-pressure safety switch and a low-pressure 
safety switch. If the discharge pressure is excessive or if the suction pressure 
drops below their respective setpoints, the pressure switch, corresponding of a 
safety device, proceeds to cut the open circuit, causing the equipment to stop 
[11].  

The compact equipment is composed by a safety pressure switch (high and 
low pressure) and the sensors (pressure probes) of the refrigeration circuit of 
the equipment, thus allowing the control and protection of the various 
operations. At the pressure distributor level of the panel, automatic or shell 
valves allow connect the high and low pressure gauges, while the pressure 
measurements of each circuit must be performed before vacuuming. These 
valves must be closed and sealed when not used to perform any operation. The 
high pressure safety switch stops the equipment when the high pressure exceeds 
a limit determined.  

The low pressure safety switch prevents the system from operating below the 
atmospheric pressure. The high pressure sensor (probe) controls the discharge 
of the refrigerant output from the compressor. This collector generates an 
analogue signal between 4 and 20 mA, which is proportional to the discharge 
pressure value. This value is sent to the control module, which is the one that 
compares the analogue signal with the internal reference value. When the 
pressure of discharge exceeds the reference value, the control module adopts a 
cooling modulated before the limit pressure is reached.  

Modulated cooling is the discharge procedure of the compressor cylinders in 
order to reduce the pressure of discharge when the system operates below the 
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discharge pressure limit. The discharge of the cylinders reduces the cooling 
capacity, together with the pressure of discharge, thus preventing the operation 
of the system above the limit. Once discharge pressure falls within the operating 
range, the control connects new compressor cylinders, and the system returns 
to full capacity.  

The low gauge controls the suction pressure of the refrigerant when entering 
the compressor. The transmitter generates an analogue signal between 4 and 
20 mA, which is proportional to the value of the suction pressure. This value 
is sent to the control module, which compares the analogue signal with the 
internal reference value. When the suction pressure is lower than the control 
module adopts modulated cooling before the limit. 

 

f) Evaporator heat exchanger 

The evaporator batteries are formed by a copper tubes [11]. Inside the tubes 
circulates the coolant, which, when evaporated, causes a cooling of the tubes 
and fins, so that the air passing through them also cools to be subsequently 
pushed into the room. This battery is powered by two thermostatic expansion 
valves that distribute the refrigerant through the small distributor holes in the 
evaporator battery, producing as a consequence of this, a reduction of the 
pressure and with it the coolant temperature. 

 

 
Fig. 1. 6– Heat exchanger 

g) Thermal expansion valves 

The function of the expansion valve is to allow liquid to enter in the battery 
in the adequate measure to achieve a correct evaporation of the refrigerant at 
the outlet of the same; while ensuring a sufficient differential pressure between 
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the high and low sides pressure of the cooling system [11]. 
To perform this function, the valve consists of a valve body connected to a 

temperature-sensing bulb through a capillary tube. The valve body is mounted 
on the liquid line and the bulb is fixed to the outlet of the evaporator, in the 
suction line. 

The bulb contains a small amount of refrigerant. The free space of the bulb, 
the tube capillary and the free space above the valve is filled with saturated 
steam at the pressure corresponding to the bulb temperature. The space below 
the membrane is in connection with the evaporator, so that the pressure here 
is the evaporation pressure. 

The degree of opening of the valve is determined by the pressure produced 
by the temperature of the charge of the bulb acting on the upper face of the 
diaphragm and the pressure below the diaphragm, which is the sum of the 
evaporation pressure plus the pressure of the acting spring through the lower 
part of the diaphragm. 

In this way, the thermostatic expansion valve works by the pressure 
difference between the steam pressure in the evaporator and the pressure of the 
charge in the thermal bulb. Market Stall that the thermal bulb is in contact 
with the suction line, the pressure in it depends on the temperature in said line, 
which allows controlling the same. 

The thermostatic expansion valve is equipped with a pressure equalization 
line, connected to the outlet of the evaporator, next to the thermostatic bulb, 
to compensate the losses pressure due to the distributor and the evaporator 
surface. The function of the distributor of liquid is to achieve a uniform battery 
power. 

 

h) Discharge line check valve 

These items are electromagnetic servo controlled shut-off valves. They are 
located in each refrigerant circuit, in front of the liquid sight glass [11]. 

Normally they remain closed and must be energized to open them. Its mission 
is to avoid that coolant can enter in the compressor at times when it is not 
working. 

The by-pass solenoid valve is installed between the high and low pressure 
line of the refrigeration. Its mission is to adapt the capacity of the compressor 
as a function of temperature by the injection of hot gas, taken from the outlet 
of the compressor to the evaporator battery inlet. In this way, the number of 
start / stop cycles of the compressor is reduced. 
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i) Direct drive condenser fan and motor assemblies 

In order to drive the treated air into the room, the equipment is provided 
with two double suctions built by two centrifugal fans. Each fan is driven by a 
three-phase motor of 1.1 kW of power working at 1500 r.p.m. with a supply 
voltage of 400 V, 50 Hz. This motor is continuously operated.  

Furthermore, this set also includes the driven air temperature probe [11]. 
 

j) Temperature sensors 

The compact air conditioner has four temperature probes inside the 
equipment [11]: 

• 2 outdoor air temperature probes located in the air inlets exterior 
renovation. 

• 2 driven air temperature probes, located in the motor-fan evaporator. 
 
All these probes use an NTC thermistor that has the characteristic of varying 

its electrical resistance as a function of temperature in such a way, that the 
greater is the temperature and the lower is its resistance and vice versa. 

In this way the electronic control can inspect the different temperatures for 
select the most suitable operating mode and maintain the comfort conditions 
in the passenger rooms. 

Outside the equipment has 5 probes: 
• Return grilles (2 units installed in the air return grille in all cars). 
• WC (2 units installed in the extraction rack of the WC). 
• Platform (1 unit installed in the platform removal grid). 
 

k) Heating coils in evaporator 

The compact equipment includes two heating resistor housings installed each 
of them in parallel to the evaporator battery [11]. The system is protected 
against over-temperatures by a safety thermostat. Acts disconnecting the 
resistors through the electronic control, when the temperature around the 
resistances exceeds 90 °C and reconnects when the temperature returns to enter 
within the working range (69 °C). 
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l) Air filter 

The compact air conditioning unit has eight air filters, four in each air intake 
to the evaporator battery [11]. Their mission is to prevent the passage of dust, 
dirt and any kind of solid particles that can penetrate the compact equipment 
and be retained between the fins of the evaporator battery, obstructing the air 
circulation, as this would cause a malfunction of the system, such as low 
pressure suction or ineffective conditioning of the room.  

 

m) Outdoor air dampers 

On the sides of the compact equipment, in the areas of external air intake, a 
damper is located to guarantee the air flow renovation in the different operating 
cycles. The change of position of the dampers is governed by the electronic 
temperature control [11]. 

Each damper is driven by a motor coupled directly to its shaft, which 
incorporates an anti-rotation device which prevents rotation about the axis. 
This motor is protected against overload and it stops automatically when it 
reaches the top of its route. 

The external air gates close only at the initial start-up time if the temperature 
of the car is within the limits of preconditioning and if determined by the wave 
detection signal. 

 
 
 

1.3.2 Railway Signalling System  
According to the European standard IEC 50129 railway signalling is a system 

used to ensure the safe movement of trains [4][12]. There are two fundamental 
physical reasons why railway signalling system exists: 

1. Trains are guided by the track and hence have to be routed in such a 
way as to avoid collisions with one another. 

2. Trains (especially high-speed ones) cannot stop within the distance that 
the driver can see, so they need to have prior warning of the need to 
slow down and stop ahead. 

 
The basis principle underpinning signalling systems is the Block System. 

Each line is divided into Block Sections, and except in particular circumstances 
only one train is permitted to be in each block section at any time. A signal is 
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provided at the start and at the end of each block section to allow the train to 
enter and exit the block. If the block is occupied by a train, the signal will 
display a red "aspect" to tell the train to stop. If the section is clear, the signal 
can show a green or "proceed" aspect. The simplified diagram in figure 1.7 shows 
the basic principle of the block system. 
 

Fig. 1. 7 - Schematic of signal block section. When a block is unoccupied, the signal 
protecting it will show green. If a block is occupied, the signal protecting it will show 

red. 
 
The block occupied by Train 1 is protected by the red signal behind it at the 

entrance to the block. The block behind (“in rear”, as it is known) is clear of 
trains and a green signal will allow Train 2 to enter this block. This enforces 
the basic rule or railway signalling that says only one train is allowed onto one 
block at any time.  

The basic, two-aspect, red/green signal is used for lower speed operation but 
for anything over about 50 km/h the driver of a train needs a warning of a red 
signal ahead to give him room to stop. In the UK, for example, this led to the 
idea of caution signals (originally called "distant" signals when they were 
mechanically operated semaphore arms) placed far enough back from the signal 
protecting the entrance of the block to give the driver a warning and a safe 
braking distance in which to stop. Each signal would now show a red, yellow 
or green aspect - a multi- aspect signal. The diagram in Figure 1.8 shows an 
example of line with 3-aspect signals. 
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Fig. 1. 8 - Schematic of 3-aspect signalled route showing the additional yellow aspect 

provided to allow earlier warnings and thus higher speed operation. 
 
The block occupied by Train 1 is protected by the red signal at the entrance 

to the block. The block behind is clear of trains but a yellow signal provides 
advanced warning of the red aspect ahead. This block provides the safe braking 
distance for Train 2. The next block in rear is also clear of trains and shows a 
green signal. The driver of Train 2 sees the green signal and knows he has at 
least two clear blocks ahead of him and can maintain the maximum allowed 
speed over this line until he sees the yellow.  

The multi-aspect signalling commonly used in some countries like UK today 
has been converted into a 4-aspect system. It works similarly to the 3-aspect 
system except that two warnings are provided before a red signal, a double 
yellow and a single yellow. This has two purposes. First, it provides early 
warnings of a red signal for higher speed trains or it can allow better track 
occupancy by shortening the length of the blocks. The high speed trains have 
advanced warning of red signals while the slower speed trains can run closer 
together at 50 km/h or so under "double yellows" [13].  

Based upon this simple principle, signalling systems have evolved to provide 
the following key functions: 

Safety Functions: 
• to prevent trains taking conflicting routes; 
• to mantain a safe distance between trains; 
• to protect trains from driver malfunction (incapacity / inattention / 

misjudgement); 
• to ensure trains do not exceed their permitted speed. 

 
Non safety functions: 

• to maximise the use of the track; 
• to route trains automatically and regulate their flow; 
• to provide data on train running for passenger information purposes. 
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a)  Train detection system 

The train detection system is one of the main subsystems of a railway 
signalling system. The aim of train detection is to determine if a particular 
section of track is occupied by a train. 

 

b) Track Circuits 

With the original mechanical signalling systems the only form of train 
detection was manual observation by the signaller looking out of the signalbox 
window. 

To protect against human error, track circuits were developed, which use 
insulated sections of the rails as an electrical circuit, which the wheels of a train 
shunts as  it enters the section. Track circuits are used to determine whether a 
train is in a specific block and allow railway signalling systems to operate semi 
automatically, by displaying signals for trains to slow down or stop in the 
presence of occupied track ahead of them. A track circuit typically has power 
applied to each rail and a relay coil wired across them. When no train is present, 
the relay is energised by the current flowing from the power source through the 
rails. When a train is present, its axles short (shunt) the rails together; the 
current to the track relay coil drops, and it is de energised. Circuits through 
the relay contacts therefore report whether or not the track is occupied. A 
schematic example of the track circuit is shown in Figure 1.9. 

Each circuit detects a defined section of track, such as a block. These sections 
are separated by insulated joints, usually in both rails. To prevent one circuit 
from falsely powering another in the event of insulation failure, the electrical 
polarity is usually reversed from section to section. Circuits are powered at low 
voltages (1.5V to 12V DC). The relays and the power supply are attached to 
opposite ends of the section to prevent broken rails from electrically isolating 
part of the track from the circuit. A series resistor limits the current when the 
track circuit is short-circuited. In the simplest form the transmitter is a battery 
and the detector is an electro- mechanical relay. Many much more sophisticated 
types exist using coded audio signals and frequency shift keying (FSK) 
modulation, which were developed to provide immunity from EMI 
(Electromagnetic Interference) generated by electric trains.  
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Fig. 1. 9 - Schematic drawing of track circuit for unoccupied and occupied block. 

 
The track circuit illustrates the key principle of “Fail Safe” applied to all 

traditional signalling equipment, in that any break in the circuit between the 
transmitter and the receiver has the same functional effect as a train shunting 
the rails, and hence the system fails to a safe state. In Multiple Aspect 
Signalling installations, large numbers of individual track circuits cover the 
entire track layout to provide complete train detection. In some railway 
electrification schemes, one or both of the running rails are used to carry the 
return current. This prevents use of the basic DC track circuit because the 
substantial traction currents overwhelm the very small track circuit currents.  

Where DC traction is used on the running line or on tracks in close proximity 
then DC track circuits cannot be used, as it is for 50 Hz AC electrification. To 
accommodate this, AC track circuits use alternating current signals instead of 
direct current (DC) but typically, the AC frequency is in the range of audio 
frequencies, from 91Hz up to 10kHz. The relays are arranged to detect the 
selected frequency and to ignore DC and AC traction frequency signals.  

Again, failsafe principles dictate that the relay interprets the presence of the 
signal as unoccupied track, whereas a lack of a signal indicates the presence of 



Reliability and Maintenance in Railway engineering 
 
 

26 

a train. The AC signal can be coded and locomotives equipped with inductive 
pickups to create a cab signalling system. 

Modern track is often continuously welded, with the joints being welded 
during installation. This offers many benefits to all but the signalling system, 
which no longer has natural breaks in the rail to form the block sections.  

The only method to form discrete blocks in this scenario is to use different 
audio frequencies in each block section.  

To prevent the audio signal from one section passing into an adjacent section, 
pairs of simple tuned circuits are connected across the rails at the section 
boundary. The tuned circuit often incorporates the circuit to either apply the 
transmitted signal to the track or recover the received signal from the other 
end of the section. 

 

c) Axle counter 

An axle counter is a device on a railroad that detects the passing of a train 
between two points on a track. A counting head (or "detection point") is 
installed at each end of the section, and as each train axle passes the counting 
head at the start of the section, a counter increments.  

A detection point comprises two independent sensors, so the device can detect 
the direction and speed of a train by the order and time in which the sensors 
are passed.  

As the train passes a similar counting head at the end of the section, the 
system compares count at the end of the section with that recorded at the 
beginning. If the two counts are the same, the section is presumed to be clear 
for a second train. This is carried out by safety-critical centrally located 
computers, called "evaluators", with the detection points located at the required 
sites in the field.  

The detection points are either connected to the evaluator via dedicated 
copper cable or via a telecommunications transmission system. That allows the 
detection points to be located significant distances from the evaluator, and this 
is useful when using centralised interlocking equipment, but less so when 
signalling equipment is situated beside the line in equipment cabinets. The 
functional scheme in shown in Figure 1.10. 
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Fig. 1. 10 - Schematic drawing of axle counters positioning along the track. 

 
Axle counters have many advantages: 

• Differently from other signaling systems, an axle counter system can 
cover a very long section up to 15km. 

• It does not get affected either by flooding of track or poor 
maintenance of tracks. Same thing cannot be said of the track circuit, 
which is highly susceptible to these conditions. 

• It does not require insulating rail joints, thus, rails can be 
continuously welded. This reduces track wear and maintenance cost 
and increases traveling comfort. 

• Efficiency and safe working of axle counters does not depend up 
various track parameters and climate condition such as length, 
ballast condition, drainage, stray voltage and currents, track feed 
voltage and lead cables, etc. like track circuits. 

 

d) Interlocking 

A rail network, even more than a road network must be controlled to allow 
trains to circulate in total safety. This control is taken care of by interlocking. 
Interlocking is an arrangement of points and signals interconnected in a way so 
that each movement follows another in a proper and safe sequence [68]. 

An interlocking calls and locks safe routes through railway stations and 
junctions. The interlocking locks a route only if it is safe for a given train, i.e. 
the route must be vacant from other trains and no conflicting routes must be 
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locked contemporarily.  
Locking a route for a train means reserving a sequence of track detection 

sections and locking the direction of movable track elements to allow the train 
moving from an origin signal to a target signal. Movable track elements include 
infrastructure elements that have a mutable direction such as switches, level 
crossings, movable bridges and movable derailment devices. The interlocking 
systems typically sets and locks movable track elements in a well-defined 
direction [14]. 

Throughout its journey a train will run on various track sections controlled 
by an interlocking system. Installed by the trackside, interlocking authorises 
the train to continue its journey or not, anticipating the state of traffic thanks 
to the connection to the track management equipment.  

Thus interlocking systems must ensures the safe circulation of trains with 
regard to: 

• the road network by controlling level crossings;  
• the rail network as a whole.  

 
Interlocking systems are able to detect the presence of a train on a track 

section thanks to information received from track circuits and balises. If another 
train approaches the section, the interlocking interfaces ask the train to stop 
by activating the signal lamps. They also control the points systems to ensure 
correct train routing. 

Since the end of the 19th century interlocking has considerably evolved. The 
original, entirely mechanical systems have gradually been replaced by 
computerised systems which can handle far more complex circulation patterns 
like those operated in major stations.  

As for information transmission, it is handled by a high-speed cable network. 
Train circulation parameters such as speed and braking distance are now 
handled by specialised systems such as ERTMS (European Rail Traffic 
Management System). Information is thus exchanged directly by radio thanks 
to antennas by the trackside.  

A schemetic representation of a modern interlocking system is represented in 
Figure 1.11. 
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Fig. 1. 11 - Schematic drawing of an interlocking system. 

 

e) Automatic Train Protection (ATP) 

Automatic train protection (ATP) is a type of train protection system which 
continually checks that the speed of a train is compatible with the permitted 
speed allowed by signalling. If it is not, ATP activates an emergency brake to 
stop the train. All types of train protection systems aim to reduce or eliminate 
the possibility of driver error resulting in a train movement related accident by 
failing to obey a visually displayed line-side or in-cab signal instruction. The 
development of train protection on main line railways began with the 
introduction of warning systems and subsequently progressed to enforcement 
of the instructions issued by these systems. Originally, the warning systems 
alerted the driver that he or she was approaching an adverse or restrictive line-
side signal aspect and required him or her to acknowledge the warning. 
Otherwise the systems would initiate a brake application after a short delay. 
Later developments included various levels of speed limitation and enforcement.  

Also, some systems were expanded to cater for speed limits for permanent or 
temporary speed restrictions. Technologies adopted for such warning and train 
stop systems include combinations of permanent magnets and electromagnets, 
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inductive polarity-changing responders, coded beacons and simply coded track 
circuits. More recently, fully Automatic Train Protection (ATP) systems have 
been developed to enforce speed limits and movement authorities at the full 
range of restrictive signals, with and without line-side signals and including 
permanent and temporary line speed limits. Driving is still manual but speed 
limits are always enforced. 

There are principally two implementations of ATP systems: intermittent and 
continuous.  

Intermittent systems use electronic beacons (inductive or radio frequency) or 
short electrical loops positioned within the meter. These types of short-range 
devices are often referred to as "balises" (from the French word for "marker"). 
There are two kinds of balises: active and passive ones. The former are track 
based transponders that are "woken up" by a low frequency signal. They receive 
their energy from a passing train and then send packets of information to the 
train (track speed limit, gradients and signal information). The latter are track 
based transponders that are powered from the signalling supply and that 
continuously send packets of information to passing trains. The continuous 
systems use a permanently active data transmission and monitoring system, 
either through electrical inductive coupling by means of track loops or coded 
track circuits or by means of radio transmission of limit of movement 
authorities. Balises receive information from the Lineside Electronic units 
(LEUs), that are connected to signalling equipment.  

More in detail, ATPs are generally based on two subunits interacting with 
each other:  

• An onboard subsystem. 
• A ground subsystem. 

 
The main equipment on train (on-board subsystem) generally includes the 

following items:  
• An antenna that is mounted underneath each cab and receives 

information from balises.  
• A computer that combines the information received from the 

trackside with train characteristics, such as train length and braking 
ability to calculate safe stopping distences and speeds.  

• The ATP screen, known as the driver machine interface (DMI), 
which allows drivers to view information about the current track 
speed, the track ahead and system details.  



Reliability and Maintenance in Railway engineering 
 

31 

The main devices of a generic ATP are shown in Figure 1.12. 
 

 
Fig. 1. 12 - ATP eqipment. Source: www.railwaysignallingconcepts.in  

 
Fully operational ATP systems were first introduced on metros in the late 

1960s and are now common on such systems all over the world. Most metro 
applications use continuous systems in conjunction with automatic train 
operation. The basic defining principle of ATP is that train speed is monitored 
against the current permitted speed limit. The speed may be limited by line 
profile or signal indication, that is, the need to protect routes of other trains 
and track related constraints. If the allowable speed is exceeded, a brake 
application is invoked until the speed is brought within the required limit or 
the train is stopped. Most ATP systems are based on conventional block 
signalling although these can be very short. Each block is described by a fixed 
dataset related to its location, length, gradient(s) and maximum speed limit(s). 
Each block will also have a variable data set derived from the signal aspects 
ahead and their effect on the resulting speed limit(s) for that block and the 
next block(s).  

The speed limit on the approach to a restrictive signal forms a gradually 
reducing curve that follows the braking profile required to reach the target 
speed at the signal as shown in Figure 1.13. If the signal shows a stop aspect, 
the target speed will be zero. The on-board monitoring equipment will 
continuously compare the train speed with the curve required to achieve the 
target speed and will initiate a warning, usually both audio and visual. If action 
is not taken by the driver, the system will start a brake operation. In some 
implementations of the ATPs, a braking curve infringement calls for a full 
service brake initiation, in others cases it can activate directly the emergency 
brake.  

http://www.railwaysignallingconcepts.in/
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Fig. 1. 13 - Speed curve required to reach the target limit at the signal. 

 
There are also differences in the brake release function. Some systems allow 

the driver to release the brake once the train speed has returned within the 
prescribed curve. In others, the brake command is irrevocable and the train 
must be brought to a stand before the driver can release the brake. There are 
also railway undertaking specific rules about the consequences when the ATP 
system has intervened.  

On the train, data comprising train weight, length, braking capability and 
maximum technically permitted speed are necessary to ensure compliance with 
speed limits set by the ATP system. Usually, the train consist data must be 
input by the driver before the trains starts its journey. In most cases, the 
performance of the equipment is monitored and recorded for further analysis in 
case of infringements or failures of the system. These systems are variously 
known as On Train Monitoring Systems (OTMS), On Train Data Recorders 
(OTDRs) or On Train Monitoring Recorders (OTMRs). They are the 
equivalent of the aircraft industry’s "black box".  

Continuous ATP systems allow constant data updates to be transmitted to 
trains so that the train driver can respond to changes in signal aspects as soon 
as they occur. Intermittent systems can only transmit changes in signal aspects 
when the train passes over a beacon or loop. This can restrict line capacity if a 
driver is unable to respond to a signal clearance, even though he or she can see 
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the change of aspect, until the train’s on-board ATP computer has received a 
message from the balise located at the relevant signal. In order to overcome 
this problem, infill loops or balises are provided at some signals to provide 
drivers with an update of a signal aspect and to allow brake release if a less 
restrictive aspect is shown. 

ATPs are particular useful to identify both hardware failure and/or human 
error. If the driver of the train fails to obey an instruction of railway signaling 
the ATP mitigates this failure adapting the train speed to the requirement of 
the signaling[4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], 
[15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], [15][4], 
[15][4], [15].  

The ground unit of the ATP under test is illustrated in Fig. 1.14. It comprises 
a set of two balises deployed in different point of the rail tracks. Usually, these 
kinds of transponder are located near a semaphore or a reduced speed zone and 
they are used to relay information regarding the signaling to the onboard 
subsystem of the passing train.  

 

 
Fig. 1. 14 - Scheme of the Automatic Train protection under test highlighting the 
devices of the ground subunit (Two balises, an encoder and a semaphoric unit).   

 
Most of ATP uses two nearby balises located in the center of the railroad 

track to ensure high reliability and safety requirements. To avoid crosstalk and 
ensure a correct communication between onboard unit and ground unit a set of 
strict requirements are forced during the balise installation.  

Another fundamental equipment making up the LEU of the ATP under 
analysis included within the ground subsystem is the encoder which is used to 
convert the signaling information from semaphores and signals into messages 
suitable for the balises.   
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f) EVC board 

The EVC (Enhanced Vital CPU) board is a microcontroller-based unit 
designed and assembled by Alstom Signalling Solutions S.r.l. and used for 
railway signalling systems.  

EVC board is used in Italy and abroad for many applications: 
• Ground signalling 

– axle counters for traditional railways; 
– axle counters for urban transportation; 
– low-complexity interlocking; 

• On-board signalling; 
– on-board Automatic Train Protection (ATP) systems for 

traditional railways (Italy); 
– ATP system for urban transportation. 

 
EVC board is a 32 bit 150MHz dual-microprocessor board with a vital 2 out 

of 2 architecture. Two microprocessors own identical core system components 
(RAM/ROM etc.), run identical program codes, read a single input from two 
different paths (read lines of external bus are dubled) or accept sunchronized 
inputs from a single input source. Internal address bus, control signals 
(including chip-select and read/write signals) and data bus outputs are 
constantly being compared by hardware at real-time. Any difference between 
the two processors’ outputs will activate an NMI (Not Maskable Interrupt) to 
both processors, which will in turn halt the whole system. Once in the halt 
mode, microprocessors can be driven into an idle state, defined as the fail-safe 
state, until a hardware reset to start over the program. 

 
 
 
 

1.4 List of major contributions 
This thesis aims to optimize the risk assessment in railway field dealing with 

two major aspects: planning of maintenance activities by a reliability point of 
view and impact of human factors in maintenance operation within the whole 
risk assessment.  
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One of the widest used technique to assess the maintenance tasks of a generic 
complex system is the Reliability Centred Maintenance, which is a standardize 
technique based on a FMECA procedure. An extensive literature review 
highlighted that the classical RCM is an extremely subjective technique which 
leave to the analyst multiple choices. Thus, the selection of the maintenance 
task is not only guided by the preliminary risk analysis, but it relays remarkably 
on the expert’s judgment.  

The main contribution of this work regarding this topic is the introduction 
of a fuzzy-based decision-making diagram to guide the selection of the optimal 
maintenance task within the reliability-centered maintenance procedure. The 
proposed procedure helps to rapidly, easily, uniquely, and unambiguously 
identify the optimal maintenance policy, while the classical RCM procedure 
leads the analyst to multiple choices involving high subjectivity in the 
definition. Moreover, the methodology presented is a diagnostic-oriented 
decision diagram that favors the choice of condition-based maintenance 
whenever possible, (i.e. condition monitoring and failure finding procedures). 

FMECA is the core of RCM and it is extremely useful to perform a risk 
assessment. Several papers in recent literature agree that classical FMECA is 
characterized by several drawbacks, such as high subjectivity of the RPN (Risk 
Priority Number) assessment and a difficulty of discerning critical and 
negligible failure modes. The identification of the most critical parts is usually 
performed by experts, leading to a high subjective decision. Alternatively, some 
companies apply corrective actions in a hierarchical order starting from the 
most critical components. Then, countermeasures are applied until the budget 
allows it. The major flaw of this cost-oriented approach is that some critical 
risk could not be mitigated. For some application this approach is valuable, 
quite the opposite safety related applications such railway systems require a 
more precautionary point of view. Consequently, it is extremely important to 
identify which components are critical and which are not by means of a risk 
threshold. The international standard IEC60812 which defines the FMECA 
technique does not explain how to evaluate a risk threshold value. Furthermore, 
only few papers in recent literature deals with this issue. This work introduces 
a new analytical approach to overcome this limit by estimating a Risk Priority 
Number threshold.  

While to overcome the subjectivity issue, this work proposes a simple and 
effective tool that use Fuzzy theory to solve all the problems of the classical 
RPN and consequently provides an efficient methodology to prioritize failure 
modes according to their risk. In particular, this work proposes a fuzzy-based 
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approach that uses fuzzy linguistic term to assess the O, S and D and then 
evaluates the RPN of each failure mode as the fuzzy multiplication of the 
indexes. Fuzzy weights are also taken into account to assess different 
importance to Occurrence, Severity and Detection. A graphical user interface 
was developed using MATLAB programming language to automatize the tool 
and make it accessible also on industrial field. The advantages of the proposed 
procedure are extensively illustrated emphasizing the benefits achieved with the 
proposed fuzzy-based tool to solve classical RPN drawbacks.  

The second great topic covered by this work is human error and human 
factors, which are fundamental topics to be considered in a risk assessment of 
railway systems. RARA (Railway Action Reliability Assessment) is the only 
recognized HRA technique designed for railway, however is a very complex and 
subjective methodology which suffer many drawbacks. In order to solve these 
issues, a new method has been developed. The major contributions of the 
proposed method are the following: 

• Introduction of an innovative HRA method specifically developed for 
operator tasks in railway engineering which uses fuzzy logic to 
estimate the HEP. 

• Proposal of a RARA-based methodology able to solve two of the 
major problems of the classical RARA: the analyst subjectivity and 
the difficulty and complexity of a numerical assessment of the affect 
level. 

• Validation of the results achieved on a real case study through a 
comparison with RARA method.  

 
Recently HRA focused on third generation techniques, which represents the 

most modern techniques to assess the human reliability. There is not a third 
generation technique dedicated to railway, so E-SHERPA (Enhanced Simulator 
for Human Error Probability Analysis) has been developed to overcome this 
issue. The main contributions brings by this technique are the following: 

• Introduction of the first third-generation HRA technique specifically 
developed and customized on railway engineering integrating the task 
provided by RARA within a SHERPA-based simulator (SHERPA is the 
acronym of Simulator for Human Error Probability Analysis). 

• Accurate and detailed proof of the identification of the optimal Weibull 
parameter that best describe the human behavior. 

• Time-dependent model of the human error probability varying during 
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the work shift which takes into account the fatigue cumulated during 
the shift by the operator and the beneficial effects of a break on the 
probability of committing an error. Both coffee break and lunch break 
are considered within the proposed method. 

• Introduction of the Yerkes–Dodson curve describing the relationship 
between stress and performances in case of a difficult task. The Eustress 
concept (beneficial stress which increases the performance of the 
operator) is taken into account within the proposed procedure to model 
the performance shaping factor accordingly. 
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CHAPTER 2 
 
FUZZY THEORY FOR RELIABILITY 

ANALYSIS  
 
 
 
 
 

This chapter provides an overview on fuzzy theory. The concept 
of fuzziness instead of discrete quantities adapts well to human 
reasoning that is inaccurate by nature. Fuzzy theory is exposed 
and explained clearly throughout the chapter using few 
examples. After that, the chapter focuses on the application of 
fuzzy inference system and the application of fuzzy theory to 
different aspect of reliability analysis.   
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2.1  Introduction  
In the early '60s, Lofti A. Zadeh, a professor at the University of California, 

Berkeley, known for his contributions to set theory, began to warn that 
traditional systems analysis techniques were overly and unnecessarily accurate 
for many of the problems typical of the real world. The idea of degree of 
belonging, the concept underlying nuanced set theory, was introduced by him 
in 1964, and this led later, in 1965, to the publication of the first article 'Fuzzy 
Sets' and the birth of fuzzy logic [16]. The concept of a fuzzy whole, and of 
fuzzy logic, was enthusiastically received by some mathematicians, but most 
reactions were grouped between skepticism and open hostility. The tone of the 
controversy always remained very high especially in the early years of fuzzy 
logic, when its few supporters were not yet able to show any application.  

However, in engineering laboratories fuzzy logic was proving promising in the 
field of control, until the first prototype of an application of the same appeared 
in 1974 by E. H. Mamdani, who developed a fuzzy controller for a steam engine 
[17]. Since then, studies on the uses of fuzzy logic have multiplied, especially in 
Japan where, perhaps for ideological reasons, but more likely for commercial 
reasons, Zadeh's ideas have met with much less resistance. The most famous 
fuzzy application is represented by the realization, in the mid-80s, of a control 
system for the Sendai metro[18]. 

Zadeh's text had a profound influence on the question of indeterminacy 
because it contrasted not only with probability theory, seen as the sole 
representation of uncertainty, but also with the foundations on which it itself 
rested: Boolean logic [19]. 

Fuzzy logic was introduced by Zadeh as a mathematical method for 
describing indeterminacy in everyday reality since the determinism of Boolean 
logic does not allow an exhaustive treatment of problems that by their nature 
are "nuanced" [20]. It, as the name suggests, is a type of logic that is based on 
seeing the quantities in an approximate way instead of discreet and for this 
reason it adapts well to human reasoning that is inaccurate by nature [21]. It 
then becomes clear that such logic is useful in reliability engineering for the 
following reasons: 

• The imprecision in the modeling of problems makes the latter well 
describable by fuzzy logic. 

• The information in possession regarding the problem under analysis can 
be affected by uncertainty and therefore it is natural to describe it using 



Fuzzy Theory for Reliability analysis 
 

41 

fuzzy logic. 
• In the event that the information regarding the problem under analysis 

is accurate, it may be too complex or expensive to obtain results with 
a high degree of accuracy. In these circumstances it may be convenient 
to address the issue through fuzzy logic. 

 
As systems become increasingly complex, reliability analyses play an 

increasingly important role in the proper development of the system; however, 
they too are becoming more and more articulated. Much of the problem lies in 
the uncertainty in the design phase, in fact during the early stages of 
development the customer's needs are not too clear and the requirements and 
specifications are usually incomplete. This uncertainty is gradually resolved as 
the project develops through the various stages, from conception to completion. 
In the case of reliability, the uncertainty is also due to the fact that failures are 
relatively rare events (typically only a few per million hours of operation) and 
collecting enough data on which to base a statistical "probability of failure" 
turns out to be an expensive and difficult operation. Moreover, especially at the 
initial stage of design, the object that the probability of failure is often 
untraceable, and this probability must be "estimated" based on a "technical 
judgment" or on the knowledge one has of "similar" articles. Deriving these 
probabilities of failure through statistical methods and then calculating the 
reliability of a level of the system further increases the uncertainty. By allowing 
inaccuracy and rough analysis fuzzy logic helps restore the integrity of 
reliability analysis by introducing uncertainty and not forcing accuracy where 
this is not possible [22]. 

 
 
 
 

2.2  Fuzzy theory  
In the classical forms of the Probabilistic Risk Assessment (PRA) approaches, 

failure rates, failure probabilities or other numerical data related to the failure 
behavior of system components are usually considered known. But in large and 
complex systems, not all such data is known due to limited observation and 
scarcity of statistical data. 

This situation is especially relevant in the early design stages, when the 
requirements and specifications of system components are incomplete, and in 
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the case of new and complex software components. The failure probability of a 
relatively new component with insufficient historical failure data could, in 
theory, be estimated based on expert judgment experience from similar 
components. Consequently, system safety and reliability could be evaluated 
based on generic statistical data, which may be taken from existing reliability 
databases. However, the use of generic data will add further uncertainty and 
imprecision to the results of the analysis. 

By allowing imprecision and approximate analysis, fuzzy logic enables 
incorporating uncertainty in the analysis [23]. Fuzzy set theory was firstly used 
in FTA (Fault Tree Analysis) for system reliability analysis in [24]. Since then, 
a number of researchers have developed different fuzzy set theory-based FTA 
methodologies for system safety and reliability analysis, and many researchers 
have used these methodologies in a variety of application areas such as nuclear 
power plants, the process industries etc. Fuzzy set theory has also been applied 
in conjunction with dynamic extensions of the fault trees [25], [26]. The 
application of fuzzy set theory in safety and reliability engineering has been 
extended to FMEA [27], [28], Event tree analysis (ETA) [29], [30], Bayesian 
networks [31], [32], and Markov chain [33], [34].  

 
 
 

2.2.1 Brief overview  
Fuzzy theory was firstly introduced by Professor Lotfi A. Zadeh in 1965 [20] 

to handle the concept of partial-truth values between "completely true" and 
"completely false". A fuzzy set A is usually expressed in terms of its membership 
function 𝜇𝜇𝐴𝐴 which maps domain elements (x) in their respective degrees of 
belonging in the interval from 0 to 1, as follow [35], [36]: 

 
 A = ��𝑥𝑥,𝜇𝜇𝐴𝐴(𝑥𝑥)� | 𝑥𝑥 ∈ 𝑋𝑋� (2.1) 

 
 𝜇𝜇𝐴𝐴(𝑥𝑥):𝑋𝑋 → [0,  1] (2.2) 

 
The strength of fuzzy is intrinsically correlated to equation (2.2), in fact the 

possibility of assessing a degree of membership that is not fixed to 0 or 1 but 
could varies within a range between “false” to “true” allows to achieve several 
advantages in reliability engineering.  

Fuzzy is flexible and conceptually easy to understand, it introduces linguistic 
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terminology and it allows to work with approximate values as well as 
incomplete or ambiguous data [21], [22].  

An intuitive description of fuzzy theory and its differences with classical 
Boolean theory is given in figure 2.1, where the fuzziness concept is illustrated 
as shades of grey between white (“0” or false) and black (“1” or true). 

 

 
Fig. 2. 1 - Graphical comparison between Boolean logic (on the top side) and Fuzzy 

logic (on the bottom side) 
 
 
 

2.2.2 Fuzzy sets and membership functions 
Classical sets contain objects that satisfy precise properties of membership; 

fuzzy sets contain objects that satisfy imprecise properties of membership, that 
is, membership of an object in a fuzzy set can be approximate. For example, 
the set of heights from 1 to 2m is precise (crisp); the set of heights in the region 
around 6 feet is imprecise, or fuzzy. In general, given an exhaustive collection 
of individual elements x, which make up a universe of information X and various 
combinations of these individual elements on the universe A (sets), for crisp 
sets, an element x in the universe X is either a member of some crisp set A or 
not. This binary issue of membership can be represented mathematically with 
the indicator function in equation (2.3): 

 XA(x) = �1    if x ∈ A
0    if x ∉ A   (2.3) 
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where the symbol 𝑋𝑋𝐴𝐴(𝑥𝑥) gives the indication of an unambiguous membership 

of element x in set A, and the symbols ∈ and ∉ denote contained in and not 
contained in, respectively. The difference between crisp and fuzzy sets is 
explained in the following example. 

In the universe of heights of people, let A be the crisp set of all people with 
1 m ≤  x ≤  2 m. A particular individual, x1, has a height of 1.5 m. The 
membership of this individual in crisp set A is equal to 1, or full membership, 
given symbolically as  𝑋𝑋𝐴𝐴(𝑥𝑥1) = 1. Taking another individual as an example, x2, 
has a height of 0.99 m. The membership of this individual in set A is equal to 
0, or no membership, hence 𝑋𝑋𝐴𝐴(𝑥𝑥2) = 0, as shown in the left chart in Figure 
2.2. In these cases, the membership in a set is binary, either an element is a 
member of a set, or it is not. 

Zadeh extended the notion of binary membership to accommodate various 
“degrees of membership” on the real continuous interval [0, 1], where the 
endpoints of 0 and 1 conform to no membership and full membership, 
respectively, just as the indicator function does for crisp sets. However, the 
infinite number of values between the endpoints can represent various degrees 
of membership for an element x in some set on the universe. The sets on the 
universe X that can accommodate “degrees of membership” were defined by 
Zadeh as fuzzy sets. Continuing further on the example on heights, let H be the 
set of heights near 1.5 m. Since the said property is fuzzy, there is no unique 
membership function (MF) for the set H. 

Properties of this function might be: 
1. normality: 𝜇𝜇𝐻𝐻(1.5)  =  1; 
2. monotonicity: the closer H is to 1.5 m the closer 𝜇𝜇𝐻𝐻 is to 1; 
3. symmetry: numbers equidistant from 1.5 m should have the same 

value of 𝜇𝜇𝐻𝐻. 
 
Such concept of fuzzy MF is shown in the right chart in Figure 2.2. A key 

difference between crisp and fuzzy sets is thus their membership function; a 
crisp set has a unique membership function, whereas a fuzzy set can have an 
infinite number of membership functions to represent it. For fuzzy sets, the 
uniqueness is sacrificed, but flexibility is gained because the membership 
function can be adjusted to maximize the utility for a particular application. 
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Fig. 2. 2 - Height membership functions for a crisp set A (left plot) and a fuzzy set 

H (right plot). 
 
In the case where the membership function uniquely takes on the values 0 or 

1, it reduces the fuzzy set to a crisp set, so it is deduced that classical crisp sets 
are special cases (i.e. subsets) of fuzzy sets. 

It is easy to see how fuzzy set theory is extremely flexible and can be adapted 
to a wide variety of industrial applications. In the case of fuzzy sets, precision 
is sacrificed, but there is a gain in flexibility since the trend of the function to 
which it belongs can be chosen based on the context. 

Among the different forms that the functions of belonging to fuzzy sets can 
take on, trapezoidal and triangular ones are widely used in reliability 
engineering to represent the blurred failure rates of system components or even 
the risk indices of an FMECA analysis. 

 

a) Triangular fuzzy numbers 

Let X be a collection of object universe and its elements are represented by 
x. As already said, a fuzzy set A in X can be characterized by a membership 
function µA : X → [0, 1].  The value of function µA(x) represents the degree of 
membership of x in A.  A membership value 1 means the element is completely 
in set A and 0 means the element is completely not in set A. On the other 
hand, values between 0 and 1 represent the partial membership, where the 
higher the value the stronger the degree of membership is. A fuzzy number is 
a special type of fuzzy set and could be defined in different forms depending on 
the nature of the problem in hand [36]. Among different shape of membership 
functions, the triangular shapes is widely used in reliability engineering to 
represent fuzzy failure rates or probabilities of system components. 

Let x, a1, a2, a3 ∈ R. A triangular fuzzy number A could be defined by the 
membership function µA as follows 
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𝜇𝜇𝐴𝐴(𝑥𝑥) =

⎩
⎪
⎨

⎪
⎧
𝑥𝑥 − 𝑎𝑎
𝑏𝑏 − 𝑎𝑎    𝑓𝑓𝑓𝑓𝑓𝑓 𝑎𝑎 < 𝑥𝑥 < 𝑏𝑏
𝑐𝑐 − 𝑥𝑥
𝑐𝑐 − 𝑏𝑏    𝑓𝑓𝑓𝑓𝑓𝑓 𝑏𝑏 ≤ 𝑥𝑥 < 𝑐𝑐
0                 𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

 (2.4) 

 
In the triangular fuzzy number, A = (a, b, c), the element b gives the 

maximal degree of membership, i.e., µA(b) = 1. At the same time, a1 and a3 are 
the lower and upper bound of the evaluation data, respectively.  

An example of triangular fuzzy number according to equation (2.4) is shown 
in Figure 2.3. 

 

 
Fig. 2. 3 - Example of triangular membership function. 

 

b) Trapezoidal fuzzy numbers 

Let 𝑧𝑧,𝑎𝑎 𝑏𝑏, 𝑐𝑐,𝑑𝑑 ∈ ℝ. A trapezoidal fuzzy number Ai can be defined by the 
membership function 𝜇𝜇𝐴𝐴1, as follows: 

 
 

𝜇𝜇𝐴𝐴1(𝑧𝑧) =

⎩
⎪
⎨

⎪
⎧
𝑧𝑧 − 𝑎𝑎
𝑏𝑏 − 𝑎𝑎   𝑖𝑖𝑖𝑖 𝑎𝑎 < 𝑧𝑧 < 𝑏𝑏

1     𝑖𝑖𝑖𝑖 𝑏𝑏 ≤ 𝑧𝑧 < 𝑐𝑐
𝑑𝑑 − 𝑧𝑧
𝑑𝑑 − 𝑐𝑐   𝑖𝑖𝑖𝑖 𝑐𝑐 ≤ 𝑧𝑧 < 𝑑𝑑

0     𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

 (2.5) 

 
Usually, trapezoidal fuzzy number are represented using the following 

notation: A1 = (a, b, c, d). 
An example of trapezoidal fuzzy number is shown in Figure 2.4. 
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Fig. 2. 4 - Example of trapezoidal membership function. 

 
 
 

2.2.3 Operations between fuzzy numbers  
Consider two triangular fuzzy numbers A = (a1, a2, a3) and B = (b1, b2, b3). 

The possible arithmetic operations that can be performed on A and B are 
described by the following relationships [37], [38]: 

 

 𝑆𝑆𝑆𝑆𝑆𝑆: 𝐴𝐴 + 𝐵𝐵 = (𝑎𝑎1 + 𝑏𝑏1,𝑎𝑎2 + 𝑏𝑏2,𝑎𝑎3 + 𝑏𝑏3) (2.6) 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷: 𝐴𝐴 − 𝐵𝐵 = (𝑎𝑎1 − 𝑏𝑏1,𝑎𝑎2 −  𝑏𝑏2,𝑎𝑎3 −  𝑏𝑏3) (2.7) 

 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃: 𝐴𝐴 ∙ 𝐵𝐵 = (𝑎𝑎1𝑏𝑏1,𝑎𝑎2𝑏𝑏2,𝑎𝑎3𝑏𝑏3) (2.8) 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷: 
𝐴𝐴
𝐵𝐵 = �

𝑎𝑎1
𝑏𝑏3

,
𝑎𝑎2
𝑏𝑏2

,
𝑎𝑎3
𝑏𝑏1
� (2.9) 

 
The results of the above equations are approximation performed for 

triangular fuzzy number in compliance with [37], [38]. Similar considerations 
can be drawn for trapezoidal fuzzy numbers. Let assumes C = (c1, c2, c3, c4) 
and D = (d1, d2, d3, d4). Thus, the base operations can be summarized as follow: 

 

 𝑆𝑆𝑆𝑆𝑆𝑆: 𝐶𝐶 + 𝐷𝐷 = (𝑐𝑐1 + 𝑑𝑑1, 𝑐𝑐2 + 𝑑𝑑2, 𝑐𝑐3 + 𝑑𝑑3, 𝑐𝑐4 + 𝑑𝑑4) (2.10) 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷: 𝐶𝐶 − 𝐷𝐷 = (𝑐𝑐1 − 𝑑𝑑1, 𝑐𝑐2 − 𝑑𝑑2, 𝑐𝑐3 − 𝑑𝑑3, 𝑐𝑐4 − 𝑑𝑑4) (2.11) 

 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃: 𝐶𝐶 ∙ 𝐷𝐷 = (𝑐𝑐1 ∙ 𝑑𝑑1, 𝑐𝑐2 ∙ 𝑑𝑑2, 𝑐𝑐3 ∙ 𝑑𝑑3, 𝑐𝑐4 ∙ 𝑑𝑑4) (2.12) 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷: 
𝐶𝐶
𝐷𝐷 = �

𝑐𝑐1
𝑑𝑑4

,
𝑐𝑐2
𝑑𝑑3

,
𝑐𝑐3
𝑑𝑑2

,
𝑐𝑐4
𝑑𝑑1
� (2.13) 
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2.2.4 Defuzzification 
Generically it is necessary to convert the fuzzy number into a crisp number 

in order to be able to compare the results achieved with a fuzzy model against 
the results of a crisp model. This process is called defuzzification, which can be 
performed using different techniques [39]. The most widely used approach in 
reliability engineering is the centroid defuzzification or center of gravity 
method. Considering a triangular fuzzy number A=(a1, a2, a3), its defuzzified 
value is obtained as shown in the equation (2.14). 

 
 

𝑧𝑧0(𝐴𝐴) =
∫ 𝑧𝑧 𝜇𝜇𝐴𝐴(𝑧𝑧) 𝑑𝑑𝑑𝑑𝑎𝑎3
𝑎𝑎1

∫ 𝜇𝜇𝐴𝐴(𝑧𝑧) 𝑑𝑑𝑑𝑑𝑎𝑎3
𝑎𝑎1

=
𝑎𝑎1 + 𝑎𝑎2 + 𝑎𝑎3

3  (2.14) 

 
  
 
 

2.3  Fuzzy inference systems 
Fuzzy inference is the process of mapping input variables to outgoing 

variables using a deduction mechanism based on fuzzy logic, which consists of 
If-Then rules, membership functions, and fuzzy logical operations. In the fuzzy 
inference process, If-Then rules form the deduction mechanism that indicates 
how to link input variables with output variables. A simple example of If-Then 
rule is the following: 

 
If x is X, then y is Y 

 
The first part of the rule is called antecedent, while the rest of the sentence 

is called consequent, where x and y are the input and output of the rule, 
respectively. The reason why If-Then statements are widely used lies in the fact 
that they are very similar to human reasoning [40], since they are based on 
adjectives and linguistic values. In the literature there are three different 
methodologies of fuzzy inference: that of Mamdani, that of Sugeno and finally 
that of Tsukamoto[17], [41]. All these techniques can be divided into two main 
stages. The first phase consists in the fuzzification of the input variables in 
appropriate functions of belonging (triangular, trapezoidal, Gaussian, etc.) and 
in the drafting of the rules. It is identical for all three inference techniques.  
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The second step is to aggregate the results of all If-Then rules to provide a 
single output value. In Mamdani inference the result of applying an If-Then 
rule is a fuzzy set. The results of all the rules are then aggregated in order to 
form a single fuzzy set, which is subsequently defuzzified. In the case of Sugeno 
inference, the result of the If-Then rule is a polynomial, from which a crisp 
number is obtained. Also in this case the results of each rule are aggregated in 
order to obtain a single output. Although Sugeno inference does not require the 
computationally burdensome process of defuzzification, the determination of 
polynomial parameters is complex and less intuitive than defining fuzzy sets 
characteristic of Mamdani inference. Finally, Tsukamoto's inference consists of 
a combination of the other two methods, but it is very complex and, 
consequently, has had limited expansion. It is therefore evident that the 
technique of inference most used in the literature is that of Mamdani, which 
has therefore been applied in this thesis work. This method is based on six steps 
that will be analyzed below, using an example of FMECA analysis. 

 
Step 1: Choosing membership functions for input and output variables. 

Consider determining the amount of the RPN value of a given failure mode. 
The input variables are therefore: Severity, Detection and Occurrence. The first 
step of the method is to associate a number of membership functions defined in 
the range [1,10] to these variables. Each MF is identified by linguistic values 
that will then be used to determine the If-Then rules. Fig. 2.5-2.7 illustrates 
some examples of MFs for the Severity, Detection and Occurrence input.  

 

 
Fig. 2. 5 - Example of membership functions for Severity. 
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Fig. 2. 6 -Example of membership functions for Detection. 

 

 
Fig. 2. 7 - Example of membership functions for occurrence. 

 
The MFs of Fig. 2.5-2.7 have been obtained through the use of matlab's 

Fuzzy Logic Toolbox. The tool provides a graphical user interface (GUI) that 
allows the programming of an inference system (FIS Fuzzy Inference System) 
according to the user's needs.  

The same procedure must also be applied to the output variable, which in 
this case is the RPN value (varying in the domain 1 - 1000), as shown in Fig.2.8. 

The inference system is described using the block diagram in Fig.2.9. In 
particular, it is important to specify that, as already mentioned above, the 
output of the Mamdani inference process is a fuzzy number and, for this reason, 
it is assigned the name of FRPN (Fuzzy Risk Priority Number). 
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Fig. 2. 8 -Example of membership functions for the RPN. 

 

 
Fig. 2. 9 -Block diagram of the inference system. 

 
 
Step 2: Definition of If-Then rules. 
In this phase, the input variables are connected with the output variables 

through the drafting of simple rules. As for the example taken into 
consideration, rules can be defined such as: 

 
If (Severity is Low) and (Detection is Almost certain) and 
(Occurrence is Low) then (FRPN is Low); 
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If (Severity is Medium) and (Detection is Almost certain) 
and (Occurrence is Medium) then (FRPN is Medium); 
 
If (Severity is High) and (Detection is Absolutely 
uncertain) and (Occurrence is High) then (FRPN is High). 

 
 
Step 3: Fuzzy operator application (AND, OR). 
Since fuzzy logic is an extension of Boolean logic, in which the values of 

belonging are always 1 (completely true) or 0 (completely false), it must admit 
the same logical operations provided by Boolean logic as AND and OR. In fuzzy 
logic, unlike Boolean logic, operands A and B are degrees of belonging within 
the range [0,1]. According to [37], [38] the logic operator AND can be 
approximated to the minimum function when the fuzzy logic is consider. Quite 
the opposite, the logic operator OR is described by the maximum function. 
Thus: 

 
 𝐴𝐴 𝐴𝐴𝐴𝐴𝐴𝐴 𝐵𝐵 =  𝑚𝑚𝑚𝑚𝑚𝑚 (𝐴𝐴,𝐵𝐵) (1.10) 

 
 𝐴𝐴 𝑂𝑂𝑂𝑂 𝐵𝐵 =  𝑚𝑚𝑚𝑚𝑚𝑚 (𝐴𝐴,𝐵𝐵) (2.11) 

 
 
Step 4: Application of the implication method (Then). 
The input for the implication process is the result of the application of the 

fuzzy operator (in case of the AND operator this is the minimum degree of 
belonging of the crisp inputs to their membership functions) and is consequently 
a defined number, while the output, according to Mamdani's inference model, 
is a fuzzy number.  

The implication is implemented for each rule and the most used method in 
the literature to perform it is that of truncation, which reduces the output fuzzy 
set to the value provided by the antecedent, as shown in Fig.2.10. In other 
words, if the rule is verified completely or in part (that is, if the indices fall 
within the three functions of belonging that make up the previous), then the 
relative function of output membership will be verified up to the level selected 
by the logical operation of AND (area in blue). 
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Fig. 2. 10 - Application of the implication method. 
 
 
Step 5: Aggregation of results. 
Since the overall result is based on the verification of all the rules, the outputs 

must necessarily be aggregated. As already mentioned, the output of each rule 
corresponds to a fuzzy number, so the aggregation will also give rise to a fuzzy 
number. The most used method to perform the aggregation is the maximum, 
which combines the outputs of each rule, as shown in Fig.2.11. 

 

Fig. 2. 11 -Aggregation of the results in a fuzzy if-then inference system. 
 
 
Step 6: Defuzzification. 
Since the result of the aggregation is a fuzzy number, it is necessary to 

proceed with the defuzzification in order to obtain the crisp RPN. This value 
(shown in Fig.2.11 with a thick red line) is obtained by the center of gravity 
method. 

 
 
The FMECA If-Then described in this paragraph allows to solve the problems 

of traditional FMECA, in fact the RPN is no longer calculated through the 
product between S, D and O but through an inference process that uses 
membership functions and If-Then rules. This method is therefore a hybrid 
technique as it allows to calculate the RPN through a fuzzy process starting 
from crisp values of S, D and O. The drafting of the If-Then rules allows you 
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to provide a prioritization of the indices in order to overcome the inherent 
limitations of the traditional FMECA. Typically, in Safety-Related 
applications, the highest priority is assigned to Severity. 

The great advantage of this technique lies in its applicability to any existing 
FMECA analysis.  
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CHAPTER 3 
 
RISK BASED MAINTENANCE  

 
 
 

This chapter deals with a powerful tool for maintenance 
planning, called Reliability Centred Maintenance. The chapter 
introduces a fuzzy-RCM to overcome the high subjective 
decision making of the classical procedure. Furthermore, the 
work also focuses on the optimization of a FMECA procedure, 
which is the core of RCM. Trying to solve the drawbacks of the 
classical FMECA, a fuzzy-FMECA and a new threshold 
estimation method are presented. The fuzzy approach allows to 
solve all the major problems of the RPN, while the threshold 
estimation method allows to distinguish critical and negligible 
failure modes with a simple, quantitative, objective and 
effective solution 1, 2, 3.    

 
 

  1 The fuzzy-based RCM has been published as “L. Ciani, G. Guidi, G. Patrizi, and D. 
Galar, ”Condition-Based Maintenance of HVAC on a High-Speed Train for Fault 
Detection,” Electronics, vol. 10, no. 12, p. 1418, Jun. 2021.” 
2 The fuzzy FMECA has been published as “L. Ciani, G. Guidi, and G. Patrizi, “Fuzzy-
based approach to solve classical RPN drawbacks for railway signaling systems,” IEEE 
Intelligent Transportation System Magazine, Article in Press, 2021.”  
3 The RPN thresholds has been published as “M. Catelani, L. Ciani, D. Galar, G. Guidi, 
S. Matucci, and G. Patrizi, “FMECA assessment for railway safety-critical systems 
investigating a new risk threshold method,” IEEE Access, vol. 9, pp. 86243–86253, 2021”  
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3.1   Introduction 
Industrial production, driven by global competition, and radical advances are 

required in manufacturing technology if companies want to keep up. Industry 
4.0 is transforming industrial manufacturing through digitalization and other 
new technologies (see for instance [42]–[46]). A main objective is reducing down-
time by optimizing maintenance policies [47]–[51]. Reliability centered 
maintenance (RCM) is a method used to identify and select failure management 
policies, including maintenance activities, operational changes, design 
modifications or other actions to mitigate the consequences of failure [52].  RCM 
provides a decision process to identify applicable and effective preventive 
maintenance requirements or management actions to prevent the safety, 
operational and economic consequences of failures and identify the degradation 
mechanism responsible for those failures. The most important but challenging 
parts of the RCM process are failure mode effect and criticality analysis 
(FMECA) and task selection. FMECA is developed using the subjective 
knowledge of domain experts (for more reference about FMECA see for instance 
but not only [53]–[56]).  

Meanwhile, the decision diagram proposed by the international standard IEC 
60300-3-11 [52] for task selection is very generic, and the task choice mostly 
relies on the experience of the analyst that performs the RCM [57]. The classical 
risk priority number (RPN), output of the FMECA, also has many drawbacks, 
including gaps in the range, duplicates, subjectivity and dispersion [58]. Despite 
these disadvantages, RCM is a powerful solution, widely used in every 
industrial field in which service continuity represents a mandatory requirement, 
and maintenance must be optimized in terms of money and time [59].  

The main contribution about this topic is the introduction of a fuzzy-based 
decision-making diagram to guide the selection of the optimal maintenance task 
within the Reliability-Centred Maintenance procedure. The proposed procedure 
allows to rapidly, easily, uniquely, and unambiguously identify the optimal 
maintenance policy, while the classical RCM procedure leads the analyst to 
multiple choices requiring a high subjectivity in the definition. Moreover, the 
methodology presented in this work is a diagnostic-oriented decision-diagram 
that whenever is possible prefer the choice of condition-based maintenance such 
as condition monitoring and failure finding procedure.  
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3.2   Reliability centered maintenance 
Reliability centered maintenance is an effective way to select the appropriate 

maintenance policies for every type of system.  
In compliance with the international standard IEC 60300-3-11, the classical 

RCM process is a structured procedure which could be divided into five steps 
[52]: 

1. Initiation and planning: In this phase it is essential to establish a 
plan of the analysis and to identify the actual operating context of 
each item.  

2. Functional failure analysis: This phase is implemented to 
understund the failure modes related to each item. For each one of 
them, failure causes and failure effects have to be identified before 
carrying out a complete criticality assessment of each component 
in compliance with FMECA procedure. 

3. Task selection: This phase is used to select the appropriate 
maintenance task and the correct maintenance interval for each one 
of the identified failure modes. The standard IEC 60300-3-11 
provide a dedicated decision-diagram to guide the maintenance task 
selection phase. 

4. Implementation. During the life cycle of the system under analysis, 
the identified maintenance policies must be implemented 
accordingly. 

5. Continuous improvement: This final step is a circular phase used 
to monitor the effectiveness of the maintenance plan and to ensure 
continuous improvement to the procedure optimizing step 2 and 
step 3 according to data acquired during implementation phase. 

 
The most critical step of the classical RCM procedure is the selection of the 

maintenance task (Phase 3.). In compliance with international standard 
IEC60300-3-11 [52], Figure 3.1 shows how to guide the maintenance task 
selection in order to identify the optimal maintenance solution for the system 
under test. The maintenance decision-diagram aims to simplify the assessment 
of the optimal maintenance tasks.  

The maintenance policy choice depends only on two conditions: if the failure 
is evident or not and if the failure will involve consequences on the safety level 
of the system under test. However, at least four possible task options are given 
in each orange box in Figure 3.1; this means that the international standard 
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gives the designer a high level of subjectivity. Overall, the diagram is very 
generic and doesn’t lead to a unique task choice; the designer is free to choose 
one or another option, based only on his or her expertise. 

 

 
Fig. 3. 1 - Maintenance decision-diagram of classical RCM procedure according to 

International standard IEC 60300-3-11. 
 
All possible maintenance tasks taken into account by the standard are 

explained as follows: 
• Failure finding is applicable only to hidden failure. This task can either 

be an inspection or a function test to determine whether an item would 
still perform its required function if demanded [60].  

• Scheduled maintenance is divided into scheduled restoration and 
scheduled replacement. This task consists of scheduled refurbishment 
or replacement of an item or its components. 

• Condition monitoring is a continuous task which allows users to detect 
the health state of the system by monitoring some contextual 
parameter that could indicate the degradation and wear-out of the 
monitored item. Condition monitoring is able to indicate that the 
failure mode can be expected to occur if no corrective action is taken 
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[61], [62]. 
• No preventive maintenance is done if no maintenance action is required 

(i.e. Run to Failure). 
• Alternative actions may be performed, as suggested by the designers 

and maintenance experts.  
 
 
 
 

3.3   Related works about RCM 
This section presents the results of an extensive literature review regarding 

innovative RCM procedure proposed in recent literature. 
Some researchers propose an effective RCM assessment using reliability 

software [63]. In [64] the RCM is applied to the whole system under test instead 
of focusing on individual components. Others papers use analytical models and 
a dynamic approach [65], [66], while some authors create their own framework 
for maintenance decision making [67], [68]. Zakikhani et al. [69] proposes an 
availability-based RCM, while in [70] a whole dependability study (RAMS) is 
introduced to optimize maintenance policy. In [71] the variation trends of the 
failure rates of components under imperfect maintenance are used to optimize 
the maintenance of metro trains based on the concept of RCM. Afzali et al. [72] 
proposes a weighted importance reliability index model to prioritize the 
components in a complete RCM report. In [73] a stochastic RCM is proposed, 
while other papers introduce genetic algorithms to solve the mathematical 
problem of RCM optimization [74], [75]. 

Starting from a preliminary work presented in [76], this thesis proposes a new 
approach based on fuzzy set theory to overcome the limitations of traditional 
FMECA and RCM. It provides a customized decision diagram that uses fuzzy 
inference rules to mitigate the subjectivity problem of the classical procedure. 
The three parameters of the criticality analysis are fuzzified using appropriate 
membership functions; the resulting RPN given by the product of the three 
indices is a fuzzy number. The proposed decision diagram for the task selection 
is based on the fuzzy occurrence, severity and detection scores combined with 
other failure information using a set of if-then rules, one of the most frequently 
used and efficient fuzzy inference approaches [77]–[79].  
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3.4   Fuzzy-based RCM: the Proposed 
approach 

FMECA, based on the fuzzy set theory approach, has been used in a variety 
of engineering fields to eliminate the drawbacks explained in the introduction 
section [58], [80]–[82]. In this paper, fuzzy logic is used not only to enhance the 
features of FMECA and RPN but also to introduce a new approach to 
maintenance decision-making. The first step to be performed is a classical 
failure modes and effects analysis (FMEA) to identify the failure modes, failure 
causes and failure effects of every components making up the system. The aim 
of FMEA is to highlight all the criticalities of the system, the causes that could 
lead to them and all the possible consequences. The second step is to define the 
linguistic variables of the three risk parameters, occurrence (O), severity (S) 
and detection (D), and rank them using fuzzy numbers instead of crisp 
numbers. The O, S and D indices can be divided into several linguistic terms, 
each identifiable by a different value. A three-value linguistic scale is used in 
the proposed approach, and each term is fully described in Table 3.1.  

 
Tab. 3. 1- Linguistic definition for Occurrence O, Severity S and Detection D used 

in the proposed method.  

OCCURRENCE (O) SEVERITY (S) DETECTION (D) 

Remote (R) – the mode 
has a remote probability of 

occurring 

Very low (VL) - the 
mode has low/no impact on 

the system 

Almost certain (AC) – 
the mode will almost 
certainly be detected 

Probable (P) – the mode 
has a medium probability 

of occurring 

Tolerable (T) – the mode 
causes deterioration in the 

system 

Medium (M) – the mode 
will probably be detected 

High (H) – the mode will 
likely occur 

Critical (C) – the mode 
leads to serious damage in 

the system 

Absolutely uncertain 
(AU) – the mode will 

hardly be detected 

 
The indices are transformed into fuzzy numbers via membership functions. 

All membership functions are trapezoidal. Figure 3.2 shows the membership 
functions related to Occurrence, Figure 3.3 highlights the Severity membership 
functions and Figure 3.4 illustrates the membership functions of the Detection. 
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The main advantage of this approach is that instead of choosing a crisp value 
within the range from 1 to 10 for each parameter, the designer can choose one 
of the three linguistic terms. This leads to a better accuracy and a less 
subjective assessment of the risk level because expert judgment now relies on 
the linguistic terms. 

 

 
Fig. 3. 2 - Membership functions for occurrence O: “Remote (R)”, “Probable (P)”, 

“High (H)”. 
 
 

 
Fig. 3. 3- Membership functions for severity S: “Very Low (VL)”, “Tolerable (T)”, 

“Critical (C)”. 
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Fig. 3. 4- Membership functions for detection D: “Almost Certain (AC)”, “Medium 

(M)” and “Absolutely Uncertain (AU)”. 
 
After the assessment of O, S, D, the fuzzy FMECA procedure requires the 

evaluation of the fuzzy risk priority number (RPN) using, for example, if-then 
rules (see, among others [77], [79], [83]), weighted geometric mean [84], OWA 
operator [85], TOPSIS theory [86] or multicriteria decision method [82]. In this 
paper, fuzzy if-then rules are used to calculate the Fuzzy risk Priority Number 
FRPN. Moreover, the proposed procedure focuses on the development of a new 
maintenance decision-diagram.  

The new customized diagram is shown in Figure 3.5. In the diagram, the 
membership functions of O, S and D are identified by different colors, as in 
Figures 3.2, 3.3 and 3.4.  

The proposed maintenance decision-diagram is a diagnostic-oriented 
approach which favor the choice of condition-based maintenance whenever a 
diagnostic system is applicable. Therefore, the membership function of the 
Detection variable plays a fundamental role in the procedure. For instance, if 
Detection is “Almost Certain - AC” then the proposed procedure suggests the 
implementation of condition monitoring to diagnose the health-state of the 
system and consequently optimize the maintenance policy based on the system’s 
actual conditions.  

For the sake of simplicity, the linguistic variables which define each 
membership function in Fig. 3.5 are abbreviated using only the first letter of 
each word, as in the captions of Figures 3.2 to 3.4 (or alternatively as described 
in Table 3.1). Different colors have been used to identify the different 
membership functions. 
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Fig. 3. 5 - Proposed maintenance decision-diagram to assess optimal maintenance 

task using fuzzy logic. 
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The information necessary to carry out the proposed procedure as in Fig. 3.5 
are the following: 

• Whether the failure is hidden or evident. 
• Whether the failure has safety consequences on the system. 
• What the membership functions of occurrence, severity and detection 

are. 
 
Based on the answer of such inputs, the proposed decision diagram provides 

a univocal output, so that each set of inputs leads to a specific maintenance 
task choice. Designer subjectivity is minimized, and the task is selected in a 
more deductive and rational way. Furthermore, the proposed methodology is 
still compliant to the requirements and suggestions of the RCM international 
standard IEC 60300-3-11. In fact, the top side of the tree remains the same as 
the decision-diagram proposed in then international standard (see Fig. 3.1). 
The proposed procedure improves the bottom side of the tree introducing the 
fuzzy linguistic variables to provide a univocal and unique maintenance choice 
for each analyzed failure mode.  

The decision-diagram proposed in Figure 3.5 could be automatized 
implementing a set of fuzzy-based if-then rules. Usually, the fuzzy “if-then” 
procedures presented in literature are solved using one of the following three 
types of fuzzy inferences. The Mamdani inference firstly proposed in [17] results 
in an aggregation of fuzzy sets that must be defuzzied to achieve the crisp 
output. The Sugeno inference [41] provides a polynomial function that must be 
solved to obtain the crisp output value. Finally the Tsukamoto inference [87] is 
a hybrid approach based on the previous ones which has not gain a great 
popularity in literature. In this work, the Mamdani inference is used since it 
provides optimal results with low computational complexity as well as easiness 
of use.  

The proposed fuzzy system for maintenance task assessment has five inputs 
and two outputs. Three inputs (Occurrence, Severity and Detection) are fuzzy 
variables described by the three trapezoidal membership functions illustrated 
in Table 3. 1 and discussed above. The other two inputs are simple Boolean 
variables with only two states, “Yes” or “No”. One is used to divide the failure 
into “hidden” or “evident”; the other classifies the failure’s impact on safety. 
In other words, the proposed methodology is implemented using a hybrid 
system merging Boolean and fuzzy logic through a set of fuzzy if-then rules.  
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The two outputs of the fuzzy system are:  
• The fuzzy risk priority number (FRPN) assessed combining 

Occurrence O, Severity S and Detection D. The FRPN output 
achieved with the proposed method is described using six trapezoidal 
membership functions.  

• The optimal maintenance task, which is a linguistic variable assessed 
using all the five inputs described above. The optimal task choice is 
selected in compliance with the diagram for maintenance decision-
making illustrated in Figure 3.5.  

 
The proposed fuzzy logic system is illustrated in Figure 3.6, highlighting the 

inputs and the outputs. The inference logic uses nine rules to assess the fuzzy 
risk priority number and 36 rules to assess the optimal task. Obviously, this 
number varies if the risk rates O, S and D are described with more membership 
functions. For the sake of simplicity, this work analyzes the parameters using 
only three linguistic variables each.  

However, it is important to note that when the number of possible linguistic 
values increases, the accuracy of the approach increases, along with its 
complexity. 

 

 
Fig. 3. 6 - Schematic diagram of fuzzy-based RCM assessment using “if-then” rules. 
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Two of the implemented rules are illustrated below, the first for the FRPN 
output and the second for the maintenance task selection: 

 
If (Severity is Critical) and (Detection is Almost certain) and 
(Occurrence is Remote) then (FRPN is Critical) 
 
If (Failure evident == YES) and (Impact on Safety == NO) and 
(Severity is Tolerable) and (Detection is Almost Certain) and 
(Occurrence is Remote) then (Optimal task == Condition 
Monitoring) 

 
 
 
 

3.5   Case Study: RCM assessment of HVAC 
for High-speed trains 

In this section, the proposed fuzzy-based RCM approach has been applied to 
an HVAC system installed on high-speed trains in order to test and validate 
the performances of the proposed approach. The complete RCM report is not 
available, however the results achieved for the most critical and complex 
components of the HVAC are illustrated in the following.  

Five components are considered in this paper, namely the compressor, the 
Electronic Control Card (ECC), the watchdog, the IGBT module (Insulated 
Gate Bipolar Transistor) and the UPS (Uninterruptible Power Supply). The 
compressor draws in the cold gases exiting the evaporator battery at low 
pressure and compresses them, so they come out as overheated gas at high 
pressure. It includes a motor, a pump, some internal valves, a thermostat etc. 
The ECC is a microprocessor-based electronic board used to manage all the 
HVAC functionalities, while the watchdog is used to activate the emergency 
mode. The IGBT is used to drive the compressor motor in order to ensure 
cooling capacity, and finally the UPS ensures emergency power in order to 
guarantee emergency ventilation in case of breakdown of the overhead power 
line. Table 3.2 shows the failure modes and effects analysis carried out for the 
five components under analysis.  
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Tab. 3. 2 - Failure modes and effects analysis (FMEA) for an HVAC system  

FAILURE 

MODES 
FAILURE CAUSES LOCAL EFFECTS GLOBAL EFFECTS 

COMPRESSOR: Increases the pressure of the refrigerant gas 

FM_C1 

Motor seize up 

Loss of pumping 
capacity 

Loss of cooling 
capacity in the 

cabin 

Internal failure 

Blocked compressor 

Damage winding 

FM_C2 
Overheating of compressor 

Loss of protection 
Possible damage of 

compressor Thermostat dirty 

FM_C3 
Mechanical failure Loss of refrigerant 

pumping 

Loss of cooling 
capacity in the 

cabin Fretting compressor 

FM_C4 
Internal failure Loss of refrigerant 

gas pressure 

Loss of cooling 
capacity in the 

cabin Valve dirty 

FM_C5 

Motor is short circuit Loss of pumping 
capacity. Short 

circuit of 
compressor 

Loss of cooling 
capacity in the 

cabin 

Electric overload 

Compressor motor protection failure 

ELECTRONIC CONTROL CARD (ECC): Regulate, monitor and diagnose the HVAC. 

FM_E1 

Short circuit 
Incorrect regulation 
of the temperature 
by the control card 

Loss of cooling 
capacity in the 

cabin 

ECC dirty 

Defect in printed circuit 

Overload of the ECC 

WATCHDOG: Activates the emergency regulation mode. 

FM_W1 
Hardware failure Incorrect regulation 

of temperature 
Loss of emergency 
regulation capacity Software failure 

IGBT MODULE: Electronic switch used to control the compressor 

FM_I1 

Overcurrent Loss of pumping 
capacity. Short 

circuit 

Loss of cooling 
capacity in the 

cabin 
Overtemperature 

Secondary breakdown 

FM_I2 

Hot carrier injection Insufficient current 
to drive the 
compressor. 

Loss of cooling 
capacity in the 

cabin 
Electromigration 

Temperature instability 

UPS: Provides power for emergency ventilation if the overhead power line fails 

FM_U1 
Electric failure Complete loss of 

functionality 
Loss of emergency 

ventilation Ageing battery units 
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The identified failure modes and the notation used to label them in Table 3.2 
are described in the following list: 

• Compressor 
o FM_C1: motor does not start on demand. 
o FM_C2: incorrect signal from thermostat. 
o FM_C3: pump gas leakage. 
o FM_C4: sticking internal valve. 
o FM_C5: internal overload motor protection. 

 
• Electronic Control Card (ECC) 

o FM_E1: electronic control failure. 
 
• Watchdog 

o FM_W1: watchdog doesn't act when the control fails. 
 
• IGBT module 

o FM_I1: short/open circuit. 
o FM_I2: parameter drift. 

 
• UPS 

o FM_U1: no output power. 
 
Note that this is only an extract of the complete FMECA performed for the 

HVAC system under analysis. The complete report includes over one hundred 
failure modes and will be discussed in the following sections by the RPN 
threshold estimation point of view. In this case, only an extract of the most 
complex and critical items have been included in Table 3.2 and in the following 
analysis.  

Table 3.3 shows all the inputs required by the proposed fuzzy-based RCM 
approach. Occurrence O, Severity S and Detection D are expressed in Table 3.3 
using linguistic variables, while the other two inputs (i.e. definition of evident 
failure and impact on safety) are described using simple Boolean variables.  

The parameters shown in Table 3.3 are used as input for the proposed 
framework for maintenance decisions as illustrated in Figure 3.5. Alternatively, 
the fuzzy inference system described in Figure 3.6 can be implemented to assess 
the optimal maintenance task for each failure mode identified during the 
preliminary FMEA procedure. 
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Tab. 3. 3 - Input parameters of the proposed fuzzy-based RCM approach. The 
failure modes refer to the preliminary FMEA report in Table 2. 

Failure 
modes 

O S D 
Is failure 
evident? 

Impact on 
safety? 

FM_C1 High Tolerable Absolutely Uncertain No No 

FM_C2 Remote Very Low Almost certain Yes No 

FM_C3 Probable Tolerable Medium Yes No 

FM_C4 Probable Tolerable Almost certain No No 

FM_C5 Remote Tolerable Almost certain Yes No 

FM_E1 Probable Tolerable Medium Yes Yes 

FM_W1 Probable Tolerable Absolutely Uncertain No No 

FM_I1 Remote Critical Almost certain Yes No 

FM_I2 Remote Tolerable Medium No No 

FM_U1 Probable Critical Almost certain No Yes 

 
The results of the proposed fuzzy-based approach applied to the most critical 

components of the HVAC system installed in a high-speed train are summarized 
as follows: 

• FM_C1: “failure finding plus scheduled maintenance”. Failure finding 
is implemented every month; in this way it is possible to obtain a 
larger interval for the scheduled maintenance (6 months).  

• FM_C2: “no preventive maintenance (run to failure)”. The failure of 
the thermostat doesn’t represent critical damage for the system; 
therefore, corrective maintenance could be implemented.   

• FM3_C3: “scheduled maintenance”. Operations on the pump are 
scheduled every 3 months.  

• FM_C4: “condition monitoring”. The valve is monitored 
continuously using a position transducer and a pressure transmitter.  

• FM_C5: “condition monitoring”. Several sensors are implemented to 
monitor the state of the compressor, including temperature, vibration, 
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pressure and load sensors. 
• FM_E1: “condition monitoring plus scheduled maintenance”. The 

electronic board is monitored continuously by a dedicated device 
equipped with temperature, humidity and vibration transducers. 
These parameters are extremely useful to identify the health state of 
electronics. Moreover, the diagnostic device also uses interrogation 
algorithms and residual life computational algorithms. Furthermore, 
scheduled maintenance (in the form of visual inspection) is required 
once a year. 

• FM_W1: “failure finding plus scheduled maintenance”. Failure 
finding is implemented every month; while scheduled maintenance (in 
the form of visual inspection and manual HW/SW testing) is required 
every year. 

• FM_I1: “condition monitoring”. The IGBT is monitored continuously 
using a temperature transducer and two power meters used to provide 
both input/output voltage and current.  

• FM_I2: “failure finding”. Failure finding is implemented every month 
to check the health state of the IGBT.  

• FM_U1: “condition monitoring”. The UPS is monitored continuously 
in order to check the health state of the battery using voltage and 
current measurements to estimate the residual capacity of the battery.  

  
The proposed approach offers a powerful solution because it allows designers 

to select the optimal maintenance policy without the need for subjective 
evaluation. Moreover, it privileges condition-based maintenance tasks, such as 
condition monitoring and failure finding. As a matter of fact, most paths of the 
decision-diagram lead to condition-based maintenance operations. In some cases 
(see the results obtained for FM_C1, FM_E1 and FM_W1), two tasks are 
implemented at the same time; one is condition-based maintenance (such as 
condition monitoring or failure finding), and the other is scheduled 
maintenance. In fact, in some circumstances, using condition monitoring or 
failure finding alone is not enough to guarantee high levels of availability. 
Scheduled maintenance allows designers to improve system performance, but 
the interval between two consecutive scheduled restorations could be greater 
because condition-based maintenance is implemented at the same time.  

More generally, the proposed approach guides designers to the choice of 
condition monitoring as long as it is possible to monitor the parameters that 
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influence the component’s wear-out. This condition is taken into account using 
the fuzzy detection linguistic variable. 

The complete results of the proposed Fuzzy-based RCM procedure applied 
to the whole HVAC system installed on a high-speed train are summarized in 
the pie charts in Figure 3.7.  

Figure 3.7 (a) shows the percentage of each assigned task with respect to the 
complete HVAC maintenance plan. It is possible to sea that Condition 
monitoring and Failure finding procedures play a crucial role in the 
maintenance policies of the HVAC under analysis, with 44% and 25% of the 
tasks respectively. Quite the opposite, only the 3% of the failure modes are left 
to corrective maintenance (Run to Failure) because of safety implications of 
many failures related to the ventilation system of the train. Due to the 
mechanical and hydraulic components included in the system, scheduled 
maintenance still remains a considerable part of the HVAC maintenance plan. 
However, most of the time scheduled maintenance is carried out along with 
condition-based maintenance, such as condition monitoring (10%) and failure 
finding (7%).  

Figure 3.7 (b) summarizes the results comparing condition-based 
maintenance against scheduled maintenance and corrective maintenance.  

 
 

 
Fig. 3. 7- Summary of result achieved applying the proposed maintenance decision-
diagram to the complete HVAC system under analysis. (a) Overall results of the 
proposed Fuzzy-based RCM procedure. (b) Comparison between diagnostic-based 

maintenance, scheduled maintenance, and corrective maintenance.  
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The results confirm how the proposed decision-diagram privileges the choice 
of a diagnostic approach with the 86% of the maintenance task in the proposed 
plan including condition monitoring or failure finding procedures.  

Finally, the results achieved using the proposed fuzzy-based method are 
compared with a maintenance plan for the same HVAC achieved using the 
classic RCM according to the international standard IEC 60300-3-11. For the 
sake of brevity, only an extract of the comparison is included in Table 3.4. 
Analyzing Table 3.4 it is extremely evident the superiority of the proposed 
approach. Using the fuzzy linguistic variables and the if-then rules, the 
proposed methodology assigns a unique maintenance task to each failure mode, 
while the classic RCM let the designer the selection between at least four or 
five types of task without any further explanation on how to choose between 
them. 

 
 
Tab. 3. 4 - Extract of comparison between the proposed Fuzzy-based RCM and the 

classic RCM assessed following the guidelines of IEC 60300-3-11 

FAILURE 

MODE 

SELECTED MAINTENANCE TASK 

PROPOSED FUZZY-BASED 

RCM 
CLASSIC RCM 
IEC 60300-3-11 

FM_C3 Scheduled Maintenance 

Condition Monitoring OR 
Scheduled Maintenance OR 
Run to Failure OR 
Alternative actions 

FM_I2 Failure Finding 

Condition Monitoring OR 
Scheduled Maintenance OR 
Failure Finding OR 
Run to Failure OR 
Alternative actions 

FM_U1 Condition Monitoring 

Condition Monitoring OR 
Scheduled Maintenance OR 
Failure Finding OR 
Alternative actions 
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3.6  From Fuzzy RCM to Fuzzy FMECA 
RCM is a well-defined and structured procedure which significantly rely on 

FMECA. However, the latter method suffers many problems. The major issues 
of this technique are a remarkable contribution of the expert’s subjectivity and 
a lack of a methodology to univocally distinguish critical failures and negligible 
failures. Trying to solve these problems this work proposes two innovative 
approaches: 

• An innovative fuzzy FMECA has been developed to provide a non-
subjective assessment of the Risk Priority Number. At the same time, 
the proposed method is also able to solve all the other drawbacks 
that the literature review about the classical FMECA pointed out 
(such as duplicates, gaps in the range, relative importance among the 
factors and high sensitivity to small changes - for more information 
see section 3.8).  

• An innovative threshold estimation method to divide the critical and 
negligible modes in a more objective and structured way with respect 
to the other approaches available in literature.  

 
A preliminary analysis about the drawbacks of the classical RPN has been 

published in [58]. Building upon this, the aim of this work is to proposes a 
simple and effective tool that use Fuzzy theory to solve all the problems of the 
classical RPN and consequently provides an efficient methodology to prioritize 
failure modes according to their risk.  

In particular, this thesis proposes a fuzzy-based approach that uses fuzzy 
linguistic term to assess the O, S and D and then evaluates the RPN of each 
failure mode as the fuzzy multiplication of the indexes (See Section 3.9). Fuzzy 
weights are also taken into account to assess different importance to 
Occurrence, Severity and Detection. A graphical user interface has been 
developed using MATLAB programming language to automatize the tool and 
make it accessible also on industrial field. The advantages of the proposed 
procedure are extensively illustrated emphasizing the benefits achieved with the 
proposed fuzzy-based tool to solve classical RPN drawbacks. The output of this 
procedure is a dataset of RPN which must be processed using the proposed risk 
threshold estimation method (See Section 3.13) in order to divide the identified 
failures into two different clusters: a set of critical failure modes against a set 
of negligible failure modes (by a risk value point of view). 
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3.7  Brief overview of FMECA 
Failure Modes, Effects and Criticality Analysis (FMECA) is widely 

considered an effective and efficient methodology for risk assessment, failure 
analysis and maintenance decision-making. It is a powerful and effective tool 
that could be easily applied to estimate the risk associated to every failure of a 
safety-critical system [54], [76], [88].  

FMECA is commonly carried out to identify the potential hazardous events 
of a system or process, and consequently rank them to allow prioritization of 
countermeasures and reduce the risk level associated to the most critical events. 
Therefore, it provides an effective support tool that should be implemented 
during the design and development of safety-related systems in every industrial 
field. Usually, FMECA starts as a qualitative analysis (i.e. FMEA – Failure 
Modes and Effects Analysis) that identifies all the possible failure modes of the 
components that make up the system. Then, for each failure mode, failure 
causes and failure effects are identified. The second step is the Criticality 
Analysis, which is the quantitatively section of the FMECA worksheet which 
assesses different parameters to each failure mode and then calculates the risk 
level using a ranking called Risk Priority Number (RPN) calculated as follows 
[53]: 

 
 𝑅𝑅𝑅𝑅𝑅𝑅 = 𝑂𝑂 ∙ 𝑆𝑆 ∙ 𝐷𝐷 (3.1) 

 
Occurrence (O) is an index that measures the probability that a failure mode 

will happen, where the greater the index the greater the frequency of 
occurrence. Severity (S) measures the impact of the failure effects on the system 
functionalities, low values of S stand for negligible failures, while greater values 
of S stand for catastrophic failures with safety implication. Detection (D) 
represents the probability that the failure mode will be diagnosed before its 
effects are manifested on the system. Detection is ranked in a reverse order 
compared to the previous parameters, the higher the D, the lower the possibility 
of detecting the failure [89]. The international standard IEC 60812 [53] suggest 
to use only integer number in a 1-to-10 scale to assess the values of O, S and 
D. Consequently, the RPN can assume values within the range [1; 1000]. Many 
papers in recent literature highlighted the disadvantages of the classical RPN 
equation, as well as lots of paper introduce the Fuzzy theory as support in the 
FMECA assessment. 
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3.8  State of the art of FMECA 
The drawbacks of RPN are widely described in many papers (see for instance 

but not only [80], [81], [90]–[94]), in the following a brief explanation of the 
most critical ones are reported [58]:  

• The complete set of possible RPN values is not continuous but it is 
characterized by many holes in the scale with only 120 unique values, 
while the number of possible combinations is 1000 in case of a 10-
point scale. 

• Since there are 1000 possible combinations and only 120 unique 
values, then also the duplicates of RPNs are a critical issue. In fact, 
many different combinations of O, S, and D could lead to the same 
RPN, consequently the prioritization of the modes may be difficult. 
The maximum repetition frequency in case of 10-point scale is 24, 
which means that 24 different combinations of O, S, D lead to the 
same RPN. 

• Classical RPN formula suffers of high sensitivity to small changes of 
Occurrence, Severity and Detection. 

• The relative importance among O, S and D is not considered and the 
three indexes have the same weight inside the formula. 

• Subjective definition of O, S, D which are difficult to precisely 
determine using a scale of integer values.  

• Miss of a non-subjective method to divide critical and negligible 
failure modes 

 
Many works in recent literature also try to propose different methods to 

overcome the problems associated to the classical RPN. Braband [95] proposes 
to assess the new IRPN (Improved Risk Priority Number) as the sum of the 
Occurrence, Severity and Detection using logarithmic scale to evaluate the 
indexes. This method is the only alternative RPN included in the international 
standard IEC 60812 [53]. Chang et al. [96] propose an exponential RPN called 
ERPN given by the sum of three exponential functions, one for each of the 
indexes. This approach is enhanced in [97] using the product of occurrence and 
detection that stand as probability, and severity plays a role as value in power. 
In this way a higher weight to Severity is assessed compared to Occurrence and 
Detection. Several papers propose different RPN formulations introducing 
innovative coefficients and parameters. These solutions could solve at least two 
of the RPN drawbacks: the duplicate issue and the relative importance of the 
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parameters. For instance, in [98] an alternative RPN is proposed by considering 
the associated quality cost and the capability of failure detection system as 
additional terms to optimize the prioritization of each failure mode. Carmignani 
[99] introduces a priority-cost FMECA calculating the priority of every 
potential design fault and the profitability in accomplishing the corrective 
design actions. In [100] the Root Cause Analysis (RCA) is used to assess 
sub‑criterion weight and significant coefficient for Occurrence, Severity and 
Detection. Tang et al. [101] proposes an innovative approach considering the 
ambiguity measure of the experts that carried out the assessment of O, S and 
D to mitigate the subjectivity issue.  Chang [102] suggests to use a method that 
integrates the ordered weighted geometric averaging (OWGA) operator and the 
decision-making trial and evaluation laboratory (DEMATEL) approach in 
order to a achieve an efficient and effective algorithm in risk analysis. In [103] 
a simple approach is proposed defining a new metric called RAV (Risk 
Assessment Value) as the product of Occurrence and Severity divided by 
Detection. In [104] Severity is obtained by summing different parameters 
related to safety, environment, costs, customer satisfaction and mission goal. In 
[105] a data-driven RPN calculation is introduced based on quantitative 
measures and sizable datasets to obtain a more formal and objective risk 
evaluation. Giardina [106] introduces a FMECA and HAZOP integrated 
analysis called FHIA to improve risk analysis of complex system. In [107] a 
method based on minimum cut set is proposed to take into account multiple 
failure modes and to extend the RPN definition by multiplying it with a weight 
parameter which characterize the importance of the failure causes within the 
system.  Other papers such as [108]–[110] simply proposes to reduce the scale 
of O, S and D to reduce the possible combination of RPN values and slightly 
mitigate the above-mentioned drawbacks.  

A widely used technique to overcome the RPN problems is the fuzzy logic 
[23]. Fuzzy theory was applied to FMECA procedure in many different 
industrial fields, such as nuclear power plant [111], traditional power plant 
[112], power electronic components [113], satellite [114], agriculture [115], 
Oil&Gas [116], tunneling operation [38] and many others. Fuzzy FMECA could 
be conducted in many different ways depending on the drawbacks that the 
procedure wants to overcome. In many paper the fuzzy “If-Then principle” is 
implemented because it is far too easy the assessment of O, S and D using 
linguistic terms (see for instance [27], [77]–[79], [83], [117]). All papers that use 
the fuzzy if-then to solve the FMECA drawbacks start representing Occurrence, 
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Severity and Detection through linguistic variables that are associated to fuzzy 
membership functions [118]–[121]. Using a set of fuzzy inference rules, a fuzzy 
RPN assessment is obtained [122]–[127]. All the If-then FMECA procedures in 
literature are based on one of the following three types of fuzzy inferences to 
solve the if-then rules. The main disadvantages of all the if-then approaches is 
the number of rules that must be assessed.  

If-Then FMECA is not the only way to introduce fuzzy theory inside the 
classical FMECA procedure. In [128] an approach based on convex normalized 
fuzzy number is introduced using the degree of match to estimate the matching 
between the expert judgments and the fuzzy number. Keskin et al. [129] 
proposes to use the fuzzy Adaptive Resonance Theory (fuzzy ART) to assess 
the Risk Priority Number. In [84] the fuzzy RPN is calculated using alpha-level 
sets and linear programming models through the weighted geometric means of 
the fuzzy number assessed for Occurrence, Severity and Detection. In [130] a 
fuzzy approach integrating weighted least square method is used to achieve 
robustness RPN results in term of uncertainty. In [131] a consensus-based group 
decision-making framework has been proposed based on possibilistic hesitant 
fuzzy linguistic information.  

The integration of fuzzy theory with TOPSIS (Technique for Order of 
Preference by Similarity to Ideal Solution) method was firstly proposed by Chen 
[132], and then applied in many papers such as Braglia et al. [133], Carpitella 
et al. [82] or Mangeli et al. [134] to solve FMECA drawbacks.  

In [135] the analytic hierarchy process (AHP) was used to integrate inside 
the classical FMECA some economic aspects. This approach has been enhanced 
in  [86] combining fuzzy TOPSIS and AHP method.  

Other papers integrate fuzzy logic with different approaches, such as TODIM 
(a Portuguese acronym of interactive and multiple attribute decision making) 
[136], VIKOR (a Serbian acronym of Multicriteria Optimization and 
Compromise Solution) [137], PROMETHEE (Preference ranking organization 
method for enrichment evaluation) [138] and QUALIFLEX (Qualitative flexible 
multiple criteria method) [139].  

Despite the latter papers provide significant results in terms of RPN 
prioritization, the introduction of many different approaches within the classical 
FMECA remarkably increases the complexity of the procedure.  
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3.9  Proposed Fuzzy FMECA approach 
As all the fuzzy reliability analysis discovered in literature the proposed 

approach is based on a linguistic assessment of Occurrence O, Severity S and 
Detection D.  

In order to carry out this evaluation, both triangular and trapezoidal 
membership functions are allowed since they are the most common membership 
functions in reliability engineering [23].  

Assuming that 𝑧𝑧,𝑎𝑎, 𝑏𝑏, 𝑐𝑐, 𝑑𝑑 ∈ ℝ, then a trapezoidal fuzzy number 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 could 
be defined by means of the membership function 𝜇𝜇𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇(𝑧𝑧) which is given as 
follow [21], [36]: 

 
 

𝜇𝜇𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇(𝑧𝑧) =

⎩
⎪
⎨

⎪
⎧
𝑧𝑧 − 𝑎𝑎
𝑏𝑏 − 𝑎𝑎           𝑖𝑖𝑖𝑖 𝑎𝑎 < 𝑧𝑧 < 𝑏𝑏

   1               𝑖𝑖𝑖𝑖 𝑏𝑏 ≤ 𝑧𝑧 < 𝑐𝑐
𝑑𝑑 − 𝑧𝑧
𝑑𝑑 − 𝑐𝑐           𝑖𝑖𝑖𝑖 𝑐𝑐 ≤ 𝑧𝑧 < 𝑑𝑑

    0                 𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

 (3.2) 

  
Figure 3.8 shows the generic trapezoidal fuzzy number 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 described by 

the membership function in equation (3.3).  𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 can be identified also using 
the following short-term definition: 

 
 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = (𝑎𝑎,𝑏𝑏, 𝑐𝑐,𝑑𝑑) (3.3) 

 

 
 Fig. 3. 8 - Example of membership function of a generic trapezoidal fuzzy number 
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Considering the trapezoidal fuzzy number 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇, the interval between b and 
c represent the set of values with the maximum degree of membership, while 
all the values lower than a or greater than d have degree of membership equal 
to zero.  

Similar definition could be drawn also for triangular fuzzy number 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇. In 
this case the fuzzy number could be defined by means of the membership 
function 𝜇𝜇𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇(𝑧𝑧) as follow [21], [36]: 

 
 

𝜇𝜇𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇(𝑧𝑧) =

⎩
⎪
⎨

⎪
⎧
𝑧𝑧 − 𝑎𝑎
𝑏𝑏 − 𝑎𝑎           𝑖𝑖𝑖𝑖 𝑎𝑎 < 𝑧𝑧 < 𝑏𝑏
𝑐𝑐 − 𝑧𝑧
𝑐𝑐 − 𝑏𝑏           𝑖𝑖𝑖𝑖 𝑏𝑏 ≤ 𝑧𝑧 < 𝑐𝑐

 0                𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒

 

 

(3.4) 

Figure 3.9 shows the generic triangular fuzzy number 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇 described by the 
membership function in equation (3.5).  𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇 can be identified also using the 
following short-term definition: 

 
 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇 = (𝑎𝑎, 𝑏𝑏, 𝑐𝑐) (3.5) 

 
In case of a triangular fuzzy number the value b represents the parameter 

with the maximum degree of membership, while a and c are the lower and 
upper bound respectively.   

 

 
Fig. 3. 9 - Example of membership function of a generic triangular fuzzy number 

ATRI = (a, b, c) 
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The evaluation of O, S and D by means of membership functions allow to 
considerably mitigate the RPN drawback related to the subjectivity. In fact, it 
is possible to define the parameters using linguistic variables and associates 
these variables to a set of membership functions. Using this procedure, the 
expert that has to carry out the assessment of the parameter should not 
arbitrarily decide a number within a predetermined range but has to choose 
between a set of linguistic terms that are closer to human reasoning. 

In the proposed method both triangular and trapezoidal membership 
functions could be implemented. In order to follow the guidance of the 
international standard IEC 60812 [53] the assessment of O, S and D should be 
based on a 10-point scale. Despite this, the use of a limited scale (e.g from 1 to 
5) provides remarkable benefits in term of  attenuation of the RPN drawbacks 
(particularly the duplicates and the gaps in the range) as already demonstrated 
in a previous work [58]. For this reason, in this work Occurrence, Severity and 
Detection could assume values in the classical range from 1 to 10, but only five 
membership functions could be included in this range, so that the number of 
possible RPN combination is limited.   

The Occurrence assessment is shown in figure 3.10.a where five triangular 
membership functions are considered. The relative linguistic variables are: 
{“Remote”, “Low”, “Moderate”, “High”, “Very High”}.  

Figure 3.10.b shows the triangular membership functions selected during the 
Severity assessment with their relative linguistic variables: {“Insignificant”, 
“Marginal”, “Critical”, “Very critical”, “Catastrophic”}.  

The membership functions of the Detection are shown in fig. 3.10.c according 
to the following linguistic variables: {“Almost certain”, “Probable”, “Possible”, 
“Remote”, “Almost uncertain”}. 

A fuzzy weight for Occurrence 𝜔𝜔𝑂𝑂, Severity 𝜔𝜔𝑆𝑆 and Detection 𝜔𝜔𝐷𝐷 must be 
defined in order to takes into account their relative importance and to assess a 
different weight to each one. In this way it is possible to diversify the impact 
of the three factors and consequently solve another one of the RPN drawbacks. 
This is done using a set of three trapezoidal membership functions (fig. 3.11) 
assuming values within the range [0 – 1] and described by the linguistic terms: 
{“Medium”, “High”, “Very High”}. 

The experts that carry out the procedure must choose the proper weight or 
each parameter basing only on their linguistic term. 



Risk based maintenance 
 

81 

 
 

 
 

 
Fig. 3. 10 - Set of five triangular membership functions and their relative linguistic 

variables selected for each one of the FMECA influence factors. Occurrence is 
illustrated in a), while Severity is illustrated in b) and Detection is illustrated in c). 
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Fig. 3. 11 - Set of three trapezoidal membership functions and their relative 

linguistic variable used to assess the proper weight of Occurrence, Severity and 
Detection. 

 
Then the obtained weights should be defuzzified using the centroid method. 

Starting from a fuzzy number and its corresponding membership function the 
defuzzification procedure is the process of generating a crisp logic value related 
to the starting fuzzy value.  In this paper the centroid defuzzification is used. 
It returns 𝑧𝑧∗ which is the center of gravity of the fuzzy number described by 
the membership function 𝜇𝜇(𝑧𝑧) as follow [36]: 

 
 𝑧𝑧∗ =

∫𝑧𝑧 ∙ 𝜇𝜇(𝑧𝑧) 𝑑𝑑𝑑𝑑
∫𝜇𝜇(𝑧𝑧) 𝑑𝑑𝑑𝑑

 (3.6) 

 
After the defuzzification procedure, three crisp weights are available: 𝜔𝜔𝑂𝑂∗  is 

the Occurrence weight, 𝜔𝜔𝑆𝑆∗ is the Severity weight and 𝜔𝜔𝐷𝐷
∗  is the Detection 

weight.  
The following step is the drafting of the FMECA worksheet, including the 

assessment of 𝑂𝑂𝑖𝑖,  𝑆𝑆𝑖𝑖 and 𝐷𝐷𝑖𝑖 as membership functions. The index 𝑖𝑖 = 1, …𝑛𝑛 refers 
to the failure modes identified during the procedure.  

Then, the weighted occurrence 𝜔𝜔𝜔𝜔𝑖𝑖 is given by the occurrence of the mode 𝑂𝑂𝑖𝑖 
to the power of the occurrence weight 𝜔𝜔𝑂𝑂∗ . 

 
 𝜔𝜔𝜔𝜔𝑖𝑖 = 𝑂𝑂𝑖𝑖𝜔𝜔𝑂𝑂

∗
      ∀ 𝑖𝑖 = 1, …𝑛𝑛 (3.7) 

 
Since 𝑂𝑂𝑖𝑖 = �𝑂𝑂𝑎𝑎𝑖𝑖 ,𝑂𝑂𝑏𝑏𝑖𝑖 ,𝑂𝑂𝑐𝑐𝑖𝑖� is a triangular fuzzy number the exponentiation could 

be solve as follow [140], [141]: 
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 𝑂𝑂𝑖𝑖
𝜔𝜔𝑂𝑂
∗

= �𝑂𝑂𝑎𝑎𝑖𝑖 ,𝑂𝑂𝑏𝑏𝑖𝑖 ,𝑂𝑂𝑐𝑐𝑖𝑖�
𝜔𝜔𝑂𝑂
∗

= �𝑂𝑂𝑎𝑎𝑖𝑖
𝜔𝜔𝑂𝑂
∗

,𝑂𝑂𝑏𝑏𝑖𝑖
𝜔𝜔𝑂𝑂
∗

,𝑂𝑂𝑐𝑐𝑖𝑖
𝜔𝜔𝑂𝑂
∗
� (3.8) 

 
 𝜔𝜔𝜔𝜔𝑖𝑖 = �𝑂𝑂𝑎𝑎𝑖𝑖

𝜔𝜔𝑂𝑂
∗

,𝑂𝑂𝑏𝑏𝑖𝑖
𝜔𝜔𝑂𝑂
∗

,𝑂𝑂𝑐𝑐𝑖𝑖
𝜔𝜔𝑂𝑂
∗
�         ∀ 𝑖𝑖 = 1, …𝑛𝑛 (3.9) 

 
Quite the same, the weighted severity 𝜔𝜔𝜔𝜔𝑖𝑖 and the weighted detection 𝜔𝜔𝜔𝜔𝑖𝑖 

are given by: 
 
 𝜔𝜔𝜔𝜔𝑖𝑖 = 𝑆𝑆𝑖𝑖𝜔𝜔𝑆𝑆

∗
= �𝑆𝑆𝑎𝑎𝑖𝑖

𝜔𝜔𝑆𝑆
∗
,𝑆𝑆𝑏𝑏𝑖𝑖

𝜔𝜔𝑆𝑆
∗
,𝑆𝑆𝑐𝑐𝑖𝑖

𝜔𝜔𝑆𝑆
∗
�      ∀ 𝑖𝑖 = 1, … 𝑛𝑛 (3.10) 

 
 𝜔𝜔𝜔𝜔𝑖𝑖 = 𝐷𝐷𝑖𝑖𝜔𝜔𝐷𝐷

∗
= �𝐷𝐷𝑎𝑎𝑖𝑖

𝜔𝜔𝐷𝐷
∗

,𝐷𝐷𝑏𝑏𝑖𝑖
𝜔𝜔𝐷𝐷
∗

,𝐷𝐷𝑐𝑐𝑖𝑖
𝜔𝜔𝐷𝐷
∗
�      ∀ 𝑖𝑖 = 1, …𝑛𝑛 (3.11) 

 
Consequently, the Fuzzy Risk Priority Number 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝑖𝑖 of each failure mode i 

could be obtained computing the fuzzy product of the weighted parameters as 
follow:  

 
 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝑖𝑖 =  𝜔𝜔𝜔𝜔𝑖𝑖  ⨂ 𝜔𝜔𝜔𝜔𝑖𝑖  ⨂ 𝜔𝜔𝜔𝜔𝑖𝑖 (3.12) 

 
where the operator ⨂ stands for the product between fuzzy number achieved 

using the α-cut theory.  
Finally, the 𝑅𝑅𝑅𝑅𝑅𝑅∗ of each failure mode is obtained by means of centroid 

defuzzification of the corresponding FRPN as follow:  
 
 𝑅𝑅𝑅𝑅𝑅𝑅∗ =

∫𝑧𝑧 ∙ 𝜇𝜇𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑧𝑧) 𝑑𝑑𝑑𝑑
∫𝜇𝜇𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑧𝑧) 𝑑𝑑𝑑𝑑  (3.13) 

 
where 𝜇𝜇𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹(𝑧𝑧) is the membership function of the fuzzy set FRPN obtained 

through eq. (3.12).  
The complete fuzzy-based proposed procedure is illustrated in the flowchart 

in Fig. 3.12, highlighting each step of the method. The light red box in the 
figure represents the procedure loop that must be repeated several times until 
the risk assessment of each one of the identified failure modes is completed. It 
is important to note that the steps regarding the fuzzy weights are independent 
from the loop. Once the weights have been set and defuzzified, then they must 
remain the same for every failure mode since the definition of the weights is a 
upper-level assignments which must be independent from the risk assessment 
of the specified failure modes.  
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Fig. 3. 12 - Flowchart of the proposed fuzzy-based tool highlighting every step of the 
procedure. The loop inside the light red box must be repeated for each one of the 

failure modes.  
 
Since five membership functions for each one of O, S and D were chosen, the 

possible combination of risk priority numbers are 5 ∙ 5 ∙ 5 = 125.  To better 
clarify the advantages of the proposed technique, Fig. 3.13 shows all the 125 
possible combination of 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 fixing the following weights:                              
 𝜔𝜔𝑂𝑂 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}, 𝜔𝜔𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ ′} and 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}. 

Fig.3.13 highlights how the proposed approach solves other two of the above-
mentioned RPN drawbacks: the duplicate issue and the “gaps in the range” 
problem. In fact, every combination of Occurrence, Severity and Detection 
provides a unique FRPN membership function, and thus a unique value of the 
defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗. 
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Fig. 3. 13 - Set of all the 125 possible membership functions for the Fuzzy Risk 

Priority Number in case of the following weights are set: 𝜔𝜔𝑂𝑂 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′},                    
𝜔𝜔𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ ′} and 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}. The different colors stand for a different FRPN 

achieved using a different combination of the O, S and D.  
 
As a consequence, the proposed procedure provides no duplicates in the Risk 

Priority Number assessment, and every different combination of O, S, and D 
lead to a different RPN. Regarding the “gaps in the range” problem, fig.3.13 
highlights that FRPN assume value in the range [1; 70] (in case the weight 𝜔𝜔𝑂𝑂, 
𝜔𝜔𝑆𝑆 and 𝜔𝜔𝐷𝐷 are set differently, then FRPN will result in a different range).  

Within this range, every possible crisp value of RPN has a membership degree 
greater than zero. Furthermore, almost every crisp value within the range has 
a not null membership degree of belonging to two or more membership 
functions. As a consequence, also the “gaps in the range” issue is solved using 
the proposed approach.  

The last RPN drawbacks not already solve is the high sensitivity to small 
changes of Occurrence, Severity and Detection. Fig. 3.14 shows a practical 
situation using the proposed approach. The blue membership function is 
obtained setting 𝑂𝑂 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}, 𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶′} and 𝐷𝐷 = {′𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅′}. A small 
change is performed to achieve the red membership function (i.e. O is moved 
to {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} while S and D are maintained constant). The dotted lines in 
the figure represent the defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗ obtained in the above-mentioned 
situations. 

The obtained risk priority numbers (both fuzzy FRPN and defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗) 
are really close, and only a small difference is evident.  
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Fig. 3. 14 - Fuzzy Risk Priority Number FRPN (continuous trends) and defuzzified 

𝑅𝑅𝑅𝑅𝑅𝑅∗ (dotted lines) obtained using two similar combinations of O, S and D. A small 
change in occurrence results in a small change in the risk priority number (both fuzzy 

FRPN and defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗). 
 
An analog scenario in case of the classical FMECA is the following:  
• 𝑂𝑂 = 9, 𝑆𝑆 = 9, 𝐷𝐷 = 9 which results in 𝑅𝑅𝑅𝑅𝑅𝑅 = 729; 
• 𝑂𝑂 = 10, 𝑆𝑆 = 9, 𝐷𝐷 = 9 which results in 𝑅𝑅𝑅𝑅𝑅𝑅 = 810; 

 
Therefore, while the classical RPN suffer a high sensitivity to a small change 

in occurrence, the proposed approach is proven to be an effective method in the 
solution of this issue.   

 
 
 
 

3.10  Case study: Fuzzy FMECA of Railway 
signaling system 

The analysis of the receiver system of the ATP under test (See Section 1.3.2) 
pointed out seventeen failure modes, identified using the notation from “Failure 
mode #1” to “Failure mode #17”. Fig. 3.15 shows the classification of the 
failure effects for the system. All the seventeen failure modes could have only 
two possible local effects: no carrier signal transmitted or an increase of the 
transmitted power. Both effects are referred to the receiver board level. Instead, 
the global effects refer to the train running level and could be different in case 
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the failure mode is detected or not. The severity assessment has been conducted 
based on the information of the failure effects included in Fig. 3.15.  

 

 
Fig. 3. 15 - Classification of failure effects for the receiver board under test. The 

top level refers to the local effects, while the bottom level refers to the global effects, 
divided in detected and undetected.   

 
In particular, every failure mode which involve a crosstalk effect is considered 

extremely critical and its relative membership function will be  𝑆𝑆 = {′𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑙𝑙′} 
or 𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝑙𝑙′} or 𝑆𝑆 = {′𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶ℎ𝑖𝑖𝑖𝑖} depending on the amount of 
transmitted power increase. While every failure mode which involve a fail-safe 
stop of the train is not critical and they will have a membership function equal 
to 𝑆𝑆 = {′𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼′} or 𝑆𝑆 = {′𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀} depending on the safety-oriented 
system that will stop the train.  

It is also important to note that the receiver board under test integrates a 
power detector electronic circuit used as diagnostic system to monitor the power 
transmitted by the receiver board. This diagnostic system allows to diagnose 
almost certainly some of the identified failures, consequently their relative value 
of Detection membership function will be 𝐷𝐷 = {′𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶′}. All the other 
failure modes that are not covered by the diagnostic system are instead 
characterized by detection 𝐷𝐷 = {′𝐴𝐴𝐴𝐴𝐴𝐴𝑜𝑜𝑜𝑜𝑜𝑜 𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈𝑈′} since it will be not possible 
to diagnose the failure.  

Finally, the assessment of the occurrence has been conducted using the failure 
rate of the failure mode under test to estimate the probability that the event 
will occur. Table 3.5 summarizes the assessment of O, S and D membership 
functions for the seventeen failure modes identified during the analysis. 
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Tab. 3. 5 -Assessment of the Membership functions for O, S and D. Seventeen 
Failure Modes have been identified during the analysis 

 
 
A Graphical User Interface (GUI) based on MATLAB platform has been 

developed to carry out the proposed fuzzy-based approach. A screenshot of the 
proposed GUI (namely “Fuzzy-based RPN calculator”) is illustrated in Fig. 
3.16 in case of the actual assessment of the failure mode #10. 

 

Failure mode O S D

#1
High                           

(6, 7.5, 9)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#2
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#3
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#4
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#5
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#6
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#7
Remote                     
(1, 1, 2)

Insignificant                  
(1, 1, 3)

Almost certain                     
(1, 1, 2)

#8
Remote                     
(1, 1, 2)

Insignificant                  
(1, 1, 3)

Almost certain                     
(1, 1, 2)

#9
Moderate                

(3, 5, 7)
Insignificant                  

(1, 1, 3)
Almost certain                     

(1, 1, 2)

#10
Remote                     
(1, 1, 2)

Catastrophic               
(8, 10, 10)

Almost uncertain             
(8, 10, 10)

#11
Very high                 
(8, 10, 10)

Insignificant                  
(1, 1, 3)

Almost uncertain             
(8, 10, 10)

#12
Moderate                

(3, 5, 7)
Very critical                        

(6, 7.5, 9)
Almost uncertain             

(8, 10, 10)

#13
Remote                     
(1, 1, 2)

Very critical                        
(6, 7.5, 9)

Almost uncertain             
(8, 10, 10)

#14
Remote                     
(1, 1, 2)

Catastrophic               
(8, 10, 10)

Almost uncertain             
(8, 10, 10)

#15
Remote                     
(1, 1, 2)

Marginal                         
(2, 3.5, 5)

Almost uncertain             
(8, 10, 10)

#16
High                           

(6, 7.5, 9)
Very critical                        

(6, 7.5, 9)
Almost uncertain             

(8, 10, 10)

#17
High                           

(6, 7.5, 9)
Marginal                         
(2, 3.5, 5)

Almost uncertain             
(8, 10, 10)
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Fig. 3. 16 - Screenshot of the MATLAB Graphical User Interface developed to 

rapidly implement the proposed fuzzy-based RPN estimation.      
 
The developed GUI required six inputs for each one of the identified failure 

modes, namely:  
• the Occurrence Fuzzy weight 𝜔𝜔𝑂𝑂; 
• the Severity Fuzzy weight 𝜔𝜔𝑆𝑆; 
• the Detection Fuzzy weight 𝜔𝜔𝐷𝐷 ; 
• the Occurrence membership function 𝑂𝑂; 
• the Severity membership function 𝑆𝑆; 
• the Detection membership function 𝐷𝐷. 

 
The GUI provides two different output in the bottom side of the figure. The 

first one is an intuitive and effective label that stands for the defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗. 
The second one is a plot of the FRPN membership function and its relative 
defuzzified value achieved using the centroid defuzzification.    

In order to test and validate the performance of the proposed approach, 
several simulations with different weight scenarios have been run. 

 
Figure 3.17 shows the membership functions of all the seventeen FRPN 
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achieved using the O, S and D assessment in Table 3.5 and fixing the same 
weights for the three parameters, as 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 =  𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}.   

 

 
Fig. 3. 17 - Membership functions of the Fuzzy Risk Priority Number related to the 

seventeen identified failure mode in case of the same weights for O, S and D are set, 
as 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 =  𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}.   

 
The lowest FRPN are related to failure modes #7 and #8 which are both 

characterized by 𝑂𝑂#7 = 𝑂𝑂#8 = {′𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅′}, 𝑆𝑆#7 = 𝑆𝑆#8 = {′𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼′} and 
𝐷𝐷#7 = 𝐷𝐷#8 = {′𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐′}.  

The most critical failure mode is #16 which is characterized by                 
𝑂𝑂#16 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′}, 𝑆𝑆#16 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉′} and 𝐷𝐷#16 = {′𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢′}. Even if 
only few failure modes were investigated in this example, there are no gaps 
inside the range between the lowest and highest FRPN. Moreover, the only 
duplicates obtained are referred to failure modes characterized by exactly the 
same assessment of O, S and D, highlighting the ability of the procedure to 
solve the classical RPN drawbacks.  

In Fig. 3.18 three different scenarios are compared using different colors of 
the bars. The same fuzzy weight is assessed to each one of the parameters in 
every simulation included in this figure.  

In particular, in the first one 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀′} (blue bars), in the 
second one 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} (red bars) while in the third one             
𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′} (yellow bars). As it is possible to see in Fig. 3.18, 
varying simultaneously the weight of the factors the analysis provides consistent 
results. The ranking of the defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅∗ maintain the same ordering 
regardless the value of the weights.  
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Fig. 3. 18 - Results of the proposed fuzzy-based procedure. RPNs* are obtained 

setting the same weights for O, S and D. Three different scenarios are considered: 
𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀′} (blue bars), 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} (red bars) and   

𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′} (yellow bars). 
 
The only remarkable difference between the three set of data in Fig. 3.18 is 

the height of the bars, which stands for the defuzzified value of the RPN. In 
other words, when the weights of the parameters are set equal to each other, 
the higher the weight the higher the RPN, even if the prioritization of the mode 
provides the same failure ranking.  

Therefore, if a designer wants to set the same weight for O, S and D, then it 
is advisable to use the highest possible weight (i.e. 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 =
{′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′}) in order to distribute the 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅∗ in a wider range and 
consequently allow an easier identification of the most critical modes. 

One of the most important features of the proposed tool is the ability to set 
different weights to O, S and D, increasing the importance of one factor with 
respect the others. Consequently, the testing of the tool under this scenario 
plays a critical role in the validation of the procedure.  

Fig. 3.19 shows a comparison between the defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅∗ firstly obtained 
using the same weights of the parameters    𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 = 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} (red bars) 
and then obtained using different weights in order to prioritize the severity, as 
follow: 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} while 𝜔𝜔𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′} (grey bars). The 
assessments achieved using these scenarios are quite similar to each other. The 
most striking result emerge comparing the failure modes #10 and #11.  

Increasing the importance of the Severity, the prioritization of these two 
failure modes changes. Considering the same weights, failure mode #11 has a 
defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗ slightly higher than failure mode #10. When the weight of 
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Severity is increased up to 𝜔𝜔𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′} the defuzzified 𝑅𝑅𝑅𝑅𝑅𝑅∗ of failure 
mode #10 become significantly higher than the one of failure mode #11.  

This is essentially due to the Severity value of failure mode #10 which is 
𝑆𝑆#10 = {′𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶ℎ𝑖𝑖𝑖𝑖′} while the severity value of failure mode #11 has been 
set to 𝑆𝑆#11 = {′𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼′}. 

 

 
Fig. 3. 19 - Results of the proposed fuzzy-based procedure. The defuzzified RPNs* 

are obtained using two different scenarios: same weights of the parameters 𝜔𝜔𝑂𝑂 = 𝜔𝜔𝑆𝑆 =
𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} (red bars) and different weights in order to prioritize the severity 𝜔𝜔𝑂𝑂 =

𝜔𝜔𝐷𝐷 = {′𝐻𝐻𝐻𝐻𝐻𝐻ℎ′} while 𝜔𝜔𝑆𝑆 = {′𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 ℎ𝑖𝑖𝑖𝑖ℎ′}   (grey bars).   
 
 
 
 

3.11 Final remarks on Fuzzy FMECA 
This paper presents an innovative fuzzy-based tool used to assess the risk of 
the failure mode identified during a FMECA procedure. Many papers agreed 
that the classical RPN suffers several drawbacks. The proposed approach aims 
to provide a practical and easy solution to each one of the classical RPN 
problems maintaining unaltered the core of the classical procedure illustrated 
in the international standard IEC 60812. The proposed approach succeeds in 
fulfill all these needs, as follow: 

• The set of possible fuzzy FRPNs is still not continuous, but every crisp 
value within the interval between the minimum and the maximum 
FRPN has a degree of membership greater than 0 in at least two FRPN 
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membership functions (as in Fig. 3.13). 
• Using different membership functions and different weights for O, S and 

D every combination of the parameters provides a unique FRPN and 
consequently also a unique defuzzified RPN∗, solving the duplicate issue 
(as in Fig. 3.13).    

• The problem of high sensitivity to small changes of Occurrence, Severity 
and Detection is remarkably reduced in the proposed approach (as in 
Fig. 3.14). 

• The relative importance among O, S and D is considered introducing 
different weights for each parameter. 

• The problem of a difficult definition of O, S, D is drastically improved 
introducing the linguistic assessment of the parameter (as in Fig. 3.10) 

 
Moreover, the central novelty of the proposed tool is the ability to achieve 

the above-mentioned target with a simple approach that could be easily applied 
with low cost and low computational complexity. A MATLAB-based graphical 
user interface has been developed to rapidly implement the risk assessment of 
the system under test using the proposed approach. The proposed fuzzy-based 
method has been applied to a receiver circuit of the onboard subsystem of an 
ATP highlighting optimal results. 

 
 
 
 

3.12  Last problem of FMECA: threshold 
estimation 

In the last years, many studies have been carried out to analyze the failure 
occurrence of railway equipment as well as to evaluate the impact of a failure 
on transportation (see for example [142]). Cheng et al. [143] evaluate the 
reliability of metro door systems using a FMECA procedures. Kim et al. [144] 
investigate the effects of a failure of the brake system for a railroad unit with 
a FMECA. Dinmohammadi et al. [142] analyze the risk associated to a 
passenger door system. Carretero et al. [145] uses FMECA as starting point for 
the development of a maintenance plan in railway infrastructure. Deng et al. 
[146] proposes a new framework based on FMECA method to study the 
vulnerability of a subway system. Marquez et al. [147] carry out a Reliability 



Risk based maintenance 
 
 

94 

Centred Maintenance based on FMECA for a railway turnout.  
This section focuses on a Failure Mode, Effects and Criticality Analysis 

(FMECA) for a HVAC system in a high-speed train. A study of the HVAC’s 
critical areas is mandatory to optimize its reliability and availability. The 
critical components identified by FMECA needs to be fully analyzed in order 
to find countermeasures and lower the risk level.  

RPN parameter is used to evaluate the risk level associated to each failure 
mode. With this knowledge, designers can take effective actions to eliminate 
high risk failure modes [120], [148]. The method is simple and convenient, but 
its strong subjectivity and unified evaluation standards may result in inaccurate 
risk determination. Thus, it may have a misleading effect on establishing 
improvement actions. In addition, after determining the RPN risk sequence, it 
is necessary to implement corrective actions for the failure mode whose RPN 
value is higher than the acceptable risk standard.  

The identification of the most critical parts is usually performed by experts, 
leading to a high subjective decision. Alternatively, some companies apply 
corrective actions in a hierarchical order starting from the most critical 
components. Then, countermeasures are applied until the budget allows it. The 
major flaw of this cost-oriented approach is that some critical risk could not be 
mitigated. For some application this approach is valuable, quite the opposite 
safety related applications such railway systems require a more precautionary 
point of view. Consequently, it is extremely important to identify which 
components are critical and which are not by means of a risk threshold.  

The international standard IEC 60812 (2018) [149] which defines and 
standardizes the FMECA does not sufficiently explain how to univocal 
distinguish the non-critical modes with the critical modes which need corrective 
actions.  Many works in recent literature highlight some drawbacks of the RPN 
and try to propose different methods to overcome that problems. Several papers 
propose different RPN formulations introducing weight factors or innovative 
coefficients and parameters (e.g. [96], [101]). Others solve the problems 
introducing fuzzy-logic or other analytical theories in FMECA, see for instance 
[82], [150].  However, most of the papers does not deal with the RPN threshold 
estimation problem. Therefore, one of the major aims of this work is to fill this 
gap proposing a methodology for threshold estimation regardless the application 
field or the mathematical model used to calculate the RPN.  

Usually the threshold for the modes is subjectively set by the judgement of 
multiple experts in the matter (see for instance but not only [104], [151]–[153]), 



Risk based maintenance 
 

95 

and only few papers propose their own approaches for the threshold value. 
Bluvband et al. [154], [155] highlight for the first time that RPNs follows a 

trend and recommend a graphical tool for RPN analysis. Firstly, the RPN are 
plotted ordered from the smallest to the largest. Bluvband illustrates that the 
RPNs of a complete FMECA form a right-skewed distribution, the critical 
modes belong to the upper-right part while the negligible modes to the first tail 
on the left. The threshold value is calculated in a qualitative way by the division 
between the negligible failure modes and the critical failure modes. The method 
proposed by Bluvband [154], [155] is an intuitive and simple graphical tool. The 
idea at the basis of this approach seems to be very interesting. The main 
concern of the method is related to the subjectivity for the division of the two 
datasets characterized by different slopes.  

Zhao et al.[156] propose a method to obtain a more objective and accurate 
RPN analysis. The RPNs are plotted ordered by size, then using linear 
regression the RPNs are fitted with a polynomial approximation of the first 
order, finally the confidence levels are plotted on the same figure. The threshold 
RPN is determined by the turning point from the confidence levels (i.e. the first 
RPN point coming out the confidence bounds). This approach is based on a 
simple linear approximation method, but in many practical cases the RPNs do 
not follow a linear trend. Therefore, the approximation of the values with a 
single straight line provides a significant error.  

Another procedure to evaluate the threshold value is the 80:20 Pareto 
principle [157]–[159]. According to this technique, 20% of failure modes produce 
80% of the total RPNs. In contrast to the Bluvband method, the Pareto 
approach uses a bar chart where the failure modes are sorted from the highest 
risk priority number to the lowest. This bar graph is combined with a 
cumulative distribution function that shows the percent contribution of all 
preceding failures. The 80:20 rule is used to distinguish the negligible and 
critical modes. Pareto chart is not suitable for some kind of risk-assessment 
application because it is not always verified that the 80% of the criticalities 
arise from 20% of the causes, or in other words that the 80% of the RPNs 
represents the 20% of the failure modes. 

A comparative analysis has been published in [54] where a statistical 
approach based on a boxplot was compared with the other method proposed in 
literature. The method proposed in [54] could be used as a first screening of the 
failure modes, while a more accurate and quantitative approach is required in 
case of safety-critical system (such railway systems). 
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3.13  A new approach for the threshold 
estimation 

The failure modes characterized by high RPNs have to be distinguish from 
the modes with lower RPN values. As explained, very few papers in literature 
deal with this concept. Therefore, a new analytical approach is introduced in 
this section to overcome the subjectivity and to find a RPN threshold value.  

 
 
 

3.13.1 Description of the procedure 
Figure 3.20 shows the flowchart of the proposed procedure.  
 

 
Fig. 3. 20 - Flowchart of the new procedure for Risk Priority Number threshold 

estimation   
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The first step requires to consider the frequency of each RPN, i.e. the 
repetition number of each RPN.  

For each unique RPN the forward finite difference is calculated. Then the 
difference is weighted with the size of the sample (frequency of each unique 
RPN).  

In particular, the weighted finite difference 𝐷𝐷𝐷𝐷𝐷𝐷𝑓𝑓𝑖𝑖 is defined as the ratio 
between the forward finite difference of the unique RPN and the frequency of 
the unique RPN, as follow: 

   
 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝑖𝑖 =

𝑅𝑅𝑅𝑅𝑅𝑅𝑖𝑖+1 − 𝑅𝑅𝑅𝑅𝑅𝑅𝑖𝑖
𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑖𝑖+1

 (3.14) 

 
where 𝑅𝑅𝑅𝑅𝑅𝑅𝑖𝑖+1 and 𝑅𝑅𝑅𝑅𝑅𝑅𝑖𝑖 represent the (i+1)-th and the i-th unique failure 

modes respectively, while 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑖𝑖+1 stands for the repetition frequency of 
the (i+1)-th unique RPN.  

As the first derivative of a continuous function represents the instantaneous 
rate of change, the finite difference represents the same concept for discrete 
data set. So, the higher is the difference, the higher is the variation between 
two consecutive values. The forward finite difference introduces the repetition 
of the RPN value as denominator in order to take into account how the repeated 
values lower the increment. The following step is the identification of the local 
maxima (peaks) of the finite difference 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷. Each peak represents a remarkable 
increase of two nearby RPNs, the higher the peak the greater the RPN increase. 
The aim of the proposed procedure is to precisely identify a value that divides 
the ordered RPNs trend in two different groups: the negligible modes 
characterized by a gradual change of the RPN values, and the critical modes 
characterized by a sudden increase of those value. Consequently, the 
identification of the peaks in the finite difference trend is a fundamental step 
that allows to quantitatively understand the RPN increments. 

Then, the following steps are used to identify the “first significant peak”, 
which is the peak that divides the RPNs into two well-defined and different 
subsets. In order to find this peak, the proposed procedure is based on the 
evaluation of the percentage difference Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 between each peak and the 
previous ones (step 4). More in detail, equations (3.15)(3.16) explain the 
evaluation of percentage increment between the peak i and the mean value of 
the three previous peaks 𝑃𝑃𝑃𝑃𝑖𝑖.  
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 𝑃𝑃𝑃𝑃𝑖𝑖 =
𝑃𝑃𝑃𝑃𝑃𝑃𝑘𝑘𝑖𝑖−1 + 𝑃𝑃𝑃𝑃𝑃𝑃𝑘𝑘𝑖𝑖−2 + 𝑃𝑃𝑃𝑃𝑃𝑃𝑘𝑘𝑖𝑖−3

3  (3.15) 

 
 Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 = 100 ∙

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 − 𝑃𝑃𝑃𝑃𝑖𝑖
𝑃𝑃𝑃𝑃𝑖𝑖

 % (3.16) 

 
Then, step 5 consists in the identification of the maximum value of the 

percentage differences evaluated in the previous step. The peak characterized 
by the maximum value of percentage difference is the “first significant peak” 
and the associated RPN divides the dataset into two subsets. 

The evaluation of Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 as the simple increment between the peak i and 
the peak i-1 could lead to untrustworthy results since the percentage increase 
is great enough also for the lower peaks. Moreover, comparing each peak with 
the same constant value (e.g. the minimum peak, or the first peak, or the first 
finite difference value, etc.) leads always to identify the peak with the greater 
value, regardless the dataset.  

As explained before, the aim of this procedure is not to identify the highest 
peak, instead it is to identify the first peak much higher than all the previous 
peaks. Consequently, Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 has been evaluated as the percentage difference 
between a peak and a small set of previous peaks. More in detail, the mean 
value of the three previous peaks was used since it provides effective results in 
several datasets.  

The final step consists in the identification of the unique RPN which divides 
the dataset into two subsets. The index of the “first significant peak” is the 
index of the unique RPN associated to the threshold level.  

The proposed approach uses the idea of the identification of two different 
data set but allows to delete the subjectivity issue that influences most of the 
previous works using an analytical procedure based on weighted forward finite 
differences. 

The following subsections illustrates the application of the procedure to 
different FMECAs. Firstly, the proposed procedure has been applied to the 
“Passenger unit” FMECA described in the previous section. Then, it has also 
been applied to the “Cabin unit” FMECA in order to validate the method with 
a different dataset.  
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3.13.2 Preliminar Risk Analysis Of HVAC 
Figure 3.21 shows the location of the train’s HVAC system [160], [161]. There 

are two units located on the roof of the train: one for the cabin area (called 
“Cabin unit” in the following) and another one for the passenger area or salon 
(called “Passenger unit” in the following) [162]–[164].  

 

 
Fig. 3. 21 - Examples of HVAC units located on a high-speed train 

 
The system under analysis is an HVAC assembly in S-121, a high-speed train. 

Table 3.6 describes the high level taxonomy of the HVAC under study, 
according to ISO 14224 [165].  

 
Tab. 3. 6 -High-level taxonomy of the system under test  

Taxonomy level Taxonomy hierarchy Description 

1 Industry Railway 
2 Business Category High Speed 
3 Installation S121 
4 Unit Front car 
5 System HVAC system 

 
Figure 3.22 shows a block diagram of the “Passenger unit” HVAC under 

analysis. In particular it is composed by four different sub-systems: cooling, 
heating, ventilation and control system. The cooling and heating systems aim 
is to provide a thermal comfort inside the train (the cooling provides air-
conditioned while the heating increases the temperature), ventilation provides 
fresh air and finally the control has to regulate and manage all the other devices. 
Each system is also divided into several subunit as shown in the figure.  
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Fig. 3. 22- Block Diagram of HVAC under study 

 
The “Cabin unit” is a bit different from the “Passenger unit”. It is simpler, 

it is composed by a lower number of components and it uses the control system 
integrated in the “Passenger unit”.  

Classification criteria are used to consistently attribute the level of severity, 
occurrence and detection to each failure mode. These criteria are established in 
part from the literature and others are specifically chosen for the type of device 
analyzed. Table 3.7 illustrates the criteria for the choice of the severity index, 
Table 3.8 gives the criteria for the assignment of occurrence values and Table 
3.9 shows the assessment of the detection value. The above-mentioned tables 
were developed to analyze both “Passenger unit” and “Cabin unit”.  

 
Tab. 3. 7- Criteria for Severity S assessment 

SEVERITY CRITERIA RATING 

None No discernible effect 1 
Very minor Comfort reduction 2 

Minor Possible failure of one component 3 

Very low Partial loss of one function 4 

Low Considerable loss of one function 5 

Moderate Loss of one function 6 
High Loss of two functions 7 

Very high Loss of all function 8 
Hazardous with 

warning 
Possibility of fire 9 

Hazardous without 
warning 

Loss of safety without warning 10 

 
 

Compressor

start

Condenser Heat 
exchanger Evaporator Piping Air filter Blower Damper

Air 
transducer

Temperature 
sensor

Control 
panel

Control 
rack Thermostat Commutator Refrigerant 

control box

Cooling system Ventilation system

end

Control system

Coil Resistance

Heating system



Risk based maintenance 
 

101 

Tab. 3. 8- Occurrence O evaluation criteria based on failure rate 
FAILURE MODE 

OCCURRENCE 
RATING 

FAILURE RATE 

𝝀𝝀𝑴𝑴 [FPMK] 
Remote: Failure is unlikely 1 ≤ 1 ∙ 10−5 

Low: Relatively few failures 
2 1 ∙ 10−4 
3 5 ∙ 10−4 

Moderate: Occasional failures 
4 1 ∙ 10−3 
5 2 ∙ 10−3 
6 5 ∙ 10−3 

High: Repeated failures 
7 1 ∙ 10−2 
8 2 ∙ 10−2 

Very High: Failure is almost 
inevitable 

9 5 ∙ 10−2 
10 ≥ 1 ∙ 10−1 

 
Tab. 3. 9- Detection D evaluation criteria 

CRITERIA RATING 

Completely detectable 1 
Partially detectable 2 
Impossible to detect 3 

 
A severity rank is allocated to each failure mode based on the severity of the 

effect on the overall system performance and safety in light of the system 
requirements, objectives and constraints [149]. 

Table 3.8 propose the assessment of the occurrence based on the mode failure 
rate value. If λ is the failure rate of the component, then the mode failure rate 
𝜆𝜆𝑀𝑀 is given by: 

 
 𝜆𝜆𝑀𝑀 = 𝛼𝛼 ∙ 𝜆𝜆 (3.17) 

 
Where the failure rate fraction expressed by α represents the weight of the 

mode compared to the other failure modes. In particular, a 1-to-10 scale is 
assessed, where the higher is the mode failure rate, the higher is the occurrence 
rate. The failure rate is generally expressed in failure/hour, but for this 
application, the information on time is less meaningful than distance. In fact, 
trains only work certain hours, so the information on the distance travelled is 
more important and more significant than time. Therefore, the failure rate of 
the mode in Table III are expressed in FMPK - failures per million kilometers. 
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Table 3.9 gives the detection criteria used in the case study. Since detection 
data were barely available for the HVAC system under study, the proposed 
scale varies from 1 to 3.  

Table 3.10 shows an extract of the whole FMECA for the “Passenger unit” 
of the HVAC system studied. The columns report the following information: 

• Failure mode description: manner in which an equipment or 
machine failure can occur. 

• Failure rate fraction (α): a percentage which describes the weight 
of each failure mode in the component. The sum of every failure 
rate fraction has to be 100%. 

• Failure rate for failure mode (FPMK): frequency with which the 
failure mode appears, expressed in failures per million kilometers. 

• Failure causes: causes of the failure mode. 
• Local effect: normally limited to the effects on the item exhibiting 

the specific failure mode. 
• Global effect: effects of the failure as it would be seen at the next 

higher/lower level (within the system/ equipment structure). 
• Occurrence (O): rating of the likelihood of occurrence of each cause 

of failure 
• Severity (S): rating of the severity of each effect of failure 
• Detection (D): rating of the likelihood of prior detection for each 

cause of failure (i.e. the likelihood of detecting the problem before 
it reaches the end user or customer. 

• Risk priority number (RPN):  product of the three ratings. 
 
Failure data were provided by the HVAC manufacturer “MERAK.” Note 

that data do not consider any stress applied. The whole “Passenger unit” 
FMECA is composed of 109 different modes and table 3.10 shows only an 
extract of them. The result of the whole FMECA are reported in Figure 3.23 
which illustrates all the 109 Risk Priority Number ordered by size from the 
smallest to the largest, to improve the readability of the values.  The minimum 
RPN value is 3, associated to the relay, and the maximum is 216, associated to 
the blower. The figure also highlights several duplicates in the risk priority 
number scale, in particular the maximum repetition frequency is related to 
RPN 72, which can be formed by 14 different combinations.  
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Tab. 3. 10 - Extract from the whole FMECA for the “Passenger unit” of the HVAC 
system under analysis 

Failure mode α 
Failure 

rate 
[FPMK] 

Cause of failure Local effect Global effect O S D RPN 

COMPRESSOR 

Motor seizes up 60% 1,68E-02 
-Internal failure            

-Blocked compressor  
-Damage winding 

Loss of pumping 
capacity 

Loss of cooling 
function 

8 6 3 144 

Thermostat 
doesn't detect 
temperature 
over limit 

2% 5,62E-04 
-Overheating of 

compressor    
-Thermostat dirty 

Loss of overheating 
protection 

Possible damage 
of compressor 

3 5 3 45 

Pumping 
leakage 

25% 7,02E-03 
-Mechanical failure  

-Fretting compressor 
Loss of refrigerant 

pumping 
Loss of cooling 

function 
6 6 3 108 

Valve fails to 
close 

8% 2,25E-03 
-Internal failure  

-Valve dirty 

The refrigerant 
doesn't increase the 

pressure 

Loss of cooling 
function 

5 6 3 90 

Internal 
overload motor 

protection 
5% 1,40E-03 

- Motor is short 
circuit                   

-Electric overload  
-Motor protection 

failure 

Short circuit of 
compressor 

Loss of cooling 
function 

4 6 3 72 

HIGH PRESSURE SWITCH 

Pressure switch 
in close 
position 

30% 3,08E-03 

-Internal failure of 
the pressure switch 
-Dirtiness in the 
refrigerant circuit 

No detection in 
case of high 
pressure of 
refrigerant 

Possible 
overpressure 

5 5 3 75 

Pressure switch 
in open 
position 

50% 5,13E-03 
-Internal failure  
-Dirtiness in the 
refrigerant circuit 

Incorrect indication 
of overpressure 

Compressor is 
stopped 

6 6 3 108 

Refrigerant 
leakage 

20% 2,05E-03 
-Refrigerant leakage 
in the distributor 

Leak of refrigerant 
in the component 

Compressor is 
stopped 

5 6 3 90 

EVAPORATOR COIL 

Refrigerant 
leakage 

100% 1,04E-02 
-Presence of corroded 

or critical zones 
Leak in the 
component 

Loss of cooling 
function 

7 6 3 126 

EXPANSION VALVE 

Refrigerant 
leakage 

80% 4,62E-03 
-Presence of corroded 

or critical zones 
Leak in the 
component 

Loss of cooling 
function 

6 6 3 108 

Valve is not 
opened 

5% 2,89E-04 -Internal failure 
Expansion valve is 

blocked close 

Loss of 
refrigerant 
circulation 

2 6 3 36 

Valve is not 
closed 

15% 8,67E-04 -Internal failure 
Expansion valve is 

blocked open 
No expansion of 

refrigerant 
4 5 3 60 
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Fig. 3. 23- Representation of the whole “Passenger unit” FMECA result. All the 

RPNs are plotted ordered by size 
 
Also, the “Cabin unit” of the HVAC system was analyzed using the FMECA 

procedure. The complete results were not reported in this work for the sake of 
brevity. In this second analysis, the minimum RPN value is 4, associated to the 
pipes, and the maximum is 168, associated to the emergency inverter. Also, in 
the “Cabin unit” FMECA there are several duplicates in the risk priority 
number, in particular the maximum repetition frequency is for the RPN 12, 
which can be formed by 12 different combinations.  

 
 
 

3.13.3 Case study 1: HVAC passenger unit 
In this section the procedure is applied to a first case study, so the data 

coming from the “Passenger unit” FMECA are used to test the effectiveness of 
the proposed method. 

Figure 3.24 shows the first step of the procedure.  The height of the bar 
represents how the RPN (in the abscissa) is repeated in the FMECA, the higher 
is the bar more frequent is the mode. This plot helps to identify all the unique 
RPNs and their relative number of repetitions. The value of RPNs unique 
numbers (the number of bars in fig. 3.24) is 𝑛𝑛 = 31 so the finite difference 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 
will be composed by 30 elements.  

The top plot of fig. 3.25 illustrates the steps from 2 to 5 of the procedure 
carried out on the “Passenger unit”.  
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Fig. 3. 24 - Step 1: repetition number of each RPN value.  

 

 
Fig. 3. 25 - Application of the proposed procedure to the “Passenger unit” of the 
HVAC. The top plot illustrates the steps from 2 to 5 of the procedure, while the 

bottom plot is used to carry out the final step. 
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The forward finite differences have been calculated, then the values have 
been illustrated as blue dots in the top subplot of figure 3.25. The figure 
highlights that the first twenty markers are lower than 3, while the 21st value 
is very different respect to the others. This high value represents a significant 
difference between the 21st and 22nd unique RPNs, which involves a rapid 
increase of the subsequent ordered RPN. In the top graph of Fig. 3.25 the peaks 
are marked using red triangles, 8 peaks were identified in the “Passenger unit” 
FMECA. 

Near each peak there is a label indicating the percentage difference Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖 
between this peak and the three previous peaks. The index of the “first 
significant peak” is the one that corresponds to the maximum value of Δ𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖. 
It is highlighted using a red dotted line, which indicates the index of the unique 
RPN associated to the threshold level. The final step is illustrated on the 
bottom plot of fig. 3.25, which corresponds to the identification of the RPN 
threshold value.  This graph highlights that the corresponding RPN to the 21th 
index is the value 108, which will be the threshold value.   

All the RPNs higher than the threshold have to be considered critical, while 
all the RPNs lower than or equal to 108 are considered negligible. Figure 3.26 
shows all the values of RPN evaluated for the “Passenger unit” FMECA (the 
same data of Figure 3.23) and the threshold line (black dotted line). All the 
RPNs below the threshold are illustrated using green dots and are considered 
negligible, while the red dots stand for the RPNs above the threshold which are 
considered critical. 

 

 
Fig. 3. 26 - Division of Risk Priority Numbers identified in the “Passenger unit” 

FMECA in negligible and critical values. 
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In the “Passenger unit” FMECA, 16 out of 109 failure modes were found 
unacceptable. This means that nearly 15% of the failure modes require some 
sort of corrective action. 

 
 
 

3.13.4 Case study 2: HVAC cabin unit 
This subsection tests the proposed procedure with another set of data coming 

from the cabin unit of the same HVAC. A FMECA has been developed and the 
resulting RPNs are used as input of the method (See Fig. 3.27). 

 

 
Fig. 3. 27 - Application of the proposed procedure to the “Cabin unit” of the 

HVAC. The top plot illustrates the steps from 2 to 5 of the procedure, while the 
bottom plot is used to carry out the final step. 
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The top plot of figure 3.27 shows the trends of the forward finite differences 
(step 2). The peaks are highlighted by red triangles (step 3), and from a 
qualitative point of view it is possible to note a sudden increase of the difference 
between the 20th and 21st unique RPN. To quantitative identify the first 
significant peak, step 4 and 5 are used with this dataset. Clearly the highest 
variation is the 21st unique RPN with a 408.7% increase.  

Then step 6 allows to identify the threshold value associated to the 21st 
unique RPN, the bottom of figure 3.27 shows all the unique Risk Priority 
Numbers and their indexes. The threshold associated to the 21st index is the 
RPN=70.  

Figure 3.28 shows all the Risk Priority Numbers as dots and the threshold 
limit. In this case study the method identifies 12 critical failure modes over 90 
total modes. So, in this case the 13% of the modes needs to be mitigated. 

 

 
Fig. 3. 28 - Division of Risk Priority Numbers identified in the “Cabin unit” 

FMECA in negligible and critical values. 
 
 
 

3.13.5 State of the art comparison 
Finally, the proposed procedure was compared with the other approaches 

available in literature. The results achieved for both case studies are 
summarized in table 3.11 which includes the RPN threshold value and the 
number of critical failure modes. 

The comparison firstly highlights the inadequacy of Zhao and Pareto 
approaches for this kind of application. 
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Tab. 3. 11 - Results comparison achieved using the proposed method and the other 
method available in literature 

METHOD 

Case study 1 Case study 2 

RPNth 
Critical 
modes 

RPNth 
Critical 
modes 

Proposed 
method 

108 16 70 12 

Bluvband [154] 105 22 57 20 

Zhao [156] 177 7 124 3 

Pareto [157]–[159] 63 60 36 45 

Boxplot [54] 96 29 50 24 

 
In both the case studies, the method proposed by Zhao identifies the highest 

RPN threshold, on the other hand the 80-20 Pareto principle identifies the 
lowest value. Such high threshold, given by the Zhao method, could not be 
reasonable in many safety-related applications, because it requires a risk 
mitigation only for few modes. While the low threshold given by the Pareto 
principle requires an expensive plan for the risk mitigation of the modes, that 
could be not applicable for many companies. 

The proposed method provides intermediate results, in line with the threshold 
proposed by Bluvband, mostly because both start from the same idea. 

The main advantage of the proposed approach is that it completely deletes 
the subjectivity, still present in Bluvband. 

Finally, several kinds of risk mitigation actions could be taken into account 
in order to lower the Risk priority number above the threshold. 

A very efficient improvement is to get some changes in the design of the 
equipment by using components with improved quality and performances, this 
will lower the failure rate of the component and consequently the occurrence, 
but it leads to a cost impact for the industry. The use of condition monitoring 
(sensors which monitor the state of the system) allows to monitor the health 
state of the system and to diagnose failure before it occurs. So the introduction 
of these maintenance tools lowers the detection index. Also the use of 
redundancy system allows to obtain a lower Risk Priority Number, but this 
solution needs high cost to be performed.   
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3.14   Final remarks  
This chapter starts with the analysis of RCM which is a very useful and used 

technique for the maintenance planning. However the standard proposes a 
decision-making diagram very flexible and not unique; consequently the 
maintenance task chosen strongly depends on the experience and judgment of 
the analyst. Section 3.4 proposes a new approach based on a fuzzy FMECA 
and a new decision diagram which univocally leads the analyst to only one 
maintenance task.  

FMECA is the core of RCM, and is a technique characterized by several 
issues widely discussed in Section 3.8. There are a lot of studies on FMECA 
and fuzzy FMECA, however there is not a single and easy technique which 
solves all the mentioned problems.  

A new Fuzzy FMECA approach has been presented in Section 3.9. Thanks 
to weight factors it is possible to solve the problems of high sensitivity and the 
importance of O, S and D. Furthermmore the fuzzy logic allows to minimize 
the subjectivity of the method and the output dataset results to be a set of 
continuous RPNs and to have all unique values (solving the duplicate problem).  

Finally, literature miss to consider a technique to distinguish critical and 
negligible failure mode in a non-subjective way. Section 3.13 introduces an 
analytical procedure to identify a Risk Priority Number threshold. The method 
allows to evaluate with a mathematical tool a threshold value considering 
critical all the failure modes characterized by a RPN higher than the threshold, 
while failure modes characterized by RPN lower than the threshold are 
considered negligeble.  
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CHAPTER 4 
 
HUMAN FACTOR IN RAILWAY 

ENGINEERING  
 
 
 
 
 

This chapter provides an introduction of the Human factor 
topic. It starts with the aim of human reliability, then it focuses 
on the evolution of HRA. HRA is developed into three 
generations depending on the year of publication. Second 
generation techniques try to overcome the limitation of the first 
generation while third generation introduces dynamic models 
and novelties to overcome the second generation. The final part 
of the chapter is dedicated to an exhaustive literature review of 
the HRA in railway in the last two decades. 1,2,3 
 

  

1 Part of this chapter has been published as “L. Ciani, G. Guidi, G. Patrizi, and D. 
Galar, Improving Human Reliability Analysis for railway systems using fuzzy logic, 
IEEE Access, vol. 9, pp. 1–1, 2021”. 
2 The other part has been published as “M. Catelani, L. Ciani, G. Guidi, and G. Patrizi, 
An enhanced SHERPA (E-SHERPA) method for human reliability analysis in railway 
engineering, Reliab. Eng. Syst. Saf., vol. 215, p. 107866, Nov. 2021”. 
3 The literature review of the last two decades has been published as “L. Ciani, G. Guidi, 
and G. Patrizi, Human reliability in railway engineering: literature review and 
bibliometric analysis of the last two decades”, Safety Science, article in press, 2022”. 
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4.1   Human Reliability: what and why? 
There are many disasters of the modern era caused by human error or by the 

combination of it with system failures. For instance, Seveso (1976), Three Mile 
Island (1979), Bhopal (1984) and Chernobyl (1986), are among those that have 
most shaken public opinion. The list of accidents attributable to human error 
is very long, estimates indicate that the errors committed by operators are 
responsible for 60-90% of accidents, depending on the industrial sector taken 
into account, while the remaining 40-10% is attributable to technical, structural 
and failure deficiencies [166]–[168].  

Disasters and accidents are the most obvious result of human error, however 
small deviations, which do not affect safety (of the system, operator, population 
or environment), can seriously reduce operational performance in terms of 
productivity and efficiency. In fact, errors affect the rejection rate of the 
product, thus increasing production costs and reducing sales[169].  

It is evident that human error is an extremely vast and multidisciplinary 
topic (involving psychology, medicine, engineering, etc.) of fundamental 
importance for the railway industry from safety, performance and economic 
revenues point of views. It is therefore plausible the interest in the need to carry 
out interventions that tend to neutralize or minimize the occurrence of the 
following scenarios in which a human error could onset accidental events 
compromising their own safety and / or that of others: 

• Behavior characterized by non-compliance with regulatory rules. 
• Negligent behavior by incompetent operators.  
• Uninformed operators. 
• Distracted operators. 
• Operators not very sensitive to their responsibilities. 

 
This strong interest about the study of human errors has led to the birth of 

the Human Reliability Analysis (HRA). HRA was firstly introduced in the 
nuclear energy sector, where human error can cause very serious accidents [167]. 
The main objective of HRA is the calculation of the probability that an operator 
can perform a given operation incorrectly [170], leading to the concept of 
Human Error Probability (HEP). The HRA allows to maximize human 
performance within the system, with the aim of decreasing the probability of 
error occurrence in order to maintain and improve the safety of the system 
itself. Therefore, it represents a very important and critical part of the entire 
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RAMS (Reliability Availability Maintainability Safety) process. 
The definition of reliability of a system or component reads "probability that 

a device will maintain its performance unchanged over time, fixed the 
conditions of use"[171]. In HRA this concept has been extended also to the 
human being. In fact, the operator must be seen as an integral part of the 
system and thus it is subjected to failure. Furthermore, it is important to pooint 
out that the conditions of use are critical in reliability analysis both for the 
system (temperature, humidity, vibrations, thermal gradients, etc.) and for the 
operator (ergonomics of the spaces, time available, microclimate, etc.).  

The railway transport is a very complex transport system in which many 
technological aspects involve human intervention, in terms of design, 
construction, operation, management, maintenance and regulation. As in other 
industrial sectors, it is difficult to study the impact of human performance, as 
every accident arises from the combination of numerous errors and 
shortcomings that include organizational policy, procedures, human actions and 
equipment. It is important to underline that, very often, the systems used by 
the Conduct Personnel have integrated solutions for correction or mitigation of 
human error (ATP - Automatic Train Protection), in this case it therefore 
becomes highly unlikely to cause an accident. The human errors that are 
decisive for the safety of the system lie mainly in the design and/or installation 
and/or verification phases of the safety and driving assistance systems [172]. 

 
 
 

4.1.1 Human error classification 
Human error is a phenomenon that has been extensively analyzed by scholars 

of cognitive science. James Reason, in his book "Human Error" gives the 
following operational definition: "... error will be understood as a generic term 
to encompass all cases in which a planned sequence of physical or mental 
activities fails its purpose, and when this failure cannot be attributed to the 
intervention of some random agent." 

At the same time, Reason provides a model for the classification of human 
errors. This model is based on the assumption that an action is considered 
correct when three conditions occur: 

• The user intended to act. 
• The action is processed as desired. 
• The action has achieved its purpose. 
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If all these conditions do not occur, then an error has occurred. Reason has 
identified four basic types of errors [173]: 

• Intentional but wrong action ("errors" or "mistakes"): occurs when 
the user acted with intention, the action took place as he had 
planned, but did not achieve the intended purpose. In essence, the 
user performed an action believing that it led to a certain result, 
but this was not the case. 

• Unintentional action ("lapsus" or "slips"): A lapsus occurs when one 
action is involuntarily performed in place of another. Lapses are very 
frequent and can occur especially when the correct action and the 
wrong action "resemble each other". For example when two buttons 
are physically close. Or when two different tasks have in common an 
initial sequence of actions, and the final sequence in one case is 
performed infrequently, and in the other very often. Lapses can be 
avoided (or otherwise made unlikely) by designing the system so 
that these situations do not occur. 

• Spontaneous action: in this case, the action is carried out 
intentionally, but without the user having previously intended to 
act. For example, when someone suddenly throws an object at us 
and, almost by an automatic reflex, we grab it on the fly, or protect 
ourselves with our hands. The action was not planned, but we found 
ourselves in the need to carry it out. A spontaneous action is not 
necessarily classified as an error, it is such only when it produces 
undesirable effects. 

• Involuntary action: in this case, the action is completely 
unintentional (for example, involuntarily bumping into a person or 
object). 

 
Despite the Reason classifications is detailed and structured, in recent 

literature the widest used classification model is the one provided by Jens 
Rasmussen in his volume "Skill, Rule and Knowledge Model". According to the 
Rasmussen model, three types of behavior must be considered [174]: 

• Skill-based behavior: routine behavior based on learned skills. The 
cognitive effort required is very low and the reasoning is unconscious, 
that is, the action of the operator in response to an input is carried out 
almost automatically. 

• Rule-based behavior: behavior guided by rules that the operator has to 
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follow performing a known task. It is a matter of recognizing the 
situation and applying the appropriate procedure for the execution of 
the task. Cognitive engagement is higher with respect to the previous 
case since it implies a certain level of known reasoning. 

• Knowledge-based behavior: behavior aimed at solving problems in the 
presence of non-habitual and known situations. That is new or 
unexpected scenarios for which there are no specific reference rules or 
procedures. This type of behavior is called knowledge-based precisely 
because it requires a high cognitive commitment in the search for an 
effective solution. 

 
From the combination of the studies carried out by Reason and Rasmussen 

originates the modern classification of the types of human error. It divides errors 
into seven different categories, as shown in Fig.4.1. 

 

 
Fig. 4. 1 - Error classification based on Reason-Rasmussen theory. 
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According to the Reason-Rasmussen model in Fig. 4.1 human failures can be 
classified as: 

1. Error: An unintentional action that compromises the execution of a 
task. The "errors" can be distinguished in [174]: 

 
a) Skill-based errors: failure in the execution of a scheduled action. 

Specifically, it refers to the application of routine skills, according to 
previously assimilated rules or in well-known situations. An error in 
this area takes the form of: 

 
o Lapsus in the execution of an action ("slips"): action 

performed differently than planned. 
o Memory lapses ("lapses"): "empty" memory (the operator 

forgets to perform a certain operation). 
 

b) Mistakes: "failure" in the design of a task (even if the scheduled 
tasks were executed correctly, it would not be possible to achieve 
the desired result). 

 
o "Rule-based" mistakes: errors due to the choice of a 

wrong rule due to a wrong perception of the situation, or in 
case of a mistake in the application of a rule. The operator 
is faced with a situation in which the focus is on a problem 
of decision making or the creation of a solution. However, 
these are known situations, which the person has been 
trained to cope with. Therefore, the error takes the form of 
an incorrect assessment of the situation or solution. 

o "Knowledge-based" mistakes: errors due to lack of 
knowledge or their incorrect application. The negative result 
of the action lies in the erroneous knowledge that 
determined it. This type of error is inherent in the limited 
rationality or in any case in the difficulty of giving answers 
to problems that present a wide range of possible choices. 

 
2. Violations: deliberate transgression of a rule, procedure, norm, etc. 

This is the case of all those circumstances in which the procedures 
established for the execution of a certain task are deliberately 
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"circumvented" (and considered correct to carry out what was planned 
in the best possible way), instead of putting them into practice as 
planned. Violations are classified as follows [174]: 

 
a) Routines: violations that have become part of a person's routine, 

but generally tolerated because they generally have no significant 
consequences (for example, slightly exceeding the speed limit while 
driving). 

b) Situational: violation caused by the conditions in which the 
operator performs his work (such as excessive pressure to which the 
operator is subjected while has to complete an operation, or 
difficulty in complying with a certain rule in specific circumstances). 

c) Exceptional: unusual and tendentially extreme violations, 
associated with non-negligible consequences. 

 
 
 
 

4.2    Human Reliability Analysis techniques 
The study of HRA was born in the sixties and since then it has always been 

a hybrid discipline involving reliability engineers, human factors specialists and 
psychologists [175]. The objectives of HRA techniques were defined by Swain 
and Gutterman for THERP (Technique for Human Error Rate Prediction) 
analysis, one of the first HRA techniques that has been developed.  

The main objective concerns the evaluation of the contribution of the human 
factor on the overall reliability of the system. This is carried out through the 
identification of human errors, the estimation of the probability of occurrence 
and, if necessary, with the introduction of countermeasures aimed at its 
reduction [176]. 

To achieve this goal, HRA techniques estimate the human error probability 
(HEP) defined by the ratio of the number of errors made to the total number 
of actions in which an error could have occurred. 

In the calculation of the HEP, the Worst-Case Analysis must be taken into 
account so as not to underestimate the risk. In the literature there are various 
techniques for the analysis of human reliability, aimed at assessing the work 
risk deriving from human error. These techniques were created to meet the 
needs of probabilistic risk assessment (PRA) in order to quantify the 
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contribution of human error to the occurrence of an accident. In this 
perspective, the HRA approach can be seen as a specialization of the PRA on 
the relevant factors of human reliability, an approach that provides a more 
detailed assessment of the risks inherent in the system associated with the 
human factor. These methods differ mainly in how the probability of human 
error is estimated, in the cognitive model assumed, in the taxonomy of wrong 
actions and in the way in which Performance Shaping Factors (PSFs) can 
influence the probability of error. 

Different techniques for Human Error Probability (HEP) estimation have 
been proposed in literature. Usually, HRA can be classified into one of three 
different categories:    

• First-generation techniques are simple approaches which consider a 
human being the same as an electric/mechanic component (i.e. it is 
only capable to succeed or fail).  

• Second-generation techniques introduce cognitive models and focus on 
the role of the context in the HEP evaluation. The aim of these 
techniques is to include the human cognition within the evaluation of 
the human performances. 

• Third-generation techniques introduce simulator to generate data for 
the analysis.  These methods aims to develop new HRA methods or 
modifying existing HRA techniques to consider the dynamic progression 
of human behavior which leads to a human error [177].  

 
The following subsections summarizes the most important and widest used 

HRA techniques for each one of the above-mentioned generations, focusing on 
advantages and shortcomings of every method. 

 
 
 

4.2.1 First generation techniques 
The first-generation of HRA techniques (1970-1990) suggest for the first time 

to divide a human work into a set of multiple tasks. Then the Human Error 
Probability (HEP) depends on the impact of the task and also on some factors, 
such as available time, stress, and working time. The common points of the 
first-generation methods are: 

• Generally, these methods classify errors as omission (when the operator 
fails to carry out a task) or commission (when the operator carries out 
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a task incorrectly or do something that is not required). 
• The identification of Performance Shaping Factors (PSF) which are 

covariates that could affect the performance of the operators in HRA 
(for more information about PSF see [178]–[181]). 

• Simple cognitive model are implemented in these methods such as the 
Rasmussen operator performances classification (skill-based, rule-based 
or knowledge-based) [174]. 

• The HEP is calculated weighting the base error probability of the task 
with one or more Performance Shaping Factor (PSF).  

 
Tables 4.1 summarizes the main HRA techniques of the first generation 

pointing out the field of application, the year of publication and the central 
points of each method. 

 
Tab. 4. 1 - State of the art of Human Reliability Analysis: summary of the main 

first generation techniques 

TECHNIQUE FIELD YEAR MAIN POINTS 

THERP [182] 
(Technique for 
Human Error 
Rate Prediction) 

Nuclear 1983 

• Most popular first-generation technique. 
• The human error probability values are assessed 
through expert judgments and field data. 
• Event tree analysis used to associate a positive or 
negative result to each event performed by the operator. 

HCR [183] 
Human Cognitive 
reliability 

Nuclear 1984 

• Use Rasmussen subdivision to determine nominal 
HEP 
• Time-reliability curve parametrized for the decision-
making type 
• The main disadvantage is that a small variation in the 
task assessment produce difference in the HEP also up 
to two orders of magnitude. 

SLIM [184] 
Success Likelihood 
Index Method 

Nuclear 1984 

• It calculates a Success Likelihood Index for each task 
based on importance weight and scaled rating of different 
PSFs. 
• Uncertainty bound analysis and cost-effectiveness 
analysis 

HEART [185] 
Human Error 
Assessment and 
Reduction 
Technique 

General 
purpose 

1985 

• The HEP of each task is influenced by one or more 
EPC (Error Producing Condition). 
• It provides useful suggestions to reduce the occurrence 
of errors. 
• It relies extensively to the expert opinion. 

 
Technique for Human Error Rate Prediction (THERP) is the most popular 

first-generation technique, it was developed in 1983 in the Sandia Laboratories 
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for the US Nuclear Regulatory Commission [182]. The HEP calculation is based 
on database containing the human error probability values, which are assessed 
through both expert judgments and field data. The main tool of THERP 
method is the event tree analysis which use binary logic to associate a positive 
or negative result to each event performed by the operator. Then a nominal 
HEP is assessed for each identified branch of the event tree. Finally, the HEP 
takes also into account performance shaping factors which modify the nominal 
value. Even if it is one of the most dated technique it is still in use also beyond 
the nuclear application. 

Human Cognitive Reliability (HCR) is a cognitive approach to human 
reliability, the nominal HEP is determined by using the Rasmussen subdivision 
[174] in rule-based, skill-based and knowledge-based decision making modes 
[183]. It is based on a time-reliability curve parametrized for the decision 
making type; the main disadvantage is the high sensitivity to small change, in 
fact small variation in the task assessment produce difference in the HEP also 
up to two orders of magnitude. 

Human Error Assessment and Reduction Technique (HEART), developed in 
1985, is considered one of the most popular technique currently used in UK 
[186]. It considers the HEP of each task influenced by one or more EPC (Error 
Producing Condition). HEART is considered an extremely flexible technique 
that could be applied to various field thanks to several task options and 
different EPCs. 

The main critic to the first-generation techniques is that the human error 
mainly depends on external behavior and does not consider the cognitive 
process and psychology. Moreover, they miss to consider some relevant PSFs 
and that often lead to a worsen HEP and greater uncertainty bounds. Despite 
the mentioned disadvantages of some first-generation technique, they are often 
used by many companies, because of their simplicity. 

 
 
 

4.2.2 Second generation techniques 
The second-generation technique (1990-2005) tries to overcome the limitation 

of the first generation by using human performance factors and cognitive 
models. The topic of this generation is the estimation of the human error 
probability including the human cognition [187]. Cognition refers to the mental 
processes (thinking, remembering, problem solving etc.) in order to acquire 
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knowledge and comprehension. 
Tables 4.2 summarizes the main HRA techniques of the second generation 

pointing out the field of application, the year of publication and the central 
points of each method. 

 
Tab. 4. 2 - State of the art of Human Reliability Analysis: summary of the main 

second generation techniques 

TECHNIQUE FIELD YEAR MAIN POINTS 

CREAM [170] 
Cognitive 
Reliability and 
Error Analysis 
Method 

Mainly for 
nuclear/ 
chemical 
plants 

1998 

• Designed for both predictive and retrospective 
analysis. 
• Contextual Control Model (COCOM) which 
considers four modes of control, namely Scrambled, 
Opportunistic, Tactical and Strategic control. 
• It is clear, structured and systematic but on the other 
hand it results to be too complex. 

ATHEANA 
[188] 
A Technique for 
Human Error 
Analysis 

Nuclear 1996 

• Allow to adopt preventive actions to reduce the 
occurrence of a human error and improve the whole 
level of system safety. 
• Qualitative method  
Usually performed after an accident. 

SPAR-H [189] 
Standardized 
Plant Analysis of 
Risk-Human 
Reliability 
Analysis 

Nuclear 2005 

• Three-type classification for the human task, namely: 
action, diagnosis or both diagnosis and action. 
• Is one of the few methods which consider that PSF 
have both negative and positive influence on the error 
probability. 
• It uses eight different Performance Shaping Factor to 
consider the appropriate context 

 
Cognitive Reliability and Error Analysis Method (CREAM) is designed for 

both predictive analysis (i.e. to predict potential human error), and 
retrospective analysis (i.e. to analyze and quantify error) [170]. CREAM uses 
the Contextual Control Model (COCOM) which considers four modes of 
control, namely Scrambled control, Opportunistic control, Tactical control and 
Strategic control. CREAM is based on the assumption that when the level of 
operator control rises, so does their performance reliability. This technique is 
clear, structured and systematic but on the other hand it results to be too 
complex and need more resources than other methods. 

 
Standardized Plant Analysis of Risk-Human Reliability Analysis (SPAR-H) 

[189] is based on a three-type classification for the human task, namely: action, 
diagnosis or both diagnosis and action. The technique uses eight different 
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Performance Shaping Factor to consider the appropriate context. The SPAR-
H is one of the few methods which consider that PSF have both negative and 
positive influence on the error probability. 

A Technique for Human Error Analysis (ATHEANA) [188] allow to adopt 
preventive actions to reduce the occurrence of a human error and improve the 
whole level of system safety. ATHEANA is not suitable for comparative and 
sensitivity analysis because it is not quantitative and usually it is performed 
after an accident. 

 
 
 

4.2.3 New studies and Third generation techniques 
The first and second generations of HRA techniques fail to describe the 

natural dynamic modeling of human behavior. The third generation of HRA 
aims to develop new HRA methods or modifying existing HRA methods to 
consider the dynamic progression of human behavior which leads to a human 
error.  

This last generation uses simulation and modeling in three different ways to 
generate data for the analysis.  

1. Experts estimate the probability of human error. This approach is very 
subjective and usually experts have no access to human error data. 
Simulations provide a data basis for the HRA conducted by experts.  

2.  The simulation produces an estimate of the performance shaping factors 
(PSFs), which are used to calculate the HEPs.  

3. The simulation is used to calculate the frequency of failure/success, it 
explores the range of human performances. Performance criteria (e.g. 
time to perform a task) are set and during the simulation the performers 
can succeed or fail the tasks. After some iterations the output of the 
simulation is the HEP frequency.  

 
Tables 4.3 summarizes the main HRA techniques of the third generation 

pointing out the field of application, the year of publication and the central 
points of each method. 
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Tab. 4. 3 - State of the art of HRA: summary of the third generation techniques 

TECHNIQUE FIELD YEAR MAIN POINTS 

NARA [190] 
Nuclear Action 
Reliability 
Assessment 

Nuclear 2005 

• Improvement of the HEART for nuclear industry. 
• Database of HEP including direct observation, 
recording, incident data and expert judgement. 
• It uses the APOA for each EPC. 

PROCOS [191] 
Probabilistic 
Cognitive Simulator 

General 
purpose 

2007 
• It integrates HAZOP and event tree. 
• It considers different contexts changing the PSFs 
and the parameters about the human performance. 

CES [192] 
Cognitive 
Environment 
Simulation 

Nuclear 1987 

• It estimates how an operator responds to an 
emergency scenario in a nuclear power plant. 
• It uses AI tools to simulate the behavior of a 
control-room operator in a nuclear power plant. 

COSIMO [193] 
Cognitive Simulation 
Model 

Nuclear 1992 
• It simulates the behavior of an operator during the 
management of accidents. 
• It creates a structure for every cognitive function. 

MIDAS [194] 
Man Machine 
Integration Design 
and Analysis system 

Aviation 1993 
• It simulates the behavior of two operators: a pilot 
for civil aviation or an air traffic controller. 
• It uses Rasmussen's model.  

SYBORG [195] 
Simulation System 
for Behavior of an 
Operating group 

Nuclear 1995 

• It identifies combinations of possible errors and 
plant condition that can lead to accidents. 
• It proposes different strategies to mitigate the 
error and improve the performances. 

SAFPHR [196] 
Systems Analysis for 
Formal 
Pharmaceutical 
Human Reliability 

Medical 2020 

• It combines concepts from CREAM with 
probabilistic model checking.  
• It is based on a computational tool which 
automatically provides properties about complex, 
stochastic systems. 

BN-SLIM [197] 
Bayesian Network 
SLIM 

Nuclear 2020 
• It uses Bayesian Network for improving the 
performances of SLIM in handling uncertainty arising 
from expert’s opinion and lack of data. 

Phoenix [198] and 
Phoenix-PRO [199] 

Nuclear - 
Petroleum 
Refining 
Operations 

2016 
 
2020 

• It integrates Hybrid Causal Logic model, Event 
Sequence Diagrams, FTA and Bayesian Networks. 
• It has been developed for nuclear in 2016 
(Phoenix) and then extended to Oil&Gas in 2020 
(Phoenix-PRO). 

RANDAP [200] 
Reliability Analysis 
of Detailed Action 
Plans 

Nuclear 2013 

• It is based on RBD to model reliability of 
integrated automatic-operator emergency actions.  
• It focuses on incorporating operator's operational 
and cognitive errors in the reliability analysis 

SHERPA [168] 
Simulator for Human 
Error Probability 
Analysis 

General 
purpose 

2015 

• It estimates the human error probability as a 
Weibull function dependent from the working time. 
• It provides a dynamic model which allows a 
flexible evaluation of the human performance. 
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One of the third generation technique is the Probabilistic Cognitive Simulator 
(PROCOS), developed in 2006 [191]. It uses both HAZOP (HAZard and 
OPerability analysis) and event tree with cognitive human error analysis. The 
approach is semi-static and therefore it considers different contexts, simply 
changing the Performance Shaping Factors and the parameters about the 
equipment and the action to be simulated.  

NARA (Nuclear Action Reliability Assessment) [190] represents an 
improvement of the HEART technique, specifically applied to the nuclear 
industry. NARA contains a new database for the nominal error probability 
collected by including direct observation, recording, simulator observation, 
incident data and expert judgement. It uses the Assessed proportion of affect 
(APOA), assessed for each identified EPC (Error Producing Condition). This 
factor takes into account the affect that the EPC has on successful task 
performance. 

Cognitive Simulation Model (COSIMO) [193] technique analyzes the operator 
behavior in a nuclear power plant. The actions conducted by the operator are 
simulated through a specific model for the system and the fallible machine.  

Man Machine Integration Design and Analysis system (MIDAS) [194] 
simulates the behavior of a pilot for civil aviation or an air traffic controller. 
The aim of MIDAS is to analyze the interaction between the operator and the 
external environment, the used model for the operator is based on Rasmussen's 
model.   

Simulation System for Behavior of an Operating group (SYBORG) [195], 
simulates a group of nuclear power plant operators.  The technique identifies 
combinations of possible errors and plant condition that can lead to accidents; 
then it proposes different strategies to mitigate the error and improve the 
performances.  

A Simulator for Human Error Probability Analysis (SHERPA) [168] 
estimates the human error probability as a Weibull function dependent from 
the time. It provides a dynamic model which allows a flexible evaluation of the 
human performance. In particular the nominal HEP is a modified Weibull 
function, the technique also considers the performance shaping factors of the 
SPAR-H method.  

In the last years, other approaches have been developed integrating different 
aspects within well-known techniques. For example, Abrishami et al. [197] 
proposes a BN-SLIM approach using Bayesian Network (BN) for improving the 
performance of a first-generation method called SLIM (Success Likelihood Index 
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Model). Aliabadi [201] integrates intuitionistic fuzzy to handle uncertainty in 
HEART method, while in [202] uncertainty in THERP prediction is handled 
using Bayesian networks.  Bayesian models are also used in [203] to aggregate 
simulator data in dynamic model for error probability estimation. In [204] and 
in [205] some improvements of SPAR-H performance shaping factor are 
presented.  Systems Analysis for Formal Pharmaceutical Human Reliability 
(SAFPHR) has been proposed in [177] and extended in [196] to handle the 
dynamic environmental elements that can impact human performance since the 
first and second generation techniques fail to consider this problem. Ekanem et 
al. [198] extensively discusses the limitations of first and second generation 
techniques and it proposes a qualitative method called Phoenix. Then the 
Phoenix method has been enhanced in [199] proposing Phoenix-PRO 
specifically customized for Petroleum Refining Operations. In [206] the analysis 
of cognitive error typical of the second generation methods has been enhanced 
using Bayesian network.  In [207] a novel approach is proposed combining the 
Safety-II concept and the CART (Classification And Regression Tree) method 
in order to acquire dynamic HRA data considering different task contexts. 

 
 
 
 

4.3    Needs for Human Reliability Analysis in 
railway engineering 

Railway is currently one of the major forms of transportation technologies 
worldwide. With billions of passengers every year, it became crucial to ensure 
remarkable levels of reliability and safety of railway systems [208]. The 
European standard EN 50126 [209] regulates the Reliability, Availability, 
Maintainability and Safety (RAMS) assessment of every railway-related system 
which is installed in Europe. This standard highlights the importance of an 
accurate Human Reliability Analysis (HRA) in order to estimate the Human 
Error Probability (HEP) of every task performed by human operators in 
railway field. As a matter of fact, human performances play a fundamental and 
critical role in many different aspects of railway engineering [210], [211]. This 
is due to the fact that humans make errors all the time. Human errors are 
inevitable, and in some circumstances the consequences of these errors could 
lead to hazardous conditions and disastrous accidents. However, catastrophic 
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disasters and dangerous accidents, which are the most evident result of the 
human error, are extremely severe but also very unlikely situations. Quite the 
opposite, trivial human errors that lead to minor accident without safety 
implication are quite common [166], [175], [212].  

As it is possible to see in Table 4.1, Table 4.2 and Table 4.3, most of the 
HRA techniques (regardless the generation) has been developed for nuclear 
industry. Despite this, human reliability is a fundamental aspect in many 
different fields of application where human errors could lead to dangerous 
accidents and hazardous conditions, such as the railway industry.  

In  [213] the probability of failure in the communication action between driver 
and signaler have been analyzed. Grozdanovic [214] proposes the use of SLIM 
technique to analyze the human error probability of an operator working in a 
railway control center. In [215] the human error during a train monitoring and 
control system assessment has been studied. Train cab simulators have been 
used in [216] to collect human error probability data on train driver fault 
diagnosis. Some works proposes to use HEART [217] technique to estimate 
HEP in railway-related systems. For instance, in [218] authors uses HEART 
method as part of a risk assessment evaluation of existing yard switching 
operations and remote-control locomotive operations in the United States. 
However, HEART technique has not been specifically developed for railway, 
and consequently some adaptations are required [219]. In [220] authors 
introduce the concept of railway engineering among other industrial fields 
proposing the Analysis of Consequences of Human Unreliability (ACIH). 
Railway field is considered also by Human Error Risk Management for 
Engineering Systems (HERMES) [221]. More information about the HRA 
method for railway industry have been included in the following sections. 

 
 
 
 

4.4    Systematic Review of the last two 
decades 

Some literature review about HRA have been already published in the last 
few years covering different topics. The nuclear industry is the field which is 
most covered by recent reviews. For instance the human factor in nuclear safety 
have been reviewed in [222] while the effects of digitalization of nuclear power 
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plant control rooms on human error probability have been published by Porthin 
et al. in 2020 [223]. A comprehensive and systematic bibliometric analysis of 
the HRA world has been published by Tao et al. in 2020 [224], by Patriarca et 
al. in 2020 [225] and by Hou et al. in 2021 [226]. 

However, there is a lack of literature review and bibliometric analysis of 
human reliability analysis in railway applications. As a consequence, this works 
aims at filling this gap providing an extensive review and a bibliometric analysis 
of papers published after 2000 covering the topic of human reliability and 
human error in railway field. Starting from the SCOPUS database a total of 
268 journal works (including only research articles) have been found in the time 
slot from 2000 to August 2021.  

After describing the research methodology and the bibliometric analysis of 
the 268 research articles coming out from the review, Section 4.4.3 accurately 
describes some of the most significant manuscript dealing with HRA in railway 
engineering classifying the papers in 5 different categories:  

• Papers dealing with the analysis of significant railway accidents 
occurred in the last years all over the world. 

• Manuscripts discussing the human factors in specific railway 
systems, such as level crossings, railway control centers, safety-
critical equipment, etc. 

• Paper highlighting the influence of different internal and external 
factors (PSF) on the probability of a human error.  

• Original human reliability analysis techniques specifically developed 
for railway industry. 

• Manuscripts dealing with the applications of already existing 
techniques originally developed to other industries (such as nuclear, 
chemical, avionics etc) with specific attention to papers contributing 
with enhancements and improvements of such methods.   

 
 
 

4.4.1 Search methodology 
The SCOPUS database has been used to identify the relevant scientific 

publications in the considered field. This database has been selected since it is 
widely recognized as one of the best indexing databases for high-quality and 
impactful scientific papers. Journals and conference proceedings from the major 
publisher (such as IEEE, Elsevier, MDPI, Taylor & Francis, Wiley, Emerald 
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and many others) are rapidly indexed within SCOPUS database. The quality 
of the proposed review is ensured by considering only peer-reviewed journal 
articles and excluding books, doctoral dissertations, conference papers, editorial, 
letters, etc.  

Fig. 4.2 highlights a schematization of the search methodology using 
AND/OR gates. The search starts looking for all papers that includes the key 
terms “human reliability” or “human error” or alternatively “human factor” in 
the title, abstract or keywords of the article. The terminology PRE/0 included 
in Fig.4. 2 is a SCOPUS operator used to specify that the first term in the 
query must precede the second by a specified number (0 in this case) of terms. 
At the end of this phase 60,013 documents have been found, as can be seen in 
Fig. 4.3. The database characteristics, the main subject areas and the main 
sources are highlighted in the right boxes in Fig. 4.3. After this first 
identification phase, a screening process has been applied following different 
criteria. Firstly, the application field has been limited to the query “railway” 
or “railroads”. This can be achieved using the AND gate as in Fig. 4.2. This 
first screening removed 59,137 documents proving how HRA has been 
extensively applied in several fields other than railway.  

 

 
Fig. 4. 2 - Schematization of search methodology using AND/OR logic gates. The 

grey boxes indicate the search keys.   
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Fig. 4. 3- Literature review process for the analysis of HRA in railway.   
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A second screening limited the works to only 755 papers removing all the 
documents published before 2000 (search query “AND PUBYEAR > 2000”) 
and all the documents published in languages other than English using the 
search query “AND LIMIT-TO (LANGUAGE, "English”)”. The limit on the 
publication year has been set in order to restrict the literature search only to 
relative-recent papers published in the last two decades. This will allow to draw 
more relevant and more useful conclusions and take-home messages for the 
readers. Instead, the limit on the English language has been set because English 
is widely recognized as the universal language of research. As a matter of fact, 
the majority of works published in the fields of reliability, human error, railway 
manufacturing and more generally all engineering subcategories are published 
in English. The final screening limits the results only to peer-reviewed 
“Research Article” excluding other 487 documents and leaving the body of 
knowledge with only 268 works.  

 
 
 

4.4.2 Bibliometric analysis 
This section presents the major results of the bibliometric analysis carried 

out on the 268 research articles discovered following the search criteria 
illustrated in the previous section.  

This analysis starts downloading all the 268 documents come out by the 
review process described in the previous section.  After that, the full BibTEX 
reference information of every paper has been exported. Then, a dedicated 
MATLAB tool has been specifically developed for this work to serve the 
following purposes:  

• To import the information contained in the BibTEX file of each 
identified paper.  

• To cluster the articles under analysis according to the year of 
publication, the number of citations and self-citation, the keyword used, 
the affiliations of the authors, etc. 

• To generate a report including the most common and widely used 
metrics for bibliometric analysis.  

• To summarizes the results of the data analysis using figures and tables.  
 
Firstly, Fig. 4.4 compares the amount of research articles discovered against 

the other source types that meet all the criteria up to the second screening (i.e. 
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search terms, application field, language and publication year). The 268 
research articles represent only the 35% of the 755 documents left after the 
second screening. Most of the documents are conference papers and conference 
reviews (covering together the 57% of the works) while very few books, books 
chapter, reviews and editorials have been published in this field.  

 

 
Fig. 4. 4- Comparison of type of documents after the second screening phase. The 

total amount of documents is 755.  
 
Fig. 4.5 shows the number of published research article every year since 2000. 

It is evident the growing attention of many researchers to HRA in railway 
applications. 

 

 
Fig. 4. 5- Trend of published papers in HRA for railway engineering considering the 

last two decades.  
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Most of the 268 research articles outcoming from the literature review have 
been published in the last few years, while in the early 2000s less than 10 
documents per year have been found. Such increasing trend is fundamental to 
prevent critical railway accidents due to human errors. Another useful analysis 
to understand the leading impact of this topic is represented in Fig. 4.6, where 
the total number of citations of the considered papers every year are illustrated 
(blue dots).  

 

 
Fig. 4. 6- Number of total citations (blue dots) and number of citations excluding 

self-citations (red dots) of the 268 identified research articles.  
 
The number of citations follows exactly the trend of the previous figure, as a 

matter of fact the increase of published paper in this field have led to a 
remarkable increase of number of citations. Same considerations could be drawn 
also for the number of self-citations illustrated using red dots in Fig. 4.6.   

Obviously, an increasing trend of the number of citations is expected since 
the total number of published papers increases yearly. However, fitting the data 
in Fig. 4.5 and Fig. 4.6 by means of a linear regression model, very different 
results have been obtained. As a matter of fact, the slope of the fitting line in 
case of the total number of citations is almost thirty times greater than the 
slope of the fitting line used to model the total number of published papers. It 
is important to note that both trends in Fig. 4.5 and Fig. 4.6 are not linear, 
however this analysis helps to clearly emphasize how the increasing number of 
citations is not only caused by the increment of published paper. Instead, it 
proves a general growth in the interest for human reliability analysis in railway 
engineering. 
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The cloud word in Fig. 4.7 underlines the keyword co-occurrence in the 
considered topic. The analysis of Fig. 4.7 shows that ‘Railroads’ is the most 
used keyword in this field (used in 133 documents out of 268). Other keywords 
extensively chosen are: ‘Railroad Transportation’, ‘Human Engineering’, 
‘Railway’, ‘Human’, ‘Railroad accidents’, ‘Accident prevention’, ‘Human 
factor’. The most striking results to emerge from the figure is that there are no 
HRA methods presents in the keyword cloud word. This is due to the fact that 
there is only one HRA technique specifically developed for railway engineering, 
which is called RARA (Railway Action Reliability Assessment). Further details 
about this method are given in the following. As a matter of fact, the keyword 
co-occurrence in Fig. 4.7 highlights the general interest for human error analysis 
and accidents analysis and prevention in railway, with many keywords related 
to these topics. Quite the contrary, the estimation of human reliability of 
specific task carried out by human operators using innovative models seams to 
have a minor impact on the overall body of knowledge. 

 

 
Fig. 4. 7 - Cloud word of the keyword co-occurrence in the analyzed research papers.  
 
Fig. 4.8 and Fig. 4.9 provides data about the geographical distribution of the 

published paper in the research topic analyzed in this review.  
A more qualitative approach is presented in Fig. 4.8, where the number of 

published papers per country are illustrated using blue bubbles with different 
sizes. The figure highlights the central role of Europe in this research topic 
(accounting for almost 54% of the papers), followed by USA and China.  More 
in detail, Fig. 4.9 shows the detailed values of the country-by-country published 
papers.  

Railroads
Human

Railroad Transportation

Human Error

Human Engineering

Railway Article

Railroad Accidents
Human Factors

Accidents

Accident Prevention

Rails
Errors

Risk Assessment

Safety

Safety Engineering

Driver Training

Transportation

Male

Priority Journal

Ergonomics

Reliability Analysis

Risk Management

Adult

Decision Making

Reliability

Traffic AccidentProbability

Risk Analysis

Risk Factor

Automation

Female

Railway Safety

Error Analysis Rail Human Factors

Surveys

Railway Accident

Controlled Study

Middle Aged

Railroad Tracks

Behavioral Research

Railway Employee

Human Reliability Analysis

Locomotives

Performance Shaping Factors

Railroad Cars

Railroad Crossings

Railroad Traffic Control

Safety Factor

Safety Management

Systems Analysis

Traffic Safety

Train Driving

Factor Analysis

Human Error Probability

Information Processing

Maintenance

Train Drivers

Australia

Automobile Drivers

Questionnaire

Railway Operations

Railway Transport

Risk

Task Performance

Traffic Control

Bioengineering

Cognitive Systems

Fatigue

Hazards

Human Experiment

Human Performance

Human Reliability

Industrial Railroads

Occupational Risks

Security Systems

Simulation

Speed

Systems Engineering

Task Performance And Analysis

Accident Analysis

Accident Investigation

Classification System

Computer SimulationDesign

Failure Analysis

Fault Tree Analysis

HFACS

Human Computer Interaction

Interview

Occupational Safety

Prediction

Quality Assurance

Railroad Plant And Structures

Research

Risk Perception

Signaling

Situation Awareness

System Analysis
Transportation Safety



Human Factor in Railway Engineering 
 
 

134 

 
Fig. 4. 8- Qualitative evaluation of the geo-localization of published papers in the 

research topic under analysis.  
 

 
Fig. 4. 9- Detailed estimation of the country-by-country number of published papers 

about HRA for railway applications.  
 
A more detailed and in-depth analysis is provided in Fig. 4.10, where the 268 

discovered papers have been clustered according to the affiliations of the 
authors. The results of the data analysis pointed out 160 different author’s 
affiliations from all over the world. Most of them are prestigious university from 
Europe, USA, China and Australia, but there are also some technical institute 
and research centers. For the sake of figure’s readability, only affiliations with 
at least four published papers have been included in Fig. 4.10. The affiliations 
accounting for the greatest number of papers are the University of Nottingham 
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(UK), the British Network Rail (UK) and the Beijing Jiaotong University 
(China), all of them with at least ten published papers. The results shown in 
Fig. 4.10 confirmed what stood out in Fig. 4.9, with UK, USA, China and 
Australia as the leading countries on this research topic.  

 
Fig. 4. 10 - Detail of the bibliometric analysis regarding the affiliations of the 

authors. Only affiliations with at least 4 published papers have been considered. 
 
The latter analysis is then enhanced clustering the identified papers according 

to the recurrent authors. Table 4.4 highlights the most relevant authors in the 
considered topic summarizing all the authors who have published more than 
four papers in the field of human reliability and human factor in railway 
engineering since 2000. The most important and significant researcher in this 
field is Prof. John R. Wilson from the University of Nottingham (UK), who is 
widely considered as “the father of rail human factors”. From 2000 to 2016, 
Prof Wilson’s work includes 12 peer-reviewed research articles about the 
prediction of the workload demands upon railway signaler operators.  

Another analysis of the proposed bibliometric overview is illustrated in Table 
4.5 where the ranking of the ten most-cited research papers discovered in this 
literature review is presented. Among them, three out of ten of this research 
have been authored or co-authored by the above-mentioned Prof. John R. 
Wilson from the University of Nottingham (UK) namely “Fundamentals of 
systems ergonomics/human factors” [227], “Understanding the human factors 
contribution to railway accidents and incidents in Australia” [228] and 
“Classification of errors contributing to rail incidents and accidents: A 
comparison of two human error identification techniques” [229]. Once again, 
this proves the central role of United Kingdom, University of Nottingham and 
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Prof. J. R. Wilson in the state of the art of human reliability for railway 
engineering.   

 
Tab. 4. 4 - Most relevant authors in the field of Human Reliability for Railway 

Engineering since 2000. 

TOP RECURRENT 

AUTHORS 
AFFILIATION 

NUMBER OF 

PAPERS 

Wilson, J.R. 
Human Factors Research Group, University of Nottingham, 
Nottingham, UK 

12 

Kyriakidis, M. 
ETH Zurich, Future Resilient Systems, Singapore - ETH 
Centre, Singapore 

6 

Liu, X. 
Dept. of Civil and Environmental Engineering, Rutgers, The 
State University of New Jersey, Piscataway, NJ, United 
States 

6 

Majumdar, A. Centre for Transport Studies, Imperial College London, UK 6 

Sallak, M. 
Department of Computer Engineering, Sorbonne Universités, 
Université de Technologie de Compiègne, Compiègne Cedex, 
France 

6 

Naweed, A. 
Appleton Institute for Behavioural Science, Central 
Queensland University, Wayville, Australia 

5 

Ryan, B. 
Human Factors Research Group, Faculty of Engineering, 
University of Nottingham, UK 

5 

Sharples, S. 
Human Factors Research Group, Faculty of Engineering, 
University of Nottingham, UK 

5 

Vanderhaegen, F. 
Department of Automation and Control, Université de 
Valenciennes et du Hainaut-Cambrésis, Valenciennes, France 

4 

Larue, G.S. 
Centre for Accident Research and Road Safety, Queensland 
University of Technology, Brisbane, Australia 

4 

Golightly, D. 
Human Factors Research Group, University of Nottingham, 
Nottingham, UK 

4 

Lenné, M.G. 
Accident Research Centre, Monash University, Clayton, 
Australia 

4 

Ochieng, W.Y. 
Centre for Transport Studies, Imperial College London, 
London, UK 

4 

Read, G.J.M. 
Centre for Human Factors and Sociotechnical Systems, 
University of the Sunshine Coast, Maroochydore, Australia 

4 

Schön, W. 
Department of Computer Engineering, Sorbonne Universités, 
Université de Technologie de Compiègne, Compiègne Cedex, 
France 

4 

Shigemori, M. 
Safety Psychology Laboratory, Human Science Division, 
Japan 

4 

Zhang, Z. 
Department of Civil and Environmental Engineering, 
Rutgers, The State University of New Jersey, Piscataway, 
NJ, United States 

4 



Human Factor in Railway Engineering 
 

137 

 
Tab. 4. 5 - 10 top-cited research articles in the field of human reliability analysis for 

railway engineering.  

TITLE SOURCE REF. YEAR 
CIT. 
N° 

Handoff strategies in settings with high 
consequences for failure: Lessons for health care 
operations. 

International 
Journal for Quality 
in Health Care 

[230] 2004 366 

Fundamentals of systems ergonomics/human 
factors. 

Applied Ergonomics [227] 2014 227 

Application of a human error framework to 
conduct train accident/incident investigations. 

Accident Analysis 
and Prevention 

[218] 2006 171 

Deep Multitask Learning for Railway Track 
Inspection. 

IEEE Transactions 
on Intelligent 
Transportation 
Systems 

[231] 2017 170 

Understanding the human factors contribution 
to railway accidents and incidents in Australia. 

Accident Analysis 
and Prevention 

[228] 2008 168 

Analysis of causes of major train derailment and 
their effect on accident rates 

Transportation 
Research Record 

[232] 2012 143 

The crash at Kerang: Investigating systemic and 
psychological factors leading to unintentional non-
compliance at rail level crossings. 

Accident Analysis 
and Prevention 

[233] 2013 102 

Classification of errors contributing to rail 
incidents and accidents: A comparison of 
two human error identification techniques. 

Safety Science [229] 2009 83 

Interdisciplinary safety analysis of complex socio-
technological systems based on the functional 
resonance accident model: An application to 
railway traffic supervision. 

Reliability 
Engineering and 
System Safety 

[234] 2011 78 

Shared situation awareness as a contributor to 
high reliability performance in railroad operations. 

Organization Studies [235] 2006 70 

 
Figure 4.11 compares the published papers per different publication journals. 

It is possible to note that “Safety Science” is the journal with more papers, 
followed by “Proceedings of the institution of mechanical engineers part F” and 
“Applied ergonomics”. Other important journal in the field of safety engineering 
is included, such as “Reliability Engineering and System Safety” and “Accident 
Analysis and Prevention”.  

Moreover, there are also some high-quality journals in the field of 
transportation and railway, such as: “IEEE Transactions on Intelligent 
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Transportation Systems” and “Journal of rail transport planning & 
management”.  

 

 
Fig. 4. 11 - Comparison of the number of published papers divided per journal 

source.  
 

 
 

4.4.3 Most significant document 
Only few authors conduct studies to analyze the impact of human error in 

railway, while only one railway specific HRA has been developed [236].  Gibson, 
in  [213], analyses the error probabilities in the communication action between 
driver and signaler. Then, this study has been extended in [216] using train cab 
simulators to collect human error probability data on train driver fault 
diagnosis. In [237] Bayesian network has been used to study the impact of 
human error in derailments. 

Despite it is not customized on railway engineering, HEART technique is 
sometimes implemented to estimate human error probability in railway-related 
tasks. For example, Reinach et al [218] have applied the HEART technique as 
part of a comparative risk assessment of existing yard switching operations and 
remote-control locomotive operations in the United States. More recently, a 
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hybrid HEART method has been proposed in [238] to estimate the HEP in 
locomotive driving process. However, there are indications that the HEART 
technique requires extensive adaptation to the railway context [219]. Another 
first-generation technique enhanced in order to meet the railway requirements 
is Success Likelihood Index Methodology. SLIM has been combine with 
empirical study and network analysis in [239] to estimate HEP in a railway 
driving process. In [240] SLIM is integrated with Analytic Network Process to 
present a new approach called Human Performance Railway Operational Index 
(HuPeROI). 

In the following subsection, the most relevant papers in the field of HRA for 
railway engineering are briefly discussed in order to compare how human 
reliability and human factor are dealt with in different works. 

 

a) Analysis of significant accidents 

Most of the papers discovered in this literature review deal with the analysis 
of significant railway accidents of the recent past involving human errors by 
different perspectives. A recurrent topic in the accident analysis is the 
investigation of accident at rail level crossing. For instance, in 2001 
Wigglesworth [241] analyses the causes of several accidents with casualties 
occurred at railway crossings between train and motor vehicles in Australia. 
Few years later, another major accident at an Australian railway crossing have 
been investigate in [233] providing insight into the factors that contributed to 
the incident while in [242] the causes of heavy vehicle-level crossing incidents 
have been investigated questioning 17 train drivers and 26 heavy vehicle 
drivers. Incidents at active and passive level crossing have been compared 
taking the Australian [243] and Finnish [244] railroads as case studies. Strictly 
related to rail level crossing, also accidents caused by railroad trespassing have 
been studied in [245] by means of AI.  

Another widely investigated topic is represented by incidents related to metro 
and subway units (see for instance [246] dealing with Taipei Metro Rapid 
Transit). The historical incident record from 2011 to 2013 of UK metro has 
been reviewed in [247] while individual incidents at the interface between 
subway platform, train and tracks from 1984 to 2018 have been discussed in 
[248].  

The Federal Railroad Administration (FRA) database provides useful data 
used in many recent papers dealing with HRA in railway field. For instance, 
Lin et al. [249] discovered that derailments and collisions are the major sources 
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of accidents using the FRA databases. Train derailment data from the FRA for 
the interval 2001 to 2010 were analyzed in [232]. Similarly, train derailments 
and collisions occurring between 2000 and 2016 in the U.S. have been studied 
based on FRA data in [250]. The same database and the same time interval 
have been investigated also in [251] dealing only with restricted-speed train 
accidents. However, other national databases have been used in recent papers. 
For instance, the effects of long shifts in terms of consecutive driving hours on 
the causes of accident have been investigated in [252] considering data coming 
from the Taiwan railroads from 1996 to 2006. 40t railway accidents occurred in 
China from 2003 to 2014 have been analyzed in [253] while the Iran rail network 
have been used as case study in [254]. The incidents reported in Queensland, 
Australia by the Rail Safety Regulator have been studied in [255] as well as 14 
rail crack incidents on Hong Kong’s mass transit railway from 2008 to 2011 
have been studied in [256].  By an accident analysis point of view, Australian 
railway is a relevant case study widely discussed in many works. Prof. J. R. 
Wilson co-authored two significant highly-cited works on this topic. In the first 
one [228] the authors emphasized the importance of resource management, 
organizational climate and organizational processes in order to reduce 
accidents/incidents caused by human errors after the review of forty Australian 
rail safety investigation reports. In their following work [229] the authors 
revised existing tools for complete and consistent error classification taking 
nineteen Australian rail safety investigation reports as a case study.   

Railway accidents involving lookouts have been reviewed in [257] based on 
Australian and UK rail incidents from 2006 to mid-2018. Accidents classified 
as Signal Passed At Danger (SPAD) have been reviewed firstly in [258] referring 
to the Ladbroke Grove rail crash in 1999 (near London) and then in 2019 an 
indirect cost assessment in case of SPAD has been presented [259].  

The leading causes of incidents in rail transportation of dangerous materials 
and goods have been studied firstly considering 300 accident causes according 
to the FRA [260], then a discussion about the Canadian railway industry has 
been presented in [261] taking 42 track derailments and collisions as a case 
study.   

Other papers deal with the analysis of one or few famous catastrophic 
accidents. For instance, Braut et al. [262] studied the two major railway 
accidents occurred in Norway, namely the Tretten accident in 1975 and the 
Åsta accident in 2000. Beale in [263] review the press and accidents reports of 
some high profile accidents happened in UK between 1996 and 2001. Niwa [264] 
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presents a new accident analysis method taking the most serious railway 
accident in Japan as a case study (known as the JR Amagasaki derailment 
occurred on April, 25th 2005 near Osaka city).   

Summarizing, most of the works available in literature about human error in 
railway engineering are discussion and analysis of significant 
incidents/accidents occurred in the recent past. The FRA database, Australian 
safety reports and UK safety reports are the most common sources used in these 
papers as a starting point of the accident analysis. This group of works is 
significantly setting the research direction in this field. Unfortunately, there are 
several railway accidents every year worldwide, and as pointed out in Table 1.1 
and Fig. 1.2 human error represent a significant cause to the occurring of such 
accidents. Thus, it is easily to understand why the analysis of such accident 
and the classification of error contribution is a relevant, growing, and 
fundamental topic. However, there are some gaps that are currently not 
considered by the state of the art. The analysis of such accidents and the 
investigation of human factor contribution in worldwide accidents should be 
used to improve the human error probability database of the HRA technique 
available in literature. An interesting aspect that could be investigated in future 
works is the merging of accident analysis with HRA techniques in order to use 
the recent accidents to improve the HEP estimation of railway tasks and 
prevent future hazardous conditions before they cause critical 
incidents/accidents.    

 

b) Discussion about human error in specific systems 

Some papers analyze the risk analysis and the overall RAMS assessment of 
different complex systems used in railway applications, with specific 
considerations about safety requirements and human errors.  

A detailed risk assessment of two-half-barrier level crossings and four-half-
barriers level crossings is presented in [265]. This study considers the railway 
and road traffic as well as the risk due to human factors by means of an innovate 
approach used to quantify the risk values. Level crossings have been studied 
also by Larue et al. [266] investigating the potential negative effects of assistive 
technologies and intelligent transport systems  on driver cognitive load. 
However, the outcomes of the presented experiments and questionnaires 
highlight no significant changes in cognitive load of 58 drivers approaching level 
crossing in presence of three different assistive technologies. Strictly linked to 
this research, several studies deal with the effects of different safety systems 
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used as support of the drivers estimating the impact of a human error in case 
such safety-related systems are implemented. For instance, Senesi et al. [267] 
introduce the contribution of a human factor within the risk assessment of an 
Italian Automatic Train Protection (ATP) system called SSC (Italian acronym 
for supporting system for the driver). Similarly, the impact of human errors in 
risk assessment of Positive Train Control (PTC) systems is studied in [268].  

Some studies also present innovative systems/approaches/procedure to 
optimize the safety equipment used as drovers’ supportive technologies 
minimizing the human error probability. For instance, a new configuration 
method is presented in [269] to decrease the probability of a human error 
automatically configuring the functional logic of safety-critical systems. An 
innovative system able to measure the distance between trains and to generate 
movement authority for approaching trains in present of failure of the main 
ATP has been presented in [270]. This system allows to increase the safety 
demanding decrease the responsibility of the drivers when ATPs are out of 
service with a consequent increase of human reliability. 

Obviously, there are also some studies dealing with another important unit 
highly subjected by human error, i.e. the traffic control center. Roets et al. [271] 
proposed a nonparametric framework to realistically model the efficiency of 
personnel working in Belgian traffic control centers. The coordination between 
rail traffic center and trin drivers of Swedish railway have been studied in [272] 
by a cognitive perspective, while cognitive abilities are used to predict safety 
performances of high-speed railway dispatcher in China [273]. The European 
Rail traffic Management System (ERTMS) has been studied in [274] including 
human factor as causes of error as well as network failures, common cause 
failures and imprecise failures.  

Summarizing, only few of the 268 discovered works deals with the analysis of 
human error and human reliability regarding specific systems or specific tasks. 
Level crossings and ATPs are the most investigated case studies since they are 
some of the most critical railway systems by a safety point-of-view. However, 
the few discovered papers are not enough to establish a proper line of research.   

It is the author opinion that this field of work should be further investigated 
in order to discover criticalities and risky/hazardous scenarios that are not 
already recognized by companies and researchers in railway field. To fill this 
needs, future works should deal with the improvements and enchantment of 
the existing papers on traffic control centers and ATPs management. Other 
fundamental topic that requires to be investigated are the analysis of other 
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systems and tasks/operations found particularly critical by the latest UIC 
safety reports that have not been adequately discussed, such as the installation 
and maintenance of track, switch, rolling stock and more generally of all the 
railway infrastructure. 

 

c) Influence of internal and external factors  

The literature review carried out on HRA in railway engineering highlighted 
a significant set of manuscripts dealing with the influence of external and 
internal factors on human performances by an error probability point of view. 
In [275] a specific taxonomy of Performance Shaping Factors (PSF) for railway 
field is introduced. The paper emphasizes that safety culture, communication 
teamwork and distraction (e.g., loss of concentration vigilance or situational 
awareness) are the most important and most common PSF accounting for the 
great part of railway incidents and accidents. Other significant PSFs identified 
in [275] are system design (i.e., ergonomics), fatigue, quality of procedures, risk 
perception, training/experience and familiarity with the task. The PSFs 
proposed in [275] have been then extended to generic applications in [276]. 
Another set of PSFs specifically developed for railway engineering is presented 
in [181] within the context of PRELUDE (Performance shaping factor-based 
human reliability assessment using valuation-based systems). 

In this case, a four-level scenario (i.e., good, nominal, poor, insufficient 
information) has been introduced for seven different PSFs (namely, Training, 
Experience, Communication, Situational awareness, Task load, Timo load and 
Quality of human system interface). 

The researchers at University of Nottingham presents in 2009 a Rail 
Ergonomics Questionnaire (REQUEST) to survey attitudes and opinions of 
railway workers on a range of human factors issues [277]. Using a set of 
questions specifically tuned for rail workers the REQUEST is used to 
understand what are the main factors that influence the human error 
probability by the workers point of view. The results of a large survey on 3889 
worker is presented by the same authors in [278]. 

Other individual internal end external influence factors have been detailed 
analyzed in several papers, as reported in the following: 

• Mental workload has been discussed in [279], [280]. Mental workload is 
one of the most critical factors that influence the performance of rail 
workers. To guarantee that the tasks performed by the operator will be 
completed safely and effectively it is essential to maintain the mental 
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workload below certain threshold. Studies about mental workload PSF 
are fundamental in order to evaluate the level of mental workload and 
develop specific tools for practical assessment. However, there is a 
considerable lack in current literature on this field. All the works that 
have been found mainly focus on the effects of mental workload on 
signaling workers. Further study should be carried out also for other 
types of safety-critical rail tasks, such as the operators on traffic control 
centers and drivers.   

• The effects of time available for task and punctuality on drivers error 
probability is studied in [281] with the aim of evaluate if drivers tend 
to ‘take shortcuts’ and make mistakes carrying out security procedures 
with limited available time. This study is extremely helpful since drivers 
are almost always under pressure of punctuality. This should lays the 
ground to further research to investigate the effects of shortage of 
available time for other rail workers, such as signaling workers or 
operator of traffic control centers.  

• Stress and Fatigue have been analyzed in [282], [283] in relationship 
with work schedules and sleep patterns on different railroad employees. 
A significant contribution in relationship with stress has been brought 
by Catelani et. al [284] from University of Florence (Italy) introducing 
the concept of Eustress (i.e., beneficial level of stress) within the 
classical assessment of Stress PSF. The Yerkes-Dodson law describes 
the relationship between stress and performance of the operator and 
identifies an intermediate optimal level of stress to ensure the optimal 
performances. Despite the concept of Eustress is widely known between 
psychologist and human behavior researchers, Catelani et al. [284] is 
the only work available in literature that integrates it within a complex 
technique for human reliability analysis in railway field. Thus, it is the 
authors believe that this critical study about the stress PSF should be 
considered more in future papers. 

• The quality and amount of sleep is the topic of two articles, as in [285], 
[286]. Both papers discuss the results of a great survey conducted on 
male train drivers in South Korea. The case study presented in the 
papers are promising and convincing, however the boundaries set on 
the survey (only South Korean male train drivers are considered) does 
not allow to generalize the results. Further works should focus on the 
extension of this survey to other rail workers. 
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• Non-technical skills are studied in [287] with the aim of improving the 
railroad safety systems. The authors propose seventeen non-technical 
skills establishing that Indian Railway should pay more attention on 
these factors evaluating human error probability. 

• The effects of ergonomics on human errors are presented in [227]. This 
work is widely considered a milestone in human reliability engineering 
presenting with clear examples six rail ergonomics/ human factors. 
Despite this study is the state of the art in the field, further work should 
focus on the interactions between these ergonomics considerations and 
the practical assessment of a numerical affect value to be used in HRA 
techniques.  

• The effect of time of day on railroad personnel injuries have been 
investigated in [288] analyzing 15654 injuries of rail workers from the 
FRA database. The paper is remarkable, and the discussion of the 
results is really useful and convincing, especially since installation and 
maintenance operations on railway tracks is usually performed at night. 
However, the work lacks a numerical evaluation of such affect essential 
to introduce the impact of time of day in HEP estimation methods.   

• The Perception of work as complex or easy task is studied in [289] with 
particular reference to situation awareness of railroad workers. However, 
this PSF is critical also in case of operators working in traffic control 
centers. 

• The effect of environmental conditions on railway operations are dealt 
with in [290] using Bayes theory to evaluate the risk associated to a 
human error under different environmental conditions. The analysis of 
this PSF should be further investigated to understand and quantify if 
environmental factors have different impacts on the several tasks 
performed outdoor by rail workers. 

• The impact of high-automation levels has been studied in [291]. 
 
In summary, several influence factors have been studied and investigated by 
many works in recent literature. By a qualitative point of view, the body of 
knowledge seems to be quite covered in this topic, with different analysis 
concerning several PSFs. However, what stands out by an in-depth review is 
that a proper evaluation of the intercorrelations between different influence 
factors is currently missing. Furthermore, most of the study focuses only on a 
single type of workers, without taking into account that the railway industry is 
a complex environment characterized by many different types of tasks. This 



Human Factor in Railway Engineering 
 
 

146 

gap should be filled trying to estimate a quantitative assessment of each PSF 
for different rail workers, such as operators on traffic control centers, train and 
metro drivers, signaling workers and maintenance operators. 

d) Original approaches 

The above-mentioned papers discussed different aspect of human factors in 
railway engineering, by analyzing accident reports, by studying the human 
performances in presence of specific systems or by evaluating the effects of 
different PSFs. However, none of the above paper introduce an innovative HRA 
technique with the aim of calculating the Human Error Probability (HEP) of 
tasks performed by railway operators.  

One of the first original HRA approaches developed for railway application 
is a non-probabilistic technique known as ACIH (a French acronym for Analysis 
of Consequences of Human Unreliability) developed by Vanderhaegen in 2001. 
This method introduced a simplified cognitive model to describe the leading 
causes of human errors. To assess the system safety, the ACIH method 
integrates two separated steps: a prospective analysis including the study of the 
functions, of the context, of the task and of the error consequences; a 
retrospective analysis including the study of accident reports. The work is 
interesting since it has been developed specifically for railway engineering, 
however there is a lack of results validation which is essential for this kind of 
works. 

Few years late, Wreathall et al. in 2004 [215] built an expert elicitation 
process upon the FRA database to estimate the HEP of several railroad tasks. 
This technique uses data coming from FRA database but it completely misses 
to consider internal and external factors that influence human performances. 

Since almost all of the HRA method available in literature up to this point 
were developed to assess HEP in other field of application, Shigemori et al. in 
2006 [292] introduces six human error tasks specifically developed for railway 
engineering. However, the paper does not provide the base HEP associated to 
each task, making the application of this tasks to quantify the human error 
probability of other railway systems extremely challenging. Furthermore, also 
in this case there are no PSFs taken into account to model the effects of internal 
and external factors on human error probability. 

The most important original technique specifically developed for railway 
application is RARA (Railway Action Reliability Assessment) published in 
2012 by the RSSB (the UK Rail Safety and Standards Board) [236]. RARA 
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introduces 8 railway tasks called Generic Task Types (GTTs) and 27 Error 
Producing Conditions (EPCs). EPCs represents the internal and external factor 
influencing the human performances that other methods call PSFs. EPCs are 
used to weight the base human error probability of the selected GTT in order 
to evaluate the HEP of the considered operation. A qualitative parameter called 
APOA (Assessed proportion of affect) is used to estimate the impact of each 
EPC on the human performances.  

The main advantages of RARA technique are: 
• The introduction of a complete and structured methodology for HEP 

estimation in railway. 
• The definition of 8 tasks specifically developed for rail workers and the 

evaluation of base error probability for each task validated with field 
data. 

• The evaluation of 27 different influence factors and the numerical 
estimation of the maximum affect that each factor could have on the 
human performances.   

 
Despite RARA is without any doubt the most important and widest used 

original technique for railway HRA assessment, it suffers two major drawbacks. 
The first one is the fact that it provides a range of possible HEP numerical 
values for each task, but it does not clearly state how to select a single value 
within this ranges. The second one is the presence of a highly subjective 
parameter (i.e., the APOA) to quantify the exact value of affect for each 
influence factor. Thus, further works concerning the enhancement and 
improvements of such methodologies are required in order to establish the 
optimal procedure for railway tasks. With the aim of filling this gap, an 
improved RARA method  has been presented in [293] and then applied also in 
[294] on a different case study to generalize the approach. The improved RARA 
uses linguistic variables assessment and fuzzy logic theory to efficiently and 
effectively assess the human error probability starting from the RARA 
database. A detail comparison between the classical RARA and the proposed 
improved technique is presented in the works in order to validate the achieved 
results. The proposed fuzzy RARA is a powerful and easy tool able to precisely 
quantify the HEP of railway tasks with a minor impact of subjectivity, reducing 
(or even deleting) the major drawbacks of classical RARA. Despite the method 
has been validated by comparison with RARA results, future works concerning 
the validation of the improved fuzzy RARA using field data and reports on 
actual incidents from rail safety committees worldwide are required.   
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e) Application and improvements of existing techniques originally 
developed for other industries 

As seen in the previous subsection, there are only few original methods 
available in literature specifically developed for HRA in railway. Quite the 
opposite, many works that have been discovered in this review propose some 
improvements to extend the range of applicability of other methods originally 
developed for different application fields. Most of the time, the starting 
technique is a first-generation or a second-generation method extended to 
overcome the limitations discussed in literature. 

For instance, HEART has been applied to estimate human error during rail 
transportation of ammonia in Malaysia [295] and to evaluate the HEP of 
maintenance tasks in railway [296]. An hybrid HEART method is proposed in 
[238] based on evidence theory and Monte Carlo simulation. A locomotive 
driving process has been taken as a case study to test the performance of the 
proposed hybrid HEART. The HEART method is the base of another 
integrated approach applied to high-speed railway dispatching tasks in [297]. 
In this case, the GTTs and EPCs proposed by RARA are integrated within the 
HEART method along with FANP (fuzzy analytic network process). FANP is 
used to handle uncertainties in expert’s judgments removing the critical task of 
APOA assessment. HEART is a quite common approach for numerical 
assessment of HEP in many fields. However, it wasn’t developed to model rail 
workers, and thus in the author opinion it requires major adaptations and 
significant changes before it can be successfully applied to railway operators. 
As a consequence, the only improved HEART able to provide a consistent HEP 
evaluation is the one proposed by Wang et al. in [298] thanks to the integration 
of the RARA task within the HEART technique. 

Another technique extensively studied and improved in recent literature is 
the second-generation CREAM method. In [299] a fuzzy approach based on 
CREAM and FANP is introduced and applied on human operation in urban 
railway. Fuzzy-based CREAM have been presented also in [300] (applied to a 
collision between a commuter train and a train at rest while waiting to pull 
into a station) and in [301] (applied to high-speed train operations). Similarly 
to fuzzy approaches, a modified CREAM based on 2-tuple linguistic term sets 
to describe the cognitive processes of the operator is presented in [302] with an 
application to high-speed railway dispatchers. CREAM has been applied also 
by Lombardi et al. [303] to maintenance operations performed on railway 
systems within the context of an overall system safety analysis. CREAM can 
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be easily integrated with fuzzy logic to reduce subjectivity and thus improve 
the HEP assessment, as stated by several works mentioned above. The cognitive 
aspects introduced by CREAM is an important and crucial part of HEP 
assessment which is usually neglected by the approach for railway industry 
found in literature. Thus, the extension of CREAM to study rail workers is a 
fundamental topic and an interesting ongoing line of research. However, it is 
crucial to tailor the CREAM starting database with railway-specific data about 
the error probability in order to provide consistent results. This represents the 
major literature gap in this field.  

Quite similar considerations can be drawn for the techniques that improve 
SLIM methodology. One of the main drawbacks of the SLIM method is the 
dependencies in the assessment of different PSFs. Trying to solve this issue, an 
hybrid SLIM integrated with empirical studies and complex network have been 
applied to railway driving process in [239]. SLIM is also the core of another 
integrated approach called HuPeROI (Human Performance Railway 
Operational Index) [240] where Analytic Network Process (ANP) and SLIM are 
combined to estimate the error probability in case of regional, high-speed and 
underground trains. A more simple tool is presented in [214] where SLIM is 
applied to a Serbian railway traffic.  

One of the most recent paper published about HRA in railway deals with the 
improvements of the SHERPA technique (originally developed based on 
HEART task) proposing an E-SHERPA (Enhanced SHERPA) method [284] 
applied on maintenance operations performed on ATP systems. The E-
SHERPA provides a significant contribution to the body of knowledge since it 
is one of the very few works that improves and extends an existing technique 
integrating tasks and error probability data specifically developed for railway 
systems.  Furthermore, E-SHERPA provides the results as a time-dependent 
model varying during the work shift of the rail operator. The technique uses 
customized functions to simulate the variation of the likelihood of error before 
and after a lunch break taking into account an increment in performances when 
the operator is not working. Furthermore, the E-SHERPA considers the 
concept of Eustress introduced by the Yerkes-Dodson law to model the stress 
PSF and the assessment of the error probability. The above-mentioned features 
make the E-SHERPA one of the most interesting and powerful tool to evaluate 
the human error probability of rail operators performing different kinds of tasks. 
However, the authors in [284] applied the E-SHERPA method only to 
maintenance operations performed on balises used in ATP systems. Thus, the 
method should be applied and validated with actual failure/incident data to 
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other railway-related activities. 
Along with the widely known HRA methods used to evaluate the HEP there 

are also other approach used to analyses the causes of accidents by a human 
factor point of view. The Human Factors Analysis and Classification System 
(HFACS) is a method used for accident analysis and investigation published in 
2003 for avionic applications [304]. This method has been successfully applied 
to railway after several improvements. It has been integrated with the Systems–
Theoretical Accident Modelling and Processes (STAMP) in [305], while the 
ANP and the Decision Making Trail and Evaluation (DEMATEL) method are 
used in [306] to present a HFACS-Ras (HFACS-Railway Accidents). A modified 
version of the latter has also been applied to SPAD event in Australian railroads 
[307], to minor safety accidents in UK rail lines [308] and to American railroads 
by means of the FRA database [218].    

 
 
 
 

4.5  Railway Action Reliability Assessment  
The Rail Safety and Standards Board [309] developed the only rail-specific 

human reliability assessment in 2012. RARA (Railway Action Reliability 
Assessment) is the most common HRA technique in railway engineering since 
it is the only one developed only for this kind of application. RARA classifies 
the human activities in railway within eight different Generic Task Types 
(GTTs) grouped into three categories:  

• More automated and skill-based processes, simple and well-known 
activities by the operator that require minimal mental involvement;  

• More effortful and rule-based processes, activities that require mental 
involvement in order to apply rules and tasks for which the operator 
has been trained;  

• Thinking outside procedures, activities that require high mental 
involvement aimed at solving problems never faced before. 

 
Table 4.6 illustrates the complete list of all GTTs. For each GTT the method 

provides a range of variation of the human error probability and a nominal 
value within this range. GTTs describe in a generic way the type of task that 
the operator must perform. To obtain a more precise result, the nominal HEP 
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value is modeled using Error Producing Conditions (EPC). These are the 
factors that adversely affect human performance and are used to adapt the 
generic task to the real one. EPCs increase the HEP associated with a GTT 
based on operating conditions. RARA considers 27 different Error Producing 
Conditions (EPCs) to take into account the internal and external factor that 
influence the human behavior. 

 
Tab. 4. 6 - RARA Generic Task Type list 

AREA GTT HEP BOUNDS 

More automated 
and skill-based 
processes 

R1. Respond correctly to system 
command even when there is an 
automated system providing 
accurate interpretation of system 
state. 

0.00002 0.000006-0.0009 

R2. Completely familiar, well 
designed, highly practiced task 
which is routine. 

0.0004 0.00008-0.007 

R3. Simple response to a dedicated 
alarm and execution of actions 
covered in procedures. 

0.0004 0.00008-0.007 

R4. Skill-based tasks (manual, 
visual or communication) when 
there is some opportunity for 
confusion. 

0.003 0.002-0.004 

R5. Fairly simple task performed 
rapidly or given insufficient or 
inadequate attention. 

0.09 0.06-0.13 

More effortful 
and rule-based 
processes 

R6. Restore or shift a system to 
original or new state, following 
procedures with some checking. 

0.003 0.0008-0.007 

R7. Identification of situation 
requiring interpretation of alarm 
patterns. 

0.07 0.02-0.17 

Thinking outside 
procedures 

R8. Complex task requiring a high 
level of understanding and skill. 

0.16 0.12-0.28 
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Tab. 4. 7 - Error Producing Conditions list 

AREA REF EPC MA 

Task design 

T1 
Unfamiliarity with a situation which is potentially important, 
but which only occurs infrequently, or which is novel. 

17 

T2 A shortage of time available for error detection and correction. 11 

T3 
A need to unlearn a technique and apply one which requires the 
application of an opposing philosophy. 

8 

T4 
The need to transfer specific knowledge from task to task 
without loss. 

5.5 

T5 
An impoverished quality of information conveyed by 
person/person interaction. 

3 

T6 Little or no independent checking or testing of output. 3 
T7 A conflict between immediate and long-term objectives. 2.5 
T8 Unclear allocation of function and responsibility. 1.6 
T9 A danger that finite physical capabilities will be exceeded. 1.4 

T10 
Prolonged inactivity or highly repetitious cycling of half hour 
low mental workload tasks. 

1.1 

Interface 

ln1 A low signal-noise ratio. 10 

ln2 
A means of suppressing or over-riding information of features 
which is too easily accessible. 

9 

ln3 
No means of conveying spatial and functional information to 
operators in a form which they can readily assimilate. 

8 

ln4 
A mismatch between an operator’s model of the world and that 
imagined by a designer. 

8 

ln5 No obvious means of reversing an unintended action. 8 

ln6 
A channel capacity overload, particularly one caused by 
simultaneous presentation of non-redundant information. 

6 

ln7 Poor, ambiguous or ill-matched system feedback. 4 
Competence C Operator inexperience. 3 

Procedures 
PR1 Ambiguity in the required performance standard. 5 

PR2 
An impoverished quality of information conveyed by 
procedures. 

3 

Person 

P1 A mismatch between perceived and real risk. 4 
P2 Fatigue from shift and work patterns. 2.6 
P3 High level emotional stress. 2 

P4 
Little opportunity to exercise mind and body outside the 
immediate confines of a job. 

1.8 

P5 Little or no intrinsic meaning in a task. 1.4 
P6 Low workforce morale. 1.2 

Environment E A poor or hostile environment. 8 
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The complete list of the EPC is illustrated in table 4.7. For each EPC the 
technique provides the Maximum Affect (MA) that this will have on the 
operator.  

The 27 different EPCs proposed by RARA are grouped into six main sections: 
• Task design: EPCs related to the characteristics of the task. 
• Interface design: EPCs related to the human-machine interface. They 

also take into account all the objects that the operator uses. 
• Competence management: EPCs related to the quality of staff training. 
• Procedures: EPC related to the quality of the procedures and 

documentation necessary for the realization of a given task. 
• Person: EPC related to the personnel performing the task, such as the 

physical, mental and psychological characteristics that affect the 
reliability of the operator himself. 

• Environment: EPCs related to the physical environment in which the 
task is performed. 

 
The MA value is weighted by means of the APOA (Assessed proportion of 

affect) to evaluate how much the EPC actually affects the task, as follow: 
 
 A = (MA −  1) ∙  APOA +  1 (4.1) 

 
 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =  

⎩
⎪
⎪
⎪
⎨

⎪
⎪
⎪
⎧

1 𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴          
0.9                              
0.8                              
0.7                              
0.6                              

0.5  𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴
0.4                              
0.3                              
0.2                              

0.1 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴     

 (4.2) 

 
Where the greater the APOA, the greater the affect A that the EPC will 

have on the task. Finally, considering:  
• 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 the error probability of the selected GTT; 
• 𝐴𝐴𝑖𝑖 the generic affect of the 𝐸𝐸𝐸𝐸𝐸𝐸𝑖𝑖;  
• 𝑛𝑛 the number of selected EPC; 

 
then the RARA model calculates the human error probability 𝐻𝐻𝐻𝐻𝐻𝐻 as follow: 
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𝐻𝐻𝐻𝐻𝐻𝐻 =  𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 ∙  �𝐴𝐴𝑖𝑖

𝑛𝑛

𝑖𝑖= 1

 (4.3) 

 
𝐻𝐻𝐻𝐻𝐻𝐻 = 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 ∙�[(MA𝑖𝑖 − 1) ∙  APOA𝑖𝑖 + 1]

𝑛𝑛

𝑖𝑖= 1

 (4.4) 

 
Fig. 4.12 shows a graph highlighting the trend of HEP as a function of 

nominal HEP and the parameter that holds against EPCs. The HEP values for 
some GTTs with the same EPC are highlighted, we note the presence of a 
strong step between R4&R6 and R7. 

 

 
Fig. 4. 12- HEP trend in the RARA technique 

 
RARA method is extensively used in railway engineering since it is the only 

approach widely recognized in this field. However, several criticalities could be 
found in this technique.  

The first one is the impact of subjectivity of the analyst that performs the 
evaluation, which is not taken into account. The second one is the difficulty 
and complexity required for the assessment of the numerical values which 
represent the impact of each external factor that influence the human 
performances. Therefore, the quality of the estimation is extremely related to 
the experience of the analyst performing the assessment. 
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4.6  Final remarks  
This chapter reviewed the state of the art of Human Reliability Analysis in 

railway applications. HRA is a fundamental topic which is now drawing the 
attention of several researchers. However, a comprehensive literature review 
and bibliometric analysis of HRA methodologies in railway operations is 
currently missing. Trying to fill this gap, this paper analyzes the body of 
knowledge of HRA in railway by means of the SCOPUS databases. Starting 
from 60,013 documents related to ‘human reliability’, ‘human error’ and ‘human 
factor’, a screening process has been used to reduce the number of papers based 
on the field of application (railway and railroads keywords), the publication 
year (from 2000 to August 2021), the language (limited to English documents) 
and the type of document (only peer-reviewed research article have been 
selected, neglecting conference papers, books, editorials, etc). The resulting 268 
papers have been subjected to a bibliometric analysis highlighting a significant 
increase of the interest in this topic in the last few years. Both trends of number 
of papers and number of citations confirm this point, as well as the geographical 
distribution of the papers and the analysis of significant journals highlighted a 
widespread interest of the topic all over the world with several different 
publishers and journals.  

The final part discusses the main contributions of the most significant articles 
discovered during this review. The analysis highlights that very few works deal 
with the proposal of innovative HRA methods specifically developed for 
railway. Quite the contrary, most of the papers in this field are concentrated in 
two macro-areas. The first one deals with the analysis of major railway 
accidents occurred in the last years in order to find the causes of the accidents 
by a human error point of view. The second one deals with the improvements 
of existing techniques originally developed to other fields (especially first- and 
second-generation techniques such as the CREAM, HEART and SLIM 
methods) in order to successfully apply such methodologies to railway 
engineering minimizing their drawbacks using fuzzy sets, ANP, Monte Carlo 
simulation, empirical studies, etc.  

In conclusion, the research direction in HRA field for railway engineering 
seems to be firmly established toward the analysis and review of significant 
accidents and the improvements of existing techniques originally developed to 
other fields of application. The former topic is a widely known and well-studied 
line of research that is proceeding forward since new accidents/incidents reports 
are constantly available. The state of the art has gain great experience in this 
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topic and it should be ready to develop integrated methodology to continuously 
and automatically improve the HEP database of the existing techniques using 
the results of the accident analysis. Quite the contrary, the latter topic needs 
further developments and enhancements in terms of: 

• Validation of proposed methodologies with field data. 
• Application of existing techniques to different types of rail workers to 

ensure consistent results in every different aspect of railway engineering 
(e.g., train drivers, operators of traffic centers, maintenance crew, 
installation and verification worker of railroad equipment, etc.). 

• Extension of CREAM or other cognitive-based approaches to railway 
engineering. 

• Study of the intercorrelations between different internal and external 
influence factors for different kinds of railway-related tasks.  

• Estimation of a quantitative assessment for each PSF for different rail 
workers. 

 
Last section is dedicated to RARA technique, to fully explain the method 

and the assessment. RARA is the only recognized method designed for railway, 
however it presents some drawbacks due to the subjectivity of the assessment 
and the complexity of the method. 
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CHAPTER 5 
 
PROPOSED IMPROVEMENTS IN HRA 

FOR RAILWAY 
 
 

This chapter provides a contribution for the HRA il railway 
proposing a fuzzy-HRA method. Human error in railway is 
mostly assessed by using the Railway Action Reliability 
Assessment (RARA), this technique presents a complex and 
very subjective assessment. Starting from this issue an 
innovative HRA based on RARA and fuzzy theory is proposed. 
This new technique is very useful in case of failure data are 
seldom available (which is a very common situation in HRA). 
The proposed method provides as output a range of possible 
HEP values (Fuzzy HEP) and a unique crisp value (defuzzified 
HEP) by means of centroid defuzzification. The linguistic 
approach of fuzzy inference and a dedicated tool facilitates the 
assessment of the operator.  

  

1 The proposed HRA method has been published as “L. Ciani, G. Guidi, G. Patrizi, and 
D. Galar, “Improving Human Reliability Analysis for railway systems using fuzzy logic, 
IEEE Access, vol. 9, pp. 128448–128662, 2021”. 

 



Proposed improvements in HRA for railway 
 
 

158 

5.1  Introduction  
Railway engineering is a complex field in which many aspects of work are 

performed by human operators throughout the complete system life cycle. 
Starting from design and construction of the system up to the functioning, 
management and maintenance, human operators play a fundamental role in the 
life cycle of most of the railway-related systems [310]. Several papers and 
technical reports (see for instance [5], [172], [210], [211]) agree that most of 
railway accidents are caused by human error or by the combination of human 
errors with hardware/software failure. Therefore, Human Reliability Analysis 
represents a challenging research field fundamental for industry management 
to ensure high safety level, to maximize the performances and minimize the 
operation and maintenance cost.  

In railway field, most of the time the errors of the train driver are detected 
by safety systems, therefore the probability of accident caused by an error of 
the driver is extremely low. 

Train integrates several devices used to correct and/or mitigate the effects of 
an error of the operator. These systems are called Automatic Train Protection 
(ATP) and represents a design requirement in every railway infrastructure.  

Thus, the most critical human errors which could cause catastrophic events 
or terrible accidents are committed during the design, installation and 
maintenance phases.  

As detailed explained in the previous chapter, several HRA techniques are 
available in literature. However, only one technique, specifically developed for 
railway engineering, has been published. The Rail Safety and Standards Board 
proposes a customized technique called Railway Action Reliability Assessment 
(RARA) in 2012 to evaluate the human error probability in railway field [236]. 
RARA method is extensively used in railway engineering since it is the only 
approach widely recognized in this field. However, several criticalities could be 
found in this technique. The first one is the impact of subjectivity of the analyst 
that performs the evaluation, which is not taken into account. The second one 
is the difficulty and complexity of the numerical assessment for the model 
parameters. Therefore, the quality of the estimation is extremely related to the 
experience of the analyst which perform the assessment. Trying to solve these 
needs, this chapter proposes an innovative approach for Human Error 
Probability (HEP) estimation specifically customized for railway engineering. 
The proposed approach is based on fuzzy logic and interval arithmetic to 
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estimate the HEP reducing the drawbacks of RARA method. The use of fuzzy 
concept against the determinist cases provides several benefits. For example, it 
simplifies the assessment of the HEP using linguistic variables to describe both 
the probability of error and the affect level of each external factor. Moreover, 
it provides a range of possible HEP instead of a single value which is a 
fundamental feature in case of uncertain data. Finally, fuzzy logic also allows 
to minimize the subjectivity of the evaluation and the impact of analyst 
experience accurately balancing precision and results significance. 

 
 
 
 

5.2  Review of fuzzy methods for HRA  
Human Reliability Analysis requires failure data to achieve quantitative 

analysis. However, it is not always possible to fully obtain this data due to 
unavailability of observations and consequent scarcity of statistical data about 
errors and failures [23]. Therefore, some works introduce fuzzy set theory to 
handle reliability evaluation under conditions of uncertainty. 

Some papers in literature deal with a fuzzy cognitive reliability and error 
analysis method - fuzzy CREAM [300], [311]. This method uses fuzzy logic for 
the calculation of human error probability from if-then rules and a 
defuzzification procedure. The main disadvantages of this method are time-
consuming processes to develop the rules and risk of using contradicting rules. 
To overcome these problems Rotshtein et al. [312] proposes a procedure which 
introduced membership functions of fuzzy perfection of performance conditions 
and the theory of decision-making in CREAM. To validate the approach five 
scenarios have been considered. Zhou in [313] uses the fuzzy logic to model the 
uncertainty and ambiguity of the Common Performance Conditions (CPCs) as 
well the control modes in CREAM. The probability distribution of each control 
mode and consequently the human error probability are evaluated by means of 
a Bayesian network and the membership function of the CPCs. Another work 
[314] develops a fuzzy Bayesian network (BN) approach to improve the 
quantification of organizational influences in HRA (human reliability analysis) 
frameworks. Kumar in [315] presents Fuzzy HEART and Expert elicitation for 
performing quantification of human error probability with an application to 
refueling operation in an refueling station. This approach integrates the fuzzy 
membership function during the assessment of the Error Producing Conditions. 
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Finally, they validate their new approach comparing the result obtained with 
the CREAM assessment. Bayesian networks and fuzzy logic are used also in 
[316]. 

 
 
 
 

5.3  First proposed method: fuzzy-based 
approach  

This section illustrates the proposed fuzzy-based approach used to evaluate 
the human error probability for railway engineering. The new approach is based 
on fuzzy logic and interval arithmetic to estimate the HEP reducing the 
drawbacks of RARA method 

The major advantages of this new procedure are: 
• The use of linguistic variables to describe both the probability of error 

and the affect level of each external factor, reduce the complexity and 
the subjectivity of the assessment. 

• The resulting HEP is provided as a range of possible HEP instead of a 
single value which is a fundamental feature in case of uncertain data.  

• Fuzzy logic also allows to minimize the subjectivity of the evaluation 
and the impact of analyst experience accurately balancing precision and 
results significance. 

 
Taking the database of the RARA method, the proposed approach consists 

in several steps in order to calculate the HEP in a simpler way for the analyst 
with consistent results. Since data regarding human failure are not always 
available, the proposed approach starts with the validated data provided by 
RARA. Then, fuzzy logic is used to combine the base human error probability 
and the external affect conditions in order to estimate the probability of 
committing an error during the work shift. The fuzzy logic helps mitigating the 
effects of uncertainty data, as well as it is able to minimize the subjectivity of 
the human reliability evaluation by means of linguistic variable instead of 
numeric values. In this way, the analyst that carry out the evaluation must 
choose between different membership functions and their associated linguistic 
variable instead of picking a value within the range of the HEP or choosing an 
APOA value to quantify the Affect 𝐴𝐴𝑖𝑖 of each EPC. The steps required to 
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calculate the HEP using the proposed fuzzy approach are illustrated in fig. 5.1. 
  

 
Fig. 5. 1- Flowchart of the proposed Fuzzy-based approach used to estimate the 

human error probability in railway engineering. 
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More in detail: 
1. Preliminary GTT fuzzification. 

1.1. Use 𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚 ,𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚  and 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛  provided by RARA for each 
GTT to identify the domain of the fuzzy set. 

1.2. Identify 3-5 membership functions for each fuzzy set of the GTT. 
2. Preliminary EPC fuzzification. 

2.1. Calculate minimum (APOA=0.1) and maximum (APOA=1) 
value of any affect considered by RARA. 

2.2. Create a domain of the fuzzy set for each affect. 
2.3. Define 5 membership functions for each affect. 

3. Identification of the proper GTT. 
3.1. Select a Generic Task Type (GTT). 
3.2. Select a membership function for the considered GTT. 

4. Identification of the EPC.  
4.1. Select any Error Producing Conditions i which are relevant to 

the task being assessed. 
4.2. Select a membership function for each EPC. 

5. Calculate the Human Error Probability 𝐻𝐻𝐻𝐻𝐻𝐻� . 
6. Defuzzification of the fuzzy 𝐻𝐻𝐻𝐻𝐻𝐻� using centroid method. 

 
RARA method is based on eight different GTTs. For each one of them RARA 

provides a minimum value of the error probability 𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚, a maximum value 
𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚 and a nominal value 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 which correspond to the most probable 
error probability for the considered task [236] (For more information see Section 
4.5). The list of all GTTs and the corresponding minimum, maximum and 
nominal HEP is illustrated in Table 5.1.  

Step 1 of the proposed procedure uses these values to calculate the fuzzy 
human error probability associated to each GTT. More in detail, a fuzzy base 
human error probability 𝐻𝐻𝐻𝐻𝐻𝐻𝑏𝑏𝚤𝚤�  will be associated to each kind of task i as follow: 

  

 𝐻𝐻𝐻𝐻𝐻𝐻𝑏𝑏𝚤𝚤� = ��𝑥𝑥,𝜇𝜇𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖(𝑥𝑥)�  | 𝑥𝑥 ∈  𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖� (5.1) 

 𝜇𝜇𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖(𝑥𝑥) ∶  𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖   →  [0, 1] (5.2) 

 𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖  =  �𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚𝑖𝑖  ,  𝐻𝐻𝐻𝐻𝐻𝐻𝑚𝑚𝑚𝑚𝑚𝑚𝑖𝑖  � (5.3) 

 
Where 𝜇𝜇𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖(𝑥𝑥) represents the membership functions of the task i while 𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖 

is the domain of possible admissible value by the fuzzy base error probability 
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𝐻𝐻𝐻𝐻𝐻𝐻𝑏𝑏𝚤𝚤�  of the GTT i. As in equation (5.3) domain 𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖 is generated using the 
minimum and maximum value of the HEP provided by RARA for each GTT 
(Table 5.1). 

 
Tab. 5. 1- Generic Task Type and Human Error Probability according to RARA 

technique [236]. 
Generic Task Type  HEPmin HEPnom HEPmax 

R1. Respond correctly to system command even when 
there is an automated system providing accurate 
interpretation of system state. 

0.0006% 0.002% 0.09% 

R2. Completely familiar, well designed, highly practiced 
task which is routine. 

0.008% 0.04% 0.7% 

R3. Simple response to a dedicated alarm and execution 
of actions covered in procedures. 

0.008% 0.04% 0.7% 

R4. Skill-based tasks (manual, visual or communication) 
when there is some opportunity for confusion. 

0.2% 0.3% 0.4% 

R5. Fairly simple task performed rapidly or given 
insufficient or inadequate attention. 

6% 9% 13% 

R6. Restore or shift a system to original or new state, 
following procedures with some checking. 

0.08% 0.3% 0.7% 

R7. Identification of situation requiring interpretation of 
alarm/ indication patterns. 

2% 7% 17% 

R8. Complex task requiring a high level of understanding 
and skill. 

12% 16% 28% 

 
The result of this preliminary fuzzification step is shown in fig. 5.2, where 

the fuzzy sets developed for each GTT are illustrated. Inside the domain 𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖 
of each task a different number of trapezoidal membership functions (three, 
four or five) have been located depending on the extension of the domain itself. 
To each MF of each GTT have been assigned a linguistic variable which 
intuitively describes the probability of error of the considered GTT.   

Six different linguistic variables with increasing probability values have been 
developed, namely: {𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐿𝐿𝐿𝐿𝐿𝐿;  𝐿𝐿𝐿𝐿𝐿𝐿;  𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀;  𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀;  𝐻𝐻𝐻𝐻𝐻𝐻ℎ;  𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐻𝐻𝐻𝐻𝐻𝐻ℎ} 
Along with minimum and maximum value of HEP for each GTT, RARA also 
provides a nominal value which according to the original technique is the most 
probable value within the range. To take into account also this information the 
membership function that encloses the RARA nominal HEP has been developed 
larger than the others, with more values with maximum degree of membership.  
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Fig. 5. 2- Membership functions proposed to estimate the HEP of each Generic 

Task Type (GTT) included in the procedure.  
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The second step is quite similar to the first one. The objective of the 
fuzzification this time is the value of the affect of each EPC j. RARA evaluates 
the affect of each EPC by means of the Maximum Affect MA and the APOA 
value as in Equation (4.4). The proposed method introduces linguistic variables 
instead of the APOA value to estimate the level of affect. More in detail, the 
fuzzy affect 𝐴𝐴𝚥𝚥�  of each EPC j is defined as follow: 

 

 𝐴𝐴𝚥𝚥� = ��𝑧𝑧,  𝜇𝜇𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗(𝑧𝑧)�  | 𝑧𝑧 ∈  𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗� (5.4) 

  𝜇𝜇𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗(𝑧𝑧) ∶  𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗   →  [0, 1] (5.5) 

 𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗  =  �𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗  ,  𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗  � (5.6) 

 
Where 𝜇𝜇𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗(𝑥𝑥) stands for the membership functions of the EPC j while 𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗 

represents the domain of possible admissible value by the fuzzy affect 𝐴̃𝐴𝑗𝑗 of the 
EPC j. The minimum 𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗 and maximum  𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗  affect value of each EPC j 
used to generate the domain 𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗 have been evaluated setting the minimum 
and maximum APOA value respectively within Equations (3) and (4), as follow: 

 

 𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗 = (MA −  1) ∙  0.1 +  1 (5.7) 

 𝐴𝐴𝑚𝑚𝑚𝑚𝑚𝑚𝑗𝑗 = (MA −  1) ∙ 1 +  1 =  MA (5.8) 

 
For the definition of each EPC see Table 4.6 in Section 4.5. For the sake of 

brevity, the following notation for trapezoidal membership function have been 
used: 

 
 𝐴𝐴𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 = (𝑧𝑧1, 𝑧𝑧2, 𝑧𝑧3, 𝑧𝑧1) (5.9) 

 
Where the relationship between mathematical notation and trapezoidal 

membership function is explained in fig. 5.3.  
Inside the domain 𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗 of each EPC five trapezoidal membership functions 

have been designed. To each one of them a linguistic variable has been assigned 
to easily describes the affect level of the considered EPC.  The five 
corresponding linguistic variables are the following 
{𝑉𝑉𝑒𝑒𝑒𝑒𝑒𝑒 𝐿𝐿𝐿𝐿𝐿𝐿;  𝐿𝐿𝐿𝐿𝐿𝐿;  𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀;  𝐻𝐻𝐻𝐻𝐻𝐻ℎ;  𝑉𝑉𝑉𝑉𝑉𝑉𝑉𝑉 𝐻𝐻𝐻𝐻𝐻𝐻ℎ}.  
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Fig. 5. 3 - Example of a generic trapezoidal membership function. 

 
The result of this preliminary fuzzification step is shown below, where the 

fuzzy sets developed for each EPC are listed.  
 
Task design: 

• EPC T1 characterized by MA = 7 
o Very Low: VL = (2.6, 2.6, 2.96, 5.84) 
o Low: L = (2.96, 5.84, 6.56, 9.44) 
o Moderate: M = (6.56, 9.44, 10.16, 13.04) 
o High: H = (10.16, 13.04, 13.76, 16.64) 
o Very High: VH = (13.76, 16.64, 17, 17) 

• EPC T2 characterized by MA = 11 
o Very Low: VL = (2, 2, 2.225, 4.025) 
o Low: L = (2.225, 4.025, 4.475, 6.275) 
o Moderate: M = (4.475, 6.275, 6.725, 8.525) 
o High: H = (6.725, 8.525, 8.975, 10.78) 
o Very High: VH = (8.975, 10.78, 11, 11) 

• EPC T3 characterized by MA = 8 
o Very Low: VL = (1.7, 1.7, 1.857, 3.117) 
o Low: L = (1.857, 3.117, 3.432, 4.693) 
o Moderate: M = (3.433, 4.692, 5.007, 6.267) 
o High: H = (5.007, 6.268, 6.582, 7.843) 
o Very High: VH = (6.583, 7.843, 8, 8) 

• EPC T4 characterized by MA = 5.5 
o Very Low: VL = (1.45, 1.45, 1.551, 2.361) 
o Low: L = (1.551, 2.361, 2.563, 3.374) 
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o Moderate: M = (2.564, 3.373, 3.576, 4.386) 
o High: H = (3.576, 4.387, 4.588, 5.399) 
o Very High: VH = (4.589, 5.399, 5.5, 5.5) 

• EPC T5 characterized by MA = 3 
o Very Low: VL = (1.2, 1.2, 1.245, 1.605) 
o Low: L = (1.245, 1.605, 1.695, 2.055) 
o Moderate: M = (1.695, 2.055, 2.145, 2.505) 
o High: H = (2.145, 2.505, 2.595, 2.955) 
o Very High: VH = (2.595, 2.955, 3, 3) 

•  EPC T6 characterized by MA = 3 
o Very Low: VL = (1.2, 1.2, 1.245, 1.605) 
o Low: L = (1.245, 1.605, 1.695, 2.055) 
o Moderate: M = (1.695, 2.055, 2.145, 2.505) 
o High: H = (2.145, 2.505, 2.595, 2.955) 
o Very High: VH = (2.595, 2.955, 3, 3) 

• EPC T7 characterized by MA = 2.5 
o Very Low: VL = (1.15, 1.15, 1.184, 1.454) 
o Low: L = (1.184, 1.454, 1.521, 1.791) 
o Moderate: M = (1.521, 1.791, 1.859, 2.129) 
o High: H = (1.859, 2.129, 2.196, 2.466) 
o Very High: VH = (2.196, 2.466, 2.5, 2.5) 

• EPC T8 characterized by MA = 1.6 
o Very Low: VL = (1.06, 1.06, 1.074, 1.181) 
o Low: L = (1.073, 1.181, 1.209, 1.317) 
o Moderate: M = (1.209, 1.317, 1.344, 1.451) 
o High: H = (1.343, 1.452, 1.479, 1.587) 
o Very High: VH = (1.479, 1.587, 1.6, 1.6) 

• EPC T9 characterized by MA = 1.4 
o Very Low: VL = (1.04, 1.04, 1.049, 1.121) 
o Low: L = (1.049, 1.121, 1.139, 1.211) 
o Moderate: M = (1.139, 1.211, 1.229, 1.301) 
o High: H = (1.229, 1.301, 1.319, 1.391) 
o Very High: VH = (1.319, 1.391, 1.4, 1.4) 

• EPC T10 characterized by MA = 1.1 
o Very Low: VL = (1.005, 1.005, 1.006, 1.015) 
o Low: L = (1.006, 1.015, 1.017, 1.026) 
o Moderate: M = (1.017, 1.026, 1.029, 1.038) 
o High: H = (1.029, 1.038, 1.04, 1.049) 
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o Very High: VH = (1.04, 1.049, 1.05, 1.05) 
 
Interface: 

• EPC In1 characterized by MA = 10 
o Very Low: VL = (1.9, 1.9, 2.103, 3.722) 
o Low: L = (2.102, 3.723, 4.127, 5.748) 
o Moderate: M = (4.127, 5.747, 6.152, 7.772) 
o High: H = (6.152, 7.772, 8.178, 9.798) 
o Very High: VH = (8.178, 9.797, 10, 10) 

• EPC In2 characterized by MA = 9 
o Very Low: VL = (1.8, 1.8, 1.98, 3.42) 
o Low: L = (1.98, 3.42, 3.78, 5.22) 
o Moderate: M = (3.78, 5.22, 5.58, 7.02) 
o High: H = (5.58, 7.02, 7.38, 8.82) 
o Very High: VH = (7.38, 8.82, 9, 9) 

• EPC In3 characterized by MA = 8 
o Very Low: VL = (1.7, 1.7, 1.857, 3.117) 
o Low: L = (1.857, 3.117, 3.432, 4.693) 
o Moderate: M = (3.433, 4.692, 5.007, 6.267) 
o High: H = (5.007, 6.268, 6.582, 7.843) 
o Very High: VH = (6.583, 7.843, 8, 8) 

• EPC In4 characterized by MA = 8 
o Very Low: VL = (1.7, 1.7, 1.857, 3.117) 
o Low: L = (1.857, 3.117, 3.432, 4.693) 
o Moderate: M = (3.433, 4.692, 5.007, 6.267) 
o High: H = (5.007, 6.268, 6.582, 7.843) 
o Very High: VH = (6.583, 7.843, 8, 8) 

• EPC In5 characterized by MA = 8 
o Very Low: VL = (1.7, 1.7, 1.857, 3.117) 
o Low: L = (1.857, 3.117, 3.432, 4.693) 
o Moderate: M = (3.433, 4.692, 5.007, 6.267) 
o High: H = (5.007, 6.268, 6.582, 7.843) 
o Very High: VH = (6.583, 7.843, 8, 8) 

• EPC In6 characterized by MA = 6 
o Very Low: VL = (1.5, 1.5, 1.613, 2.513) 
o Low: L = (1.612, 2.513, 2.737, 3.638) 
o Moderate: M = (2.737, 3.638, 3.862, 4.763) 
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o High: H = (3.862, 4.763, 4.987, 5.888) 
o Very High: VH = (4.987, 5.888, 6, 6) 

• EPC In7 characterized by MA = 4 
o Very Low: VL = (1.3, 1.3, 1.367, 1.908) 
o Low: L = (1.368, 1.908, 2.042, 2.583) 
o Moderate: M = (2.043, 2.583, 2.718, 3.258) 
o High: H = (2.718, 3.258, 3.393, 3.933) 
o Very High: VH = (3.393, 3.933, 4, 4) 

 
Competence Management: 

• EPC C characterized by MA = 9 
o Very Low: VL = (1.2, 1.2, 1.245, 1.605) 
o Low: L = (1.245, 1.605, 1.695, 2.055) 
o Moderate: M = (1.695, 2.055, 2.145, 2.505) 
o High: H = (2.145, 2.505, 2.595, 2.955) 
o Very High: VH = (2.595, 2.955, 3, 3) 

 
Procedure: 

• EPC PR1 characterized by MA = 5 
o Very Low: VL = (1.4, 1.4, 1.49, 2.21) 
o Low: L = (1.49, 2.21, 2.39, 3.11) 
o Moderate: M = (2.39, 3.11, 3.29, 4.01) 
o High: H = (3.29, 4.01, 4.19, 4.91) 
o Very High: VH = (4.19, 4.91, 5, 5) 

• EPC PR2 characterized by MA = 3 
o Very Low: VL = (1.2, 1.2, 1.245, 1.605) 
o Low: L = (1.245, 1.605, 1.695, 2.055) 
o Moderate: M = (1.695, 2.055, 2.145, 2.505) 
o High: H = (2.145, 2.505, 2.595, 2.955) 
o Very High: VH = (2.595, 2.955, 3, 3) 

 
Person: 

• EPC P1 characterized by MA = 4 
o Very Low: VL = (1.3, 1.3, 1.367, 1.908) 
o Low: L = (1.368, 1.908, 2.042, 2.583) 
o Moderate: M = (2.043, 2.583, 2.718, 3.258) 
o High: H = (2.718, 3.258, 3.393, 3.933) 
o Very High: VH = (3.393, 3.933, 4, 4) 
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• EPC P2 characterized by MA = 2.6 
o Very Low: VL = (1.16, 1.16, 1.196, 1.484) 
o Low: L = (1.196, 1.484, 1.556, 1.844) 
o Moderate: M = (1.556, 1.844, 1.916, 2.204) 
o High: H = (1.916, 2.204, 2.276, 2.564) 
o Very High: VH = (2.276, 2.564, 2.6, 2.6) 

• EPC P3 characterized by MA = 2 
o Very Low: VL = (1.1, 1.1, 1.123, 1.303) 
o Low: L = (1.123, 1.303, 1.348, 1.528) 
o Moderate: M = (1.347, 1.528, 1.573, 1.753) 
o High: H = (1.572, 1.752, 1.797, 1.978) 
o Very High: VH = (1.797, 1.978, 2, 2) 

• EPC P4 characterized by MA = 1.8 
o Very Low: VL = (1.08, 1.08, 1.098, 1.242) 
o Low: L = (1.098, 1.242, 1.278, 1.422) 
o Moderate: M = (1.278, 1.422, 1.458, 1.602) 
o High: H = (1.458, 1.602, 1.638, 1.782) 
o Very High: VH = (1.638, 1.782, 1.8, 1.8) 

• EPC P5 characterized by MA = 1.4 
o Very Low: VL = (1.04, 1.04, 1.049, 1.121) 
o Low: L = (1.049, 1.121, 1.139, 1.211) 
o Moderate: M = (1.139, 1.211, 1.229, 1.301) 
o High: H = (1.229, 1.301, 1.319, 1.391) 
o Very High: VH = (1.319, 1.391, 1.4, 1.4) 

• EPC P6 characterized by MA = 1.2 
o Very Low: VL = (1.02, 1.02, 1.024, 1.06) 
o Low: L = (1.024, 1.06, 1.069, 1.105) 
o Moderate: M = (1.069, 1.105, 1.114, 1.15) 
o High: H = (1.115, 1.151, 1.159, 1.196) 
o Very High: VH = (1.159, 1.196, 1.2, 1.2) 

 
Environment: 

• EPC E characterized by MA = 8 
o Very Low: VL = (1.7, 1.7, 1.857, 3.117) 
o Low: L = (1.857, 3.117, 3.432, 4.693) 
o Moderate: M = (3.433, 4.692, 5.007, 6.267) 
o High: H = (5.007, 6.268, 6.582, 7.843) 
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o Very High: VH = (6.583, 7.843, 8, 8) 
 
The two above-described steps are preliminary phases carried out only one 

time. It is not necessary to repeat the GTT and EPC fuzzification every time 
that a human error probability is assessed by means of the proposed method. 
Therefore, a suitable tool has been specifically developed using MATLAB 
R2020b to automatize the assessment using the proposed method. A screenshot 
of the Graphical User Interface is reported in fig. 5.4. The top left panel of the 
developed software allows to select the Generic Task Type that better describes 
the task that the operator under analysis has to perform. Then the panel also 
allows to select the membership function, that according to the analyst 
performing the assessment is the optimal choice (Step 3). The top figure in the 
center of the tool illustrates the membership functions of the selected task 
within the proper domain 𝐷𝐷𝐺𝐺𝐺𝐺𝐺𝐺𝑖𝑖. 

 

 
Fig. 5. 4- MATLAB Graphical User Interface developed to rapidly implement the 
proposed HRA approach. The screenshot represents the dialog box for data entry.  
 
The bottom left panel of the software allows to select the EPC that affect 

the performances of the operator. It also allows to select the membership 
function using the linguistic variable that better describe the affect level of the 
selected EPC (Step 4). The bottom figure in the center of the tool illustrates 
the membership functions of the selected task within the proper domain 𝐷𝐷𝐸𝐸𝐸𝐸𝐸𝐸𝑗𝑗. 
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Step 4 could be repeated several times selecting different EPCs. The right panel 
in the developed tool resumes the selected task and the selected EPC with their 
relative membership functions.  

Fig. 5.5 shows the data entry dialog box of the developed software after the 
selection of GTT and all EPCs. The top subplot in the box illustrates the 
selected membership function of the proper GTT (in this case task R6, 
membership function “Low”). The bottom subplot shows the last chosen EPC, 
while the complete list of EPC is reported in the right panel.  

 

 
Fig. 5. 5- Screenshot of the proposed GUI after the selection of GTT and EPC. The 

input data are collected inside the right panel. The charts show the selected task and 
the last chosen EPC.  

 
The following step (Step 5) consists in the evaluation of the fuzzy human 

error probability HEP� by means of fuzzy arithmetic. To perform fuzzy 
arithmetic operations, the α-cut theory has been taken into account. 

Any fuzzy set can be described by specifying its α-cut. More in detail, a fuzzy 
set can be obtained as upper envelope of its α-cut, where the α-cut of a fuzzy 
set X is a crisp set Xα that contains all elements in the domain that have 
membership degree greater than or equal to α.   

Considering two fuzzy sets X and Y described using the following trapezoidal 
membership functions μX(z) and μY(z) respectively [317], [318]: 
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μX(z) =

⎩
⎪
⎨

⎪
⎧

z − a𝑋𝑋
b𝑋𝑋 − a𝑋𝑋

          if a𝑋𝑋 < z < b𝑋𝑋
1                       if b𝑋𝑋 ≤ z < c𝑋𝑋
d𝑋𝑋 − z

d𝑋𝑋 − c𝑋𝑋
          if c𝑋𝑋 ≤ z < d𝑋𝑋

0                        otherwise      

 (5.10) 

 
 

μY(z) =

⎩
⎪
⎨

⎪
⎧

z − aY
bY − aY

          if aY < z < bY
1                       if b𝑌𝑌 ≤ z < c𝑌𝑌
dY − z

dY − cY
          if cY < z < dY

0                        otherwise     

 (5.11) 

 
Then the α-cut of the fuzzy set X and Y are given by [319], [320]: 
 
 Xα = [Xα−L,  Xα−R] (5.12) 

 Xα = �aX + α1 n⁄ (bX − aX), dX − α1 n⁄ (dX − cX) � (5.13) 

 Yα = [Yα−L,  Yα−R] (5.14) 

 Yα = �aY + α1 n⁄ (bY − aY), dY − α1 n⁄ (dY − cY) � (5.15) 

 
The multiplication of two fuzzy set could be achieved using interval 

arithmetic, as follow [321]–[323]: 
 
 Tα = Xα ⨀ Yα  = [Tα−L,  Tα−R] (5.16) 

 Tα−L = 𝑚𝑚𝑚𝑚𝑚𝑚(Xα−L ∙ Yα−L ,   Xα−L ∙ Yα−R ,
Xα−R ∙ Yα−L ,   Xα−R ∙ Yα−R) (5.17) 

 Tα−R = 𝑚𝑚𝑚𝑚𝑚𝑚(Xα−L ∙ Yα−L ,   Xα−L ∙ Yα−R ,
Xα−R ∙ Yα−L ,   Xα−R ∙ Yα−R) (5.18) 

 
Where the operator ⨀ is the multiplication between two fuzzy sets performed 

by means of α-cut and interval arithmetic.   
Finally, according to [319] the membership function μT(z) of the fuzzy set 

Tα = [Tα−L,  Tα−R] achieved after multiplication of two fuzzy sets is given by:  
 
 

μT(z) = �

f1(𝑧𝑧)          if a𝑋𝑋a𝑌𝑌 < z < b𝑋𝑋b𝑌𝑌
1                 if b𝑋𝑋b𝑌𝑌 ≤ z ≤ c𝑋𝑋c𝑌𝑌
f2(𝑧𝑧)          if c𝑋𝑋c𝑌𝑌 < z < d𝑋𝑋d𝑌𝑌
0                         otherwise        

 (5.19) 
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The functions f1(𝑧𝑧) and f2(𝑧𝑧) are not linear relationships as in Equation (5.10) 
or Equation (5.11). Instead, the effect of the multiplication by α-cut is the 
alteration of the trapezoid shape into semi-trapezoid shape where the linear 
increase and decrease from μT = 0 to μT = 1 and vice versa become a square 
root function. 

The above-mentioned theory of fuzzy multiplication has been used to 
evaluate the fuzzy human error probability HEP� (Step 5). In particular, the 
latter is given by the product of the fuzzy membership function of the selected 
task HEPbı�  (selected during Step 3) with an overall weighting factor W� . Thus, 
the fuzzy human error probability is given by: 

 
 HEP�  =  𝐻𝐻𝐻𝐻𝐻𝐻𝑏𝑏�  ⨀ W�  (5.20) 

 
The weighting factor W�  is a fuzzy set which takes into account every affect 

Aȷ�  selected during Step 4. The following equation is used to obtain this factor: 
 
 

W�  =  A1�  ⨀ A2�⨀ . . .⨀ Ap�  =  �Aȷ�
𝑝𝑝

𝑗𝑗=1

 (5.21) 

 
Where p is the number of selected EPC during the several repetition of Step 

4. The product symbol ∏ in (5.21) represents the fuzzy product ⨀ of a sequence 
of factors. Consequently, substituting Equation (5.21) into Equation (5.20) the 
fuzzy HEP� is given by: 

 
 

HEP�  =  𝐻𝐻𝐻𝐻𝐻𝐻𝑏𝑏�  ⨀ �Aȷ�
𝑝𝑝

𝑗𝑗=1

 (5.22) 

 
HEP� is the fuzzy human error probability described by the membership 

function 𝜇𝜇𝐻𝐻𝐻𝐻𝐻𝐻(𝑧𝑧).  
Finally, Step 6 consists in the defuzzification of the obtained fuzzy human 

error probability using the centroid method. Starting from a fuzzy number and 
its corresponding membership function the defuzzification procedure is the 
process of generating a crisp logic value related to the starting fuzzy value.  The 
centroid defuzzification is one of the most implemented defuzzification method 
in reliability engineering [23]. It returns 𝐻𝐻𝐻𝐻𝐻𝐻∗ which is the center of gravity of 
the fuzzy number described by the membership function 𝜇𝜇𝐻𝐻𝐻𝐻𝐻𝐻(𝑧𝑧) as follow [36]: 
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 HEP∗ =

∫ z ∙ μ𝐻𝐻𝐻𝐻𝐻𝐻(z) dz
∫μ𝐻𝐻𝐻𝐻𝐻𝐻(z) dz

 (5.23) 

 
The developed tool automatically implements Step 5 and Step 6 after the 

selection of the base HEP and the affect value of the proper EPCs. The output 
box of the developed tool is illustrated in Fig. 5.6, where both fuzzy human 
error probability HEP� and defuzzified HEP∗ are shown.  

The developed software allows an easy and rapid implementation of the 
fuzzy-based approach. The analyst is able to perform the HEP assessment in a 
few simple steps without dealing with number estimation. The linguistic 
variables used in the tool allows to easily carry out the assessment in a way 
that is more suitable to human reasoning, decreasing subjectivity and 
possibility of error during the evaluation.  

 

 
Fig. 5. 6- Output box of the developed MATALB Graphical User Interface. The 

software provides the fuzzy HEP and the defuzzification result, along with a note with 
the selected membership functions used to evaluate the HEP.   

 
Furthermore, this procedure allows to easily simulate different scenarios for 

the considered task changing the membership functions of the selected EPCs 
or simply introducing or removing one or more EPCs. 
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5.4 Validation of the proposed method  

 

5.4.1 Human activities performed on ATP  
Automatic Train Protection systems are reliable and safe equipment used to 

correct the train driver errors. Therefore, it is improbable that a driver error 
will lead to an accident if ATP are properly used. Consequently, the human 
activities significant for the safety of the railway systems mainly reside in the 
design, installation, verification and maintenance phases of the ATP itself. 
Table 5.2 includes the most critical human activities performed by specialized 
operator on the ATP under analysis.  

 
Tab. 5. 2- Human Operations performed on the Ground unit of an Automatic Train 

Protection system. 

OPERATION DESCRIPTION 

Balise Laying 

It requires several operations: track ballast removal, positioning and 
fixing of the support, laying of the connection cable, and finally laying 
of the balise. Strict design requirements are required in term of 
tolerance of the installation angle and positioning of connection cable. 
A nearby metal-free zone is required. 

Balise 
configuration 

It is performed connecting the balise to a computer through a 
connection cable. 

Maintenance 
It requires several operations: fault detection, fault isolation, 
configuration of a new balise, replacement of the failed balise. Several 
measuring instruments are generally used. 

Encoder 
wiring 

It requires the correct connection of the cables to the encoder. It is a 
critical task since incorrect connection could lead to the transmission 
of incorrect information to the train. 

 
These activities have been studied in the next subsections in order to estimate 

the human error probability of each operation in different scenarios.  
 
 
 
 
 



Proposed improvements in HRA for railway 
 

177 

5.4.2 Human error probability estimation 
After the preliminary steps 1-2 automatically performed by the developed 

tool, step 3 of the proposed procedure consists in the selection of the proper 
task for the considered human operation. The four above-described human 
operations have been studied considering: 

• Balise Laying: GTT R3 since it is a simple action performed following 
suitable well-defined procedures. The selected membership function is 
the lowest admissible “Very Low” since it is a standardized procedure 
carried out by well-trained operator. 

• Balise Configuration: GTT R4 since it is a skill-based task performed 
by a well-trained operator. The operation is simple, but there is some 
possibility of confusion due to the programming of several identical 
balises. Therefore, the selected membership function is the lowest 
admissible “Low”. 

• Maintenance: GTT R6 is the task of RARA specifically developed for 
maintenance actions following a procedure. The selected membership 
function is the lowest admissible “Low” since it is a standardized 
procedure carried out by experienced operator. 

• Encoder wiring: GTT R3 since it is a simple action performed following 
suitable well-defined procedures. The selected membership function is 
“Low” which is a bit higher than the balise laying since it requires a 
higher mental involvement. 

 
Once selected the GTT and its membership function, some scenarios of the 

external and internal conditions are proposed. In particular, for each one of the 
operation two different scenarios are taken into account: 

1. Optimal case is the most likely situation.   
2. Stressed and Fatigued when the operators are tired and stressed 

because of previous work or personal reasons. 
 
Both scenarios consider the same EPCs as follow: 

• T2: “a shortage of time available for error detection and correction”. 
To perform the operations on ATP, the railway line must have been 
blocked. Consequently, to minimize the railroad unavailability the 
operators have to work quickly. 

• P2: “fatigue from shift and work patterns”. Represents the likelihood 
that operators are tired from the previous works. 
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• P6: “low workforce morale”. Consequence of the fatigue and stress 
from the work shift. 

• E: “a poor or hostile environment”. These operations have to be 
performed outdoor on the track and generally at night, moreover 
sometimes the work locations are accessible only by walking. 
Therefore, to consider all these aspects, this EPC has been taken into 
account. 

 
Some important EPCs which are usually taken into account during this kind 

of analysis has been neglected thanks to fundamental information provided by 
the company that manage operation and maintenance of the ATP under 
analysis. In particular, EPCs related to experience of the operator and perceived 
risk have been neglected since the operator that perform the task are 
experienced and well-trained regarding the risk of their work. Moreover, 
detailed documentation regarding the specific task is provided by the company 
to the operator allowing the analyst to neglect several others EPCs.  

Table 5.3 summarizes all the scenarios considered. For the sake of 
representation, only the first letter of each linguistic variable has been used, 
namely VL=Very Low, L=Low, M=Moderate, H=High and VH=Very High.  

The four operations are evaluated with the above EPCs and considering both 
stressed and non-stressed operators (Scenario 1. And 2. Respectively). The 
EPCs P2 and P6 related to stress and fatigue conditions have been set “Very 
Low” for all the tasks in the Optimal scenario, while have been set “Very High” 
for all the tasks in the second scenario. This option allows to easily quantify 
the effect of a stressed and fatigued operator on the human error probability. 
The environment-related EPC (E) has been set “Moderate” in case the 
operation has to be performed on the tracks (Balise laying and Maintenance), 
while it has a slightly minor effect (“Very Low”) in case the task is performed 
near the tracks (Balise configuration and Encoder wiring). Finally, the T2 EPC 
related to the available time has been set considering the average task duration 
of each operation. 
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Tab. 5. 3- Input data used to calculate the Human Error Probability of the four 
considered operations in two different scenarios. 

Operation Selected Task Scenario 
EPC 

T2 P2 P6 E 

Balise laying GTT R3 "Very Low" 
1. Optimal Case M VL VL M 

2. Stressed and Fatigued M VH VH M 

Balise 
configuration 

GTT R4 "Low" 
1. Optimal Case VL VL VL L 

2. Stressed and Fatigued VL VH VH L 

Maintenance GTT R6 "Low" 
1. Optimal Case M VL VL M 

2. Stressed and Fatigued M VH VH M 

Encoder wiring GTT R3 "Low" 
1. Optimal Case L VL VL L 

2. Stressed and Fatigued L VH VH L 

 
The results of the Human Error Probability assessment (Step 5 and Step 6) 

are illustrated in Fig. 5.7.  
 

 
Fig. 5. 7- Results of the proposed approach. Fuzzy Human Error Probability and 

Defuzzified HEP in two different scenarios (Optimal case in blue and Stressed and 
Fatigued in red). Each plot illustrates the results of a different activity.   

 
Each subplot shows fuzzy human error probability HEP� (continuous trend) 

0 5 10 15 20 25
HEP Percentage [%]

0

0.5

1

De
gr

ee
 o

f m
em

be
rs

hi
p

Balise Laying
1. Op�mal Case
2. Stressed and Fa�gued

0 2 4 6 8 10 12 14
HEP Percentage [%]

0

0.5

1

De
gr

ee
 o

f m
em

be
rs

hi
p

Balise Configura�on
1. Op�mal Case
2. Stressed and Fa�gued

0 5 10 15 20 25 30
HEP Percentage [%]

0

0.5

1

De
gr

ee
 o

f m
em

be
rs

hi
p

Maintenance
1. Op�mal Case
2. Stressed and Fa�gued

0 5 10 15 20 25
HEP Percentage [%]

0

0.5

1

De
gr

ee
 o

f m
em

be
rs

hi
p

Encoder Wiring
1. Op�mal Case
2. Stressed and Fa�gued



Proposed improvements in HRA for railway 
 
 

180 

and defuzzified HEP∗ (vertical dotted line) of a single task in both the considered 
scenarios. The Optimal case is illustrated using blue lines, while the red color 
stands for the Stressed and Fatigued scenario. Analyzing Fig. 5.7 is clear that 
the P2 and P6 EPCs related to the stress and fatigue condition of the operator 
deeply affect the human performances. Both fuzzy HEP� and defuzzified value 
HEP∗ shows a remarkable increase when the second scenario is taken into 
account. That remarks the importance of stress management to ensure a low 
error probability. Furthermore, companies should develop the working shift and 
the maintenance operation taking into account the negative effect of fatigue 
and long consecutive shifts.  In order to better compare the results of the 
proposed approach, Fig. 5.8 illustrates a bar chart of the defuzzified HEP∗. Each 
set of bar stands for a different operation. The optimal case is illustrated using 
blue bars, while the red bars stand for the Stressed and Fatigued scenario. 
What stands out from the figure is that the Maintenance Operation is the most 
challenging task for the ATP under analysis in both the analyzed scenarios. 
This is mainly due to the fact that the maintenance operation requires a 
sequence of different activities involving fault diagnosis, control and 
verification. Another critical task is the encoder wiring which provides the 
second highest HEP∗ due to the high number of cables to be connected. Balise 
laying and balise configuration result to be less critical and challenging, with a 
lower human error probability.  

 

 
Fig. 5. 8- Bar chart of the defuzzified HEP* obtained using the proposed approach 

considering four different tasks and two simulation scenarios (1. Optimal case using 
blue and 2. Stressed and Fatigued using red). 
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5.4.3 Comparison with the classical RARA approach  
In order to test and validate the effectiveness of the fuzzy-based proposed 

approach the results of the previous analysis are compared with a human error 
probability estimation achieved using the RARA method.  

Table 5.4 summarizes the input data required by the RARA method for each 
one of the considered tasks.  

 
Tab. 5. 4- Input Data used to calculate the Human Error Probability using the 

RARA method 

OPERATION SCENARIO PARAMETERS 
EPC 

T2 P2 P6 E 

Balise laying 
 
GTT R3         
HEPnom=0.05% 

1. Optimal 
Case 

MA 11 2.6 1.2 8 

APOA 0.6 0.1 0.1 0.6 

Affect 7 1.16 1.02 5.2 

2. Stressed 
and Fatigued 

MA 11 2.6 1.2 8 

APOA 0.6 0.9 0.9 0.6 

Affect 7 2.44 1.18 5.2 

Balise 
configuration 
 
GTT R4     
HEPnom=0.2% 

1. Optimal 
Case 

MA 11 2.6 1.2 8 

APOA 0.2 0.1 0.1 0.3 

Affect 3 1.16 1.02 3.1 

2. Stressed 
and Fatigued 

MA 11 2.6 1.2 8 

APOA 0.2 0.9 0.9 0.3 

Affect 3 2.44 1.18 3.1 

Maintenance 
 
GTT R6      
HEPnom=0.11% 

1. Optimal 
Case 

MA 11 2.6 1.2 8 

APOA 0.6 0.1 0.1 0.6 

Affect 7 1.16 1.02 5.2 

2. Stressed 
and Fatigued 

MA 11 2.6 1.2 8 

APOA 0.5 0.9 0.9 0.6 

Affect 7 2.44 1.18 5.2 

Encoder wiring 
 
GTT R3     
HEPnom=0.1% 

1. Optimal 
Case 

MA 11 2.6 1.2 8 

APOA 0.4 0.1 0.1 0.4 

Affect 5 1.16 1.02 3.8 

2. Stressed 
and Fatigued 

MA 11 2.6 1.2 8 

APOA 0.4 0.9 0.9 0.4 

Affect 5 2.44 1.18 3.8 
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For the sake of comparison, the GTT and the EPCs selected in the RARA 
assessment are the same one used in the proposed approach. The nominal HEP 
of each task has been selected within the range of the admissible value provided 
by RARA following the guidelines of the company that manage operation and 
maintenance of the ATP under analysis. The APOA value of each EPC has 
been assessed following the same considerations of the previous analysis. Each 
Affect is calculated using Equation (4.1), while the resulting HEP is evaluated 
with Equation (4.3).  

The results of the comparison of RARA and proposed fuzzy-based approach 
is shown in Table 5.5, where the HEP of the four operation is reported 
considering both scenarios. The difference between the Human Error 
Probability provided by RARA (literature comparison) and proposed approach 
is negligible leading to comparable results of all the studied operations. 
Therefore, the proposed approach is validated by the comparison with the 
widest used technique in railway engineering. 

 
Tab. 5. 5- Comparison between Classical RARA method and Proposed Fuzzy-based 

Approach. 

OPERATION 
1. OPTIMAL CASE 2. STRESSED AND FATIGUED 

PROPOSED 

APPROACH 
LITERATURE 

(RARA) 
PROPOSED 

APPROACH 
LITERATURE 

(RARA) 

Balise Laying 2.0153% 2.1534% 4.4833% 5.2401% 

Balise Configuration 2.5365% 2.2008% 5.6543% 5.3553% 

Maintenance 5.1424% 4.7375% 11.4646% 11.5283% 

Encoder Wiring 3.8386% 2.2481% 8.5443% 5.4705% 

 
The proposed algorithm allows to achieve results fully comparable with the 

RARA model available in literature with a simpler, less complex and more 
intuitive approach. The main advantages of the proposed fuzzy-based method 
respect to the HRA literature in railway field are the following: 

• The proposed approach provides a range of possible HEP with different 
degree of membership. This is a fundamental skill since HRA is not an 
exact science and therefore is not recommended to consider a crisp HEP 
value. 

• Fuzzy logic is the most suitable approach in case of incomplete and 
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uncertain data. In fact, data regarding human error in railway are not 
always available, especially in case of near miss. 

• Comparing the required input data for the proposed approach and the 
RARA method is extremely evident how the parameter assessment is 
easier using the proposed approach. In fact, the use of linguistic 
variables to assess the input data is closer to human intuition than 
numbers assessment.  

• Fuzzy minimizes subjectivity of the assessment as well as it accurately 
balances the tradeoff between precision and significance. 

 
 
 
 

5.5  Final remarks   

Human errors are one of the primary causes of accidents in railway. Despite 
several different techniques are available to study human reliability, Railway 
Action Reliability Assessment (RARA) is the only method specifically 
developed for railway industry. In this paper an innovative fuzzy-based 
approach has been presented to evaluate the human error probability in railway 
engineering. The database of RARA has been used as a starting point for the 
proposed procedure. Then, fuzzy logic has been implemented to overcome the 
subjectivity of the assessment and to deal with the uncertain data that 
characterize human reliability analysis. The α-cut theory and fuzzy interval 
arithmetic are used to calculate the human error probability.  

To test and validate the performances of the proposed approach, the 
procedure has been applied to four human operations performed on an 
automatic train protection system. The method shows full compatibility of the 
results provided by literature, without necessity to select number and values 
during the assessment. Therefore, this procedure could be performed also by 
non-expert analysts with minimum subjectivity.  
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CHAPTER 6 
 
DYNAMIC HRA: AN INNOVATIVE 

APPROACH FOR RAILWAY 

INDUSTRY 
  
 

This chapter introduces an innovative third generation HRA 
technique for the assessment of the human error probability. 
Third generation techniques are not developed in railway field 
therefore the proposed E-SHERPA has been specifically 
designed for this type of application taking into account 
operational tasks dedicated to railway operators. Furthermore, 
other significant contributions of the proposed method are the 
ability to take into account a time-dependent model, the ability 
to introduce one or more breaks during the time-shift and the 
introduction of the Yerkes-Dodson law used to model the 
Eustress concept (i.e. beneficial level of stress).  

  

1 The proposed HRA method has been published as “M. Catelani, L. Ciani, G. Guidi, 
and G. Patrizi, “An enhanced SHERPA (E-SHERPA) method for human reliability 
analysis in railway engineering, Reliab. Eng. Syst. Saf., vol. 215, p. 107866, Nov. 2021”. 



Dynamic HRA: An innovative approach for railway industry 
 
 

186 

6.1.  Second proposed method: Enhanced-
SHERPA (E-SHERPA) 

There are several techniques to evaluate the human error probability. Each 
technique is classified into one of three different generations, based on its 
characteristic. The first-generation techniques are milestones, they consider a 
human being the same as a component which is only capable to succeed or fail. 
Despite their obsolescence they are still in use in many fields of application. 
The second generation represents the evolution of the previous one and focuses 
on the contribution of cognitive action in an accident situation, by considering 
the role of the context. Finally, the third generation focuses on the dynamic 
relationship and dependence between the factors which affect the human 
performances.   

Even if there are several HRA (Human Reliability Analysis) techniques only 
few procedures for human error analysis specifically developed and customized 
on railway engineering are available. The most implemented method is a first 
generation technique developed by Rail Safety and Standards Board in 2012 
known as Railway Action Reliability Assessment (RARA) [236]. This technique 
provides positive results in terms of human error probability, but it does not 
simulate different scenarios as well as it does not take into account a time-
dependent behavior of the operator. Furthermore, most of the third-generation 
techniques available in literature focuses on nuclear applications [168], [169] 
(except for a method developed for avionics field) leaving a critical sector such 
the railway engineering completely unstudied by the most accurate, innovative, 
leading-edge third-generation techniques.  

Therefore, the aim of this chapter is to develop an innovative method for 
human reliability analysis in railway engineering integrating the error 
probability of the RARA technique into a SHERPA-based time-dependent 
model (SHERPA is the acronym of Simulator for Human Error Probability 
Analysis). The Weibull probability density function is used to simulate the 
time-dependent model of the human error probability during the work shift. 
The main contributions of this chapter are the following: 

• Introduction of the first third-generation HRA technique specifically 
developed and customized on railway engineering integrating the task 
provided by RARA within a SHERPA-based simulator. 

• Accurate and detailed proof of the identification of the optimal 
Weibull parameter that best describe the human behavior.    
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• Time-dependent model of the human error probability varying during 
the work shift which takes into account the fatigue cumulated during 
the shift by the operator and the beneficial effects of a break on the 
probability of committing an error. Both coffee break and lunch 
break are considered within the proposed method.  

• Introduction of the Yerkes–Dodson curve describing the relationship 
between stress and performances in case of a difficult task. The 
Eustress concept (beneficial stress which increases the performance 
of the operator) is taken into account within the proposed procedure 
to model the performance shaping factor accordingly.   

 
The proposed method is called Enhanced SHERPA (E-SHERPA) because it 

starts from the structure and the main findings of the SHERPA method [168]. 
The novelties introduced in the approach regard the introduction of some 
factors and parameters to improve the estimation and to ensure the correct 
application to railway industry. The E-SHERPA is characterized by four main 
points which corresponds to the main extension and contribution respect to the 
regular SHERPA [168]: 

A. According to the regular SHERPA the nominal HEP follows a time-
dependent trend described by Weibull distribution. The proposed 
technique introduces the use of the Generic Task Type specifically 
designed for the railway industry to simulate the human behavior in 
compliance with the RARA model.  

B. The PSF of the SPAR-H technique are implemented to shape the 
human error probability based on internal and external factor. The 
result of this operation is called Contextual HEP.   

C. The contextual HEP is modified introducing the concept of Eustress 
described by the Yerkes-Dodson law.  

D. The simulation provides the possibility of considering one or more 
breaks in the work shift. This final step allows to simulate the HEP 
based on the duration of the break. 
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6.2.  Structure of the proposed E-SHERPA 
 

6.2.1 Nominal HEP 
The first step of the E-SHERPA is the evaluation of the nominal HEP. 

RARA suggests classifying the human operation in railway engineering 
according to a set of eight generic task types. RARA provides a generic 
description of a task and a bound of the human error probability for each 
generic task type. To estimate the nominal HEP, the first step that should be 
performed is the selection of the GTT which best matches the studied task.   

The Skill, Rule and Knowledge (SRK) based classification developed by J. 
Rasmussen [174] has been used to group the GTTs as follow:  

• “More automated and skill-based processes” includes operations that 
requires little conscious effort, such as simple and/or well learnt tasks. 

• “More effortful and rule-based processes” includes the operations that 
require more mental involvement. At the same time, usually operators 
are trained so that they can apply previously learned rules when 
implementing this kind of task. 

• “Thinking outside procedures” includes all the operations that require 
considerable mental involvement because of an unusual situation is 
occurred. This group is characterized by a high HEP values because 
dealing with novel or unusual situations is considered the most probable 
cause of accidents.  

 
Table 4.5 shows the eight GTTs grouped into three categories and the 

respectively HEP bounds. The HEP data included in Table 4.5 are in 
compliance with RARA approach [236].  In the proposed method the RARA 
dataset has been used since no other sources regarding human errors in railway 
field are currently available.  𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 represents the minimum value of the n-
th GTT, while 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 stands for the maximum value of the n-th GTT. In 
particular the eight possible GTTs included in the proposed E-SHERPA are 
the following: 

R1. Respond correctly to system command even when there is an 
automated system providing accurate interpretation of system state. 

R2. Completely familiar, well designed, highly practiced task which is 
routine. 

R3. Simple response to a dedicated alarm and execution of actions covered 
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in procedures. 
R4. Skill-based tasks (manual, visual or communication) when there is some 

opportunity for confusion. 
R5. Fairly simple task performed rapidly or given insufficient or inadequate 

attention. 
R6. Restore or shift a system to original or new state, following procedures 

with some checking. 
R7. Identification of situation requiring interpretation of alarm/ indication 

patterns. 
R8. Complex task requiring a high level of understanding and skill. 

 
Di Pasquale et al. [168] demonstrates that Weibull function is the best 

approximation of the human performances. The Weibull probability density 
function 𝑓𝑓𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) is described by the following equation [324], [325]: 

 
 𝑓𝑓𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) =  

𝛽𝛽
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 (6.1) 

 
Where 𝛼𝛼 is called scale parameter and 𝛽𝛽 is called shape parameter. The 

Weibull cumulative distribution function 𝐹𝐹𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) is given by [324], [325]: 
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 (6.2) 

 
In reliability field, the cumulative distribution function 𝐹𝐹𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) represents 

the unreliability, which is the probability of committing an error. Thus, in HRA 
𝐹𝐹𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) stands for the human error probability.  

 
 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡)  =  𝐹𝐹𝑤𝑤𝑤𝑤𝑤𝑤𝑤𝑤(𝑡𝑡) = 1− 𝑒𝑒−�

𝑡𝑡
𝛼𝛼�

𝛽𝛽

 (6.3) 

 
However, as pointed out in [168], the classical Weibull distribution needs 

some modifications to best fit the human work-shift behavior. In fact, the 
classical Weibull error probability increases with time and has a minimum at 
time t=0  [325]. In other words, Weibull distribution considers the minimum 
level of HEP (and consequently the maximum human reliability) at the initial 
time of the work shift. Despite this, according to [168], the natural behavior 
and performance of an operator is a bit different. Humans are characterized by 
a natural process of adaptation to a given operation. This results in a higher 
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error probability in the initial part of the shift. In this transient phase the 
human error probability decreases to reach the minimum value in the first hour 
of processing. Consequently, the Weibull function needs to be adjusted to these 
requirements (a HEP trend that first decreases reaching the minimum at the 
first hour and then start increasing). 

Considering the probability bound included in table 4.5 it is possible to 
associate a Weibull function to each one of the GTT, as follow: 

 
 

𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡) = �1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(1−𝑡𝑡)𝛽𝛽        ∀𝑡𝑡 ∈ [0; 1]       
1 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(𝑡𝑡−1)𝛽𝛽         ∀𝑡𝑡 ∈ (1; 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚)

 (6.4) 

 
Where: 
• 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡) is the nominal time-dependent human error probability. 
• k is set to obtain a distribution with minimum value of HEP after 1 

working hour.    
• α is the scale parameter of the Weibull distribution. It is set to obtain 

a distribution with maximum value of HEP at the end of the working 
shift (𝑡𝑡 = 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚).  

• β is the shape parameter of the Weibull distribution. According to [168] 
the optimal solution is β=1.5. 

 
Eq. (6.4) has been validated in [168] in order to update the model of the 

classical Weibull distribution to best fit the dynamic performances of a human 
operator. In fact, using eq. (6.4) the human error probability starts decreasing 
until it reaches the minimum value after 1 working hour to consider the human 
process of adaptation described above. Moreover, according to eq. (6.4) the 
HEP starts increasing after 1 h until it reaches the maximum value at the end 
of the working shift. This situation is the more plausible one due to the 
cumulative fatigue along the working shift. Furthermore, the attention of the 
operator tends to decrease approaching the end of the working shift, proving 
once more why the worst condition is obtained at the end of the shift.  

Table 6.1 illustrates the k, α and β values for all the GTT calculated 
according to the proof included in Annex A. 

Fig. 6.1 shows all the nominal HEP trends obtained using (6.1) and Table 
6.1 for all the GTTs.  
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Tab. 6. 1–Generic Task Type and corresponding parameter values evaluated as 
proof included in Annex A 

GTT k α β 

R1 0.999994 0.00004829 1.5 

R2 0.99992 0.0003750 1.5 

R3 0.99992 0.0003750 1.5 

R4 0.998 0.0001083 1.5 

R5 0.94 0.0041785 1.5 

R6 0.9992 0.0003361 1.5 

R7 0.98 0.0089700 1.5 

R8 0.88 0.01083520 1.5 

 

 
Fig. 6. 1-Nominal HEP calculated as a Weibull function using equation (6.1) for 

each of the GTT.  
 
The greatest error probability is represented by the HEP of the task R8. 

Also, tasks R5 and R7 are characterized by high error probabilities. Quite the 
opposite, R1, R2, R3, R4 and R6 are characterized by lower value of HEP and 
thus the trend is not completely visible in the scale used in fig.6.1.  

The time indicated in Fig. 6.1 represents the work shift of the operator under 
analysis. Thus, only a time interval of 8 h has been considered since it is the 
usual time duration of most works. However, it is not always ensured a work 
shift of 8 h. For this reason, the time variable t in eq. (6.4) could assume values 
from 0 to 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚, where 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚 is a generic variable which is not necessarily equal 
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to 8 h. As a matter of fact, in case of extended work shift longer than 8 h, the 
trends of the nominal HEP in Fig. 6.1 continues to increase following the model 
in eq. (6.4). Consequently, extended work shifts could lead to higher human 
error probabilities.  

 
 
 

6.2.2 Contextual HEP 
The contextual HEP is an extension of the nominal HEP which represents 

the human error probability updated using the factors that improves or 
decreases human performances.  

In compliance with SHERPA method, the proposed E-SHERPA uses the 
Performance Shaping Factor (PSF) of the SPAR-H method. The benefits of 
this choice are manifold:  

• It provides a reasonable number of PSF. 
• It is easy to implement, and it contains PSF which are realistic in 

railway engineering.  
• It is one of the few HRA methods that includes PSF that influence the 

human performance both positively (corresponding to a PSF value less 
than one) and negatively (corresponding to a PSF value higher than 
one).    

 
SPAR-H considers eight PSFs, namely: available time, stress, complexity, 

experience and training, procedures, ergonomics, fitness for duty and work 
process.  

The impact of the context is assessed using the following equation: 
 
 𝐻𝐻𝐻𝐻𝐻𝐻𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑡𝑡) =

𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 ∙ ∏ 𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑚𝑚
𝑖𝑖=1

𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 ∙ (∏ 𝑃𝑃𝑃𝑃𝑃𝑃𝑖𝑖𝑚𝑚
𝑖𝑖=1 − 1) + 1 (6.5) 

 
Where 𝐻𝐻𝐻𝐻𝐻𝐻𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐(𝑡𝑡) is the time-dependent contextual HEP, and 𝑚𝑚 is the 

number of selected PSF (1 ≤ 𝑚𝑚 ≤ 8). 
SPAR-H provides a guide for the selection of the correct multiplier of the 

PSF; all the values are reported in Table 6.2 and Table 6.3. 
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Tab. 6. 2–PSFs of the proposed method and corresponding multiplier value. Part A. 
Source [189]. 

SPAR-H PSF Ref PSF level Multiplier 

Available time 

A1 Inadequate time P(failure)=1 

A2 Time available=time required 10 

A3 Nominal time 1 

A4 Time available > 5x time required 0.1 

A5 Time available > 50x time required 0.01 

A6 Insufficient information 1 

Stress 

S1 Extreme 5 

S2 High 2 

S3 Nominal 1 

S4 Insufficient information 1 

Complexity 

C1 Highly complex 5 

C2 Moderately complex 2 

C3 Nominal 1 

C4 Insufficient Information 1 

Experience training 

E1 Low 3 

E2 Nominal 1 

E3 High 0.5 

E4 Insufficient information 1 

Procedures 

PR1 Not available 50 

PR2 Incomplete 20 

PR3 Available, but poor 5 

PR4 Nominal 1 

PR5 Insufficient information 1 
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Tab. 6. 3– PSFs of the proposed method and corresponding multiplier value. Part 
B. Source [189]. 

SPAR-H PSF Ref PSF level Multiplier 

Ergonomics 

ER1 Missing/misleading 50 

ER2 Poor 10 

ER3 Nominal 1 

ER4 Good 0.5 

ER5 Insufficient information 1 

Fitness for duty 

P1 Unfit P(failure)=1 

P2 Degraded fitness 5 

P3 Nominal 1 

P4 Insufficient information 1 

Work processes 

W1 Poor 5 

W2 Nominal 1 

W3 Good 0.5 

W4 Insufficient information 1 

 
A brief note regarding the Performance Shaping Factor “A1- Available Time” 

included in Table 3 is required. The PSF available time is intended to evaluate 
the effect of insufficient time to perform a task. Therefore, the PSF A1 is not 
related to the time variable in Eq. (6.4) and Fig. (6.1). 

As a matter of fact, the time variable in Eq (6.4) represents the duration of 
the working shift. The available time in PSF A1 represents the amount of time 
that the operator has available to perform a specific task, while the required 
time is a reasonable amount of time required to finish the task in standard 
conditions. During the work shift the operator could carry out one or more task, 
depending on the work plan. Many times, in railway-related operations, the 
operator has to perform the task as quick as possible to minimize the downtime 
of the rail network. The greater the available time, the lower the error 
probability. Therefore, the A1 PSF models this effect in order to obtain a 
reliable HEP estimation. 

According to SPAR-H [189] the use of PSF lower than 1 characterized by a 
positive impact on the human performance is essential to address the potential 
beneficial influence of the context. For example, if the operator is highly 
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experienced, SPAR-H gives the opportunity to select the PSF E3 which is 
characterized by a multiplier of 0.5 leading to a positive impact on the nominal 
HEP regardless the selected task. Quite same considerations could be given if 
the available time to perform the task is greater than the required time. Both 
PSF A4 and A5 could be selected, and both of them have a positive impact on 
the nominal HEP since the operator has a lot of time to perform the task and 
to ensure that he has not make any mistakes. 

 
 
 

6.2.3 Application of the Yerkes-Dodson Law to Stress 
PSF 
One of the most interesting PSF is the stress. Several works in literature 

show the stress’ effects on attentional processes. Psychological stress along with 
various forms of workload tend to tunnel attention, reducing focus on peripheral 
information and tasks and centralizing focus on main tasks. Hans Salye firstly 
introduced the term Eustress which means good/beneficial stress. Eustress 
stands for the positive cognitive response to a proper amount of stress [326], 
[327]. Yerkes and Dodson in [328], introduced a law of human performance 
which include the concept of Eustress along with the classical stress (distress).  

According to the Yerkes-Dodson law (Y-D law), increasing the stress level 
the human performances progressively increase up to an optimal point. Beyond 
this point any further increases in stress produce a gradual decline in 
performances. In other words, if the psycho-physical activation is too low, the 
operator could undertake the task with an excessively relaxed approach. Quite 
the opposite, if the stress level is too high, the operator could perform the 
operations in a state of excessive and uncontrolled excitement, thus its behavior 
will probably be fraught, chaotic and fruitless. The model is described by the 
stress-performance curve shown in Fig. 6.2. 

The Stress PSF of the classical SPAR-H included in Table 6.2 considers the 
reduction of human performances only in case of increase of the stress level. 
However, Y-D law shows the importance of taking into account also a low level 
of stress since it can seriously lead to an excessively relaxed behavior of the 
operator (that could be dangerous). Therefore, the Stress PSF has been updated 
considering the effect of low-level stress and the beneficial stress (Eustress). 
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Fig. 6. 2 - Yerkes-Dodson model describing the relationship between performance 

and stress. The intermediate part is the Eustress or beneficial stress.  
 
Fig. 6.3 compare the Y-D stress-performance law with the updated PSF 

multipliers, while Table 6.4 summarizes the multiplier of the updated Stress 
PSF integrating the concept of beneficial stress introduced by the Yerkes-
Dodson law. The optimal stress level (S4) is characterized by a PSF value lower 
than 1, which decreases the HEP. That represents the introduction of the 
Eustress inside the model of the SPAR-H Stress PSF. The “Extremely Low” 
and “Low” PSF level have been introduced to model also the first section of 
the Y-D law. 

 

 
Fig. 6. 3 Multiplier of the stress PSF considering the Y-D law. The PSF levels (blue 

bars) are compared to the Y-D stress-performance curve.   
 

 

Stress

Pe
rfo

rm
an

ce
Distress DistressEustress



Dynamic HRA: An innovative approach for railway industry 
 

197 

Tab. 6. 4– Performance Shaping Factors related to Stress factor integrating Yerkes-
Dodson law 

PSF Ref PSF level Multiplier 

Stress including  
Y-D law 

S1 Extremely high 5 

S2 High 2 

S3 Nominal+ 1 

S4 Optimal 0.5 

S5 Nominal- 1 

S6 Low 2 

S7 Extremely low 5 

 
To understand the implication of the Y-D law in railway-related field many 

technical papers and reports have been analyzed. The documents have been 
provided by a rail transport system manufacturer which also manages 
installation, operation and maintenance of railway systems. According to these 
papers, most of the time the human operations have to be performed at night 
on railroad tracks. Sometimes, the specific point of the tracks is accessible only 
by foot passing through mountains and woods. Other times the operator has to 
work adjacent to operative railroad tracks with nearby moving trains. Other 
times the operators have a really limited amount of time to perform the task.  

All these situations influence the amount of stress that the operator has to 
face performing the task. 

Fortunately, it is extremely improbable that more than one of the above-
mentioned scenarios affect the operator in a single work shift. As a matter of 
fact, considering the average installation or maintenance operation performed 
at night on items mounted nearby railroad tracks, the amount of stress due to 
an operation performed at night is well described by the “S4 - Optimal” 
condition. According to these documents, performing the operation at night 
gives the right amount of stress to the operator which will be able to work at 
his/her optimal performances. However, if other stress sources (such as difficult 
to access the place, or the presence of nearby moving trains) add up, then it is 
likely that this high amount of stress level will produce a decrease of the 
operator performances. This scenario is well-described by the PSF “S3 - 
Nominal+”, “S2 - High” or “S1 Extremely high”. Quite the opposite, if an 
operator is used to work in such stressful environments, when the task is 
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performed daytime, without moving trains around and in absence of any other 
stress sources, then it is probable that the operator will undertake the task with 
an excessively relaxed approach, leading to a performance decrease. Using the 
Y-D law, this scenario could be described using the PSF “S5 - Nominal-”, “S6 
- Low” or “S7 Extremely low”.  

The proposed E-SHERPA method assesses the Stress PSF using Table 6.4, 
while the other PSFs should be evaluated using Table 6.2.  

Taking into account all the PSFs, the contextual HEP (which is also a time-
dependent curve) is calculated using eq. (6.5). An example of the trend of this 
probability is illustrated in Fig.6.4, where the GTT R6 is implemented. It is 
possible to note how the trend varies with the choice of the PSFs and over 
time. For all the PSF value it is possible to note that the shape of the Weibull 
function is still present with a minimum for t = 1 h and then the HEP increases 
with time. 

 

 
Fig. 6. 4 - 3-D trend of the contextual HEP of GTT R6 varying the working time 

and the PSF effects. Y-D law is included. 
 
 
 

6.2.4 Introduction of breaks 
The model proposed in the classical SHERPA does not take into account a 

reduction of the likelihood of error after a break, as most of the paper in 
literature. Despite this, it is not reasonable to simulate the HEP without 
introducing a performance improvement due to the break. As a matter of fact, 
in case no breaks are considered (or equivalently in case the beneficial effects 
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of breaks are not considered) the following relationship is satisfied: 
 
 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚) =  𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (6.6) 

 
Where, as previously stated, 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 represents the maximum value of the 

n-th GTT. 
However, the introduction of break ensures a stress reduction and 

consequently it should lead to a reduction of the nominal HEP as follow: 
 
 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚) <  𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (6.7) 

 
In fact, the fatigue cumulated by the operator during the work shift is 

partially compensated by the rest and the relax time during the break. It is 
reasonable to assume that during a break the operator rests and thus his/her 
performances will increase. As a consequence, the probability of committing an 
error should decrease during the break before starting increase again when the 
shift begins. 

Therefore, the central point of the proposed E-SHERPA is the introduction 
of one or more breaks within the 8 hours classical work shift in order to provide 
a more reliable simulation. The base idea is to maintain unchanged the Weibull 
parameters k, α and β in Table 6.1. This is due to the fact that these parameters 
are strictly correlated to the operator task, but they are not linked to the 
working hours or to the presence of breaks.  

Supposing the presence of one break within the shift, the E-SHERPA nominal 
HEP is composed by three functions: 

• A function 𝑓𝑓1(𝑡𝑡) which describes the first part of the curve (before the 
break). It is the same function used to evaluate the nominal HEP in 
the classical SHERPA.  

• A function 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) which describes the human behavior during the 
break. In this section, the nominal HEP decreases over time since the 
operator rest during the break. However, in compliance with the Y-D 
law, if the break is too long (e.g. over 1 h) then the behavior of the 
operator could be extremely relaxed leading to a decrease in 
performances. For these reasons, the function 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) has the same 
parameters of 𝑓𝑓1(𝑡𝑡). The only differences are a time shifting and a 
probability increase ∆1 set to guarantee a continuous function. 

• A function 𝑓𝑓2(𝑡𝑡) which describes the human error probability after the 
break. In this case, it is no more reasonable to assume a double 
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Weibull distribution as the one in eq. (4) used to describe 𝑓𝑓1(𝑡𝑡). Since 
the natural process of human adaptation to a given operation has 
already taken into account, in this time slot the error probability 
should start increasing until it reaches the maximum value (worst 
condition) at the end of the shift due to the cumulated fatigue. 
Obviously, the function must take into account also the fatigue of the 
operator after the first hours of work. Thus, 𝑓𝑓2(𝑡𝑡) is characterized by 
a time shifting and a probability increase ∆2 set to guarantee a 
continuous function.  

 
The mathematical model of the proposed nominal HEP is the following: 
  
 

𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡)  = �
𝑓𝑓1(𝑡𝑡)          0 ≤ 𝑡𝑡 ≤ 𝑡𝑡1      
𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡)        𝑡𝑡1 < 𝑡𝑡 ≤ 𝑡𝑡2     
𝑓𝑓2(𝑡𝑡)          𝑡𝑡2 < 𝑡𝑡 ≤ 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚

 (6.8) 

 
Where 𝑡𝑡1 is the initial time of the break, 𝑡𝑡2represents the end of the break 

and 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚  stands for the end of the working shift. An example of nominal HEP 
evaluated using the proposed E-SHERPA model is illustrated in Fig. 6.5 (task 
GTT R8 is involved). 

 

 
Fig. 6. 5 - Nominal HEP of the proposed E-SHERPA including a break in the 

middle of the working shift.   
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function 𝑓𝑓1(𝑡𝑡) as follow:  
 
 𝑓𝑓1(𝑡𝑡) = �1 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(1−𝑡𝑡)𝛽𝛽        0 ≤ 𝑡𝑡 ≤ 1 

1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(𝑡𝑡−1)𝛽𝛽        1 < 𝑡𝑡 ≤ 𝑡𝑡1
 (6.9) 

 
The function 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) could assume different models depending on the length 

of the break. The base idea is to use the modified Weibull distribution in eq. 
(6.4) with some small adaptation due to the initial time shifting and the 
necessity to ensure a continuous function. Therefore, in case the break duration 
is shorter than 1 hour, then 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) is described using only one Weibull function, 
as follow: 

 
 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) = ∆1 + 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙[1−(𝑡𝑡−𝑡𝑡1)]𝛽𝛽        𝑡𝑡1 < 𝑡𝑡 ≤ 𝑡𝑡2 (6.10) 

 
Instead, in case the break duration overcomes 1 hour long, then the Y-D law 

requires to modify eq. (6.10). In fact, too long breaks could lead to an 
excessively relaxed approach with a decrease of the operator performance and 
a consequent increase of the error probability. Thus, two modified Weibull 
functions are needed to model the HEP trend:  

 
 

𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡) = �∆1 + 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙[1−(𝑡𝑡−𝑡𝑡1)]𝛽𝛽     𝑡𝑡1 < 𝑡𝑡 ≤ 𝑡𝑡1 + 1
∆1 + 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙[(𝑡𝑡−𝑡𝑡1)−1]𝛽𝛽     𝑡𝑡1 + 1 < 𝑡𝑡 ≤ 𝑡𝑡2

 (6.11) 

 
Where the increment ∆1 is evaluated as follow: 
 
 ∆1= 𝑓𝑓1(𝑡𝑡1) −  𝑓𝑓1(0) (6.12) 
 ∆1= 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙ (𝑡𝑡1 − 1)𝛽𝛽      (6.13) 

 
Finally, the human likelihood of error after the break is given by function  

𝑓𝑓2(𝑡𝑡) as follow: 
 
 𝑓𝑓2(𝑡𝑡) = ∆2 + 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(𝑡𝑡−𝑡𝑡2)𝛽𝛽            𝑡𝑡2 < 𝑡𝑡 ≤ 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚 (6.14) 

 
The function 𝑓𝑓2(𝑡𝑡) is a modified version of the Weibull distribution in eq. 

(6.4) updated to ensure a monotonically increasing trend. The initial decreased 
behavior that lasts for the first hour of shift in function 𝑓𝑓1(𝑡𝑡) as in eq. (6.9) is 
not required in this case since the human operator has already adapted to the 
task. Therefore, function 𝑓𝑓2(𝑡𝑡) is used to model only the cumulative fatigue in 
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the final part of the shift. The increment ∆2 is evaluated requiring continuity 
of function, as follow: 

 
 𝑓𝑓2(𝑡𝑡2)  =  𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡2)  (6.15) 
 ∆2  + 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙ (𝑡𝑡2 −𝑡𝑡2)𝛽𝛽 − 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡2)  (6.16) 
 ∆2= 𝑓𝑓𝑏𝑏𝑏𝑏(𝑡𝑡2) +  𝑘𝑘 − 1 (6.17) 

 
In case the break duration is shorter than 1 hour the increment  ∆2 is 

evaluated using eq. (6.10). Thus: 
 
 ∆2= 𝑘𝑘 + ∆1 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙[1−(𝑡𝑡2−𝑡𝑡1)]𝛽𝛽 (6.18) 

 
Otherwise, in case the break duration is longer than 1 hour the increment ∆2 

is evaluated using eq. (6.11). Consequently: 
 
 ∆2= 𝑘𝑘 + ∆1 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙[(𝑡𝑡2−𝑡𝑡1)−1]𝛽𝛽 (6.19) 

 
The proposed model could be easily updated introducing two (or even more) 

breaks within the work shift. For instance, Fig. 6.6 shows the 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛 in case 
of two breaks with different break durations.  

 

 
Fig. 6. 6 - Nominal HEP of the proposed E-SHERPA including two breaks within the 

working shift. The first break could represent a coffee break, while the second one 
stands for a lunch break 
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The mathematical description of the HEP in case of two breaks remains the 
same as eq. (6.8). The model is updated as follow: 

 
 

𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛𝑛𝑛𝑛𝑛(𝑡𝑡)  =

⎩
⎪
⎨

⎪
⎧
𝑓𝑓1(𝑡𝑡)           0 < 𝑡𝑡 ≤ 𝑡𝑡1      
𝑓𝑓𝑏𝑏𝑏𝑏1(𝑡𝑡)       𝑡𝑡1 < 𝑡𝑡 ≤ 𝑡𝑡2     
𝑓𝑓2(𝑡𝑡)          𝑡𝑡2 < 𝑡𝑡 ≤ 𝑡𝑡3     
𝑓𝑓𝑏𝑏𝑏𝑏2(𝑡𝑡)       𝑡𝑡3 < 𝑡𝑡 ≤ 𝑡𝑡4     
𝑓𝑓3(𝑡𝑡)           𝑡𝑡4 < 𝑡𝑡 ≤ 𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚

 (6.20) 

 
Where 𝑡𝑡1 and 𝑡𝑡2 are the start and end time of the first break respectively. 

Quite the same, 𝑡𝑡3 and 𝑡𝑡4 are the start and end time of the second break 
respectively.  

Then, 𝑓𝑓𝑏𝑏𝑏𝑏1(𝑡𝑡) and 𝑓𝑓𝑏𝑏𝑏𝑏2(𝑡𝑡) describes the human error probability during the 
first and second break respectively, while 𝑓𝑓1(𝑡𝑡), 𝑓𝑓2(𝑡𝑡) and 𝑓𝑓3(𝑡𝑡) represent the 
HEP during the operative hours before and after the breaks. For the sake of 
brevity, the mathematical models used to evaluate the above-mentioned 
functions in case of two breaks are not included in the paper, but they could 
be easily obtained updating eq. (6.9-6.19).   

After the calculation of the nominal HEP using eq. (6.9-6.19), the proposed 
E-SHERPA requires the assessment of the contextual HEP using the eq. (6.5) 
and the introduction of the Eustress thanks to the Y-D law.  

 
 
 
 

6.3.  Validation of the proposed E-SHERPA 
The Automatic Train Protection (ATP) is a safety-oriented system which 

continually checks that the speed of a train is compatible with the permitted 
speed allowed by signaling. If it is not, ATP activates an emergency brake to 
stop the train.  

It aims to reduce or eliminate the possibility of driver error resulting in a 
train movement related accident by failing to obey a visually displayed line-
side or in-cab signal instruction [4]. Italian railway signaling system uses 
different kind of ATPs, depending on the motive power (either diesel or 
electric), the type of line (high-speed or regional transportation) the maximum 
speed and the number of tracks in the line. The “Sistema Controllo Marcia 
Treno” - SCMT (Italian acronym for train running control system) is the most 
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largely employed ATP in Italian rail network [329]. The study of SCMT is 
fundamental since it is the only Italian ATP harmonized with the European 
Railways Traffic Management System (ERTMS) which is a European standard 
that regulates the interoperability of railway network [330].  

SCMT is based on two subunits that interact with each other: an “Onboard 
subsystem - SBB” and a “Ground subsystem - SST”. The SST comprises an 
array of transponders (called PI – Italian acronym that stands for Information 
Point) located on specific point of the tracks, such as a signal, a semaphore or 
a reduced speed zone. When a train passes over a PI, a set of antennas mounted 
in front of the first truck energize the PI through induction. Thus, the PI passes 
information about the aspect of the next signal to the SSB. The SBB used these 
data along with train information to evaluate a "braking curve" which specifies 
the train speed that must be respected approaching the further track section. 
Failure of observing the signal instructions causes the SSB to command 
emergency braking, which lasts until the speed gets below the limit. 

Each PI of the SST is based on a set of balises mounted on the railroad tie 
in the center of the track. In order to ensure high availability and safety 
requirements, two nearby balises are required, as in Fig. 6.7. Generally, the 
“Ground subsystem - SST” also includes an encoder used to convert the 
signaling information from semaphores and signals into messages suitable for 
the balises.  The whole SST is illustrated in Fig. 6.8 

 

 
Fig. 6. 7 - Balises deployment on the railroad tie used by the SCMT to transmit 

information regarding the signal to the Onboard control. The distance between the 
balises refers to a rail track with maximum speed of 180 km/h. 
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Fig. 6. 8 - Complete “Ground subsystem” of the SCMT including an encoder and 

two balises. 
 
It is important to emphasize that the SCMT system (but more generally 

every ATP system) is a reliable and safe solution for correction or mitigation 
of human error during the train running, so that it becomes highly unlikely to 
cause an accident when such systems are used. The human errors that are 
significant for the safety of the railway system mainly reside in the design, 
installation, verification and maintenance phases of this safety-related systems. 
For this reason, the impact of the human factor on the aforementioned phases 
of the SCMT ground subsystem has been studied in this paper. 

The most critical human activities are as follow: 
• Balises laying it involves the following activities: track ballast 

removal, positioning and fixing of the support and laying of the 
connection cable. The main constrains during the balises laying are 
related to the low tolerance of the installation angle (tilting, pitching 
and yawing), to the metal-free zone nearby the balise and to the 
positioning of the connection cable which could generate interference 
problems.  

• Balise configuration: it is a simple operation involving the 
programming of the PI through a computer and a suitable cable.  

• Maintenance: it requires many activities to be performed. The first 
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step is the fault detection and isolation, which is followed by the 
configuration of a new item and the replacement of the non-
functioning item. These operations require the use of many measuring 
instruments. 

• Encoder wiring: it is a critical task with direct implications on safety. 
In fact, an incorrect wiring could lead to the transmission of incorrect 
information to the train (for example, the green light information 
could be transmitted when the light is red). 

 
 
 

6.3.1 Railway Track Maintenance Operation 
The proposed E-SHERPA method has been applied to the four tasks related 

to the SCMT ground subsystem explained in section 6.2.  In order to simulate 
the HEP of the considered tasks according to E-SHERPA method a simulation 
algorithm and a Graphical User Interface (GUI) have been specifically 
developed. The proposed algorithm simulates the task performed by the 
operator during its working shift in railway field. The developed software 
evaluates the human error probability based on the performance shaping factor 
and the presence of breaks.  

Fig. 6.9 shows the developed GUI which includes two graphs illustrating the 
nominal HEP without neither PSF nor break (top subplot) and the contextual 
HEP achieved with the proposed E-SHERPA (bottom subplot). The simulation 
illustrated in Fig. 6.9 refers to task GTT R6. It includes also a one-hour long 
break which starts after four working hours. The product of the PSF required 
to evaluate the contextual HEP is set equal to 6.10.  

Maintenance operations result to be the most critical and challenging task. 
The simulations related to this activity are illustrated in this section. More in 
detail in case the onboard subsystem detects a transmission problem with the 
ground unit (or if it received an incorrect message) a maintenance operation is 
required to identify and isolate the failure. 

The balise is a Line Replaceable Unit (LRU), which means that in case of 
failure this component should be replaced with a new one.  
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Fig. 6. 9 -  Proposed Graphical User Interface for the assessment of the E-SHERPA 
human reliability analysis. Task R6 is involved. PSF product is set equal to 10, the 
break starts after 4 h and the break duration is 1 h. The top subplot illustrates the 

nominal HEP, while the bottom subplot shows the contextual HEP achieved with the 
proposed E-SHERPA. 

 
Thus, the general procedure for balise maintenance is based on the following 

actions: 
• Fault detection and isolation.  
• Configuration of a new LRU in compliance with the configuration of 

the faulty balise.  
• Replacement of the faulty LRU with a new one.   

 
The fault detection and isolation procedure is based on three verifications 

steps: balise integrity, balise correct orientation and balise correct 
functionalities.  

The complete flowchart of the maintenance procedure is illustrated in fig. 
6.10.  
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Fig. 6. 10 - Complete Flowchart of the balise maintenance including all the task that 

the operator should carry out when maintenance is required. 
 
 
 

6.3.2 Human error probability estimation 
Thus, the general task type that better describe the maintenance operation 

is GTT R6 (“Restore or shift a system to original or new state, following 
procedures with some checking”).  

Table 6.1 provides the Weibull parameters used to evaluate the nominal HEP 
through eq. (6.8-6.19) of the maintenance task. Table 6.5 summarizes the 
performance shaping factors used to simulate the human behavior in four 
different operative contexts (called scenarios in the following). PSFs related to 
“Procedures” and “Work processes” are set to fixed values through the scenarios 
because they describe a well-structured and well-explained operation. Thus, in 
the simulations all the scenarios assume that the operators are fully aware of 
how they must proceed to complete the task.  
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Tab. 6. 5– PSF assessed in four different simulation scenarios. 

PSF 
SCENARIOS 

(1) Optimal (2) Real (3) Fatigued (4) Worst-case 

Available time A3 1 A2 10 A2 10 A2 10 

Stress S4 0.5 S2 2 S1 5 S1 5 

Complexity C2 2 C2 2 C2 2 C2 2 

Experience training E3 0.5 E3 0.5 E3 0.5 E2 1 

Procedures PR4 1 PR4 1 PR4 1 PR4 1 

Ergonomics ER3 1 ER3 1 ER3 1 ER2 10 

Fitness for duty P3 1 P3 1 P2 5 P2 5 

Work processes W3 0.5 W3 0.5 W3 0.5 W3 0.5 

PSF Product 0.25 10 125 2500 

 
Moreover, also the “Complexity” PSF is set to a fixed value since the task 

remain the same in all four scenarios. The four simulations are based on four 
different operative contexts: 

1. Optimal: this scenario assumes the most favorable conditions for the 
operator, such large time to complete the task, optimal stress level 
(according to Y-D law), well-trained operator, etc. These extremely 
low PSF levels are usually not achievable since this kind of task is 
performed outdoor, during night shift and with low available time. 

2. Real: this scenario is the most likelihood context for the maintenance 
task since it increases the PSFs related to stress and available time. 

3. Fatigued: this scenario refers to a context in which the mental and 
physical conditions of the operator are degraded.  

4. Worst-case: this scenario considers the most pessimistic context for the 
task. PSF related to time, stress and fitness for duty remain high. 
Moreover, this scenario assumes a not excellent training of the 
operator.  

 
The PSF product included in the final row of Table 6.4 is used to evaluate 

the contextual HEP in different scenarios.  
 
Fig. 6.11 illustrates the contextual HEP simulated in four different scenarios 
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in compliance with the PSFs included in Table 6.5. The settings of the break 
(both start time and duration) are equal in each simulation scenario. The top 
left subplot (scenario 1) provides too optimistic results extremely difficult to 
achieve in a complex, outdoor activity. The contextual HEP is even lower than 
the nominal HEP due to the PSF product lower than 1. Quite the opposite, 
results provided by scenario 4 (bottom right subplot) are unrealistic since the 
probability of failure reach extremely high level (around 90%).  Comparing 
scenarios (3) and (4) it is possible to understand the impact of a stressed and 
fatigues operator.  

 

 
Fig. 6. 11 - Contextual HEP of the Maintenance task simulated using four different 

scenarios. Start time and duration of the break is set to a fixed value.  
 
The difference obtained increasing Stress and Fitness for duty PSFs is quite 

remarkable, showing a consistent human error probability under these 
circumstances. In a safety-related environment such railway engineering the 
latter comparison should be useful to companies in order to take adequate 
countermeasures and prevent a high likelihood of accident. Companies should 
plan the working shifts accordingly in order to avoid fatigued operator. 

Since scenario (2) represents the realistic context, the following simulations 
are based on its PSFs.  

In order to analyze the impact of the break on the human error probability, 
Fig. 6.12 compares the SHERPA output with a simulation achieved using the 
proposed E-SHERPA. The break in the E-SHERPA method is set from the 
fourth to the fifth working hour in order to model a lunch break. The 
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cumulative number of working hours is 8 in both plots. The introduction of the 
break provides a considerable reduction of the error probability in the final part 
of the work shift, allowing an optimal model of the human performances.  

 

 
Fig. 6. 12 - Contextual HEP of the Maintenance task simulated comparing SHERPA 
(top subplot) and E-SHERPA (bottom subplot) methods. A one-hour long break has 

been set in the E-SHERPA model 
 
The effects of different break durations are illustrated in Fig. 6.13, where the 

scenario (2) has been simulated with four different breaks, namely 30 min, 60 
min, 90 min and 120 min. The start time of the break has been set after 4 
working hours, and 8 cumulative working hours (excluding the breaks) have 
been considered. The simulations show that the different break durations don’t 
have a remarkable impact on the HEP for the considered task.  

As it is possible to see in the bottom subplots in Fig. 6.13 only breaks longer 
than 1h have a counter-productive effect.  

Then, the impact of the breaks is evaluated in Fig. 6.14 comparing the HEP 
in case of one or two breaks. 

The top subplot in Fig. 6.14 shows the E-SHERPA simulation considering a 
single one-hour break, while the bottom subplot shows the simulation achieved 
including two shorter breaks (30 minutes each). The total amount of working 
hour is 8 h in both cases. Even if the total amount of break is the same in both 
simulation (1 h overall) the contextual HEP in case of two shorter breaks is 
lower than the other case (on average).  
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Fig. 6. 13 - Contextual HEP of the Maintenance task simulated varying the break 
duration (30 min – 60 min – 90 min – 120 min). Each plot shows 4 working hours 

before and after the break. 
 
 

 
Fig. 6. 14 - Contextual HEP of the Maintenance task simulated using only one long 

break (top subplot) or using two shorter breaks (bottom subplot). The total amount of 
break minutes is the same in both simulations (60 minutes) as well as the total amount 

of working hours (8 h).  
 
The proposed simulator allows designer to evaluate the human performances 

varying a PSF level. Fig. 6.15 highlights the importance of the Yerkes-Dodson 
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law showing different simulation of the same task achieved with different Stress 
PSF (as in Table 6.3). 

Extremely High or Extremely Low level of stress have a remarkable impact 
on the human performances increasing the error probability up to not 
acceptable levels. The figure also highlights the benefits achieved in case of 
Eustress. The blue trend (S4 = 0.5  -  Eustress) is the most important 
introduction due to the Y-D law providing even lower HEP than the nominal 
case (red trend). 

 

 
Fig. 6. 15 - Contextual HEP of the Maintenance task simulated using all the possible 

Stress PSF proposed in Table 4 according to the Yerkes-Dodson law. 
 
 
 

6.3.3 Validation with empirical data 
Finally, the proposed E-SHERPA approach has been validated comparing 

the simulated contextual HEP with a set of field data regarding the human 
errors during maintenance operation of railway systems.  

The details of the dataset under analysis are listed in the following: 
• Observation time period: 3 months. 
• Involved task: maintenance operation of railway signaling systems 

installed nearby railroad track. 
• Maintenance crew: 8 operators.  
• Working days: 6 days a week.  
• Shift: both daytime and nighttime work.  
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• Working hour per shift: 8 cumulative hours 
• Breaks: a single 1-hour break in the middle of the shift 

 
Although the complete set of field data were not available, the comparison 

illustrated in Fig. 6.16 highlights a significant correlation between the 
assessment carried out using the proposed E-SHERPA method and the 
observed data.  

More in detail, the simulation depicted in the top subplot of Fig. 6.16 refers 
to the maintenance task described using “GTT R6” and considering the real 
operating context “SCENARIO (2)”. The available field data are illustrated in 
the bottom subplot of Fig. 6.16 and they refer to the reported/observed human 
errors at four different moments of the work shift. The first bar shows the errors 
committed approximately after 1 working hour; the second bar stands for the 
error observed in the half-hour before the break; the third bar represents the 
errors committed by the operators approximately 1 h after the break and finally 
the errors observed in the final half hour of the shift are reported in the last 
bar.  

The figure shows how very few errors are committed in the initial phase of 
the shift, while most of the errors are made in the final minutes of the shift. 
Looking more in detail what happen near the break, the number of errors 
observed right before the break is the same one observed 1 hour after the break.  

  

 
Fig. 6. 16 - Validation of the proposed E-SHERPA approach (top subplot) using 
field data regarding the human error observed during maintenance operation of 

railway signaling systems.  
 

0 1 2 3 4 5 6 7 8 9
Working Time [h]

0

2

4

HE
P co

nt
 [%

]

0 1 2 3 4 5 6 7 8 9
Working Time [h]

0

5

10

15

20

N
um

be
r o

f o
bs

er
ve

d 
er

ro
rs

BREAK

BREAK



Dynamic HRA: An innovative approach for railway industry 
 

215 

Thus, the field data highlight a general trend quite similar to the one 
provided using the E-SHERPA simulator, providing a positive feedback 
regarding the performances of the proposed approach.  

A final consideration is required analyzing this data. It is extremely 
important to keep in mind that the observed errors have led to no accidents 
nor to potentially hazardous conditions. In fact, most of the time the errors 
committed by the maintenance crew are identified during the post-maintenance 
verification task, performed by independent operators. 

 
 
 
 

6.4.  Final Remarks 
Several technical reports agree that human error is one of the most probable 

cause of accident in railway field. Despite this, only few approaches are available 
in literature to estimate the human performances in railway engineering.  

This chapter presents an innovative human reliability analysis technique to 
estimate a time-dependent human error probability during the work shift. The 
proposed E-SHERPA enhances and improves the SHERPA method providing 
task specifically developed for railway, updating the PSF including the concept 
of beneficial stress (Eustress – Y-D law) and introducing a time-dependent 
estimation of the HEP during the lunch and coffee breaks. The innovative E-
SHERPA method can dynamically study the entire operator work shift 
describing the HEP using a time-dependent model. This feature allows a proper 
organization of the break scheduling since it shows how the human error 
probability increases during the classical 8 h working shift. The proposed 
simulator allows to introduce one or more breaks with different duration and 
different start time within the work shift. Moreover, the simulator can 
dynamically update the HEP estimation changing the PSFs that affect the 
human performances in order to simulate different operating scenarios at the 
same time.   

The maintenance operation of an Italian Automatic Train Protection system 
has been taken as case study to validate the performances of the proposed E-
SHERPA method. The comparison between four different PSF scenarios 
highlights the importance of a well-trained operator aware of the procedure to 
maintain a low error probability and improve the performances. 

Different simulation scenarios have been run to estimate the impact of 
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different breaks on the human activities. The results highlight several points: 
• The simulations prove the importance for companies to plan the 

working shifts in order to avoid fatigued operator. However, too long 
breaks could be counter-productive since they lead the operator to an 
excessively relaxed behavior. 

• Breaks between 30 minutes and 60 minutes have a similar effect on the 
human performing the studied maintenance task. 

• Introducing two breaks in the proposed E-SHERPA allows to ensure 
better results in term of human error probability respect to a single 
longer break.  

• The comparison of the proposed approach with field data (regarding 
the human errors observe during maintenance operations in railway 
signaling systems) provides a positive feedback to validate the E-
SHERPA model. 
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CONCLUSIONS  
 
This thesis work focuses on Reliability, Availability, Maintainability and 

Safety in railway engineering. Railway field is a very standardized sector, 
therefore the first part of the work is dedicated to the review of the main 
standard for RAMS in railway. EN 50126, EN 50128, EN 50129 describes the 
application of a systematic RAMS management process in the railway field. 
The standard underlines the importance of RAMS study in railway industry 
with particular attention to risk assessment and human factor.  

Human factor is a very important topic to consider because human factors 
represent one of the main causes of railway accident in the last years. Therefore, 
it is fundamental to study it and consider it in the assessment to reduce the 
impact of human error in accident. 

Chapter 2 introduces the fuzzy theory and fuzzy logic to explain the topic 
and the idea of the mathematical theory used throughout the work. Fuzzy logic 
is very useful in case of uncertain data, therefore it is implemented in RAMS 
analysis to reduce the subjectivity thanks to the linguistic variables. Chapter 2 
provides an overview on fuzzy numbers, operations between fuzzy number, 
defuzzification and how to use fuzzy in RAMS. 

Chapter 3 analyzes one of the main topics of this work, the risk-based 
maintenance planning in which the maintenance policy of the complex system 
under analysis depends on the result of a risk assessment. One of the widest 
used techniques in this field is Reliability Centred Maintenance. RCM is based 
on a preliminary FMECA analysis followed by a prioritization of the failure 
modes and a decision on what maintenance task should be associates to each 
failure mode. The decision part is performed following a decision-making 
diagram included in IEC 60300-3-11. This diagram is completely generic and 
vague and it leave to the expertise of the analyst the maintenance choice. 
Therefore, after highlighting this problem this thesis aims to propose a new 
diagram based on a fuzzy FMECA which provides a unique choice of the 
maintenance task. The proposed fuzzy-based approach uses a diagnostic-
oriented decision-diagram which optimize the Operation&Maintenance cost and 



Conclusions 
 
 

218 

the system availability by means of Condition-Based Maintenance techniques.  
FMECA is widely used in risk analysis of railway systems despite it suffers 

many drawbacks listed in section 3.8. Therefore a new fuzzy FMECA approach 
has been introduced in section 3.9. The proposed method includes adequate 
fuzzy weights to allow different importance to O, S, D. Furthermore, fuzzy logic 
helps to mitigate the subjective assessment and the results present a continuous 
set of outcomes without problem of duplicates or gaps in the range. The only 
drawback of RPN that the proposed method is not able to solve is the ability 
to prioritize the mode according to a certain threshold. 

Thus, Section 3.13 presents a new analytical method to find a risk priority 
number threshold. The procedure allows to find a threshold level and 
distinguish the modes lower than the threshold as negligible and higher as 
critical. This approach allows to be cost effective mitigating the risk of only the 
modes defined as critical.      

The last part of the thesis focuses on human error and human reliability. 
Chapter 4 focuses on the literature review of HRA in railway industry. HRA is 
characterized by several techniques, divided into three generations depending 
on the year of publication and the common characteristics. However, HRA in 
railway is not so widespread and there are very few papers dedicated to this 
sector. The most used and only validated technique for railway is RARA and 
it is described in section 4.5. For this reason, the following chapters focuses on 
the improvement of a well-known technique such as RARA and the 
introduction of a new third-generation technique completely developed for 
railway. 

More in detail, Chapter 5 focuses on the improvement of RARA, proposing 
a fuzzy procedure to solve the main drawbacks of the original technique: 
subjectivity and complexity of the assessment. The procedure considers a 
fuzzification of the GTT and EPC. Then it maintains the same mathematical 
expression to calculate the overall human error probability by means of α-cut 
theory. The resulting HEP is a fuzzy membership function which can assume 
all the values inside the membership interval, then the defuzzification procedure 
provides a crisp HEP. Comparing the results with RARA, the proposed method 
has proven to be effective and characterized by an easier linguistic assessment. 

Finally, Chapter 6 focuses on the new HRA technique, named E-SHERPA. 
It is a new method for the human error assessment specifically developed for 
railway. E-SHERPA uses the Weibull distribution to provides a nominal HEP 
variable with time. The idea is that increasing the work-shift the HEP increases, 
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with a minimum after 1 h. Nominal HEP is modified taking into account the 
Performance Shaping Factor of SPAR-H technique. The stress PSF is modified 
taking into account the Yerkes-Dodson law in order to introduce the concept 
of Eustress. Too high and too low level of stress provide a decreasing of the 
human performance and the right amount of stress which maximize the 
performance is in the middle (neither too high nor not too low). The last 
contribution of the method is the introduction of breaks to provide a more 
realistic HRA model. In fact this model provides the opportunity to insert one 
or more breaks with variable duration. Also the breaks are modeled through 
Weibull distribution. Finally the overall HEP will be a Weibull function 
depending on the task performed, the operative context, the amount of stress 
and the number and duration of breaks during the work-shift.    

Both HRA methods developed in this thesis have been applied to the manual 
operations performed on Automatic Train Protection system installed nearby 
the railroad. The results in Chapter 5 and Chapter 6 highlights a significant 
contribution of the human error to the probability of accidents, emphasizing 
the importance of a detailed study of this problem during the system life cycle.  
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ANNEX A  
 
This annex includes the proof of the Weibull parameters assessment for the 

calculation of equation (6.4). 
Considering the bound of possible HEP values given by the RARA method 

for each GTT as follow: 
 
 HEP𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛=�𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚;𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚� (A.1) 

 
Thus, k is set to have the minimum of the curve at t=1 h. 
 
 HEP𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛(t)|𝑡𝑡=1ℎ=𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (A.2) 

 
Introducing the nominal HEP in eq. (4) into (22):  
 
 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(1−𝑡𝑡)𝛽𝛽�

𝑡𝑡=1ℎ
=𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (A.3) 

 
Therefore, for each one of the GTT, the k parameter is given by: 
 
 k=1−HEPn, min (A.4) 

 
The parameter α is set considering that the maximum human error 

probability is reached at the end of the shift (t𝑚𝑚𝑚𝑚𝑚𝑚).  
 
 HEP𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛(t)|𝑡𝑡=𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚=𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (A.5) 

 
Introducing the nominal HEP in eq. (4) into (25):  
 

 1− 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(𝑡𝑡−1)𝛽𝛽�
𝑡𝑡=𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚

=𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (A.6) 

 1 − 𝑘𝑘 ∙ 𝑒𝑒−𝛼𝛼∙(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚−1)𝛽𝛽=𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚 (A.7) 
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 𝑒𝑒−𝛼𝛼∙(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚−1)𝛽𝛽=
1− 𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚

𝑘𝑘  (A.8) 

 −𝛼𝛼 ∙ (𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚 − 1)𝛽𝛽 = ln �
1−𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚

𝑘𝑘
� (A.9) 

 𝛼𝛼 = −
ln �

1−𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚
𝑘𝑘 �

(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚 − 1)𝛽𝛽  (A.10) 

 𝛼𝛼 =
ln � 𝑘𝑘

1−𝐻𝐻𝐻𝐻𝐻𝐻𝑛𝑛,𝑚𝑚𝑚𝑚𝑚𝑚
�

(𝑡𝑡𝑚𝑚𝑚𝑚𝑚𝑚 − 1)𝛽𝛽  (A.11) 
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