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Abstract

The aim of my research is to discover possible application of agile for de-
velopment of safety critical systems. Initially I have performed a detailed
and methodological systematic literature review. It highlights the main hur-
dles for application of agile development methodologies for development of
safety-critical systems. It also provides a comprehensive view of current state
of literature regarding this topic. After successful completion of literature re-
view I was able to list down major contradictions among agile approaches
and safety-critical systems’ traditional development approaches. Further I

have also figured out possible directions of solutions.

Based on literature review I conclude that when security practices are in-
cluded in any agile development process model they have reverberations
on agility of that model to an extent where it cannot be called agile any
more. To address this issue I have proposed a method to calculate the effect
on agility of process model after inclusion of security practices. Secondly, I
found through systematic literature review that Agile methods cannot be ap-
plied to development of safety-critical systems in their original form. Certain
amendments or changes are required to find a middle ground where agile is
adapted for such systems while respecting the safety standards. I worked
further on this idea and proposed an approach which is hybrid model based
on agile principles and safety critical systems’ development standards. I have
worked on different stages of software development life cycle and proposed
an approach for all phases of Requirements, phases of Testing and Commu-

nication strategies among teams.
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Chapter 1

Introduction

1.1 Background

Safety-critical systems are defined as those systems whose failure can cause
harm (Avizienis et al., 2004). The system is considered safety-critical if its
failure can lead to unacceptable circumstances such as loss of human lives
or damage to the environment (Avizienis et al., 2004). Development of these
systems in an agile way can be very beneficial in terms of time and cost. The
basic principles of agile say that there should be rapid development, strong
communication among all stake holders and changes should be welcome at
any stage of development (Beck et al., 2001a). As there is a lot of focus on peo-
ple so every individual in team should be motivated and must be given suit-
able environment and support to perform their jobs (Stavru, 2014). Accord-
ing to Jacobson (Jacobson, 2002), an agile team is very responsive to changes
since adapting to change is what agile software development is all about. It
is very important for an agile team to understand that software is developed
by teamwork, and collaboration is the heart of success (Bostrom et al., 2006).
Software engineers gathered forces and began to classify agile processes in
early 2001 (Beck et al., 2001a). Agile Alliance stated the agile manifesto as
(Beck et al., 2001a) “Individuals and interactions over processes and tools,
Working software over comprehensive documentation, Customer collabora-
tion over contract negotiation; Responding to change over following a plan”
The agile manifesto states that it gives priority to working software over de-
tailed documentation . It seems there is a conflict between heavy documen-
tation and agile principles. (Cohen, Lindvall, and Costa, 2003) argues that

there are issues that must be looked upon in written communication and we
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should not abandon documentation, instead we should use the documenta-
tion at and for appropriate points, especially for the development of safety-
critical systems . The critical nature of safety-critical systems requires that if
not all , maximum risks are handled during development of these systems.
However, it is not enough to just perform risk analysis, certain safety stan-
dards must be incorporated during development of these systems, for this
reason they must have testing strategy in place (Zimmermann et al., 2009).
There is a lot of room for improvement of this mechanism to fit perfectly
to the needs of safety-critical systems especially in agile perspective (Tracey,
2000). In short we can say that

* Agile stresses on cross-functional autonomous teams (Chen et al., 2015)
whereas, safety-critical systems need specific experts doing specific
tasks.

* There is also a gap to be filled about how organizations should ar-
range teams to achieve the right level of autonomy in any particular
scenario, in our case for safety-critical systems (Hoda, Noble, and Mar-
shall, 2012b).

e It is a challenging task to create cross-functional teams and keep the
size of the team small (10-15) persons on team, which is a standard
agile team size (Stray, Moe, and Hoda, 2018).

* (Holcombe, Ipate, and Grondoudis, 1995) states that formal verification
methods and test driven development can be used together and there
can be many enhanced benefits of this approach. This combination of
formal verification methods with test driven development can ensure
safety of systems along with reliability. (Laplante and DeFranco, 2017)
argue that safety-critical systems have to comply to certain safety stan-
dards, currently there are not many techniques of testing that can fit
into this scenario.

In 2004, a study commissioned by the U.S. Congress generated a list of “criti-
cal infrastructure” systems. In addition, a subsequent study conducted by
the U.S. Department of Homeland Security (DHS) identified a set of “16
critical infrastructure sectors whose assets, systems, and net works,whether
physical or virtual, are considered so vital to the United States that their in-
capacitation or destruction would have a debilitating effect on security, na-
tional economic security, national public health or safety, or any combination
thereof.”
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Agile has been used for development of software for years now. It has been
more extensively used after the manifesto of agile was formalized (Beck et al.,
2001a). However, there are still many concerns that need to be addressed for
using agile in safety-critical systems. Agile manifesto was presented in 2001
(Beck et al., 2001a), and with that began the formalization of agile method-
ologies. It has also widened the use of agile methods in many different fields.
Still there is a lot to be established for incorporating agile in development of

safety-critical systems.

1.2 Research Statement/Problem

Agile methodologies are widely adapted for software development pro-
cesses. However, for safety-critical systems there is still need of research
and experimentation before they can be applied to the development phases
in a more efficient way. The purpose of this research is to highlight the
major areas of concern or points of conflict between agile and safety-critical

systems. Along with that I try to address few of major problems.

First, I calculate the effect on agility of process models after including security
practices. Along with that I propose solutions for possible applications of
agile process models for development of safety-critical systems by combining

traditional approaches and agile approaches for system development.

1.2.1 Methodology

Firstly, I address the issue of finding problems or hurdles in adaption of ag-
ile for safety-critical systems by performing a detailed analysis of literature.
For this purpose I have used the methodology of Systematic Literature Re-
view. The approach is formalized by (Kitchenham et al., 2009). First I gather
the most relevant literature, then I perform the qualitative and quantitative
analysis of literature to further enhance the quality of selected studies. Then
I extract the relevant information from selected literature. After performing
these steps of literature review I found list of major conflicts between agile
methodologies and safety-critical systems” development approaches.Details
are mentioned in Chapter 2

Further, I address the major problems found through systematic literature
review. The major and core issue is that a process model losses its values of

agility when security practices are included in it. These security practices are
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integral part of development for safety-critical systems. They are imposed by
standards followed for development of these systems. I propose a method
to quantitatively measure this effect and decide how much compromise on
agility of process model is acceptable for a team looking forward to use agile
for development of safety-critical systems. Details are mentioned in Chapter
3.

Another major problem elaborated in literature is a need of concretely de-
fined processes on how to use agile for development of safety-critical sys-
tems in terms of life cycle. At what stages of development life cycle it is
possible to use agile approaches and how it will be performed. This is a huge
challenge, since Agile methods cannot be adapted in their original form for
development of safety-critical systems. However, hybrid models can lead to
successful combinations. My next contribution is along this line of work. I
elaborate a method to include agile approach at different stages of software
development life cycle, In particular, at requirements stage, testing stage and

for communication among teams. Details are given in Chapter 4.



Chapter 2

Systematic Literature Review

2.1 Introduction

Agile has been used for development of software for years now. It has been
more extensively used after the manifesto of agile was formalized (Beck et al.,
2001a). However, there are still many concerns that need to be addressed for
using agile in safety-critical systems. Agile manifesto was presented in 2001
(Beck et al., 2001a), and with that began the formalization of agile method-
ologies. It has also widened the use of agile methods in many different fields.
Still there is a lot to be established for incorporating agile in development of
safety-critical systems. This is the core purpose of performing this literature
review, to find out gaps between agile and safety-critical systems and also to
tind out possible collaborations between the two. I have performed this liter-
ature review by following the guidelines of Kitchenham (Kitchenham, Char-
ters, et al., 2007). The literature is very sporadic and for some fields (avionics,
nuclear plants etc.) there is not much available. However, for understanding
challenges and problems in general between agile and safety-critical systems
Heeager and Nielsen (Heeager and Nielsen, 2018) have discussed areas of
major concerns. There are other papers that discuss application of agile in
different fields. Medical and pharmaceutical are the most discussed ones
(Mc Hugh et al.,, 2013). However, there is no major evidence to specify prob-
lems particular to each field. Also there is not much discussed in terms of
which agile methods are more used and what are the reasons. Some papers
argue to use hybrid approach like (Gallina, Muram, and Ardila, 2018).

(Kitchenham, Charters, et al., 2007) has shaped the worked of literature re-
views. In her point of view, Systematic literature reviews in all disciplines
allow us to stand on the shoulders of giants and in computing, allow us to
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get off each others’ feet. The advantages of systematic literature reviews are

that:

The well-defined methodology/review protocol makes it less likely
that the results of the literature are biased, although it does not protect

against publication bias in the primary studies.

They can provide information about the effects of some phenomenon
across a wide range of settings and empirical methods. If studies give
consistent results, systematic reviews provide evidence that the phe-
nomenon is robust and transferable. If the studies give inconsistent

results, sources of variation can be studied.

In the case of quantitative studies, it is possible to combine data using
meta-analytic techniques. This increases the likelihood of detecting real
effects that individual smaller studies are unable to detect. The major
disadvantage of systematic literature reviews is that they require con-
siderably more effort than traditional literature reviews. In addition,
increased power for meta-analysis can also be a disadvantage, since it
is possible to detect small biases as well as true effects (Kitchenham,
Charters, et al., 2007).

(Kitchenham, Charters, et al., 2007) Some of the features that differentiate a

systematic review from a conventional expert literature review are:

Systematic reviews start by defining a review protocol that specifies the
research question being addressed and the methods that will be used

to perform the review.

Systematic reviews are based on a defined search strategy that aims to
detect as much of the relevant literature as possible.

Systematic reviews document their search strategy so that readers can
assess their rigour and the completeness and repeatability of the pro-
cess (bearing in mind that searches of digital libraries are almost im-

possible to replicate).

Systematic reviews require explicit inclusion and exclusion criteria to

assess each potential primary study.

Systematic reviews specify the information to be obtained from each
primary study including quality criteria by which to evaluate each pri-

mary study.
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* A systematic review is a prerequisite for quantitative meta-analysis
(Kitchenham, Charters, et al., 2007).

2.2 Review Protocol

I have carefully established review protocol before starting systematic litera-
ture review. This review protocol is warily chosen, approved and thoroughly
discussed with two other researchers working in same field. One of them
is my supervisor for this work.I have chosen to follow the guidelines by
(Kitchenham et al., 2009). In the light of her guidelines, I established a re-
view protocol that will be followed further to perform this literature review.
In this phase I decided in detail about the steps and protocols that will be

followed during the process, these are given below
1. Develop research questions.
2. Define inclusion/exclusion criteria.
3. Locate studies from following sources
i Google Scholar
ii ACM
iii IEEE
iv SCOPUS
v Web of Science
4. Perform query refinement
5. Select studies on the basis of inclusion/exclusion criteria.

6. Assess quality of study by peer review of selected studies using quality

matrix based on rigor and relevance.

7. Extract data from selected studies, using the approach of "coding stud-
ies", with the help of tool 'R’.

8. Analyze and present results also provide interpretation of results.
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2.3 Methodology

I have applied the methodology in accordance with review protocol already
established. I have established research questions to address these issues.
In broader term empirically researched questions have the primary goal of
identifying concerns about agile in different fields. I also try to identify the
most used agile approaches and aspects that make them more suitable as
compared to others. Then, I further investigate the prospects of hybrid ap-
proach. I have performed the review systematically, by following concrete
steps (Kitchenham et al., 2009). I have later analyzed the data by using a
data analysis tool called "R" (Agbo et al., 2021). studies have been analyzed
for their quality before the analysis of results they present. I have used the
systematic mapping approach (Kitchenham et al., 2002) and interpretive lit-

erature reviews approach.

There are many ways of performing a literature review as explained by (Tem-
plier and Paré, 2015), (Cooper, 1988), (Dybd, Kitchenham, and Jergensen,
2005), (Petersen, Vakkalanka, and Kuzniarz, 2015). It is also common to
combine multiple approaches. I have used the approach given by (Wolf-
swinkel, Furtmueller, and Wilderom, 2013) along with steps and guidelines
of (Kitchenham, Charters, et al., 2007). Both have defined steps in quite sim-
ilar way, I have used certain aspects from both approaches. (Templier and
Paré, 2015) suggested that there are 4 types of literature reviews possible.
Namely cumulative, narrative, developmental and aggregative. Cumulative
reviews present extensive current knowledge and also draw an empirical
conclusion on the base of studies knowledge. Narrative reviews present and
summaries the currently available literature about any topic. Developmental
review presents new concepts based on previous knowledge. Aggregative
review presents the tests that verify currently present hypothesis.

I have performed a systematic literature review (Kitchenham et al., 2009)
based on grounded theory (Wolfswinkel, Furtmueller, and Wilderom, 2013).
Firstly, I have defined research questions, secondly I adapted a inclu-
sion/exclusion criteria to select or exclude studies, thirdly I used multiple
resources to find relevant studies, fourthly I performed query refinement,
tifth step was to select studies, sixth was to assess quality of selected studies
and last but not the least is coding of selected studies. In the proceedings
sections I provide details of each step.
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2.3.1 Research Question

I started by formalizing research questions, so that I can review the selected
literature with clear notion of "what to look for" in mind. I formulated fol-

lowing questions.

* Which agile process model/models are most used or discussed for de-
veloping safety-critical systems?

¢ Which phases of SDLC are most discussed for adopting agile for devel-

opment of safety-critical systems?

* Which domains of safety systems report highest adaption of agile for
their systems?

To answer first question I looked into literature with this specific notion in
mind. I found that the answer varies slightly from one field to another. For
example there can be some different set of problems when agile is applied in
medical domain (McHugh, McCaffery, and Casey, 2014), (Hajou, Batenburg,
and Jansen, 2015) Or when it is applied in automotive domain (Roy et al.,

2018). However, mostly the problems are common.

I observed that there is a huge trend of using Scrum and in some cases XP for
development of safety-critical systems (Mc Hugh et al., 2013), (Carpenter and
Dagnino, 2014), (Taliga, 2017), (Grenning, 2001b), (Rasmussen et al., 2009). 1
try to figure out aspects that make these process models being used more
widely as compared to other agile process models.

Another strong observation was that there is huge trend of hybrid software
development life cycle (Gallina, Muram, and Ardila, 2018), (Mc Hugh et al.,
2013), (Axelsson et al., 2016), (Carpenter and Dagnino, 2014), where some
parts of agile are integrated into other development methods. I tried to find
out the prospects of using agile alone or in hybrid mode for development of

safety-critical systems.

Hence I have set of empirically derived questions that I try to answer through
this literature review.

2.3.2 Inclusion/Exclusion Criteria
I'have chosen the following criteria for including studies in review.

Inclusion Criteria
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Primary studies and secondary studies.

Studies that relate to agile and safety-critical systems.

Studies that discuss any particular agile process model with safety-

critical system.

Studies that discuss issues between agile and safety.
¢ Studies that discuss safety and agile in broad spectrum.

The studies that fall under the following criteria were not included in this

review.

Exclusion criteria
 Studies written in languages other than English.
¢ Short papers or posters having length of less than three pages.
¢ Studies that are unavailable at mentioned platforms.

e Studies that focus on safety-critical systems without discussing process

models or methodology for development.

2.3.3 Locate Studies

I have used combination of search engine and different repositories to locate

the relevant literature. In particular I have used following resources

Google scholar

ACM - Association for Computing Machinery

IEEE - Institute of Electrical and Electronics Engineers

* Scopus

Web of Science

234 Query Refinement

I started with basic keywords of "agile" and "safety-critical systems". How-
ever, soon I realized that I must form a proper string to include all relevant
literature. After doing multiple iterations by including different keywords
and using clause of "OR", "AND" I were able to comprehensively formalize
the following query string.
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(Agile OR agility OR Scrum OR XP OR Feature driven development OR ASD
OR Crystal OR DSDM ) AND (safety software OR safety-critical software OR
safety-critical systems OR regulated software)

2.3.5 Select Studies

Step 1

Applying search on
databases

Step 2

Apply inclusion/exclusion
criteria, based on abstract

e -276

Step 3

Apply inclusion/exclusion
criteria, based on introduction

-170

[ ]

o
Step 4 :

Full-text reading +
Quality assessment

-34

63
Step 5

| )
>

Snowball sampling

Final set of papers i

FIGURE 2.1: Paper selection process.

It is to be noted that key word Scrum caters to all studies with discussion
on methods derived on the basis of Scrum. More particularly, studies that
mention R-Scrum, SafeScrum more suitable for safety-critical system, and
LeSS and scaled agile framework (SAFe) are all included by keyword Scrum.
When [ started search after formalizing the query it still yielded 1000s of
results. I further analyzed these results to select the most relevant ones with
substantial information. In first iteration, just by looking at titles I found
following number of papers to be relevant

e ACM [82 studies]
e [EEE [98]

* Scopus[27]

e Web of Science[47]
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* Google Scholar [289]

I performed second round of selection on these 543 papers. I read abstracts
of all these studies and shortlisted them to 267 papers, based on pre-defined
inclusion/exclusion criteria. In third round, I started reading introductions
of papers and it further reduced the selected number of papers to 97. As only
97 were in accordance with inclusion criteria. In fourth step, I read full text
of selected papers and also applied two rubric for quality assessment. The
two rubrics used for quality assessment were rigor and relevance. Further
details on quality assessment are given in section 2.2.6. After completing this
stage I had 63 papers. In last step, I performed one execution of backward
snowballing on these papers and that made me add 13 studies to selected
data. Snowballing is a technique where you look into the references of your
selected studies. After going through the list of referenced papers I found
9 more papers that were relevant to my interest. Hence, at the end of this
selection process I had total of 76 papers. I further performed analysis on
this selected literature.

2.3.6 Assess study quality

There are different methods available to assess the quality of studies. (Ban-
dara et al., 2015) explains the steps of performing a literature review and also
includes the quality assessment of studies. Bandara et. al (Bandara et al.,
2015) gives a list of questions that should be answered for all papers to ex-

amine the quality of papers.

(Sabir et al., 2019) Sabir et al. performed SLR and used the quality assess-
ment techniques given by (Er, 2005) PICOC AND (Brereton et al., 2007) Br-
ereton et al. They formed a checklist of questions and based their quality cri-
teria on answers to those questions. Their checklist can be divided into four
parts.Firstly they ask questions about criteria to design the study, secondly
they have points about method used for setup of study. Third are questions
about how they have performed the study and fourth and final are points
about how they have come up with conclusions from the selected studies.
(Anwar and Pfahl, 2017) Anwar et al. used a table of questions to assess
quality of studies. They have assigned numbers to each question and further
performed analysis on the basis of these numbers. The higher the numbering
score, higher the quality of paper.



2.3. Methodology 13

TABLE 2.1: Rubric - Rigor Calculation (Ivarsson and Gorschek,
2011)

Description of Context (C) Study Design (S) Validity discussed (V)

Strong (1) Strong (1) Strong (1)
Medium (0,5) Medium (0,5) Medium (0,5)
Weak (0) Weak (0) Weak (0)

I carefully looked into above mentioned various methods for performing
quality analysis on selected set of studies. I have used well-defined inclu-
sion/exclusion criteria from very start of the process. After selecting 76 pa-
pers, I further applied two metrics for calculating rigor and relevance of pa-
pers. These metrics are proposed by Martin Ivarsson and Tony Gorschek
(Ivarsson and Gorschek, 2011).

Two authors have separately applied these metrics on selected studies. To
study the co-relation between results of both authors I calculated Kendell’s
coefficient of concordance (Field, 2014), which served as an extra check to

ensure the results of metrics are reliable.

Rigor AND Relevance

First matrix given in Table 2.1 evaluates the studies for rigor. This is a scoring
rubric for evaluating rigor given by Mark and Gory (Ivarsson and Gorschek,
2011). They have proposed three aspects to measure rigor. First is description
of context, user should be able to understand the context of study. Second
aspect is design of study. The parameters used to design the study should be
well explained. For examples variables used, sampling or selection criterion
etc should be clearly defined. Third aspect is validity of results. There must
be comprehensive discussion about the validity of results, limitations and
threats to validity etc. They further assign scores to each aspect, if the aspect
is well-defined it is given a score of 1, if it is at medium level then score of 0.5
is given and for weak description 0 is given. For strong description an aspect
should be clearly defined and with all required parameters in a way that is
understandable by user. If an aspect has some relevant parameters but in a
vague way, that is not understandable by reader then it is at medium level.
If there is no discussion of an aspect then it is considered weak. This rubric

is shown in Table 2.1.

Two authors have assigned scores to all studies separately and each of them

calculated one final value of rigor for each paper.
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I have also calculated score of relevance for all papers. In same way as I did
for rigor, two authors have filled the matrix for relevance separately. Both
authors calculated single final value of relevance for all papers. Papers were
further scrutinized on the basis of these values. As shown in Table 2.2. Martin
Ivarsson and Tony Gorschek (Ivarsson and Gorschek, 2011) have proposed
matrix for evaluating relevance on the basis of four aspects. First is subjects
used in evaluation in a study. If they are relevant users then value of 1 is
assigned otherwise zero is assigned. Second aspect is context, if a study rep-
resents an evaluation in context of problem in industrial scenario then value
of 1 is assigned otherwise in case of laboratory experiments or no context, a
value of zero is assigned. Third aspect is scale, if an industrial level evalu-
ation is performed than a value of 1 is assigned otherwise in case of down
scaling or dummy example a value of zero is given.Last aspect is research
method used by the study, in case of action research, interviews or any other
method that has interaction with industrial setting, a value of 1 is assigned,

otherwise for closed, laboratory experiments zero is assigned.

TABLE 2.2: Scoring rubric for evaluating relevance based on
Ivarsson and Gorschek (Ivarsson and Gorschek, 2011)

(U) Subjects Industry professional (1) Students, researchers (0.5) Subject not mentioned (0)
(C) Context Industrial setting (1) Laboratory (0.5) Context not mentioned (0)
(S) Scale realistic size: industrial scale (1) ~ Down-scaled industrial (0.5)  Toy example (0)

Action Research. Lessons Conceptual analysis /mathemat-
learned Case study, Field ical, Laboratory experiment (hu-
study, Interview, Descriptive man), Laboratory experiment
exploratory survey (1) (software) (0.5)

(RM) Research Method Not Mentioned (0)

Quantification of rigor and relevance is performed by summing up individ-
ual values assigned to aspects as shown in Table 2.4. For example I have a
study with code name P11. The final values of Rigor and Relevance for P11
are

P11, Rigor = C+5+V (Table2.4)
=1+1+0.5 (Table2.1)
Rigor =2.5

P11, Relevance = U+C+S+RM (Table2.4)
=0+1+1+1 (Table2.2)
Relevance = 3

This calculation shows that P11 has rigor score of 2.5 out of 3 and relevance
score of 3 out of 4. Hence it has good values of rigor and relevance and will be
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TABLE 2.3: Quantification of Rigor and Relevance

Rigor= C+5+V
Validity ~ Discussed

Context (C) Study Design (S) V)

Relevance= U+C+S+RM

Research Method

Subjects,Users (U) Context (C) Scale (S) (RM)

included in selected set of studies. I excluded the studies with accumulative

score of 1 or less from set of selected studies.

Coefficient of Concordance

To further assess the quality of these attained values, I calculated Kendell’s
coefficient of concordance (Kendall, 1948) (Legendre, 2005). Kendall’s coef-
ficient of concordance commonly known as Kendell’s W is a non-parametric
statistical approach. It is normalized form of the Friedman test (Marozzi,
2014). It is used for assessing agreement among raters. Kendall’'s W ranges
from 0 (no agreement) to 1 (complete agreement). Kendall’s coefficient of
concordance (W) gives the degree of association of ordinal assessments made
by multiple assessors on same data (Fager, 1957). I have used following for-

mula to calculate Kendell’s coefficient of concordance

W =12%S(m?) * ((n® —n) —m*T))

Where S is the sum of squared deviations(in my case sum of squared devi-
ations of final values of rigor OR relevance), m is the number of raters, n is
the total number of objects(in my scenario, number of selected studies) and
T represents tied ranks. For initial calculation I do not consider the property
of tied ranks hence marking T as zero. I selected 10 random studies from
selected list of studies. These 10 studies have been assigned certain values
of rigor and relevance by two authors. After applying the above mentioned
formula of Kendell’s coefficient I got following results.

For Rigor

W =092
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For Relevance

W =0.76

My set of data had tied ranks. To further clear the data calculation and obtain
cleaner results I applied the same formula of Kendell’s Coefficient of Concor-
dance (Kendall, 1948) by considering the tied ranks T in data (Gearhart et al.,
2013). Updated values of "W’ were

For Rigor
W =097
For Relevance

W = 0.98

As 1 is considered the complete agreement and 0 represents no agreement
between raters, these values represent that there is great consensus among
assessors about quality of selected studies. This gives an empirical evidence
for the quality of studies in terms of their relevance and rigor.

2.3.7 Coding

There are plenty of ways to organize data for analysis. There are many tools
available to make the process easy and efficient (Mohammadi and Prasanna,
2003). The choice of tool can vary according to the type of data, field or the
kind of analysis one wants to perform on data (Ali and Bhaskar, 2016) (Ban-
dara et al., 2015). I have used 'R’ tool for coding of data (Chambers, 2008).
It is widely used by many researchers. It provides very efficient support for
analysis of data. I have used it in particular for coding of data. I have used
aspects of grounded theory (Wolfswinkel, Furtmueller, and Wilderom, 2013)
technique. I have followed its steps of coding specifically. Coding the data
refers to assigning keywords to data that best represent that paper. I have
followed three steps of assigning codes to data.Open codes, Axial codes and
Selective codes 2.2.

Open codes refer to the bird’s eye view of data. I have read papers time
and again to get the basic idea of each paper clearly. Then I created one line

summary of each paper, writing the essence of paper with major keywords.
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Open, selective and axial coding can be done in back and forth manner. This
is the strategy I have used to ensure that I extract all required information
from studies. After performing the step of open coding I moved to axial
coding. Here, the idea is to read what you have extracted till now and narrow
it down to more concrete keywords. I read the extracted summaries and
extracted keywords from summaries. At this stage I had a relatively huge set

of keywords extracted from all selected studies.

The last step in coding is to inter-relate the codes and find common grounds.
All the steps of coding are done by moving back and forth multiple times.
I established some high-level categories and linked all codes to these cate-
gories. This leads me to interesting findings regarding different aspects of
agile and safety-critical systems.

Extracted Short Summary of Every Paper 8 Exiracted Keywords for each paper from Inter-linked Keywords, Found common
Summary grounds

FIGURE 2.2: Steps of Coding

After completing the stage of coding I was able to establish results in terms
of 3-tier categories and relevant codes. At highest level I have three groups
namely SDLC - Software Development Life cycle Phases, Application Do-
mains and Process Models. At second tier I have Requirements, Testing, IV
‘1&" V and Traceability under SDLC, Medical, Automotive, Rail, Avionics,
Nuclear Plants under Application Domains and finally Scrum, XP, Hybrid
model, DSDN and ASD under Process Models. It is represented in Figure
2.3.

All the codes which I have extracted from selected studies belong to the cat-
egory Or categories mentioned in figure 2.3. List of Codes along with their

referenced study is shown in Fig 2.4

I have carefully selected and performed each step of chosen methodology..
At this point I had comprehensive and well sorted data with the help of tool
'R’ for further analysis.
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- Scrum

- XP

— Process Models [ Hybrid

M ASD

— DSDM

- Requirements

= Testing

T SDLC —

H V&V

- Traceability

— Medical

Agile and Safety Critical Systems

—  Automotive+Rail

— Domains —— Avionics DO-178

= Space

Nuclear Plants IEC
6080

FIGURE 2.3: Categories

2.4 Analysis and Results

In this section, I present the overview of selected studies along with associ-
ated details. I have selected 76 studies that make final set of data as shown
in figure 2.1. Further analysis of studies is presented in 2.5 The data is repre-
sented in terms of time, type of publication and the kind of research method-

ology adopted by papers.

It is visible that peak was raised in 2013,2017 and most recently also. This
shows that this is an active field of research at present. Figure 2.5 also shows
the type of publication of studies. For example most of the studies were
presented in conferences, secondly in journals and then in workshops. The
most adopted research methodology in selected studies was example appli-
cations. From 2001 to 2013 the research is more focused on experiments and
case studies, where researchers focus to learn and see by applying agile to
safety-critical systems. However, from 2014 on wards the research is more fo-
cused on lessons learned, challenges for app