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The fourth industrial revolution, i.e., Industry 4.0, is associated with Cyber-Physical Systems (CPS), which
are entities integrating hardware (e.g., smart sensors and actuators connected through the Industrial Inter-
net of Things) together with control and analytics software used to drive and support decisions at several
levels. The latest developments in Artificial Intelligence (AI) and Machine Learning (ML) have enabled in-
creased autonomy and closer human-robot cooperation in the production and manufacturing industry, thus
leading to Autonomous Cyber-Physical Production Systems (ACPPS) and paving the way to the fifth indus-
trial revolution (i.e., Industry 5.0). ACPPS are increasingly critical due to the possible consequences of their
malfunctions on human co-workers, and therefore, evaluating their trustworthiness is essential. This arti-
cle reviews research trends, relevant attributes, modeling languages, and tools related to the model-based
trustworthiness evaluation of ACPPS. As in many other engineering disciplines and domains, model-based
approaches, including stochastic and formal analysis tools, are essential to master the increasing complexity
and criticality of ACPPS and to prove relevant attributes such as system safety in the presence of intelligent
behaviors and uncertainties.
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1 INTRODUCTION

The concept of Cyber-Physical Systems (CPS) emerged with the 4th industrial revolution (see
Figure 1) [58]. CPS are intelligent and networked systems, the development of which is character-
ized by close cooperation of its mechanical, electrical, and software components [16]. Nowadays,
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Fig. 1. Industrial revolutions over time leading to current ACPPS.

many CPS applications exist in diverse domains, such as smart grids, industrial control systems

(ICS), autonomous vehicles, smart medical devices, and smart wearable devices.
In the production industry, those systems support process and/or manufacturing operations and

can be hence defined as cyber-physical production systems (CPPS). CPPS is a specialized sub-
set of CPS where the integrated features of CPS in the production process allow for simplifying the
handling of many design and development challenges due to their ability to connect the cyber and
physical components. CPS here integrates the physical process of the production system with the
digital system, thus enhancing the manufacturing efficiency, flexibility, and quality [66]. Improv-
ing the interactions between system components, including machines, sensors, and information
systems, enables more autonomy, agility, and reliability. Therefore, the traditional manufacturing
process was transformed into a flexible process, which is more efficient and easily adaptable to the
market trends [86].

According to Figure 1, the revolution in industrial processes did not just come to a halt with
the introduction of CPS. A further revolution took place in the form of bringing about the concept
of Industry 5.0 [24, 29] through the integration of artificial intelligence (AI) in CPPS, e.g., in
the form of Cobots (Collaborative Robots) and other AI technologies being introduced [63], trans-
forming traditional CPPS into smart and autonomous CPPS (ACPPS). Cobots are collaborative
AI agents introduced in product manufacturing industries that perform tedious tasks in possibly
dull and hazardous environments [72]. Using cobots can maximize production while addressing
the varying demands of the targeted market, thus leveraging automation in CPPS [24, 74].

Some of the key features of ACPPS include the use of the digital twin [38, 39] or digital shadow
to construct a virtual representation of the physical system enabling simulations, testings, and
verification of the system’s behavior and overall performance under varying conditions [77]. Its
networked nature enables instant access to a large amount of data coming in from a network of
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smart machines, sensors, actuators and controllers communicating and cooperating among each
other and with humans [76]. ACPPS uses this information to generate information or knowledge
about its environment and the actors in it. ACPPS uses the collected data and machine learning
algorithms to generate and continuously update the predictive models, conduct root cause analysis,
and parameter optimization for decision support or autonomous control functionalities [8].

Due to its vicinity with humans and no cages to isolate them, in addition to ethical issues, cobots
pose challenges regarding predictability and consequences of any harmful misbehavior possibly
causing injuries or even deaths to their human co-workers.

The production industry requires high availability, sufficient performance, and continuous data
exchange to enable flexibility in possibly safety-critical ACPPS. That requires ACPPS to be con-
sidered trustworthy, such that there exists a minimum probability of disturbance or error during
the execution of the process [16]. Depending on reference taxonomies, trustworthiness may be
associated not only with aspects and attributes such as robustness, availability, reliability, safety,
and security, which are included in the integrated concept of resilience [15] (i.e., dependability in
the presence of changes and uncertainties), but it can also include ethical and legal aspects [30, 75],
which we are not addressing in this study. Regarding legal aspects, evaluation of processes using
model-based techniques often seems to be needed to fulfill certification requirements of interna-
tional standards [53, 55].

It is worth mentioning that within ACPPS, lack of system security, i.e., adequately implemented
and demonstrated protection against intentional attacks, can also lead to safety incidents [52],
possibly resulting in catastrophic consequences on the system, its environment, and people in-
volved [35]. Susceptibility to cyber-attacks can also result in a modification to the production
process, leading to the manufacturing of incorrect parts of the final product, thus making it haz-
ardous to its users and its environment [86]. Therefore, ensuring and proving trustworthiness in
the system is of utmost importance.

Implementing proper fault-tolerance mechanisms is not enough to ensure trust in the system;
in other words, common industry verification and validation processes also require engineers to
evaluate the relevant aspects and attributes of trustworthiness formally. Since ACPPS is a relatively
new domain, many code-based and model-based evaluation techniques have been proposed over
the years but are mainly for CPPS and not for ACPPS. Moreover, it is believed that the code-based
evaluation techniques do fulfill the purpose of evaluating the systems effectively but are costly
in terms of development and maintenance costs. In such a context, model-based evaluation tech-
niques allow early detection of faults in the system and effectively support certification activities
against international security and safety standards [73].

Ensuring trustworthiness in ACPPS has become crucial. On the other hand, many challenges
related to its evaluation have also been gaining interest in the research community and among
practitioners. This highlighted the need for a systematic study to provide an in-depth insight into
the current trends adopted to evaluate trustworthiness in ACPPS through model-based engineer-
ing approaches.

To the best of our knowledge, several mapping studies, literature reviews, and surveys exist
addressing the evaluation of CPPS trustworthiness attributes. However, they are neither focused
on ACPPS nor address the possible use of model-based evaluation techniques. Since ACPPS is a
relatively new concept and is gaining popularity amongst various types of manufacturing indus-
tries, there is a need to investigate the use of evaluation mechanisms and the extent to which these
techniques help evaluate the system.

Given that motivation, this study presents the planning, execution, and results of a systematic
mapping study, providing a structured and comprehensive overview of trustworthiness evalua-
tion in ACPPS by using model-based techniques. Starting from an initial set of 959 peer-review
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publications, we came across 44 potential primary studies, which were analyzed following
a meticulous data extraction, analysis, and synthesis process. Furthermore, this study also
presents an orthogonal analysis of the techniques and their supporting tools used against the
trustworthiness-related attributes being evaluated.

Below is a summary of our main findings from this study:

— Although the term “Cyber-Physical System” was coined in the year 2006, its introduction
into the manufacturing industry together with AI and data analytics approaches made its
first appearance in peer-reviewed publications much later: according to our study, the first
instance of ACPPS being specifically evaluated for trustworthiness by using model-based
techniques is dated 2016. The domain reached its popularity in the year 2020, with most
articles published being conference papers, demonstrating the domain’s novelty that is still
mostly unexplored, especially considering aspects such as formally modeling intelligent be-
haviors to demonstrate compliance against relevant safety and security standards.

— Trustworthiness may include several aspects, but not all of them have been equally interest-
ing to the research community. Security and safety attributes have been the most evaluated
aspects in ACPPS, whereas performability (i.e., performance in the presence of dependabil-
ity threats) and the more general, integrated concepts and holistic resilience metrics were
addressed only in a limited number of studies.

— Even though all the articles studied for this mapping study proposed a model-based
technique for evaluating trustworthiness, only 39 articles actually presented the working
of their proposed technique using a case study related to the domain of ACPPS. Some used
pre-existing tools, while others developed their own tools for evaluation purposes. Among
these tools, Petri Net IDE (Integrated Development Environments) was the most reported
tool, followed by MATLAB, which supports diverse modeling formalisms. Some of the
tools used to model specific ACPPS components to be evaluated, while others used were
specifically designed for evaluation purposes.

— Models instantiated from the used modeling languages were either used to present the
behavior and structural aspects of the entire system or its component to be evaluated.
Amid all this, some used modeling languages that provided means for evaluating the given
system or its components. Some modeling approaches are suggested by the reference
cyber-security standards specific to the production systems (such as ISO standards or IEC
standards, e.g., ISA/IEC 62443 a standard for security in Industrial Automation Control

Systems (IACS) [53]), while others have been proposed outside of those recommended by
these standards as evaluation techniques. Various types of trees (such as Decision Trees,
Attack Trees, and Fault Trees), Petri Nets, Markov Models, System Modeling Language

(SysML) based models, and Unified Modeling Language (UML)-based models were
among the most used models in evaluating ACPPS trustworthiness. Some articles even
used a combination of different modeling languages for evaluation purposes, moving in the
direction of multi-paradigm modeling [21], which includes meta-modeling, abstraction, and
multi-formalism.

— Some used domain-specific and graphical modeling formalisms, while others used general-
purpose programming languages to construct simulation models for evaluation purposes.
These languages were used either for model construction, model-to-model transformations,
or in code generation from pre-existing models. A combination of modeling languages was
also observed as an approach used to construct models depicting the system’s behavior and
evaluating it for its trustworthiness. SysML, UML, and Petri Nets were among the most re-
ported modeling languages. All the while, G-code and Python programming languages were
mainly reported to have been used for model-based evaluation of ACPPS’s trustworthiness.
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Fig. 2. Phases adopted for review studies.

— The proposed model-based trustworthiness evaluation techniques were tested on various
case studies ranging from testbeds, simulations, numerical examples, framework, and data
sources to real-world case studies. The case studies included either the entire ACPPS or a
component of it to be evaluated.

In what follows is Section 2 describing the research method adopted for this study, Section 3
discussing the threat to validity for this study along with the mitigation strategies adopted, Sec-
tion 4 presenting the results obtained along with its analysis, Section 5 presenting a discussion of
our findings, Section 6 comparing our work with existing related literature, Section 7 concluding
this study with final Section 8 presenting potential future works.

2 RESEARCH METHOD

We planned and executed this study using the guidelines by Kitchenham and Brereton, and Garousi
et al. on systematic reviews in software engineering [45, 60]. The adopted process consists of three
phases, namely: planning, execution, and documentation, as depicted in Figure 2.

Phase # 1: Planning. This phase focused on (i) defining the need to conduct this systematic map-
ping review on the model-based evaluation of trustworthiness in CPPS, (ii) defining the research

goals (RG) and related research questions (RQs), and (iii) defining the research protocol to be
followed to carry out the study in a systematic manner. The main outcome of this phase is a de-
tailed protocol.

Phase # 2: Execution. This is the phase where all the steps planned during the research protocol
definition were performed. These activities were: search and selection, data extraction form defini-
tion, data extraction, and data analysis.

— Search and selection: We performed an automatic search for peer-reviewed literature on
a set of four scientific databases and indexing systems: IEEE Xplore, ACM Digital Libraries,
Scopus, and Web of Science. Once the peer-reviewed studies were collected, we filtered them
using the selection criteria defined in the planning phase. The filtered studies were then
used to perform an exhaustive forward and backward snowballing (using Google Scholar)
as suggested by Wohlin et al. [81].

— During the data extraction form definition step, we defined a set of parameters that we used
to classify and compare the obtained set of selected primary studies. We did that using the
standard key-wording process [70]. The result of this activity was an extraction form.
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Table 1. Research Goal

Purpose Identify, classify, and evaluate
Issue publication trends, supporting tools, and applications
Object model-based evaluation of trustworthiness aspects in cyber-physical

production systems
Viewpoint researchers and practitioners.

— During the data extraction step, we analyzed each of the identified primary studies to fill
the data extraction forms. We collected and aggregated the filled forms for data analysis and
synthesis.

— The goal of the data analysis step was to provide answers to the defined RQs. In the data
analysis step, we analyzed the extracted data. By the end of this step, we had performed
both quantitative and qualitative analyses of the collected data using vertical and orthogonal
analyses.

Documenting phase. The goal of this phase was two folds Analyze and document possible threats
to validity that could affect this literature review. Document the procedure of the study along with
its findings. To enable the independent replication and verification of this study, we provide a
complete and public study replication package containing the data obtained from the search and
selection procedure along with the complete list of the primary studies, the data extraction form,
and the script used for data analysis and synthesis.1

2.1 Research Goal and Questions

The RG of this systematic mapping has been defined as: identification, classification, and evaluation
of publication trends, trustworthiness aspects and attributes being evaluated, modeling formalisms
used, and model-based tools used. This RG has been defined based on Goal-Question-Metric per-
spectives [13] and is represented in Table 1.

Based on the defined goal, the following are the four RQs contributing to the unique and com-
plementary objectives of this study:

RQ1: What are the main research trends in the model-based evaluation of ACPPS’s trustwor-
thiness?

RQ2: Which aspects and attributes of trustworthiness are addressed by current studies?
RQ3: Which are the main modeling languages used for evaluating trustworthiness in ACPPS?
RQ4: What model-based software tools have been used to evaluate trustworthiness in ACPPS?

Answer to RQ1 provides us with an insight into the kind of research venues that are focusing on
our research object “model-based evaluation of ACPPS’s trustworthiness”. With RQ2, we identify
which aspects of trustworthiness (such as trust, dependability, resilience, security, and safety) have
been implemented and evaluated in ACPPS. These aspects of trustworthiness would be the ones
reported by the studies’ authors. By answering RQ3, we draw a picture of the modeling languages
used to evaluate ACPPS trustworthiness. Finally, with RQ4, we determine the tools used in evalu-
ating ACPPS’s trustworthiness via models.

2.2 Search and Selection Strategy

The final set of relevant studies required for this systematic mapping study was collected using the
steps depicted in Figure 3. To collect the set of primary studies relevant to this study, we referred

1The replication package is available at https://github.com/MaryamZahidMDU/Model-Based_Trustworthiness_
Evaluation_ACPPS_replication_package.git
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Fig. 3. Overview of the search and selection process.

to four of the largest and most complete scientific databases and indexing systems in the domain
of both computer science and software engineering, namely, SCOPUS, Web of Science, IEEE Xplore
Digital Library, and ACM Digital Library (Table 2). These databases were chosen based on their
reputation in terms of being the most effective source of supporting systematic reviews in the
domain of both software engineering and computer science, and high accessibility [20, 60].

We started off by creating a search string based on the research goals and questions for exercis-
ing the selected databases and indexing systems. Since some of our keywords, such as ACPPS and
trustworthiness, are also referred to using other terms, we designed our search string to contain
all such possible nuances. Any possible threats to validity associated with the definition of our
search string are discussed in Section 3. Furthermore, to avoid coming across a large number of
irrelevant articles, we designed the search string to be more focused on our targeted area. The
designed search string consisted of five parts summarised in Table 3.

The first part of the search string focused on all possible synonyms of ACPPS, including ar-
ticles on smart manufacturing processes or smart production systems. The second part of the
string focused on aspects of trustworthiness being evaluated in ACPPS, such as trust, dependabil-
ity, resilience, security, or safety. These attributes were confirmed using the available taxonomy of
trustworthiness attributes [40]. Followed by which is the third part of the search string, limiting
our search to ACPPS. Here, multiple synonyms were selected to define autonomy in a software
system where each synonym covered a particular level of autonomy. The last two components
of the search string focus on articles that use model-based techniques for evaluation or analysis
purposes. Therefore, the final search string is:

(“Cyber Physical System” OR CPPS OR CPS ) AND ( “Production” OR “Manufacturing”
OR “Industry 4.0”) AND (“Trust” OR “Dependability” OR “Resilience” OR “Security” OR
“Safety”) AND (“Autonomous” OR “Self-Healing” OR “Intelligent” OR “Self-Sustainable”
OR “Self-Repairing” OR “Smart”) AND (“Model Based” OR “Model Driven”) AND (“Eval-
uation” OR “Analysis”)

Exercising the defined search string in the selected digital libraries using an automatic search for
peer-reviewed literature resulted in a total of 959 potential studies. Removing impurities (articles
other than research papers) and duplicates from the obtained initial set of studies reduced the
overall size of the dataset to a new total of 804 articles. This reduced dataset still contained articles
that lay outside the scope of this systematic mapping study and thus was further scrutinized based
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Table 2. Selected Indexing Systems, and Electronic Databases Used

Name Type URL

Scopus Indexing System http://www.scopus.com
Web of Science Indexing System https://www.webofknowledge.com/
IEEE Xplore Electronic Databases http://ieeexplore.ieee.org
ACM Digital Libraries Electronic Databases http://dl.acm.org

Table 3. Components of Search String

Search String Components Keywords Description

ACPPS (“Cyber-Physical System” OR
CPPS OR CPS) AND (“Production”
OR “Manufacturing” OR “Industry
4.0”)

This component focuses on the
keywords related to
Cyber-Physical Production
Systems

Trustworthiness (“Trust” OR “Dependability” OR
“Resilience” OR “Security” OR
“Safety”)

This part of the search string
focuses on the aspects of
trustworthiness being evaluated in
ACPPS

Autonomous (“Autonomous” OR “Self-Healing”
OR “Intelligent” OR
“Self-Sustainable” OR
“Self-Repairing” OR “Smart”)

These were the acronyms used to
focus on the AI aspect of the
ACPPS

Model (“Model-Based” OR “Model
Driven”)

These keywords were used to
extract articles focusing on
model-based techniques used for
evaluation

Evaluation (“Evaluation” OR “Analysis”) These were the possible keywords
against “evaluation” we used to
construct our final search string

on the selection process proposed by Ali and Petersen [6]. The inclusion and exclusion criteria used
to ensure an objective selection of primary studies are as below:

— Inclusion criteria:
(1) Contents of the article focus on the model-based evaluation of trustworthiness in ACPPS.
(2) Articles written in English.
(3) Articles that are peer reviewed [82] and not published as technical reports, white articles,

and editorial articles.
(4) Type of article is either a journal article, a book chapter, a conference paper, or a workshop

article.
(5) Articles that do not only present a vision or a viewpoint, or report keynotes, discussions,

opinions, editorials comments, prefaces, tutorials and anecdote articles, and presentations
in the form of slides without any associated research articles.

— Exclusion criteria:
(1) Articles that discuss the model-based evaluation of autonomous CPS’s trustworthiness as

background only or as a side topic.
(2) Articles that focus on CPS other than the cyber-physical production or manufacturing

systems (i.e., smart-factory applications within Industry 4.0).
(3) Articles focusing on the model-based evaluation of autonomous CPS properties unrelated

to trustworthiness.

ACM Comput. Surv., Vol. 56, No. 6, Article 157. Publication date: February 2024.

http://www.scopus.com
https://www.webofknowledge.com/
http://ieeexplore.ieee.org
http://dl.acm.org


Model-based Trustworthiness Evaluation of ACPPS 157:9

Table 4. Data Extraction Form

Facets Cluster Category Description Value

RQ1
Publication
Details

Publication
Title

Identifies the title of the primary studies String

Authors Highlights the names of the author String
Venue Identifies the title of the venues String
Venue Type Highlights the venue type String
Year Highlights the publication year Numeric

RQ2 Aspects of
Trustwor-
thiness

– Identifies the aspect of trustworthiness
implemented and evaluated according to the
taxonomy in [65]

String

RQ3 Modeling
Lan-
guages

– Identifies the modeling languages used for
evaluating ACPPS’s trustworthiness [12]

String

RQ4 Tools – Identifies the developed model-based
evaluation tools

String

(4) Articles that do focus on evaluating autonomous CPS’s trustworthiness but not using
model-based evaluation techniques.

(5) Articles that present secondary or tertiary studies.

To undergo the next step of the execution phase, a particular study must meet all the inclusion
criteria and none of the defined exclusion criteria. This criteria-based selection process led to a new
set of selected studies consisting of a total of 49 articles that can potentially be declared as primary
studies. Later, during the execution phase, a closed recursive backward and forward snowballing ac-
tivity was performed [81], thus minimizing potential bias concerning construct validity [49], all the
while resulting in 15 additional peer-reviewed articles leading to a final set of 44 primary studies.

2.3 Data Extraction

A data extraction form was created to further proceed with the extraction and data collection pro-
cess from the final set of primary studies. Table 4 depicts the extraction form that is composed of
four facets, each targeting an individual RQ. The first facet focuses on the standard information
regarding all the peer-reviewed literature, such as title, authors, and other publication details. For
the rest of the targeted RQs RQ2–RQ4, we adopted a keyword based systematic process to develop
the extraction form responsible for considering the characteristics of the selected primary set of
studies [70]. We started off by reading the full text of the primary studies. This resulted in a col-
lection of keywords and concepts obtained from the studies. These keywords and concepts were
then clustered and categorized based on a process similar to the one defined as a sorting mecha-
nism of the grounded theory methodology [25]. In case of reaching a point where the collected
information, although relevant, was not captured by the current extraction form, the information
was reviewed. If the inclusion of such information was deemed necessary, the form was refined
to accommodate that piece of information but only after re-analysis based on the modifications
made to the data extraction form. During this phase, 18 more peer-reviewed articles were excluded,
leading to a new total of 44 articles in the final set of primary studies. These articles were excluded
from the final set only after a full-text analysis of the studies. Table 5 represents the final set of
primary studies collected after analysis and extraction.

2.4 Data Analysis and Synthesis

With the help of guidelines provided by Cruzes et al. [31], the extracted data from the final dataset
obtained (Table 5) was collected, analyzed, and synthesized to understand and classify the current
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Table 5. Primary Studies

ID Title Authors Year Ref.

P1 Lightweight Mutual Authentication and Privacy-Preservation
Scheme for Intelligent Wearable Devices in Industrial-CPS

Jan et al. 2022 [51]

P2 On the impact of empirical attack models targeting marine
transportation

Bou-Harb
et al.

2020 [18]

P3 A New Threat Intelligence Scheme for Safeguarding Industry 4.0
Systems

Moustafa
et al.

2019
[67]

P4 Trustworthiness Modeling and Analysis of Cyber-physical
Manufacturing Systems

Yu et al. 2016
[86]

P5 Dynamic Probabilistic Model Checking for Sensor Validation in
Industry 4.0 Applications

Xin et al. 2020
[84]

P6 Orthogonal Uncertainty Modeling in the Engineering of
Cyber-Physical Systems

Bandyszak
et al.

2020
[10]

P7 A model-based approach to qualified process automation for
anomaly detection and treatment

Chen et al. 2016
[26]

P8 Fostering concurrent engineering of cyber-physical systems a
proposal for an ontological context framework

Duan et al. 2016
[32]

P9 Integrated tool chain for model-based design of Cyber-Physical
Systems: The INTO-CPS project

Larsen et al. 2016
[62]

P10 Optimal replacement model for the physical component of safety
critical smart-world CPSs

Alemayehu
et al.

2021
[5]

P11 Towards Model-Based Performability Evaluation of Production
Systems

Bucaioni
et al.

2020
[21]

P12 Use case-based consideration of safety and security in cyber
physical production systems applied to a collaborative robot
system

Lichte et al. 2018
[63]

P13 An Emerging Industrial Business Model considering
Sustainability Evaluation and using Cyber Physical System
Technology and Modeling Techniques

Watanabe
et al.

2016
[79]

P14 A simulation-based platform for assessing the impact of
cyber-threats on smart manufacturing systems

Bracho et al. 2018
[19]

P15 Self-adaptive traffic control model with Behavior Trees and
Reinforcement Learning for AGV in Industry 4.0

Hao et al. 2021
[50]

P16 A Smart Maintenance tool for a safe Electric Arc Furnace Fumagalli
et al.

2016
[43]

P17 SAVE: Security & safety by model-based systems engineering on
the example of automotive industry

Jasp et al. 2021
[52]

P18 Simulation-As-A-Service: A simulation platform for
cyber-physical systems

Treichel et al. 2021
[78]

P19 An Architecture-based Modeling Approach Using Data Flows for
Zone Concepts in Industry 4.0

Kern et al. 2020
[57]

P20 Resilient fault diagnosis under imperfect observations-A need
for Industry 4.0 era

White et al. 2020
[80]

P21 GAN-Sec: Generative Adversarial Network Modeling for the
Security Analysis of Cyber-Physical Production Systems

Chhetri et al. 2019
[28]

P22 5-dimensional definition for a manufacturing digital twin Bazaz et al. 2019
[14]

P23 Finding dependencies between cyber-physical domains for
security testing of industrial control systems

Castellanos
et al.

2018
[23]

P24 Robust Digital Twin Compositions for Industry 4.0 Smart
Manufacturing Systems

Preiveneers
et al.

2018
[71]

(Continued)
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Table 5. Continued from previous page

ID Title Authors Year Ref.

P25 Enhancing cyber-physical security in manufacturing through
game-theoretic analysis

Desmit et al. 2018
[35]

P26 Security viewpoint in a reference architecture model for
cyber-physical production systems

Ma et al. 2017
[9]

P27 Multi-Scale Software Network Model for Software Safety of the
Intended Functionality

Zhitao et al. 2021
[83]

P28 Buoy Sensor Cyberattack Detection in Offshore Petroleum
Cyber-Physical Systems

Lin et al. 2020
[68]

P29 Enhancing IIoT networks protection: A robust security model for
attack detection in Internet Industrial Control Systems

Khan et al. 2022
[59]

P30 Novel model for boosting security strength and energy efficiency
in internet-of-things using multi-staged game.

Ambore et al. 2019
[7]

P31 Cyber-Physical Security Evaluation in Manufacturing Systems
with a Bayesian Game Model

AliReza et al. 2020
[87]

P32 Model-based documentation of context uncertainty for
cyber-physical systems

Torsten et al. 2018
[11]

P33 Enabling model testing of cyber-physical systems González
et al.

2018
[48]

P34 Cybersecurity analysis of smart manufacturing system using
game theory approach and quantal response equilibrium

AliReza et al. 2018
[88]

P35 Attack path analysis for cyber physical systems Georgios
et al.

2020
[56]

P36 Cyber-physical vulnerability assessment in manufacturing
systems

DeSmit et al. 2016
[33]

P37 An S4PR class Petrí net supervisor for manufacturing system MH et al. 2016
[2]

P38 A game-theoretic approach to model and quantify the security of
cyber-physical systems

Orojloo H
et al.

2017
[69]

P39 An approach to cyber-physical vulnerability assessment for
intelligent manufacturing systems

DeSmit et al. 2017
[34]

P40 Modeling availability risks of IT threats in smart factory
networks–a modular Petri net approach

Berger et al. 2019
[16]

P41 A Semantic Framework with Humans in the Loop for
Vulnerability-Assessment in Cyber-Physical Production Systems

Jiang et al. 2019
[54]

P42 IT Availability Risks in Smart Factory Networks - Analyzing the
Effects of IT Threats on Production Processes Using Petri Nets

Berger et al. 2022
[17]

P43 Model-based Stochastic Error Propagation Analysis for
Cyber-Physical Systems

Fabarisov
et al.

2020
[37]

P44 Threat modeling for industrial cyber physical systems in the era
of smart manufacturing

Jbair et al. 2022
[53]

state-of-the-art in the domain of model-based trustworthiness evaluating of ACPPS [61]. This study
presents a quantitative analysis of the state-of-the-art discussed in the primary studies using the
vertical analysis technique [41]. This type of analysis helped find and collect information on each
of the defined facets of the data extraction form using the line of argument synthesis process [82].
During this process, each primary study was individually analyzed to have its features classified
based on the parameters defined in the data extraction form.

3 THREATS TO VALIDITY

We conducted this study using a set of well-established guidelines proposed for systematic stud-
ies in software engineering. However, there still exists the possibility of certain validity threats
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affecting the results of our research. Considering this, we describe the main validity threats and
their associated mitigation strategies below.

3.1 Threats to External Validity

One possible threat to external validity could be the existence of other terms used in place of
CPPS, automation, trustworthiness, and evaluation, which might limit our search coverage. To
mitigate this threat, we expanded our search string to contain alternative terms related to the
ones mentioned above. When selecting the studies, we considered only those articles published
in English. Excluding articles published in another language may affect the validity of this study;
we believe the impact of such a threat to be minimal as English is the de-facto standard language
for almost all scientific documents, especially in the domain of computer science and software
engineering.

3.2 Threats to Construct Validity

To mitigate the threats to the construct validity of having a single source, we exercised four differ-
ent scientific databases and indexing systems among the most complete and reputable databases in
the field of software engineering. To mitigate these threats further, we performed a closed recursive
backward and forward snowballing. The study selection was performed using a set of selection
criteria.

3.3 Threats to Internal Validity

To mitigate threats to internal validity, we followed a set of well-established guidelines proposed
for systematic studies in software engineering. Furthermore, we conducted a cross-analysis be-
tween the different categories of extraction form and performed sanity checks on the extracted
data to maintain consistency of the extracted data.

3.4 Threats to Conclusion Validity

The well-defined processes of this study were constantly and systematically applied and docu-
mented. A complete and public replication package allowing the reproduction and verification
of our study has been made available. All authors participated in the planning, execution, and
documentation phase of the study. Moreover, an extraction form was built using well-established
taxonomies and collecting values emerging from the set of primary studies.

4 RESULTS

This section presents our findings. Each study in the final set of selected studies was analyzed indi-
vidually using the designed data extraction form to have its main features classified. The whole set
of primary studies was further analyzed as a whole to identify any other potential patterns, trends,
and research gaps. While analyzing primary studies against each category of the data extraction
form, multiple values were extracted if available. All the while, no values were extracted for the
studies that did not provide any values. Thus, the total occurrences reported in the plotted graphs
may vary from the total number of primary studies.

4.1 Publication Trends (RQ1)

This RQ was designed to identify the publication trends in the domain of model-based evaluation
of ACPPS’s trustworthiness. The answer to this question was collected regarding publication year,
venues, sources of publications, and type of article published. It is observed from the collected data
that the domain is relatively new. Although many studies have been conducted on the evaluation
of trustworthiness, they are either focused on generic IT systems or CPS, or the evaluation process
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Fig. 4. Number of publications over time (year 2022 being incomplete).

Fig. 5. Type of published articles.

itself is not model-based in nature. Figure 4 shows a gradual rise in the number of publications
in the targeted domain, starting from the year 2016 and reaching a peak in the year 2020 with a
percentage of almost 22.2% of the relevant articles published in the year. This is also where we begin
to see a gradual decline in the number of publications in the domain, reaching a minimum of 8.9%
of the total number of articles in the year 2022. Observing the publication trend, we keep seeing
a decline in the number of publications in the years 2017, 2019,2021, and 2022, with 2017 being
the year with the least number of publications. All the while, a minor increase in the number of
publications can be found in the year 2018, having a total of 8 articles published in the year before
reaching a peak in the year 2020 with a total of 10 articles being published. As for the decline in
the number of publications in the years 2021-present, a reason can be the fact that certain articles
are not being included as they have not been published yet and thus made available in the targeted
digital libraries or indexing systems.

Among the various sources of these publications, most of the articles were available in Scopus
(15), followed by IEEE Xplore (14) and Science Direct (12). On the other hand, AIS library and ACM
digital libraries were among the sources with the least number of publications in the domain (1
and 0 articles, respectively).

The most frequent type of articles in the domain we came across were conference papers (53%)
followed by journal articles 44% (Figure 5). Although the automated search on digital libraries did
yield several workshop papers, none passed our selection criteria, thus having the percentage of
0% in our final set of primary studies. As for the book chapters, only one was selected as a primary
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study based on the inclusion and exclusion criteria designed for this systematic mapping study.
During the search and selection process, no particular conference venue stood out as the main
venue of the selected set of primary studies. The research community did not prefer a single venue
to have their studies on model-based evaluation of ACPPS’s trustworthiness published. However,
conferences on AI and model-driven engineering seemed to have been the venue preferred for most
of these articles. All the while, journals such as “Computer in Industry” and “IEEE Transactions
on Industrial Informatics” were the most targeted journals to have articles published that are of
relevance to our studies.

Highlights – RQ1 Recent Trends in Publications

� The earliest published work on the model-based evaluation of ACPPS’s trustworthiness
started appearing in 2016.

� The popularity of the domain reached its peak in the year 2020, followed by a gradual
decline.

� Conferences on AI and model-driven engineering, “Computer in Industry” journal and
“IEEE Transactions on Industrial Informatics” journal were among the most targeted
venue.

� Scopus, IEEE Xplore, and ACM Digital Library were the main sources of articles in the
targeted domain.

4.2 Aspects and Attributes of Trustworthiness (RQ2)

Trustworthiness in a system is a combination of the following attributes that collectively help
ensure user’s and stakeholder’s trust in the system [1, 27, 42, 64]:

— Performability: a measure to evaluate the system’s performance regarding how well it exe-
cutes its functionalities under normal and abnormal conditions.

— Integrity: a property of the data or the information being manipulated by the system, such
that it is accurate, consistent, complete, and trustworthy.

— Confidentiality: an attribute associated with the system’s security and privacy, such that
the information being manipulated is accessible and usable only by the authorized users
or processes of the system. It also implies that the data or the information being used is
protected from unauthorized disclosure or interception.

— Availability: a characteristic of data or the information being used by the system such that it
is accessible and usable only by the authorized users or processes of the system as per need,
all the while being protected from unauthorized denial of service or disruption.

— Reliability: can be defined as the probability of the system executing a set of specified func-
tionalities without failure under certain conditions and time periods.

— Maintainability: a property associated with the software system’s design, complexity, and
documentation in terms of ease in modifying, repairing, or enhancing the system’s function-
alities to meet the changing requirements or correct the identified defects.

— Scalability: an attribute related to the resources, architecture, and configuration of the sys-
tem that can be defined as the capability of the system to handle the varying workloads
or demands without compromising its overall performance, availability, reliability, and the
quality of service.

— Robustness: is a property of the system related to its resilience and fault-tolerance, concerned
with its ability to deal with occurring errors, faults, unexpected inputs, or conditions without
failing operations or producing incorrect outputs.
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— Safety: is a quality of the system that does not threaten its users, property, or environment
under both normal and abnormal conditions.

— Holistic Security Metrics: an approach considering all aspects of security in a complete and
coherent manner aiming to accomplish the system’s security objectives while balancing its
other qualities and the needs of its stakeholders.

— Holistic Resilience Metrics: an approach considering all aspects of resilience completely and
coherently aiming to optimize the system’s ability to withstand and recover from adverse
conditions or events while maintaining its basic functionalities and other performance
factors.

— Holistic Dependability Metrics: an approach considering all dependability aspects completely
and coherently. The aim is to ensure that the system operates and provides its services as
per the users’ and stakeholders’ needs under various conditions.

— Holistic Trust Metrics: an approach considering all the aspects of trust completely and co-
herently aiming to ensure trust relationships among its different entities while being in a
complex and dynamic environment.

This RQ aimed at identifying the reported aspects of trustworthiness evaluated in ACPPS using
model-based evaluation techniques. According to the data collected, safety and security as a whole
have been the most reported aspects of trustworthiness being evaluated in ACPPS over the last
decade, with a percentage of 19% and 18%, respectively. Authors of such articles seem to priori-
tize safety and security above other attributes [65] due to their criticality in industrial settings.
According to the author of reference, [65], safety and security are interrelated such that the sys-
tem’s compromised security may lead to an increase in safety-related risks in ACPPS [52]. Looking
at these two reported attributes individually; the safety aspect marginally supersedes security as
a whole. But when considering the individual aspects within holistic security such as confiden-

tiality, integrity, and availability (CIA) together (6%, 7%, and 11%, respectively) with security
as a whole, safety attribute comes second to it in terms of the reported attributes evaluated in
ACPPS. Among other aspects of trustworthiness, reliability has also been of keen interest to the
researchers, with around 10.5% of the studies reporting it being evaluated, while scalability, per-
formability, and maintainability were among the least reported attributes evaluated. Furthermore,
the results revealed around 8.5% of the studies focusing on a holistic integrated and holistic evalu-
ation of trustworthiness in ACPPS. Whereas Figure 6 suggests that among the aspects observed to
have been reported for evaluation using model-based techniques in the final set of primary stud-
ies, dependability and resilience as integrated concepts based on holistic metrics were the least
focused on (only 9% and 6% of the final set of studies, respectively).

Highlights – RQ2 Focused Aspects of Trustworthiness

� Security as a holistic metric and as its individual indicators, along with safety-related attributes, were among
the most evaluated aspects within ACPPS using model-based techniques.

� The results obtained show an opportunity to explore more holistic ACPPS dependability metrics and resilience
indicators, such as performability-related ones, as they are, at the moment, the least focused aspects being eval-
uated using model-based techniques, while the integration of possibly competing trustworthiness attributes
is the key to achieve the right implementation tradeoffs (e.g., performance vs. dependability).

4.3 Modeling Languages (RQ3)

The answer to this RQ provides us with an overview of the modeling languages used for evaluating
trustworthiness in ACPPS. According to our investigation, a total of 10 different types of modeling
languages were identified to have been used to represent the structural and behavioral aspects of
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Fig. 6. Attributes of ACPPS trustworthiness evaluated through models in the reviewed articles according to

authors’ reported focus, taxonomy, and keywords.

Table 6. Modeling Languages Used

modeling Languages IDs

Petri Nets P4, P11, P13, P37, P40, P42
SySML P2, P9, P12, P17, P20, P33, P43
UML P8, P18, P26, P41, P43
OUM P6, P32
RAAML P16
EAST-ADL P7
AADL P43
Other GML P14, P15, P27, P35
Other BPMN P24
Other DSL P11, P19

ACPPS to be evaluated for its trustworthiness. The results presented in Table 6 show the use of Sys-

tem modeling Language (SysML) the most for constructing models of the underlined embedded
systems, and Petri Nets capturing the behavior of the system to be evaluated with a frequency of
23% each. Another most commonly used modeling language identified is the Unified Modeling

Language (UML) with a frequency of 16.1%, followed by Graph modeling Language (GML)
for representing interactions between various components of the system using graphs and trees
as an instance (12.9%). Some showed interest in the use of Orthogonal Uncertainty Modeling

(OUM) language (6.7%) to represent the identified uncertainties in a system to be evaluated [10, 11],
and Risk Analysis and Assessment Modeling Language (RAAML) (6.7%) representing fault
trees constructed for evaluation of trustworthiness related aspects in the system. At the same time,
some preferred developing their own Domain-specific modeling language to construct a Logical
and Functional Layered Architecture of the system [57].

Some articles presented the use of a combination of ontologies along with UML (6.7%) to
allow context modeling of the system via component models to have the system evaluated using
model-checking tools. Since Markov Models, especially Hidden Markov Models (HMM), are
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language-independent, no specific modeling or programming language has been stated to have
been used for evaluating the trustworthiness of ACPPS.

Highlights – RQ3 Model Language

� A total of 10 different modeling languages were reported to have been used for evaluating the trustworthiness
of ACPPS.

� Petri Nets, SysML, and UML were among the most reported modeling languages used.
� Articles using HMM did not specify any language used.
� Some used a combination of modeling languages to represent both the structural and behavioral aspects of

ACPPS to be evaluated.
� Some used instances of models specified by the safety analysis standards specifically designed for that domain.

4.4 Tools (RQ4)

By answering this RQ, we provide a snapshot of the model-based tools used for evaluating the
trustworthiness of ACPPS using models. The results obtained show a total of 42 different tools
used for evaluation purposes consisting of either preexisting tools used for model constructions
or model-based evaluation itself or the tools developed explicitly for evaluating a particular ACPPS
system itself (7%), a simulation, or a specific component. Among these 32, different model-based
tools were reported to have been used for evaluation purposes. These tools allowed evaluation of
trustworthiness aspects mainly at the design level, focusing on the system as a whole using system
models, a component using component models, or other models focusing on a particular layer of
the ACPPS’s software and hardware architecture. In some cases, no particular tool was reported
to have been used for model-based evaluation of ACPPS’s trustworthiness aspects. Some studies
also suggested using a combination of model-based tools to generate models to be evaluated for
the system’s trustworthiness. Going into the depth of the results obtained, Petri Net tools (21.8% )
such as IOPT-Tool [79], and Colored Petri Nets (CPN) Tool [16] were the most reported model-
based tools used for evaluating the trustworthiness of ACPPS. Followed by this came MATLAB [69]
(12.5%) used specifically for model-based evaluation of the trustworthiness of ACPPS using game
theoretic models. Some have also opted for developing metamodels using modeling tools such
as CAD 12.5% [34] to help develop models depicting the system’s behavior to be evaluated for
its trustworthiness. Figure 7 represents a statistical analysis of system evaluation tools based on
modeling concepts such as Markov Model Chains and other existing simulations. For example, a
study suggested using a FERAL Simulator to model the system and its interactions with other sub-
systems before evaluating it [78]. Simultaneously, a keen interest of the research community and
the practitioners can also be seen in the use of self-developed tools evaluating such autonomous
systems (9.3% each).

Highlights – RQ4 Model-based Tools

� The model-based tools reported can be categorized as either those used for modeling the component of ACPPS
to be evaluated or those that were purely used for evaluating the system.

� Petri Net tools were among the most reported tools used for evaluation purposes, followed by MATLAB and
CAD used to implement game theoretic models.

� Authors of some works developed domain-specific tools to evaluate the system’s trustworthiness.

5 DISCUSSION

Evaluation of ACPPS trustworthiness using model-based techniques started to gain popularity af-
ter 2020, with a total of 19 primary studies published in the duration. Due to the novelty of the
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Fig. 7. Model-based tools used for evaluation of ACPPS’s trustworthiness.

domain, not all aspects of ACPPS trustworthiness were covered to the full extent in the works
surveyed in this study. In general, most of the proposed or discussed model-based trustworthiness
evaluation techniques were focused on the evaluation of components of a system being designed
rather than the entirety of the system.
The trustworthiness attributes evaluated consisted of the holistic metrics such as holistic security,
dependability, and resilience metrics and indicators of these holistic metrics such as CIA (indica-
tors of holistic security attribute). The studies evaluating holistic metrics focused on generic risks
associated with those particular metrics.
For evaluation purposes, where the majority of the primary studies presented the use of model-
based evaluation techniques, some opted for using non model-based techniques combined with
models to evaluate the system’s aspects of trustworthiness. One such example was the usage of
ontologies with OUM [10, 11]. Furthermore, not all languages used for model construction were
modeling languages; rather, some used programming languages to construct models (such as the
HMM model and the Attack Trees), meta-models (as Seen in Figure 8), or for storing the con-
structed model of the system for model-to-model transformations [36], evaluation purposes, or
code generation. Articles using G-code mainly used graph-based techniques for trustworthiness
evaluation. One example is the use of Intersection mapping for vulnerability detection and deci-
sion trees for assessing the identified vulnerabilities [33]. Aspects analyzed using G-code included
Loss of Information, Data Inconsistencies, Time Until Detection, Relative Frequency, and Lack of
Maturity [34]. Studies based on Game Theoretic Models used both Bayes–Nash Equilibrium and
Quantal Response Equilibrium to capture the interactions taking place between the attacker and
the defender in a given smart manufacturing system [87].

Statistically analyzing all the reported languages used for evaluating trustworthiness-related
attributes, XML, G-Code, Python, Fortran, and Ontologies emerged with a frequency of 4.5%,
9.1%, 4.5%, 2.3%, and 4.5%, respectively. Whereas when limiting the statistical analysis of reported
languages used for evaluation purposes to only non-model-based languages, these frequencies
changed to 18%, 37%, 18%, 9%, and 18%, respectively (as seen in Figure 8). The articles reporting the
use of such languages can be seen in Table 7.

Authors reporting the use of non-model-based languages in most cases evaluated
trustworthiness-related attributes such as reliability, availability, holistic security, resilience,
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Fig. 8. Non-model-based languages used for evaluating trustworthiness in ACPPS.

Table 7. Non-model-based Languages Used

Non-Model Based Languages IDs

Python P28, P29
G-Code P39, P36, P21, P25
Fortran P28
XML P22, P23
Ontologies P41, P8

Fig. 9. Non-model-based tools used for evaluation of ACPPS’s trustworthiness.

and trust via G-Code implementation on CAD/CAM tools, while others used XML, Python or
Fortran code implementations on IDEs mainly to evaluate safety and reliability.

Looking into the tools used for evaluation purposes, not all tools were purely used for evaluation
purposes; rather, some were used for model construction or data collection required to assist in the
model-based evaluation of trustworthiness aspects. Some of the reported tools used were not even
model-based in nature, e.g., Transmission Control Protocol (TCP) Dump, a tool to capture data
packets within a network was used to identify the flow of data between the various components
of the system, or the IDEs used to construct meta-models and the models originally required for
evaluation purposes. Figure 9 presents all the non-model-based tools used to assist in generating
models required for evaluation purposes.

According to Figure 9, IDEs (20%) were the most reported tool used to implement the code
written in non-model-based languages. The rest of the tools reported in the selected set of pri-
mary studies appeared with the frequency of 10%. The reason for such an anomaly is that either
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these tools were mainly used in conjunction with other model-based tools, e.g., the use of CAD
tool with CAM tool [33], or as discussed earlier was used to extract the required data for analy-
sis or for implementing a meta-model only before constructing the actual model evaluating the
trustworthiness-related attribute.

An integrated analysis, as seen in Table 8, presents a list of all the tools used for model con-
struction and thus evaluation the respective trustworthiness-related attribute. Looking at only the
attributes being evaluated, most reported were either safety, availability, reliability, or holistic se-
curity metrics, for which SysML was the most used modeling language implemented using tools
such as MATLAB or, in other cases, a self-developed tool based on the stakeholder’s requirements.
On the other hand, considering the modeling language alone, the most frequently reported model-
ing language used for evaluating the attributes was Petri Nets [22]; for which most of the authors
opted for Petri Net Toolbox or MATLAB, evaluating almost all of the attributes except for main-
tainability, and holistic resilience metrics. Although only four articles reported the use of GML, the
integrated analysis reveals a significant use of GML for evaluating almost all the trustworthiness-
related attributes except for maintainability, scalability, and performability. In this case, the authors
either preferred the use of MATLAB or opted for a self-developed tool.

Further analyzing the obtained results for reported modeling language used for the attribute
evaluated, RAAML was the least reported language being implemented using a simulation tool
(Smart Water Monitoring (Web-based Tool)) responsible for assessing the safety and reliability
of the system in question. Authors reporting the use of DSL implemented them using their own
developed tools and, therefore, were among those reported the least number of times for evaluating
the attributes. Overall, the use of both qualitative and quantitative assessment tools has been made
to evaluate the attributes. One observation made from this study is the lack of focus on evaluating
certain attributes such as maintainability, scalability, performability, and holistic resilience metrics,
and therefore have the least associated modeling languages reported.

As for the case studies adopted for demonstrating the working of the model-based evaluation
technique, a total of 11 different case studies were reported to have been used. Most of which were
either generic case studies or were related to smart grids. Most of the studies used either a simula-
tion of a smart Industrial Internet of Things (IIoT) involving the entire manufacturing process
or case studies on the transportation of goods or materials required for the production process, e.g.,
platooning application or a conveyor belt, with a percentage of 24.4% each. According to the statis-
tics obtained, the second most used type of case studies (22%) were the real-world case studies on
ICS to implement the proposed model-based trustworthiness evaluation technique. Since some of
the articles focused on evaluating the trustworthiness of a particular component of ACPPS rather
than the entire system, we can see from Figure 10 the use of case studies related to the networking
layer of ACPPS, the resource allocation aspect of ACPPS, or the Buoy sensors (2.4% each). In some
cases, numerical examples, test beds of a particular ICS, and pre-existing globally available data
sources (5% each) or frameworks such as the Design Science Research Evaluation Framework were
also used as a case study (2.4%).
Overall, based on our investigation, not all attributes of trustworthiness have yet been evaluated
for ACPPS, especially using model-based techniques. Although the studies do present the evalu-
ation conducted, they do not specify the limitations of their evaluation techniques, such as the
complexity of their technique, scalability, or generalizability. The proposed techniques seem to
focus mostly on one particular layer of the ACPPS architecture, thus ignoring the risks associated
with the rest of the architecture, resulting in an incomplete system evaluation. The majority of
the studies focused more on risk identification rather than analysis. Also, the techniques proposed
are not continuous or automated. Moreover, no method for traceability has been discussed in the
articles to help monitor and manage the risks identified during the evaluation process. Therefore,
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Table 8. Integrated Analysis

Trustworthiness Attribute Modeling Language Used Tool Used

Integrity Petri Nets,
SysML, UML,
GML

MATLAB, Petri Nets Toolbox, IOPT,
SecuriCAD, FERAL simulator, UPPAAL

Confidentiality Petri Nets,
SysML, GML

MATLAB, Petri Nets Toolbox, SecuriCAD,
FERAL simulator, UPPAAL

Availability Petri Nets, DSL,
UML, GML,
EAST ADL

MATLAB, Petri Nets Toolbox, IOPT,
SecuriCAD, FERAL simulator, HiP-HOPS
(FTA), MetaEdit, Camunda BPM, MM Tools

Reliability Petri Nets,
SysML, UML,
GML, BPMN,
RAAML

MATLAB, Petri Nets Toolbox, IOPT, PRISM,
EAS, Self Made Tool, Smart Water Monitoring
(Web-based Tool), Arena® from Rockwell
Automation, Discrete-Time Markov Chains
(DTMCs), probabilistic Model Checker, MM
Tools

Maintainability Self Developed
DSL

Self Made Tool

Scalability UML, Petri Nets FERAL simulator, Petri Net Toolbox
Robustness Petri Nets, OUM,

SysML, BPMN,
GML, EAST ADL

Petri Nets Toolbox, Self Developed Model,
Self-Made Tool “Diagnoser”, HiP-HOPS (FTA),
MetaEdit, Camunda BPM, MM Toolbox

Safety Petri Nets, EAST
ADL, OUM,
SysML, UML,
BPMN, DSL,
GML, RAAML

SPES Modeling Tool, HRD, Arena® from
Rockwell Automation, MATLAB, IOPT,
Self-Made Tool “Diagnoser”, HiP-HOPS (FTA),
MetaEdit, Camunda BPM, Self-Made DSL
Based Tool, PRISM, Siemens Tecnomatix plant
simulation, Smart Water Monitoring
(Web-based Tool), VueOne Threat Modeller

Performability Petri Nets Petri Net Toolbox
Holistic Security
Metrics

Petri Nets, OUM,
SysML, UML,
GML, DSL

MATLAB, Petri Nets Toolbox, Arena® from
Rockwell Automation, EAS, MATLAB, IOPT,
Self-Made Tool “Diagnoser”, Self-Developed
Model, Self-Made DSL Based Tool, PRISM,
Siemens Tecnomatix plant simulation, MM
Toolbox, VueOne Threat Modeller

Holistic Resilience
Metrics

GML, SysML MATLAB, Self-Made Tool “Diagnoser”

Holistic
Dependability
Metrics

Petri Nets, GML,
SysML, EAST
ADL

MATLAB, Petri Nets Toolbox, Tool Chain,
HiP-HOPS (FTA), MetaEdit, Camunda BPM,
MM Toolbox, PRISM, VueOne Threat Modeller

Holistic Trust
Metrics

Petri Nets, GML,
SysML, UML

VueOne Threat Modeller, MM Toolbox, FERAL
Simulator, Self-Developed Model, Petri Net
Toolbox, DTMC, Probabilistic Model Checker,
PRISM, MATLAB, EAS

this leads us to factors that need further investigation to help better understand and ensure trust-
worthiness in ACPPS.

6 RELATED WORK

A CPS integrates embedded computers and communication technologies to various physical
domains, including the production domain, thus resulting in a CPPS [47]. Much research has been
done on the evaluation of CPPS’s performance and reliability over the last decade. However, since
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Fig. 10. Case studies used for demonstration.

ACPPS is a relatively new domain with artificial intelligence integrated into traditional CPPS [4],
the domain is still being explored. To the best of our knowledge, the work presented in this article
is the first systematic mapping study presenting an analysis of the model-based evaluation of
trustworthiness implemented in ACPPS, highlighting the aspects of trustworthiness evaluated,
modeling formalism used, tools used, and the case studies used to present the evaluation process.
Nonetheless, several studies have been conducted on evaluating trustworthiness in CPPS.
Jairo et al. presented a survey of surveys on the security and privacy defenses (prevention,
detection, and responses) in CPS such as manufacturing systems and ICS, and so on [47]. The
article discusses the use of detection algorithms to identify vulnerabilities in the system, and the
implementation of encryption schemes as a response or as a preventive measure for all types of
CPS. Our work on the other hand presents an overview of all the model-based techniques used
for evaluating ACPPS’s trustworthiness.
A recent decade-wide literature review published provides an overview of security aspects in
Industrial CPS (I-CPS) [3]. The study, however, focuses only on discussing security-related
properties. It highlights the identification methods, such as attack detection and finally presents
a summary of the proposed mitigation measures.
A survey on security in CPS and Industry 4.0 published by Yaccoub et al. [85] provides an
overview of vulnerabilities, threats, attacks, and failures in IIoT, proposed measures along with
their limitations. According to this study, the threats can be categorized as cyber and physical
threats. For the discussed threats, the survey summarise the non-model-based tools available to
evaluate systems for such threats.
Another article published in the year 2019 [4] discusses the formation of ACPPS followed by
the types of cyber-security threats that exist, making the system vulnerable. The Source of the
attack being internal or external, the use of software-defined networks (SDN) and network

function virtualization (NFV) can assist in automatic incident response by rapidly detecting
and replacing the failed component with its virtual implementation.
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Geismann et al., in the published systematic literature review, summarizes aspects of model-driven
engineering in CPS. The study presents an overview of 7 specific model-based tools that allow
for modeling and evaluation of the system at an early stage of software development. Although
this particular study is relevant to our work, it is focused on CPS as a whole and not ACPPS, and
it discusses the analysis of only security-related properties [46].
A recent study published by Gaiardelli [44] discusses the adaptation of Model-based Software En-
gineering to developed software related to Industry 5.0. It provides an overview of state-of-the-art
tools proposed to model AI-integrated CPS using SysML modeling language. The tools presented
allow not only the construction but also the evaluation of the system. However, the study does not
specify the type of properties the system is evaluated for. In the meantime, our work provides an
overview of all possible modeling languages used to evaluate trustworthiness attributes in ACPPS.
In general, all of these studies focus only on one particular aspect of trustworthiness, i.e., security,
whereas our study further extends this type of research onto other aspects of trustworthiness
as well. Our work also provides an overview of the model-based techniques and tools used for
evaluation purposes. The literature presented in this section lacks a discussion on the model-based
techniques proposed over the years to evaluate ACPPS’s trustworthiness.

7 CONCLUSION

This systematic mapping study presents a structured understanding of the state-of-the-art model-
based techniques used for evaluating trustworthiness in ACPPS. During this study, we identified,
classified, and analyzed articles published till June 2022 using precise data extraction, analysis, and
synthesis processes. From the initial set of 959 peer-reviewed publications, we reached a final set
of 44 primary studies. The main findings of this mapping study are as follows:

— The articles focusing on the model-based evaluation of trustworthiness in ACPPS started
to be published in 2016, from where it gradually started to gain popularity, reaching a peak
in 2020 with a total of 10 articles published. Most of these articles published were either
conference papers or journal articles.

— Since the domain is relatively new, not all aspects of trustworthiness defined in existing tax-
onomies have been evaluated, especially using model-based techniques in ACPPS. However,
some of the most reported aspects of trustworthiness being evaluated consisted of Safety
and Security as a whole.

— Looking into the model formalism, Petri Nets, SysML, and UML were among the most re-
ported modeling languages used to construct models of the overall system or a subsystem.
Some articles also used programming languages such as Python, FORTRAN, and G-Code to
construct meta-models to be used to construct a system’s model.

— Articles reported using tools that were either model-based or other detection and develop-
ment tools. Petri Net tools, MATLAB, and CAD were among the most reported model-based
tools used for evaluation purposes, while Integrated Development Tools were among the
most reported programming tools used to assist in the evaluation process of ACPPS.

— Not all the articles presented the working of their proposed model-based evaluation tech-
niques. However, those that did mainly used simulations of the entire system, sub-systems,
or specific scenarios as a case study.

8 FUTURE WORK

Based on our findings, we believe that the domain is relatively new, with several emerging and
promising approaches based on multi-paradigm modeling, DSL, and M2M transformations. En-
gineers need to tackle many challenges to leverage the potential of model-based evaluation in
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ACPPS, considering their complexity, heterogeneity, and limited predictability/transparency. That
is mainly due to the usage of AI, and specifically ML, in order to manage autonomy against uncer-
tainties as well as system learning and evolution capabilities to dynamically adapt to changes in
the operating environments.
One future research opportunity could be the investigation into the limitations of the proposed
model-based evaluation techniques presented in this study in the domain of ACPPS. The aim here
will be to observe the extent to which the proposed techniques can evaluate the trustworthiness-
related attributes in ACPPS, more specifically in the AI component of ACPPS.

Since not all trustworthiness-related attributes defined as per existing taxonomies are reported
to have been evaluated using model-based techniques, an investigation into the alternative solu-
tions used for their evaluation and the reasons behind them could be conducted to help better
understand the shortcomings of the techniques highlighted in this study.

Another possible research opportunity could be to study the possibility of applying model-based
evaluation techniques mainly defined for a generic CPS to analyze trustworthiness attributes im-
plemented in ACPPS.
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