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ARTICLE INFO ABSTRACT
Keywords: The adoption of artificial intelligence (AI) in ophthalmology holds great promise for improving diagnostic ac-
Artificial intelligence in ophthalmology curacy, optimizing workflows, and enhancing patient care. However, regulatory, ethical, and technical chal-

Al ethical considerations

lenges must be addressed to ensure its safe and effective implementation. Bias in Al can lead to disparities in
Black-box problem

Patient safety h.ealthcare del?very, w./vhile th‘e “black.—box problern”.raises Foncerns about trans;?a.rency an.d t}rl.lst. Et.hical p.rin—

Data privacy ciples must guide Al integration, particularly regarding patient safety, accountability, and liability. Privacy risks

Liability related to data collection and security are especially critical in ophthalmology, where large imaging datasets are

Trustworthy Al essential. Additionally, Al-generated inaccuracies, or “hallucinations,” pose potential risks to clinical decision-
making. Cybersecurity threats targeting Al-powered healthcare systems further emphasize the need for robust
protections. Despite these challenges, Al has the potential to improve access to ophthalmic care, particularly in
underserved regions, as seen in Al-assisted diabetic retinopathy screening. However, financial and infrastructural
barriers remain significant obstacles to widespread adoption. Addressing these issues requires collaboration
among stakeholders, including regulators, healthcare providers, Al developers, and policymakers, to establish
clear guidelines and promote trustworthy Al systems. This review explores key regulatory and ethical concerns
and highlights strategies to ensure the responsible integration of AI into ophthalmology.

1. Introduction McCarthy et al., 2006). However, there remains no consensus has yet
been reached on the precise definition of what constitutes Al

The concept of artificial intelligence (AI) was first introduced by Al integration is rapidly increasing across various medical spe-
McCarthy and colleagues (McCarthy et al., 2006) in 1956, who defined it cialties, but ophthalmology stands out as particularly well-suited for its
as intelligent machines capable of replicating human-like problem-- adoption. This is largely due to the field’s heavy dependence on imaging
solving abilities. These abilities include language use, abstract thinking and data for different and specific tasks such as screening, diagnosis,
and reasoning, concept formation, problem-solving, meaning discovery, prognosis, and treatment of eye conditions (Labib et al., 2024a). (Fig. 1)
generalization, and learning from experience to accomplish goals The wide range of imaging techniques used in ophthalmology can
without being explicitly programmed for specific tasks (Bali et al., 2019; provide several opportunities for the development of Al programs.
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Fig. 1. AI-Powered Analysis in Ophthalmology— An illustration of an eye as
the central focus from which various Al-driven analytical processes emerge.
(Graphic designer Donata Piccioli creation).

Furthermore, in this field, AI has already demonstrated excellent diag-
nostic performance in screening for common eye diseases such as dia-
betic retinopathy (DR) (Gulshan et al., 2016; Ting et al., 2017),
glaucoma (Hemelings et al., 2021), and cataracts (Tham et al., 2022).

Al's role in ophthalmology could offer the potential to enhance
diagnostic accuracy, enable early diagnosis, and improve the overall
quality of care.

Much of the focus has been on how Al can address the growing de-
mand for sustainable healthcare in the face of a rapidly expanding and
aging global population (Wahl et al., 2018; Williams et al., 2021a; Xie
et al., 2020).

This is especially crucial in low-income (LIC) and low-to middle-in-
come countries (LMIC), where preventable causes of blindness, such as
DR and age-related macular degeneration (AMD), could be mitigated
through screening programs, home monitoring systems, or telemedi-
cine. Furthermore, this is particularly important in remote areas where
access to specialized ophthalmologists is limited (Cen et al., 2021) and
Al-driven screening could standardize eye care and improve access. For
instance, tools like IDx Technologies (Coralville, USA), which has
received approval from the Food and Drug Administration (FDA), are
already being utilized as screening solutions in clinical settings (Kras
et al., 2020). The powerful capabilities of Al raise concerns that, without
proper development and regulation, this technology could pose risks and
potential harm to patients. These concerns are especially critical in
healthcare, where data breaches or misuse of AI models could have se-
vere consequences.

In this review we discuss the potential issues of Al implementation in
ophthalmology practice such as ethical and accountability concerns,
along with other concerns such as explainability, cybersecurity, and
privacy that must be carefully addressed before Al systems can be widely
adopted in clinical settings (Swaminathan and Daigavane, 2024a).

2. Terminology
The terms artificial intelligence, machine learning, and deep learning

are often used interchangeably, but they represent distinct concepts. To
clarify the key issues linked to Al adoption, it is helpful to define these
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Fig. 2. Connections Between Key AI Entities — A conceptual diagram illus-
trating the relationships between various components of artificial intelligence,
including Machine Learning (ML), Deep Learning (DL), Generative Adversarial
Networks (GANs), Generative Artificial Intelligence (GAI), Recurrent Neural
Networks (RNNs) and Trasformers, Convolutional Neural Networks (CNNs) and
Large Language Models (LLMs). (MCS creation).

entities more precisely (Fig. 2).
2.1. Machine learning (ML)

Most Al-based models are built upon machine learning (ML), a
branch of Al in which algorithms learn patterns and structures from data
without relying on predefined rules. ML includes three main approaches:
unsupervised learning, where the model identifies hidden patterns in
unlabeled data; supervised learning, where models are trained on
labeled data to predict known outcomes; and reinforcement learning,
where systems learn through feedback by optimizing actions based on
rewards and penalties. The goal of these systems is to replicate the
functioning of the human brain, allowing them to “learn” from exposure
to data and thereby improve the accuracy of their outputs. The solutions
it “learns” can subsequently be applied to new, unknown contexts for
more efficient data analysis (Labib et al., 2024b; Schmidt-Erfurth et al.,
2018).

ML has led to the development of artificial neural networks (ANNSs),
which are inspired by the brain’s neural structure and designed to
emulate certain human learning patterns. ANNs consist of inter-
connected artificial neurons organized in multiple layers. ANNs are
particularly effective in classification and diagnostic tasks, such as
screening for DR using biomarkers in color fundus photography. Over
time, ANNs have evolved into deep neural networks (DNNs), a more
advanced architecture that forms the foundation of deep learning (DL)
(LeCun et al., 2015).

2.2. Deep learning (DL)

Deep learning (DL) is a subfield of ML based on deep neural networks
(DNNs)—architectures with multiple hidden layers capable of auto-
matically extracting and learning abstract data representations. DL
models such as convolutional neural networks (CNNs) and recurrent
neural networks (RNNs) have achieved remarkable success in image and
sequential data analysis, respectively. CNNs use localized filters and
shared weights to detect hierarchical features in images, making them
particularly effective in medical imaging tasks. RNNs, by contrast, are
designed to handle temporal data, leveraging memory of prior inputs for
tasks like speech recognition and time-series forecasting. The perfor-
mance of DL models scales with increased data availability and
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computational power, enabling high precision across various domains.
However, this complexity often comes at the cost of reduced interpret-
ability and transparency compared to traditional ML approaches. In
particular, DL-based systems typically require large annotated datasets
for effective training, while ML models can operate with smaller data-
sets, offering better explainability but often at the expense of accuracy
(Mai and Schmidt-Erfurth, 2024; Marey et al., 2024; O’Shea and Nash,
2015; Schmidt, 2019).

2.3. Generative adversarial networks (GANS)

In data-limited fields such as medical imaging, Generative Adversa-
rial Networks (GANs) offer an effective solution for data augmentation.
GANSs consist of two neural networks—a generator that creates synthetic
data samples and a discriminator that evaluates their realism—in a
competitive framework. Through this adversarial process, the generator
progressively learns to produce highly realistic data, which can be used
to expand training sets and improve model generalization without pre-
defined augmentation strategies. This approach enhances the robustness
of CNN-based models and helps mitigate the limitations of small data-
sets. (Goodfellow et al., 2014; Tonti et al., 2024a).

2.4. Generative Artificial Intelligence (GAI)

Generative AI (GAI) refers to a class of algorithms capable of creating
original content, such as text, images, videos, music, and even engaging
in conversations. Generative Al has evolved from multiple architectures,
especially Transformers for language and GANs for images. Trans-
formers are a more recent and powerful alternative to RNNs, designed to
overcome the limitations of RNNs by incorporating self-attention
mechanisms (Vaswani et al., 2017). These mechanisms allow trans-
formers to evaluate the significance of each word in a sequence relative
to all others, bypassing the constraints of sequential processing. As a
result, transformers can significantly improve efficiency and enhance
the ability to capture long-term dependencies in data. Transformers
have played a pivotal role in the rise of powerful Large Language Models
(LLMs) such as ChatGPT (Ali et al., 2024; Marey et al., 2024).

Other critical components in the evolution of GAI include autoen-
coders, which compress input data into a latent space and reconstruct it,
laying the groundwork for representation learning and denoising. Latent
variable models (LVMs) introduce probabilistic reasoning into genera-
tive tasks, enabling more controlled and interpretable generation, as
seen in Variational Autoencoders (VAEs)(Kong et al., 2022). Diffusion
models represent a newer paradigm, generating data by iteratively
denoising a random signal. These models have achieved state-of-the-art
performance in high-quality image generation and are being explored
for use in audio and video as well (Bengesi et al., 2024). Multi-modal
encoders like CLIP (Contrastive Language-Image Pretraining) bridge
vision and language by learning aligned representations of images and
text. This capability supports generative systems that can interpret and
produce multi-modal content, such as image generation from text
prompts. CLIP has recently attracted growing attention in the field of
medical imaging, being employed both as a pre-training strategy for
aligning visual and textual data and as a core component in various
clinical applications—such as automated report generation, diagnostic
support, and visual question answering on medical images (Zhao et al.,
2025).

2.5. Large language models (LLMs)

LLMs are a subset of GAI, primarily designed for language-related
tasks. While GAI models have broad applications across various crea-
tive fields, LLMs are specifically built to handle tasks that involve text,
such as understanding and generating coherent, contextually appro-
priate written content. Trained on massive datasets of text and code,
LLMs can interpret text, commands, and queries, producing responses

Progress in Retinal and Eye Research 107 (2025) 101374

that approximate human conversation. Among them, ChatGPT has
become the most prominent, gaining widespread use and recognition,
even within scientific literature. GPT, which stands for “Generative Pre-
trained Transformer,” is an Al model designed to understand and
generate human-like text. The potential applications of ChatGPT span
numerous fields, including journalism, marketing, education, and pro-
fessional writing. However, its role in medicine, particularly in
specialized areas like retinal care, remains uncertain (Bellanda et al.,
2024a). In healthcare, potential applications include medical education,
patient counseling, charting, clinical decision support, and academic
writing, as the technology continues to advance (Dave et al., 2023).

3. Bias

Bias in Al refers to the systematic and unjust preferences or preju-
dices that Al systems may exhibit toward specific groups or individuals.
Real-world populations are highly diverse, encompassing variations in
age, race, comorbidities, socioeconomic status, geographic location, and
other factors. This complexity poses significant challenges in developing
accurate predictive models for healthcare. Traditional models often
struggle to account for this variability, resulting in biases and inaccur-
acies (Thaler et al., 2024). Gonzalez et al. (Gonzalez-Gonzalo et al.,
2022) identified two primary biases in Al systems trained on inade-
quately designed or unrepresentative datasets. The first, known as
source bias, occurs when models fail to generalize effectively to patients
from different racial or ethnic backgrounds. For instance, retinal
pigmentation varies in color distribution among ethnic groups, and such
differences may result in misclassification. The second, context bias,
arises when models rely on features that are merely correlated with the
disease, rather than identifying the pathology itself. For example, if a
training dataset includes primarily patients from a specific age group,
the model might associate certain age-related characteristics with the
disease, failing to capture its true defining features. When a model is
trained on a dataset containing images that include both the disease of
interest and unrelated features, the classifier may prioritize the corre-
lated features over the relevant ones. As a result, the system may fail to
extract the necessary disease-specific characteristics. These types of
biases can have significant implications for patients in clinical settings
where Al systems are implemented. Reduced model performance can
lead to inaccurate automated diagnoses, ultimately resulting in inap-
propriate clinical management decisions and potentially compromising
patient care. Furthermore, a critical limitation lies in the representa-
tiveness of the datasets, the quality and the data quantity used to train Al
algorithms. Poor-quality or biased datasets can impair model perfor-
mance and limit its ability to generalize across diverse patient pop-
ulations leading to flawed predictions in real-world applications
(Hashemian et al., 2024).

An important root cause of Al bias, particularly relevant in medical
settings, is the domain shift between training data and real-world (test)
data. ML models can generalize effectively only if training and test data
originate from the same underlying distribution. However, deviations
between these distributions frequently occur, representing a significant
challenge in medical and biological applications (Stacke et al., 2021).
Such domain shifts can result from temporal changes in patient pop-
ulations, new disease variants, evolving diagnostic criteria, changes in
clinical practices, or differences in data collection methods. For instance,
during the COVID-19 pandemic, the distribution of test results, clinical
parameters, and disease prevalence continuously changed due to factors
such as new virus mutations and evolving testing strategies(Roland
et al., 2022). Consequently, these shifts can degrade predictive perfor-
mance over time, making previously reliable models ineffective or
biased when applied in real clinical settings. Furthermore, standard ML
approaches typically struggle to cope with these dynamic shifts,
resulting in unreliable and over-optimistic performance estimates
(Elsahar and Galle, 2019). Thus, neglecting domain shifts can uninten-
tionally reinforce biases or inaccuracies, thereby compromising the
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clinical reliability of AI systems. In the following subsections, we will
examine the main forms of bias that may affect the development,
deployment, and performance of Al systems in Ophthalmology.

3.1. Bias related to inadequate representation of real-life population

To ensure that AI algorithms are effective and equitable, it is
essential that the datasets used for their training reflect the diversity of
real-world populations. The use of large, high-quality datasets is crucial
to avoid the underrepresentation of specific patient characteristics such
as ethnicity, age, and disease stages (Frank-Publig et al., 2024). How-
ever, many Al models, such as those for glaucoma, are often developed
using datasets that inadequately represent different demographic
groups. This lack of diversity can lead to models that perform well for
some populations but poorly for others, creating disparities in health-
care. Since for example glaucoma manifests differently across pop-
ulations, a model trained predominantly on one group may fail to
accurately diagnose the disease in others (Tonti et al., 2024b). To
address this issue, it is crucial to include diverse datasets in the training
process to ensure that the models are applicable to a wide range of pa-
tients. In ophthalmology, ML models require well-labeled, representa-
tive, and high-quality datasets, but currently, these datasets are
primarily available in a few countries, with limited global representa-
tion. While gathering global data is a distant goal, it is important to
ensure equitable representation across continents, ethnicities, and
countries in order to reduce biases and improve the generalizability of
algorithms (Nakayama et al., 2022). Biases in training data not only
limit the generalizability of models, but they can also perpetuate and
amplify preexisting inequalities, raising significant ethical concerns.
These biases particularly affect minority groups, immigrants, rural
populations, and individuals with lower socioeconomic status, who are
often underrepresented in databases and electronic health records (Boyd
et al., 2023; Sonmez et al., 2024a).

3.2. Bias related to low data quality

Low data quality can lead to output errors and biases, particularly
when data collection is not standardized, mining the efficient use of this
data for Al model training and testing. This challenge has prompted
numerous multicentric efforts to address the significant variability in
examination processes, timing of laboratory tests, and image quality. To
improve data usability, standardizing clinical data collection is essential
to generate high-quality, consistent, and complete information that can
support the development of reliable medical Al products. For example,
health examination records should encompass all necessary items with
complete results. Furthermore, low-quality image data often results in
the loss of critical diagnostic information, which can negatively affect
Al-driven image analyses. Therefore, implementing image quality as-
sessments is crucial to filter out substandard images, thereby improving
the performance of Al-based diagnostic models in real-world clinical
settings (Feng et al., 2024; Li et al., 2023a).

3.3. Bias related to data scarcity

Real training datasets frequently suffer from limitations such as
under-representation of certain patient demographics, and rare diseases
(Norori et al., 2021; Sonmez et al., 2024b). Insufficient data sample sizes
pose a significant challenge in Al research, especially for rare ocular
diseases with low incidence rates. Researchers often struggle to gather
enough data to develop reliable Al models for these conditions. One
solution to this issue is the generation of synthetic images, which can
address critical challenges in ophthalmology. By augmenting datasets
with synthetic images, researchers can reduce the reliance on real ones,
improving model performance across a broader range of scenarios. This
approach also helps tackle generalizability issues, as models trained on
limited datasets often struggle to perform well on underrepresented
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image types. However, it is important to note that synthetic
images—although useful—may not fully capture the complexity
and heterogeneity of real-life clinical findings. As a result, exclu-
sive or excessive reliance on artificial data could limit the model’s
ability to generalize effectively in real-world settings. This repre-
sents a minor but relevant concern in the development of Al sys-
tems. Data augmentation must be performed carefully to ensure that the
data is diverse, balanced, and representative while also respecting data
privacy concerns. In particular, LLMs are able to address the challenges
posed by limited data volumes. They enable data augmentation and
make effective use of existing resources, driving advancements in
medical image classification, rare disease diagnosis, and other health-
care applications. However, while LLMs can help mitigate the scarcity of
medical data, they have notable limitations, including hallucinations
and lack of standardization (Wong et al., 2024). Hallucinations occur
when GAI models produce content that appears plausible but is actually
incorrect. This issue can arise from various factors related to the quality,
quantity, and inherent biases of the training data. Therefore, it is
essential to address and identify hallucinations to ensure the accuracy of
medical diagnoses, decision-making and the reliability of medical AL. On
another note, to address the issue of data scarcity, large databases have
already been created in some countries (Martins et al., 2022). Currently,
there are extensive databases, such as electronic medical records and
digital images, that enable the recognition of patterns in large volumes
of data in a short time. One notable example is the Intelligent Research in
Sight database, which was developed to store data from 17,363,018
patients across 7200 ophthalmologists in the United States. The primary
goal of this initiative was to enhance individual patient care and inform
public health policies (Chiang et al., 2018).

3.4. Identification of bias in the development of AI

Nakayama et al. (2024) identified seven critical steps in which bias
may develop when applying Al in ophthalmology. These steps include
data collection, defining the model task, data preprocessing and label-
ing, model development, model evaluation and validation, deployment,
and post-deployment evaluation. Herein, we will discuss them
separately.

3.4.1. Data collection

Bias can arise from unbalanced data sources, as representation plays
a critical role in evaluating the data used to train Al algorithms. Strict
inclusion criteria may inadvertently exclude essential subgroups, while
overly broad criteria can lead to an increased number of false positives
within the dataset. Additionally, underrepresented populations are often
left out, and even datasets with broad representation can carry historical
biases that misrepresent certain groups. Currently, as previously
mentioned, ophthalmic datasets used in Al research are notably imbal-
anced, with retinal imaging datasets lacking adequate representation
from middle- and low-income countries (Khan et al., 2021). Another
form of bias that could affect data collection is spectrum bias, as
mentioned by Gonzalez et al. (Gonzalez-Gonzalo et al., 2022), which
occurs when the dataset does not encompass the full spectrum of disease
severity in the target population, resulting in suboptimal model per-
formance. For example, ophthalmology datasets predominantly
featuring mild cases of DR may lead to algorithms that are proficient at
detecting mild cases but less effective in identifying more severe in-
stances, or vice versa (Faes et al., 2020).

3.4.2. Defining the model task

Bias can occur during the phase of selecting the appropriate disease
target, as the prevalence of ocular diseases varies significantly across
geographic regions and is influenced by demographic and socioeco-
nomic factors. Therefore, defining the disease target to a specific pop-
ulation and healthcare context is fundamental to ensure that the model
works properly. Another factor to consider is data sparsity bias, which



M.C. Savastano et al.

arises when a dataset lacks enough cases representing specific combi-
nations of exposures and outcomes (Greenland et al., 2016). Even large
databases may not include an adequate sample of cases, risk factors,
variables, or outcomes, leading to limitations in model training and
performance.

3.4.3. Data preprocessing and labeling

In data preprocessing, it is crucial to be mindful of potential bias
when handling missing data. This can result from various factors such as
human and machine limitations, data collection errors, limited access to
clinical screenings, or participants’ refusal to engage in research.
Additionally, when GAI techniques are used to augment datasets, they
can perpetuate biases if the training data does not accurately represent
diverse groups. In ophthalmology, datasets often lack essential infor-
mation on comorbidities, demographics, or examination results. Label-
ing errors and inconsistencies also contribute to bias. Inaccurate or
inconsistent labeling can diminish model performance and reliability.
Labeling in ophthalmology is especially challenging due to different
grading criteria and standards, as well as significant variability among
expert evaluators, which can further introduce bias into the labels.

3.4.4. Model development

Bias can emerge during the model development process in several
ways. One example is diagnostic suspicion bias, which occurs when
prior knowledge of a patient’s exposures or conditions influences the
data. Another source of bias is data leakage, which happens when in-
formation from the training dataset inadvertently leaks into the vali-
dation cohort or when certain features reveal outcome information
(Tampu et al., 2022). Lastly, model shortcuts can occur when models
rely on non-clinical features for predictions, such as hospital location or
the type of equipment used.

3.4.5. Model evaluation and validation

Al algorithms are typically tested on external datasets to assess their
real-world performance. However, bias can arise due to several factors:
one potential issue is the use of wrong evaluation metrics which may
obscure the underperformance of models in certain patient subgroups,
leading to widened outcome disparities. Another source of bias is the use
of wrong evaluation methods. Evaluation bias occurs when the methods
used to assess model performance are themselves biased. For example,
using inadequate external datasets that do not accurately represent the
target population can result in biased evaluations of the model’s true
performance.

3.4.6. Model deployment

Deploying Al systems in real-world settings requires understanding
the data characteristics, social factors influencing data generation, and
proper model task definitions. Bias can occur when defining the model
threshold. Decision thresholds must align with the model’s intended
purpose and the healthcare context. For instance, in DR screening, a
lower threshold increases sensitivity but may result in more false posi-
tives and unnecessary referrals. Bias can also arise from covariate and
dataset shifts. Covariate shifts occur when the distribution of input
variables differs between the training and deployment phases. In
ophthalmology, factors such as changes in patient demographics, dis-
ease prevalence or equipment use can hinder the model’s ability to
generalize.

3.4.7. Post-deployment monitoring and recalibration

Continuous monitoring and evaluation of deployed AI systems are
crucial to assess their clinical impact. Bias can occur during the updating
of Al systems, as the procedures for updates may vary across different
settings.

3.4.8. Authors’ perspective

Drawing from our clinical and research experience in
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Ophthalmology, we have directly encountered many of the challenges
and biases described above in real-world Al applications. The deploy-
ment of Al systems in settings such as diabetic retinopathy screening or
AMD detection has revealed performance disparities, particularly when
the models are applied to images from underrepresented populations or
acquired with different imaging devices than those used during training.
These limitations often stem from source bias, context bias, and domain
shifts that are not accounted for during model development. A partic-
ularly recurrent issue in clinical practice is the limited generalizability of
Al models. For example, models trained predominantly on datasets from
high-income countries may misclassify or overlook disease manifesta-
tions in patients from other countries, due to differences in retinal
pigmentation or disease presentation. We have also observed that low
image quality, common in routine care, frequently results in unreliable
predictions if not properly filtered during preprocessing. Furthermore,
rare ophthalmic diseases continue to be a blind spot for most Al systems
due to data scarcity—an issue that even synthetic data and large lan-
guage models only partially address. To ensure clinically meaningful
and equitable Al, we believe the focus must shift toward the creation and
curation of diverse, high-quality, and globally representative datasets.
Rigorous standardization in data collection and labeling is crucial, along
with the incorporation of domain adaptation techniques and continuous
post-deployment monitoring. Embedding explainability tools and
defining context-appropriate decision thresholds are equally important,
especially when dealing with sensitive tasks such as disease triaging and
referral decisions. Most importantly, Al should not function in isolation
but as part of a clinician-in-the-loop system, where human oversight and
expertise remain central to safe and effective care delivery.

4. Ethical consideration for AI implementation

The foundational principles of medical ethics include beneficence,
nonmaleficence, justice, and autonomy. Beneficence emphasizes the
moral obligation of physicians to actively promote the well-being of
their patients. This involves preventing harm, aiding individuals with
disabilities, and taking action to help those in danger. Nonmaleficence,
closely related, requires physicians to avoid causing harm and to care-
fully weigh the benefits and risks of medical interventions. Justice fo-
cuses on the fair distribution of healthcare resources, which can be
achieved through various approaches, such as prioritizing those in
greatest need, or merit-based distribution. Autonomy asserts the rights
of individuals to make decisions about their own care. Within the
framework of autonomy, aspects such as informed consent, truth-telling,
and confidentiality become especially important in the context of Al,
raising critical ethical questions about its use in healthcare (Kalaw and
Baxter, 2024). A critical dimension closely tied to justice in Al-driven
healthcare is fairness, which involves ensuring equitable access to
high-quality care and equitable health outcomes across diverse patient
populations (Marmot and Bell, 2012). Fairness requires addressing
biases originating from the data itself, algorithmic design, and in-
teractions between Al systems, healthcare providers, and patients. Data
biases such as minority bias, where underrepresentation of certain
groups in training datasets leads to inaccurate predictions, can exacer-
bate existing healthcare disparities. For example, cardiovascular risk
models trained primarily on male patient data may inaccurately predict
risk among female patients, leading to inadequate care (Appelman et al.,
2015). Similarly, missing data bias arises when information from spe-
cific patient groups is systematically absent, hindering AI's ability to
deliver reliable and equitable predictions. Algorithmic biases, including
label bias and cohort bias, further perpetuate inequalities; Label bias
occurs when AI models are trained using labels or classifications that
reflect underlying healthcare disparities rather than objective truths
(Ueda et al., 2024a). Cohort bias arises when Al systems are developed
based on predefined or overly generalized patient groups, neglecting
important variations or subgroups; for instance, overlooking the unique
healthcare experiences of specific populations like LGBTQ +
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Fig. 3. The Black Box Phenomenon in AI — A conceptual illustration of the “black box” problem in artificial intelligence, highlighting challenges in transparency,
interpretability, and explainability. The image depicts how Al processes input data and generates outputs without clear visibility into its decision-making process. Key
concerns such as informed consent, data privacy, and the impact on the patient-doctor relationship are illustrated, emphasizing the ethical and practical implications

of opaque Al systems in ophthalmology. (CR creation).

individuals, potentially resulting in inaccurate predictions and inade-
quate care (Meyer, 2003). Notably, algorithms employing biased prox-
ies—such as healthcare costs to predict medical needs—have resulted in
discriminatory outcomes against racial minorities (Obermeyer et al.,
2019). Additionally, clinician interaction-related biases can also impact
fairness. Automation bias, wherein healthcare professionals overly rely
on Al recommendations even when incorrect, can disproportionately
affect patient care quality for underrepresented groups (“How Should Al
Be Developed, Validated, and Implemented in Patient Care?,” 2019).
Patient interaction-related biases, including privilege bias and informed
mistrust, highlight disparities in access to Al technology and skepticism
due to historical inequities and exploitation in healthcare (Rajkomar
et al., 2018).

Recent guidance and legislation have emphasized key principles for
the implementation of Al, including ethical considerations
(Muralidharan et al., 2023). In response, health systems have estab-
lished governance committees and processes aimed at ensuring the safe
and equitable deployment of Al tools. Despite these efforts, there re-
mains a critical gap as no standardized assessment tool currently exists
to identify and address ethical challenges during the implementation of
Al prediction models in healthcare practice (Ning et al., 2024). The
ethical implications of AI in healthcare involve multiple dimensions,
with significant concerns about bias and transparency. Inadequate or
biased training datasets can unintentionally reinforce existing biases,
resulting in discrimination and unfair treatment of patients. Another
critical issue is the “black-box” nature of many Al models, which makes
it difficult to understand or explain their decision-making processes.
This lack of transparency is closely tied to concerns about patient pri-
vacy and informed consent, as individuals may not fully understand how
their data is being used or how Al-driven decisions are being made.

4.1. Blackbox

Al systems that interpret data and make decisions have sparked
significant debate, particularly around the “black-box problem.” This
issue highlights the opacity of these systems, making it difficult to un-
derstand, predict, or influence how they transform inputs into outputs
(Veritti et al., 2024).

As a result, users often struggle to trust Al and are hesitant to rely on
systems they cannot fully comprehend (Swaminathan and Daigavane,
2024b). Black-box models are especially common in fields like image
analysis and processing, such as ophthalmology, where they have
proven highly effective. Three concepts clarify the challenges of
black-box models: transparency, interpretability, and explainability.

Transparency refers to the degree to which the internal workings of an
Al model can be observed or understood by humans, focusing on the
structural and process-oriented aspects of the system. Interpretability, in
contrast, relates to how well humans can explain and understand the
relationship between inputs, internal processing, and outputs, with an
emphasis on the model’s behavior and outcomes (Schmidt-Erfurth et al.,
2018). Meanwhile, explainability involves providing meaningful, post
hoc explanations for predictions or decisions, enabling user under-
standing through external tools or generated outputs. Essentially,
explainability is about creating actionable insights for systems that
would otherwise remain opaque (Stead, 2018; Wong and Bressler,
2016).

The black-box phenomenon becomes especially critical when an Al
model does not perform as expected or provides incorrect answers. DL
models, in particular, rely heavily on large volumes of historical data,
such as fundus photography in ophthalmology, to recognize features
associated with specific conditions. However, when presented with a
novel image, the Al may misdiagnose a patient if the training set is
incomplete or inadequate and without transparency, it is impossible to
understand why a failure occurred (Evans et al., 2022a). Additionally,
the opaque decision-making process inherent in the “black-box” nature
of Al systems raises serious concerns about trust and reliability among
healthcare providers and patients. This lack of transparency can also
harm the doctor-patient relationship, as clinicians may struggle to
explain the AI's decisions to their patients, thereby undermining confi-
dence in the system (Lai et al., 2020). As Al continues to advance, the
need to explain the decision-making processes behind these systems has
become increasingly important. Several methods have been made
available to provide explanations for the black-box nature of DL algo-
rithms. One method is the generation of saliency maps, or heat maps,
using techniques like class activation mapping (CAM). The saliency map
is typically represented as an image heatmap, showing the local
morphology changes that would most significantly alter the network’s
predictions (Schmidt-Erfurth et al., 2018). As this method visually
highlights areas in an image that are most important for the classifica-
tion decision made by the model, this approach greatly aids clinical
understanding. However, there is no consensus on the most suitable
saliency map generation method for ophthalmic imaging data. Some
evidence suggests that explainability methods that rely purely on visual
assessments, such as the ones commonly used in ophthalmology, may be
misleading or insufficient for truly explaining the relationship between
model inputs and outputs (Liu and Bressler, 2020).



M.C. Savastano et al.
4.2. Black box and informed consent

In standard medical procedures, physicians are required to ensure
that patients understand the nature of the procedure, its risks, and
available alternatives. The same principle applies to Al-assisted diag-
nosis, such as DR detection. In the European Union, the General Data
Protection Regulation (GDPR) asserts that patients own and control
their data, and explicit consent is required for its use or sharing. As such,
it is essential that patients are fully informed about how their data will
be handled, with mandatory consent required when it is shared with Al
developers. Patients must know who can access their data, how it will be
stored, used, and how their privacy will be protected (Kelly et al., 2019).
Transparency and informed consent are closely connected ethical prin-
ciples in the use of patient data for Al applications in ophthalmology.
Clinicians and researchers must prioritize educating patients, ensuring
they fully understand and consent to the collection, storage, and use of
their health data. This approach empowers patients to make informed
decisions about their participation in Al-driven projects, fostering trust
and supporting ethical practices (Swaminathan and Daigavane, 2024c).
However, for informed consent to be comprehensive and understand-
able, the “black box” nature of ML systems poses a challenge to
explainability. Patient privacy is another critical ethical consideration in
Al-assisted healthcare. Upholding patient privacy rights and ensuring
meaningful control over data usage is essential, requiring clear
communication about how patient data is utilized in Al systems. Patients
must fully understand what the system will do with their data, ensuring
transparency and trust in how their personal health information is
handled. This understanding is key to promoting ethical practices and
protecting patient autonomy in the integration of AI technologies in
healthcare (Karimian et al., 2022). (Fig. 3)

4.3. Ehical issues of LLMs

The integration of LLMs such as chatbots into healthcare, particu-
larly in ophthalmology, goes beyond simple patient interactions,
expanding into telemedicine platforms and offering services like medical
video consultations, tele-reporting, administrative tele-consultancy, and
tele-assistance for data transmission from ambulances to hospitals
(Ittarat et al., 2023). This makes healthcare more accessible, especially
in remote areas where physical consultations may not be feasible.
Chatbots can also inform patients about ongoing research or clinical
trials, assist in recruitment, and gather feedback after consultations or
surgeries, providing ophthalmologists with valuable insights. With
multilingual support, chatbots break down language barriers, ensuring
that quality care is accessible to a broader range of patients. However,
when incorporating LLMs into these systems, several ethical concerns
arise, particularly in relation to the four main principles of medical
ethics: beneficence, nonmaleficence, autonomy, and justice (Kalaw and
Baxter, 2024). LLMs can compromise harm avoidance, as they may offer
inaccurate or unsupported recommendations. For example, one study
found that ChatGPT incorrectly recommended using silicone intubation
and mitomycin-C in dacryocystorhinostomy without any supporting
evidence (Ali, 2023). This undermines the principle of nonmaleficence
by providing potentially harmful advice. Furthermore, LLMs raise con-
cerns about patient autonomy and data privacy. Ethical and legal issues
related to data collection, breaches, and the potential for misrepresen-
tation are also significant. The lack of transparency in how data is pro-
cessed can exacerbate these problems. Hallucination, a term used to
describe Al-generated content that is nonsensical or inaccurate, further
complicates the issue, as it can result in misinformation that might in-
fluence patient care. The issue of justice also arises in the use of LLMs in
healthcare, as the absence of accountability mechanisms raises concerns
about their ethical use, particularly when sensitive patient data is
involved (Bressler, 2023). Furthermore, chatbots, which process per-
sonal and sensitive information, must adhere to strict data security
protocols to protect patient data from unauthorized access or misuse.

Progress in Retinal and Eye Research 107 (2025) 101374

Informed consent is crucial for using ophthalmology chatbots. Patients
should be informed about the chatbot’s purpose, capabilities, limita-
tions, and how their data will be used. Consent should be obtained
before initiating any interaction, and patients should have the option to
opt out and withdraw consent at any time. Confidentiality is also
fundamental in maintaining patient trust. Ophthalmology chatbots
should implement secure data transmission methods, such as encryp-
tion, to ensure that patient information is protected. They should also
provide clear disclaimers that chatbots are not substitutes for in-person
consultations and that patients should seek professional medical advice
when necessary. This ensures that patients are aware of the limitations
of chatbot interactions. The lack of transparency in these black-box
models makes it difficult to understand the rationale behind their de-
cisions, which is critical in clinical contexts. Healthcare professionals
may be reluctant to trust Al-generated suggestions without clear ex-
planations of how they were derived. Despite these concerns, LLMs in
healthcare can be a valuable tool, but human involvement and super-
vision remain essential (Yang et al., 2024).

4.4. Authors’ perpective

As researchers and clinicians engaged in the integration of AI within
ophthalmology, we have come to recognize that ethical considerations
are foundational to the safe and effective deployment of AI technologies.
While the four core medical ethics principles—beneficence, non-
maleficence, justice, and autonomy—have long guided clinical decision-
making, they take on new complexity in the context of Al systems,
particularly as these tools become increasingly autonomous, opaque,
and influential in care delivery. In our experience, one of the most ur-
gent ethical challenges lies in addressing fairness and transparency. Al
systems often perform well in controlled environments, yet in real-world
clinical settings, we have observed that these same systems can
perpetuate or even amplify existing healthcare disparities. Additionally,
black-box algorithms pose significant difficulties for clinicians and pa-
tients alike—raising concerns not only about accountability but also
about patient trust, informed consent, and the preservation of clin-
ician-patient communication. The ethical limitations of LLMs further
complicate the landscape. While we recognize their promise in extend-
ing access to care and supporting tele-ophthalmology, we have also
witnessed firsthand their tendency to hallucinate, provide unsupported
clinical recommendations, and handle sensitive data in ways that chal-
lenge both privacy and accountability standards. These limitations un-
derscore the need for human oversight and transparent disclosure about
Al's capabilities and constraints, especially when interacting directly
with patients. We believe that future Al systems must be designed with
ethical safeguards embedded at every stage: from data governance and
bias mitigation, to model explainability and patient education. Only by
aligning technological advancement with ethical responsibility can we
ensure that Al contributes to a more equitable, trustworthy, and humane
healthcare system.

5. Privacy

Privacy concerns in data collection, storage, and usage remain a
significant issue for healthcare providers, especially as Al systems
require large, high-quality datasets to achieve optimal performance. In
fields like ophthalmology, the demand for extensive, well-curated im-
aging datasets presents unique challenges. As patient information ac-
cumulates over time and can potentially be linked with other datasets,
complete anonymization becomes increasingly difficult, making it
nearly impossible to fully protect privacy. Privacy concerns are partic-
ularly pressing in retinal imaging, where true anonymization is chal-
lenging due to the unique, identifying characteristics of the retinal
vasculature, which can act as a “fingerprint” for patients (Akram et al.,
2020). For example, fundus photographs can reveal details such as age,
gender, and cardiovascular risks (Poplin et al., 2018). Furthermore, gaps
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Fig. 4. AI and Privacy in Healthcare — An artistic representation of a robotic
hand delicately holding a locket, symbolizing the critical balance between
technological advancement and patient privacy. The locket signifies the pro-
tection of sensitive medical data, while the robotic hand represents Al and
automation in healthcare. (Graphic designer Donata Piccioli creation).

in existing regulations, such as the Health Insurance Portability and
Accountability Act (HIPAA) Privacy Rule, make the situation more
complex. For instance, data re-identification can occur through methods
like data triangulation, which raises concerns and contributes to hesi-
tations among healthcare providers about adopting AI technologies
(Tseng et al., 2021a). To mitigate these risks, data protection experts and
ethics committees call for robust “de-identification” or “de-personal-
ization” of medical images. They stress that while full anonymity may be
unachievable, appropriate safeguards should be put in place to reduce
re-identification threats (Schmidt-Erfurth et al., 2018). Another key
issue involves GDPR Article 17, the “right to be forgotten,” which allows
patients to request the removal of their data from AI models. However,
even when data is deleted, trained models may still produce outputs that
contain patient-specific information. Prolonged data retention and
failures to erase data upon request heighten the risks of unauthorized
access, privacy violations, and cyberattacks (Fig. 4).

Managing data sharing in an ethically responsible way is another
critical issue. AI development often requires consolidating data from
multiple institutions, especially when dealing with rare diseases. This
means that sensible information must be shared outside the institution
where it was originally collected, raising the risk of privacy breaches.
Additionally, collaborations between healthcare organizations and
corporations in the pharmaceutical and technology sectors increase
concerns about the commercialization of clinical data (Tom et al., 2020).
Exclusive contracts or licenses that restrict the sharing of data for
broader patient benefit may undermine fairness and equity in health-
care. To address these privacy concerns, several innovative solutions are
being explored (Liu and Bressler, 2020). One strategy to address privacy
concerns is through the use of synthetic imaging data, which can be
provided by GANs. In ophthalmology, GANs have been successfully
employed to produce synthetic fundus photographs and auto-
fluorescence images, allowing DL models to be trained without the need
for real patient data.

In addition to these approaches, researchers are exploring advanced
privacy-enhancing technologies (PETs) to complement and strengthen
existing safeguards. These include differential privacy, which introduces
calibrated statistical noise into model outputs to prevent the
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identification of individual data points, even if they have access to
additional background information. This technique ensures that the
presence or absence of a single patient does not significantly affect the
outcome of a model, thereby enabling privacy-preserving analytics on
sensitive datasets. It is particularly valuable when institutions wish to
release aggregate statistics or train models on population data without
exposing individuals. Beyond privacy protection, differential privacy
has also been shown to improve generalization, reduce overfitting, and
support fairness by smoothing out outlier effects (Zhu et al., 2022).
Secure multi-party computation (SMPC), on the other hand, enables
multiple institutions to collaboratively compute functions over their
combined data without revealing their individual inputs to each other.
This is especially relevant in clinical settings where direct data sharing is
restricted due to legal, ethical, or regulatory barriers. SMPC protocols
use cryptographic primitives such as homomorphic encryption and se-
cret sharing to break sensitive data into encrypted fragments that are
processed jointly. In healthcare AI, SMPC is increasingly used in
distributed training of diagnostic models, risk prediction systems, and
genomic analyses, allowing for large-scale collaboration without
compromising patient confidentiality. While computationally intensive,
recent optimizations have significantly improved the scalability of
SMPC for practical medical use (Zhou et al., 2024). Cryptographic
methods, including zero-knowledge proofs (ZKPs), provide mechanisms
to verify the correctness of a computation or model inference without
revealing the underlying data or model itself. In medical Al, these tools
can be used to ensure data integrity and verifiable compliance with
access rules, particularly when models are deployed in cloud-based or
cross-border systems. ZKPs and related cryptographic protocols also
support traceability and accountability in decentralized environments
by enabling institutions to audit data use without violating privacy
(Taherdoost et al., 2025). These techniques are especially valuable in
trust-sensitive contexts such as clinical trials, insurance claims, and
public health monitoring. Another promising tool is machine unlearn-
ing, which supports the selective removal of individual records or entire
subsets from trained models. This is particularly relevant in response to
legal requests for data deletion, such as those arising from the GDPR’s
“right to be forgotten.” Unlike conventional retraining from scratch—-
which is costly and inefficient—machine unlearning enables localized
forgetting through strategies like statistical pruning, gradient updates,
or partitioned model rollback. This allows developers to correct for
outdated, erroneous, or ethically problematic data after deployment. In
addition to regulatory compliance, machine unlearning contributes to
model transparency, user autonomy, and risk mitigation, and is
increasingly recognized as a key enabler of responsible and trustworthy
Al in medicine (Hine et al., 2024). Together, these technologies rein-
force the protection of sensitive patient data in modern decentralized AL
development environments. By enabling privacy-by-design across all
stages of the Al lifecycle—from data acquisition to model deploy-
ment—they help ensure that ethical, legal, and social standards are met
while maintaining the collaborative potential of Al across institutions,
countries, and sectors.

Another promising approach is federated learning (FL), a ML
framework that enables the training of Al models across multiple inde-
pendent, decentralized systems, fostering collaboration while main-
taining the privacy of sensitive data. More recently, swarm learning has
emerged as a blockchain-based peer-to-peer data security solution.
Unlike FL, which depends on a central analytics server, swarm learning
fully decentralizes data (Warnat-Herresthal et al., 2021). These
emerging Al technologies that emphasize decentralization offer
enhanced privacy protection by keeping data within individual in-
stitutions while still delivering comparable results to traditional
centralized methods (Lo et al., 2021).

5.1. Federated learning (FL)

In FL, a global algorithm is trained by aggregating model parameters
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from multiple institutions without sharing raw data. During federated
analysis, the algorithmic code is sent to each data site for local pro-
cessing, and the results are then aggregated at a central location for
further analysis. FL is also expected to be particularly useful in the future
for diagnosing, predicting, and treating rare or geographically uncom-
mon diseases, such as ocular tumors or inherited retinal diseases, where
low incidence rates and small datasets present challenges. Connecting
multiple institutions globally could improve clinical decision-making
regardless of patients’ locations and demographic backgrounds. While
FL offers improved privacy preservation and collaborative training,
there are still numerous limitations within the framework (Nguyen
etal., 2022). First, the robustness of the FL. model depends heavily on the
quality of data provoided by each participating site. Since original data
is kept private at local sites and not directly accessed by the entire
federation, there may be the unintentional inclusion of poor-quality data
that could compromise the model’s performance. Second, explainability
remains crucial for real-world acceptance of DL models. Although
explainability analyses, such as heat map generation and saliency
analysis, are possible, further studies are needed to validate these
methods within the FL framework to increase clinician and patient
acceptance. Third, while original data remains private, the transfer of
model updates in FL is still vulnerable to privacy attacks. Attackers may
use model parameters to reconstruct original datasets (reconstruction
attack) or infer if specific data records were used in model training
(inference attack). Another issue in FL arises from the heterogeneity of
medical data across different institutions. Institutions contributing to FL
often have varied amounts of data, different imaging protocols, and
diverse patient populations. Additionally, the problem of bias could be
exacerbated, as each participant brings their own bias into the global
model and may even generate new biases. These biases could also be
related to differences in devices. Another challenge with FL is commu-
nication. Federated networks, especially those involving many devices,
may suffer from slower transmission speeds compared to a local one,
particularly when local models are uploaded to a central server. Addi-
tionally, continuous communication between participants and the
global server requires reliable network bandwidth to support the
extensive download and upload processes.

5.2. Author’ perspective

In our direct experience with Al development and clinical imple-
mentation in Ophthalmology, privacy remains one of the most pressing
and complex challenges—both technically and ethically. The increasing
reliance on large-scale imaging datasets, particularly high-resolution
fundus and OCT images, creates inherent risks for patient re-
identification, even when traditional anonymization techniques are
applied. We have observed that the retinal vasculature, akin to a bio-
metric identifier, renders complete anonymization nearly impossible.
This tension between the need for numerous longitudinal data and the
imperative to protect patient confidentiality represents a major barrier
to scaling Al solutions in real-world practice. Moreover, existing regu-
latory frameworks, such as HIPAA and GDPR, while foundational, are
often insufficient in guiding the nuanced requirements of Al-era privacy.
For instance, the implementation of the “right to be forgotten” is espe-
cially challenging when it comes to Al models already trained on sen-
sitive data. In our research settings, we have seen that even when data is
deleted from storage, model outputs may still contain traces of that
information—a critical issue for compliance and ethical integrity.
Emerging privacy-preserving technologies such as federated learning,
differential privacy, and secure multi-party computation offer promising
pathways. We have begun experimenting with federated frameworks to
enable inter-institutional collaboration without centralizing data.
However, these techniques come with their own limitations: federated
models remain susceptible to reconstruction and inference attacks, and
heterogeneity in imaging protocols across centers can introduce new
layers of bias. Furthermore, while synthetic imaging generated by GANs
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can supplement datasets in low-resource contexts, we caution that such
data should be used judiciously, as it may not fully reflect the variability
and complexity of real clinical scenarios. To move forward responsibly,
we believe AI development in Ophthalmology must adopt privacy
safeguards at every stage—from data acquisition and preprocessing to
model training and deployment. Only through transparent, secure, and
ethically guided data governance can we unlock the true potential of Al
while safeguarding one of healthcare’s most foundational principles:
patient privacy.

6. Patient safety

Patient safety is a fundamental concern in the application of Al
technology within ophthalmology. One of the primary risks lies in the
potential of GAI to produce inaccurate or misleading results, often
referred to as “hallucinations.” These errors can jeopardize patient
safety by spreading health-related misinformation and may lead to more
severe consequences if these systems are integrated into clinical
decision-making, reporting, or training processes for diagnostic algo-
rithms and medical professionals (Jin et al., 2023). Unlike clinicians,
who are adept at assessing risks, considering outcomes, and balancing
the impact of false-positive or false-negative results on a patient’s con-
dition, AI systems can fail when faced with unfamiliar data. In such
cases, even a reliable Al system may produce erroneous predictions that
a busy clinician might accept without further scrutiny, potentially
overlooking alternative diagnoses or treatments. Another limitation of
current Al tools is their design, which often focuses on analyzing specific
regions of interest or single disorders. This narrow scope renders them
ineffective in addressing multiple conditions or complex multisystem
complaints simultaneously. Real-world data, characterized by vari-
ability due to regional and population differences, equipment dispar-
ities, and inconsistent data curation, further complicates the situation.
Al systems frequently struggle to interpret this variability or recognize
critical contextual changes in the data that should influence predictions,
leading to overlooked secondary pathologies or confidently incorrect
conclusions that disregard individual patient contexts. Over time, as
algorithms age, their inability to adapt to changes in diseases, medical
practices, or medications risks perpetuating outdated or inappropriate
approaches. Established Al systems are particularly rigid when it comes
to incorporating medical advancements, as the absence of prior data for
retraining limits their capacity to integrate new practices, ultimately
hindering innovation in healthcare (Ahmed et al., 2023). Equally con-
cerning is the potential harm associated with data breaches. While
anonymized datasets have been instrumental in advancing technology,
they also present significant risks. Breaches of patient privacy violate the
ethical principle of beneficence, which requires healthcare professionals
to “do no harm,” and can lead to numerous consequences. These include
threats to employment opportunities, insurance coverage complications,
and identity theft, such as the misuse of Social Security numbers or
financial information (Shi et al., 2020). The task of ensuring the com-
plete removal of identifiable information from large datasets is
extremely difficult, and any failure in this regard can result in a loss of
anonymity or misuse of data, leading to adverse outcomes such as
mental stress and compromised patient welfare (Abdullah et al., 2021;
Tom et al., 2020).

6.1. Authors’ perspective

From our clinical and research engagement with AI systems in
ophthalmology, patient safety has emerged as a central dimension in
evaluating the real-world viability of these technologies. While AI offers
exciting diagnostic efficiencies, we have observed that its integration
into clinical workflows must be approached with caution, particularly
given the risk of “hallucinations” or confidently incorrect outputs
generated by generative Al models. In real-world settings, clinicians
often work under time constraints, and the risk of over-relying on Al-
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generated suggestions—especially when they appear accurate—is
nontrivial. We have encountered cases where Al tools misinterpret
subtle retinal features or miss comorbid conditions simply because the
model was trained to focus narrowly on a single pathology. These lim-
itations, when unrecognized, may lead to clinical errors, inappropriate
management, or delayed care—each of which has direct implications for
patient safety. Furthermore, many current models lack adaptability. As
medical knowledge, diagnostic tools, and treatment evolve, static al-
gorithms risk becoming outdated, yet they may still be deployed without
periodic updating. This raises concerns not only about clinical perfor-
mance but also about the ethical obligation to provide up-to-date care.
Another critical concern pertains to data privacy breaches and the po-
tential harm they can cause. While de-identified data is a cornerstone of
Al training, the residual risk of re-identification persists—especially
with imaging data such as fundus photos, which contain unique bio-
metric signatures. The consequences of a breach extend beyond clinical
settings, potentially affecting a patient’s psychological well-being,
insurability, or financial security. To uphold patient safety, Al systems
must be continuously monitored post-deployment and currently
employed in workflows that emphasize human oversight. It is essential
to create mechanisms that allow clinicians to verify, override, or ques-
tion Al-driven conclusions without workflow disruption. Moreover,
periodic reassessment of algorithmic performance, especially in the face
of evolving clinical practices, should be institutionalized as part of Al
governance frameworks.

7. Legal implications of application of Al in clinical practice

The integration of Al in healthcare raises significant concerns about
both liability and accountability, particularly regarding Al-induced er-
rors. Liability refers to the legal responsibility of a party when harm
occurs due to an Al system’s actions. In contrast, accountability en-
compasses the moral, ethical, or legal obligation to explain and justify
the decisions or actions taken by Al systems. As such, accountability is
about identifying who is responsible for ensuring that Al systems meet
ethical standards and avoid causing harm. Unlike liability, which often
results in financial consequences, accountability covers broader legal
and ethical responsibilities. One key issue is the lack of transparency of
many Al models. The black box phenomenon, as previously mentioned,
makes it difficult to understand how decisions are made, complicating
the identification of responsibility in cases of misdiagnosis or wrong
treatment recommendations (Lang et al., 2022). From a legal perspec-
tive, the relationship between clinician trust and accountability is
crucial. When a physician relies on an Al system for diagnosis or treat-
ment suggestions without understanding how it arrived at those rec-
ommendations, it can create complications if an error occurs. In
healthcare, particularly in fields like ophthalmology, where AI assists in
diagnosing conditions such as DR or glaucoma, understanding the AI's
decision-making process is essential for assigning accountability and
liability. If an Al system fails to detect a condition or suggests an
incorrect course of action, determining who is legally responsible be-
comes complicated. Currently, a common legal approach is to treat
medical Al as a confirmatory tool, meaning physicians must verify every
output to ensure it meets the standard of care (Li et al., 2023b). If a
clinician follows an Al recommendation outside the standard of care
without verifying it independently and an error results, the clinician
may be held liable for malpractice (Smith and Fotheringham, 2020). The
standard of care for a physician is the level of treatment and practice
considered appropriate by the medical community, based on current
knowledge, guidelines, and patient-specific factors, used to assess the
reasonableness and competence of medical actions. However, this
approach can limit the effectiveness of Al in healthcare, as it might
discourage clinicians from relying on Al systems that could outperform
human experts in certain situations. The “responsibility gap” arises
when it is unclear who should be held accountable for errors — whether
it’s the AI developer, the healthcare provider using the system, or the
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Fig. 5. Legal Implications of Al in Clinical Practice — An illustration of a
judge’s gavel surrounded by lines of software code, symbolizing the intersection
of Al and legal accountability in healthcare. This image highlights key issues
such as liability in the use of Al-driven diagnostics and decision-making tools in
clinical settings. (Graphic designer Donata Piccioli creation).

healthcare institution that deployed it. Experts have suggested various
approaches for assigning liability (Smith and Heath Jeffery, 2020). For
instance, AI manufacturers might bear liability for autonomous systems
when used as intended, while healthcare providers might be responsible
if the system is used off-label or beyond its prescribed purpose. Alter-
natively, healthcare providers might be held accountable for negative
outcomes, as they are responsible for making the final decision based on
Al input. As Al systems become more autonomous, however, the ques-
tion arises: should healthcare providers still bear full responsibility?
Another approach is shared responsibility, where different stakeholders,
such as Al developers and healthcare providers, share responsibility for
the use and functioning of the Al system. Risk pooling has also been
proposed, wherein all parties — AI developers, healthcare providers,
and institutions — contribute to an insurance pool that compensates
patients for harm caused by Al errors (Smith and Fotheringham, 2020).
This would enable collective risk management and quicker compensa-
tion, avoiding lengthy legal battles. The legal landscape is still devel-
oping, and current regulations are not fully equipped to handle the
complexities posed by Al in healthcare. As Al becomes increasingly in-
tegrated into clinical practice, clearer legal frameworks will be neces-
sary to address liability issues effectively. Ethical frameworks will also
play a crucial role, as they can help differentiate between the re-
sponsibility to ensure the Al system functions safely and the moral or
legal liability when harm occurs. Accountability remains a central
aspect of these discussions, with all parties — clinicians, healthcare
organizations, and Al developers — responsible for ensuring that Al
systems do not harm patients. Companies like IDx, which develop Al
diagnostic tools, have taken steps to address the responsibility gap by
accepting liability for errors in their Al platforms and purchasing lia-
bility insurance for their products (Abramoff et al., 2020). However,
when Al systems are used off-label or in unintended ways, the re-
sponsibility may shift to the healthcare provider (Evans et al., 2022b).
As Al technology evolves, so must regulatory frameworks and legal
definitions surrounding liability and responsibility. Clear guidelines are
needed to ensure the safe and effective use of Al in healthcare while
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maintaining public trust. The allocation of responsibility for Al-related
errors will remain a key legal issue, requiring ongoing updates to
legislation and closer collaboration among healthcare providers, Al
developers, and regulators (Fig. 5).

7.1. Authors’ perspective

Through our experience working with Al technologies in ophthal-
mology, we have come to recognize that legal uncertainty remains one
of the greatest barriers to responsible Al adoption in clinical practice.
While the promise of AI is substantial, it brings with it a growing
complexity in determining who is accountable when things go wrong—a
dilemma that clinicians, developers, and institutions alike are now fac-
ing. We have encountered firsthand the tension between technological
advancement and legal responsibility, particularly when using Al
models that function as diagnostic support tools. In practice, clinicians
are still expected to validate AI outputs and align them with the estab-
lished standard of care. However, as models grow more autonomous and
sophisticated, the action of constant oversight diminishes—raising
questions about whether clinicians should continue to bear the full legal
burden for Al-driven decisions they did not fully understand or control.
The “responsibility gap” is especially pronounced in black-box models,
where opacity obstructs transparency and traceability. In our view, this
lack of explainability makes it nearly impossible to assign clear legal
liability when Al systems misclassify diseases or fail to detect relevant
findings. Additionally, reliance on AI recommendations in time-
constrained settings may lead clinicians to accept flawed suggestions,
further blurring the line between use and misuse, intent and negligence.
We believe that a shared responsibility model, supported by well-
defined legal and ethical frameworks, is urgently needed. Such a
model would appropriately allocate liability among AI developers,
healthcare institutions, and clinical users, depending on the context and
nature of the system’s use. As the legal landscape catches up with
technological innovation, we emphasize the importance of trans-
parency, documentation, and continuous post-deployment monitoring.

8. Ownership of Al-generated intellectual property

The issue of ownership surrounding new data generated by Al in
healthcare has become a significant concern due to the lack of regulatory
guidelines. As Al systems continue to evolve and generate new insights,
there is ambiguity regarding who owns the newly created material. This
problem extends also to the data sets used to train Al algorithms, which
may remain unstandardized, raising ethical concerns regarding data
ownership and deployment (Bai et al., 2024). As such, the question of
Al-generated health data ownership in ophthalmology remains a critical
concern. A notable example is Eye2Gene, an Al algorithm designed to
diagnose inherited retinal diseases (IRDs). Eye2Gene uses patient retinal
images to predict causative genes, and its development involves training
on datasets from multiple hospitals, followed by validation on external
datasets (Nguyen et al., 2023). However, there is still no clear indication
of who holds ownership of these datasets. This lack of transparency
highlights the need for clear policies and regulations to define data and
algorithm ownership in the context of healthcare Al, ensuring ethical
standards and the proper use of sensitive patient information (Veritti
et al., 2024).

Beyond data ownership, emerging academic discussions have
emphasized that the rise of Al-generated content (AIGC) introduces
complex intellectual property challenges that extend well beyond
traditional copyright law. Al systems are increasingly trained on massive
repositories of digital content—often containing copyrighted materi-
al—without explicit licensing or compensation to the original creators.
In this context, questions arise not only about the legality of such
practices, but also about the redistribution of economic value between
content originators and Al developers(Kou et al., 2024). In healthcare,
these issues take on a unique urgency, as both training data (e.g.,
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medical images, patient records) and generated outputs (e.g., diagnostic
predictions, treatment recommendations) may be considered valuable
intellectual assets with potential commercial applications. Furthermore,
the ownership of Al-generated outputs remains legally ambiguous.
While many jurisdictions do not recognize Al systems as legal authors or
inventors, the lack of consensus on whether human stakeholders (e.g.,
developers, institutions, or data contributors) can claim exclusive rights
to AIGC introduces uncertainty in the commercialization and reuse of
such material. For example, in a clinical setting, it is unclear whether a
hospital contributing patient data to train an Al model has any claim
over the model’s outputs, such as diagnostic predictions or novel
biomarker discoveries derived from aggregate analysis. The use of pro-
tected or proprietary datasets without appropriate governance can un-
dermine incentives for data sharing and research collaboration,
particularly if contributors perceive that their assets are being exploited
without recognition or benefit. This is especially problematic in
healthcare, where patient data is not only sensitive but often subject to
strict regulatory frameworks (e.g., GDPR, HIPAA). There is an increasing
need for transparent governance models that address both data prove-
nance and value distribution. Another emerging issue concerns the
possible erosion of innovation incentives. If Al systems are able to freely
generate derivative works based on proprietary clinical content, the
original innovators—be they researchers, healthcare institutions, or
clinicians—may be disincentivized to continue producing high-quality
data or content. This could result in long-term negative impacts on
medical research, innovation, and public health outcomes. To mitigate
these risks, it is essential to establish frameworks that formally recognize
contributions to training datasets, ensure equitable attribution, and,
where appropriate, provide financial or reputational compensation. In
conclusion, while the Eye2Gene case exemplifies immediate concerns
around dataset transparency and consent, it also serves as a broader
illustration of unresolved questions about intellectual property in AIGC.
As Al systems become increasingly integrated into healthcare delivery
and research, robust legal, ethical, and economic frameworks are ur-
gently needed to define ownership, protect creators’ rights, and ensure
equitable distribution of benefits derived from Al-generated medical
knowledge.

8.1. Authors’ perspective

In our experience working with Al systems within ophthalmology,
we are encountering growing uncertainty surrounding the question of
who owns Al-generated insights, predictions, and outputs. While the
value of Al-driven tools is evident—particularly in cases like Eye2Gene,
which utilize patient images to predict genetic causes of inherited retinal
diseases—the ownership of the data used, the algorithms developed, and
the knowledge produced remains deeply ambiguous. One critical
concern is that many Al tools are trained on multicenter datasets
contributed by hospitals, research institutions, and clinicians, often
without a clear agreement on how outputs—be they diagnostic models
or novel biomarkers—should be credited, shared, or monetized. We
have seen that this lack of transparency and formal governance can
discourage data sharing, undermine trust among collaborators, and ul-
timately slow the pace of innovation in healthcare AI. The challenges
extend further when Al systems generate content with potential com-
mercial or research value. In our view, the absence of legal recognition
for Al-generated outputs as intellectual property, paired with unclear
attribution rights for human contributors risks creating a vacuum in
which valuable outputs are produced without accountability or fair
distribution of benefits. This is particularly concerning in ophthal-
mology, where the datasets required for high-performing models are not
only costly to collect but also sensitive under GDPR and HIPAA frame-
works. We also believe the current ambiguity risks disincentivizing
innovation. If researchers, institutions, or clinicians perceive that their
contributions are repurposed or commercialized without acknowledg-
ment or compensation, it could hinder future data contributions and
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weaken academic collaboration. Conversely, failing to protect Al-
generated outputs might limit their integration into regulated clinical
workflows, due to unresolved questions about authorship and legal li-
ability. To address these issues, we advocate for the development of
transparent, equitable governance frameworks that define ownership
and usage rights over training datasets and Al-generated outputs,
establish attribution and benefit-sharing mechanisms for contributors,
and ensure compliance with data protection laws while supporting
responsible innovation.

9. Cybersecurity

There has been a growing trend of cyberattacks targeting Al-powered
systems, with the healthcare sector predicted to face more attacks than
other industries. Gonzalez et al. (Gonzalez-Gonzalo et al., 2022) iden-
tified two key factors that amplify this risk: financial interests and
technical vulnerabilities. Financial motivations are closely linked to
healthcare fraud, which can involve both large corporations and in-
dividuals. These fraudulent activities often manipulate patient data for
insurance claims, clinical decisions, or drug and device approvals,
resulting in significant global financial losses. At the same time, tech-
nical vulnerabilities within healthcare infrastructures create opportu-
nities for external breaches, leading to risks such as blackmail,
ransomware, and malicious data manipulation. The increasing use of
malware to compromise personal information has eroded trust in Al
algorithms, with patients becoming increasingly concerned about the
safety of their data. This concern has grown as more personal informa-
tion, such as facial recognition data, is collected in healthcare and
ophthalmology. While legislation like the HIPAA in the United States
offers important protections for patient data, the privatization of Al in
healthcare has raised new concerns. In fact, reduced oversight in private
Al systems can lower algorithm quality and jeopardize patient safety
(Labib et al., 2024a). As Al becomes more prevalent in healthcare,
safeguarding patient rights and strengthening privacy protections are
essential. Measures such as encryption, access controls, and anonym-
ization should be rigorously implemented to reduce the risks of unau-
thorized access, data breaches, and misuse. GAI, particularly LLMs,
introduces additional cybersecurity challenges due to its reliance on vast
clinical datasets for training. This data is vulnerable to attacks that can
expose sensitive information through model outputs. For instance, a
data breach involving OpenAI’s ChatGPT in March affected 1.2 million
users, exposing names, addresses, payment details, and chat histories
due to a bug in the open-source code (Wang et al., 2024). Moreover, the
financial burden of implementing robust security systems to protect data
adds another layer of complexity. In addition to these risks, Al systems
used in healthcare are susceptible to sophisticated attacks like adver-
sarial examples, where imperceptible perturbations in input data can
mislead models into making incorrect predictions (Sarker, 2023).

In simple terms, these attacks involve making tiny changes to med-
ical images or other inputs—so small that the human eye can’t notice
them—that can still trick the Al into giving a wrong result. For example,
a slightly modified retinal scan could be incorrectly classified by the Al
as showing diabetic retinopathy, or could fail to detect it when it’s
actually there. This poses serious risks to clinical safety, potentially
leading to incorrect diagnoses or treatments. Researchers are working
on methods to make Al systems more resistant to such attacks, a concept
known as ‘adversarial robustness’. However, these solutions are still
being developed and often require significant computing power, making
them hard to apply in clinical practice today. Improving adversarial
robustness is therefore critical to ensure safe and reliable AI use in
ophthalmology and other medical fields. Another major threat is the risk
of backdoor attacks, in which models are deliberately manipulated
during training so that they behave normally under standard conditions
but produce malicious outputs when triggered by specific inputs (Grosse
et al., 2022). In this case, an attacker can “poison” the training data by
inserting hidden patterns—such as a specific pixel arrangement in a
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fundus image—that later causes the Al to give a wrong result only when
that pattern is present. In all other cases, the AI works normally, making
it very hard to detect the issue. In healthcare, this could be used to
fraudulently influence diagnostic results or medical decisions, for
example by always flagging certain images as showing a disease,
regardless of their true content. This could lead to mistreatment or in-
surance fraud, and is especially dangerous when Al models are trained
on external or unverified datasets. Jailbreak attacks also undermine Al
system integrity by exploiting LLMs to bypass safety filters and elicit
harmful outputs (Tshimula et al., 2024). These attacks work by cleverly
phrasing a prompt (input) so that the model ignores its safety rules. For
instance, a user might pretend to be a doctor asking for emergency
advice and trick the Al into giving restricted medical information. In a
clinical context, such attacks could lead Al systems to provide inaccurate
or unauthorized recommendations, which could be harmful if followed
by healthcare professionals or patients. These kinds of vulnerabilities are
particularly concerning when using LLMs in medical chatbots, virtual
assistants, or clinical documentation tools. Finally, prompt injection
attacks have emerged as a novel class of vulnerabilities specific to
LLM-based systems. These attacks manipulate model behavior by
inserting hidden prompts into user inputs or external content, effectively
hijacking the model’s intent and overriding its safeguards. For example,
an attacker might hide special instructions in a medical note or website
text that a clinical Al tool reads. The model might then follow these
hidden instructions instead of behaving as expected—possibly leaking
confidential patient data or giving inappropriate advice. In a healthcare
setting, this could have serious consequences if LLMs are integrated into
electronic health records or used in automated decision-making. To
address these challenges, blockchain technology has emerged as a
promising solution. Blockchain integrates decentralized and secure
features to enhance transparency, trust, and accountability in AI sys-
tems. By recording data in a distributed ledger composed of linked and
verified blocks, blockchain ensures the integrity of patient data while
enabling efficient and transparent data sharing. In ophthalmology, this
technology has revolutionized data management by providing a secure
and transparent method for handling large volumes of sensitive infor-
mation. Integrating blockchain with AI systems enhances privacy pro-
tections, maintains data integrity, and facilitates international
collaboration across healthcare networks (Gurnani et al., 2023).
Alongside blockchain, other important cybersecurity strategies have
been developed to protect Al systems (Ramos-Cruz et al., 2024). One
example is the cybersecurity mesh, a flexible security model that allows
different parts of a healthcare system—such as clinics, devices, or
servers—to be protected individually while still working together. This
helps detect threats earlier and limits the spread of cyberattacks.
Another useful tool is the intrusion detection and prevention system
(IDS/IPS), which uses Al to monitor activity in real time and stop sus-
picious behavior before damage occurs. There are also lightweight,
efficient tools like Bloom filters that help scan large amounts of data
quickly to find irregularities or threats. Additionally, cryptographic
techniques such as digital signatures and hash trees help verify that
clinical data has not been tampered with, without needing to decrypt it.
Finally, the “zero trust” approach means that every access to data—by a
person, device, or software—is verified, regardless of where it comes
from. This reduces the risk of unauthorized access or data leaks. Mali-
cious cyberattacks on Al systems in healthcare threaten not only patient
privacy but also the overall quality of care, resulting in financial losses
and diminished trust in AI technologies. These risks can ultimately
hinder the successful integration of Al into clinical practice. Employing
blockchain or other advanced security measures is therefore critical to
safeguarding sensitive patient information, maintaining transparency,
and ensuring the secure and effective use of Al in healthcare.

9.1. Authors’ perspective

Cybersecurity is main concenrn in the complete integration of Al
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systems in the clinical practice of ophthalmology. As healthcare be-
comes more digitized and reliant on Al, we have observed an increased
vulnerability to sophisticated cyber threats, from data breaches to
adversarial and backdoor attacks, many of which could directly
compromise patient safety and erode institutional trust. In particular,
the growing integration of LLMs and generative Al in medical applica-
tions has introduced novel risks, such as prompt injection, jailbreak
manipulation, and model inversion, which we have found to be poorly
understood outside of specialized Al communities. These threats are
especially concerning when clinical tools rely on external datasets or are
deployed across interconnected systems, making them difficult to secure
uniformly. In our view, many institutions remain underprepared to
defend against these advanced forms of attack. To address this, we
believe healthcare systems must adopt proactive strategies—such as the
implementation of blockchain for immutable data tracking or cyberse-
curity mesh frameworks that decentralize and isolate system vulnera-
bilities. Importantly, cybersecurity efforts must go hand-in-hand with
clinician education to ensure not only technical robustness but also
operational awareness of the risks Al systems can pose. In our view,
building AI systems that are not only intelligent but also resilient and
secure must be treated as a core responsibility shared by developers,
institutions, and regulators alike.

10. Job displacement

With the rapid development of Al, concerns about job displacement
have emerged alongside its advantages and disadvantages. One notable
advantage is Al's potential to make healthcare more accessible, efficient,
and affordable, such as in Al-assisted DR screening, which addresses the
shortage of ophthalmologists (Resnikoff et al., 2012) in low-income
countries, where the prevalence of diabetes may be high (Kazi et al.,
2020; Wahl et al., 2018; Williams et al., 2021b). AI's diagnostic capa-
bilities also stand out, enhancing accuracy and efficiency in medical
practice, as demonstrated in image-based diagnostics for conditions like
DR. Al systems have shown performance levels that may surpass human
ophthalmologists and detect subtle patterns in data that humans cannot,
enabling earlier disease detection and novel insights into disease
mechanisms (Korot et al., 2020a; Poplin et al., 2018). Despite these
advances, Al models face limitations when dealing with image vari-
ability and patient-specific differences outside their training data,
necessitating clinician oversight to interpret findings and provide
personalized care.

Al’s narrow capabilities mean it cannot independently diagnose or
encompass all possible conditions, highlighting the indispensable need
for physician involvement (Blasi et al., 2001; Crincoli et al., 2023).

Clinicians remain essential in integrating Al insights with patient
preferences and comorbidities, ensuring Al supports rather than replaces
decision-making (Tonti et al., 2024c).

Ethical considerations also arise, including accountability, trans-
parency, and the impact of Al on the doctor-patient relationship, which
itself has therapeutic value (Tseng et al., 2021b).

Patients often prefer human interaction over Al-based systems,
particularly for personalized understanding and assurance. However, if
integrated with human patient-doctor interaction, AI’s ability to process
large datasets might allow clinicians to focus more on direct patient
interactions, leading to a more effective and compassionate care (Labib
et al., 2024c). While AI can assist with tasks more efficiently than
humans, its present role is to complement, not replace, clinical judg-
ment, enhancing efficiency and patient care when integrated with
human expertise.

10.1. Al in surgical fields: opportunities and challenges of replacing
doctors

Al applications in surgery are still in their early stages, with research
and development efforts primarily focusing on clinical decision support
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tools, assistive technologies, and systems for improved outcomes pre-
diction and surgical case selection. A previous article reported that while
47 % of jobs are at risk of automation, the risk for physicians and sur-
geons is only 0.4 % (Korot et al., 2020b). In ophthalmology, most ad-
vancements have concentrated on static images, such as fundus
photography and optical coherence tomography (OCT). However, areas
like video analysis and action recognition within surgical workflows still
represent significant unmet needs for Al applications in healthcare. The
creation of robust image and video libraries is essential for developing
Al-based software and tools for assistive or autonomous surgical appli-
cations. For these technologies to enhance surgery effectively, they must
be able to track and monitor surgical instruments, devices, and critical
anatomical landmarks in real-time (Leiderman et al., 2024a). In cataract
surgery, some researchers have employed DL methods to automate
trainee performance analysis using structured assessment tools or
idealized performance benchmarks (Hira et al., 2022; Tabuchi et al.,
2022; Wang et al., 2022). However, accurately assessing step-skill levels,
overall expertise, or progress in surgical training remains a significant
challenge for ML. Posterior segment ophthalmic surgeries present
additional obstacles to Al development, including the need for a broader
dynamic range of image acquisition due to vitreoretinal surgery’s
lighting conditions, partial visualization of the posterior segment during
operations, and the complex optics of surgical viewing systems for vit-
reous surgery (Leiderman et al., 2024b). Progress in future Al-guided
intraocular robotic surgical systems could augment surgeons’ natural
visual and physical abilities, aid in decision-making processes, and even
enable fully autonomous procedures through real-time feedback. By
integrating Al-generated information with robotic systems, surgeons’
abilities to manipulate intraocular anatomy could be enhanced. Features
such as tremor dampening, collision avoidance, and exclusion zones
around sensitive anatomical structures could be implemented. Ulti-
mately, although at present we have not achieved this yet, a fully
Al-guided intraocular robotic system holds the theoretical potential to
achieve fully autonomous surgical procedures.

10.2. Role of chatbots (LLMs) in job replacement: opportunities and
challenges

The rise of LLMs is revolutionizing healthcare by allowing physicians
and patients to interact with Al systems. Al language models, such as
ChatGPT, have garnered significant attention for their ability to process
large amounts of information and provide human-like responses. As
ophthalmology integrates advanced technologies like image analysis
and telemedicine, LLMs are likely to play a key role in future eye care. In
addition to ChatGPT, other Al models like Google’s Bard Al, which ex-
cels in accurate text summarization and can access real-time informa-
tion, are contributing to the AIlandscape in healthcare (Chotcomwongse
et al., 2024). While ChatGPT’s performance in patient management has
yielded mixed results (Bellanda et al., 2024b), it has shown potential in
providing diagnostic and management recommendations based on pa-
tient data. Studies have tested ChatGPT’s ability to provide medical
advice, with varying results depending on the complexity of the case and
the benchmarks used for comparison (Anguita et al., 2024; Bernstein
et al., 2023; Cappellani et al., 2024; Caranfa et al., 2023; Ferro Desideri
et al.,, 2023; Nanji et al., 2024; Patil et al., 2024). For instance,
ChatGPT’s ability to triage and counsel patients in ophthalmology and
retinal care has been explored, with patients interacting with the Al to
describe symptoms and receive guidance on appropriate care (Lyons
et al., 2024a; Waisberg et al., 2023; Zandi et al., 2024). However, issues
like miscommunication and the AI's ability to accurately interpret
symptoms remain challenges. LLMs have improved in terms of response
capabilities and eloquent dialogue, offering enhanced human-AI inter-
action. By leveraging a wide range of internet sources, LLMs can respond
to a variety of inquiries, including problem-solving, summarization, and
information creation. In ophthalmology, LLM chatbots can assist in
answering patient queries about eye diseases, treatments, and research,
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Fig. 6. Collaboration Between AI and Humans in Healthcare — An illustration of a human hand reaching out to touch a robot hand, symbolizing the essential
collaboration between Al and human professionals in healthcare. It highlights the potential for AI to support, rather than replace, human healthcare providers.

(Graphic designer Donata Piccioli creation).

enhancing patient engagement by providing reliable medical informa-
tion. While many studies have demonstrated the value of LLMs in of-
fering recommendations for ophthalmic diseases, such as DR, myopia,
and surgical retinal conditions, some generated responses have been
incomplete or inaccurate (Chotcomwongse et al., 2024). LLMs chatbots
can also serve as diagnostic support tools, helping patients gather initial
information about symptoms before seeing a physician. However, LLMs
are less proficient in providing specialty-specific knowledge. GPT-4, for
instance, has demonstrated faster diagnostic capabilities compared to
specialists in some cases, but its performance in diagnosing rare dis-
eases, like uveitis, has been less reliable (Rojas-Carabali et al., 2024).
Futhermore while studies have shown that ChatGPT can achieve high
triage accuracy in diagnosing ophthalmic symptoms (Knebel et al.,
2024; Lyons et al., 2024b), concerns remain about the potential for

Fig. 7. Global Standards for AI Governance — An illustration representing the
growing international focus on creating regulatory frameworks for Al, such as
the EU’s AI Act, which classifies Al systems based on risk levels and provides
guidelines for their implementation. (Graphic designer Donata Pic-
cioli creation).

14

harmful advice, particularly when the AI provides vague or incorrect
treatment recommendations. While LLMs like ChatGPT have the po-
tential to revolutionize patient care, their tendency to hallucinate or
fabricate information presents a major concern (Cappellani et al., 2024;
Chen et al., 2025). These fabricated responses could mislead patients
and healthcare providers, raising ethical issues regarding the reliability
and safety of Al in medical practice. Another significant concern with
LLMs is the potential risk to patient privacy. As these models may
require access to sensitive data such as medical history and ocular im-
ages to generate responses, it is essential to ensure that patient consent is
obtained and that data are securely stored and encrypted to prevent
breaches (Chotcomwongse et al., 2024). Finally, in rapidly evolving
fields like ophthalmology, addressing the limitations of LLMs like
ChatGPT, especially its inability to access real-time information (The
training data of earlier versions of LLMS such as ChatGPT-3.5 has been
reported to stop at September 2021), is crucial (Gurnani and Kaur,
2024). The continuous development of new therapies, surgical tech-
niques, and clinical trials means that Al systems must incorporate
mechanisms for real-time updates and validation to ensure accuracy and
safety. As Al continues to evolve, it is essential for ophthalmologists to
supervise and collaborate with LLMs, ensuring that their outputs are
rigorously tested and validated to avoid patient harm (Fig. 6).

10.3. Authors’ perspective

As ophthalmologists and researchers working at the intersection of
clinical care and Al innovation, we recognize that the issue of job
displacement by Al is often discussed as a direct threat to the medical
profession and a potential pathway to the complete substitution of
physicians. While AI tools, including diagnostic algorithms for diabetic
retinopathy or surgical performance assessment models, have shown
impressive capabilities, they remain highly dependent on curated data,
specific conditions, and rigorous human oversight. Rather than replac-
ing clinicians, these tools have thus far functioned best when aug-
menting our capacity to analyze data, triage care, or monitor
performance—particularly in under-resourced settings or high-volume
environments. We have seen that in surgical fields, including cataract
and vitreoretinal surgery, Al still faces significant technical and ethical
barriers before it can meaningfully impact real-time decision-making or
autonomy. The development of intraocular robotic systems powered by
Al is promising, but remains largely theoretical at this stage, and cannot
replicate the clinical judgment and dexterity required in complex
ophthalmic procedures. Similarly, while LLMs like ChatGPT offer novel
possibilities in patient interaction, triage support, and medical summa-
rization, our experience and ongoing evidence reveal considerable
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limitations in clinical accuracy, interpretability, and safety. The risk of
hallucinations, vague recommendations, and outdated knowledge un-
derscores the importance of strict human validation, especially in fast-
evolving subspecialties like ophthalmology. Moreover, patients still
express a clear preference for human interaction, especially when it
comes to complex or emotionally sensitive care decisions. If used
responsibly, Al may actually improve the quality of patient care by
freeing clinicians from repetitive administrative tasks and allowing
them to focus more on direct communication and personalized care.
However, the ethical, legal, and emotional implications of shifting as-
pects of diagnosis, counseling, or surgery to machines must be contin-
uously evaluated. In our view, the future of ophthalmology is not one in
which physicians are replaced, but rather one in which they must evolve
into collaborators and supervisors of intelligent systems.

11. Global standards for AI governance

There is currently no universally established global standard for Al,
though each country is working on its own regulations. A global stan-
dard for Al governance would involve a universally accepted set of
principles, guidelines, and frameworks for the development, deploy-
ment, and regulation of Al systems across various sectors. The rapid
development of AI models has been met with a slower regulatory
response, leading some to suggest halting further advancements until
stricter regulations are established (Sonmez et al., 2024c). Organizations
like the European Union are advancing with frameworks such as the “Al
Act,” which categorizes Al models based on their risk levels and provides
tailored guidelines (Quaranta et al., 2023). (Fig. 7)

Healthcare digitalization frameworks will likely need to incorporate
Al-specific provisions, particularly for GAI. International regulatory
bodies, including the FDA and the European Commission, are pro-
gressing toward establishing standardized frameworks for Al-based
medical devices, with an emphasis on patient safety, iterative software
updates, and post-market monitoring (Gonzalez-Gonzalo et al., 2022).
Standardization in Al is the process of creating uniform guidelines and
protocols that ensure Al systems are developed, deployed, and assessed
consistently, reliably, and ethically across industries. This standardiza-
tion includes establishing approval processes tailored to AI's unique
aspects, such as data handling, adaptability, liability, defining specific
Al applications, conducting benchmark tests, creating user guidelines,
and validating models’ effectiveness through clinical trials. These trials,
with meaningful patient outcomes, should support initial approvals and
be made publicly accessible. To accelerate these evaluations, regulatory
bodies should promote collaboration with healthcare institutions, in-
surance providers, and patient advocacy groups. Engaging physicians in
the creation of healthcare-specific Al regulations through dedicated task
forces will also help ensure patient protection. As a matter of fact,
ensuring that Al tools undergo thorough clinical evaluations will be
critical to supporting regulatory decisions that guarantee their safety
and efficacy for the target population. As Al technology evolves,
continuous updates and standardized post-market surveillance are
essential to maintaining system performance and ensuring patient
safety. Deployed AI models require ongoing monitoring and rapid
adaptation to new tasks and environments. Given AI's continuous
learning capabilities, regulatory pathways must be flexible enough to
accommodate updates without necessitating a full review for every
change. This can be achieved through a combination of internal and
external audits, ensuring Al systems remain up-to-date and perform as
expected. Regular assessments of Al algorithms will help align them
with clinical needs and identify any deviations from established stan-
dards. Future efforts should also prioritize the development of ethical
guidelines and regulatory frameworks to address the challenges posed
by unexplainable AI models in healthcare. Ensuring transparency and
adherence to ethical principles is crucial for maintaining trust and safety
in clinical practice. Legal frameworks must evolve to tackle AI’s unique
complexities, balancing innovation with trasparency. Transparency in
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regulatory and approval processes can for example be strengthened
through public databases or registries of approved Al systems. These
should include clear definitions, approval statements, clinical evidence,
and deployment details to enhance oversight and public confidence and
to ensure transparency and safety. While the FDA provides an open
database for approved medical devices, the European Commission’s
EUDAMED database is not yet publicly available, though efforts are
underway to improve its accessibility (Gonzalez-Gonzalo et al., 2022).
At the same time, privacy concerns must be carefully addressed. The
security of patient data remains a significant issue, and Al systems must
comply with data protection regulations like the GDPR to prevent
breaches. In cases where privacy concerns limit access to clinical data,
regulatory bodies could play a crucial role in facilitating
information-sharing to support the approval process (Nair et al., 2024).

11.1. Authors’ perspective

As clinicians and researchers actively engaged in Al development
and implementation in ophthalmology, we believe that the absence of
unified global standards for Al governance represents one of the most
critical gaps in the safe and equitable integration of these technologies
into clinical practice. In our experience, regulatory inconsistencies
across countries create significant barriers to international collaboration
and complicate the approval and deployment process for Al-based
medical systems. While regional initiatives—such as the European
Union’s AI Act or evolving FDA guidelines—are commendable, they
remain fragmented and insufficient to address the complex, cross-border
nature of modern Al innovation. The lack of harmonization also poses
challenges for clinical validation: many Al systems are trained in specific
geographic or demographic contexts, and without shared regulatory
benchmarks, their generalizability and safety across diverse populations
cannot be ensured. Equally important is the creation of public registries
that document approved Al tools, their intended use, clinical perfor-
mance, and regulatory status—an initiative that could improve trans-
parency, accountability, and public trust. Moreover, as Al systems
increasingly incorporate sensitive patient data, we believe that global
governance must include robust privacy protections aligned with
evolving frameworks like the GDPR. In situations where data-sharing
restrictions pose a barrier to Al validation, regulatory agencies should
facilitate secure, ethical mechanisms for federated analysis and cross-
border collaboration.

12. Financial implications of AI

The financial implications of adopting Al on a large scale must be
carefully evaluated, as they can present significant barriers to the global
adoption of this technology. Securing adequate funding is essential to
support the adoption and maintenance of Al services. However, sus-
tainable development of Al requires a careful balance between profit
and expenses. For healthcare providers, the costs associated with
adopting Al-enabled technologies must align with manufacturing prices
and reimbursement models. Key costs include development, data
collection, research, and validation, alongside expenses for software
upgrades, IT infrastructure, long-term hardware maintenance, operator
training, incorporating new patient data, and ensuring regulatory
compliance (Chen et al., 2021; Ruamviboonsuk et al., 2021). In less
developed countries, financial limitations further complicate Al imple-
mentation. Restricted resources make it challenging to purchase pro-
grams, educate patients, and acquire standardized, high-quality data,
including images and interpretation protocols (Anton et al., 2022).
Moreover, privacy regulations and state-specific rules, while designed to
protect patient confidentiality, can create barriers to the adoption of Al
Data-sharing initiatives require anonymization and patient consent,
adding to the complexity of implementation. Incorporating robust
techniques to safeguard patient data involves significant investments in
technical solutions for data storage, management, and analysis (Ting
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Fig. 8. Environmental Impact of AI Implementation in Clinical Practice — An
illustration of a robot hand holding a growing plant in its palm, symbolizing the
environmental considerations tied to the deployment of Al technologies in
healthcare. It highlights the importance of sustainable Al practices in clinical
settings to minimize the ecological damage. (Graphic designer Donata Pic-
cioli creation).

et al., 2019). These efforts demand substantial time, financial resources,
and expertise. Since the benefits are not immediately apparent, invest-
ing in data-sharing initiatives becomes a difficult decision.

13. Environmental impact of AI implementation in clinical
practice

The environmental impact of the application of AI in ophthalmology
must also not be overlooked. The use of Al in healthcare can significantly
contribute to carbon emissions throughout its lifecycle, from program-
ming and development to deployment, due to the high energy demands
of Al systems (Richie, 2022). Additionally, the extraction of minerals
and metals for Al hardware has substantial environmental conse-
quences, as the process often involves unsustainable practices, resulting
in habitat destruction, biodiversity loss, and water pollution (Sovacool
et al, 2020). AI systems, especially DL models, require immense
computational power and energy consumption during both training and
inference phases, leading to an increased demand for energy-intensive
data centers. Moreover, the rapid technological advancements in Al
have led to an increase in electronic waste (e-waste), as outdated devices
and components are discarded. E-waste, containing harmful substances
like lead, cadmium, and mercury, poses significant risks to both human
health and the environment if not properly disposed of (Ueda et al.,
2024b). These environmental challenges—carbon emissions, resource
extraction, energy consumption, and e-waste—highlight the need for
sustainable Al practices in healthcare to balance technological innova-
tion with environmental responsibility (Fig. 8).

14. Conclusion

In conclusion, while Al holds significant promise for transforming
ophthalmology, its integration into clinical practice is far from
straightforward. Several challenges persist, including bias, data privacy
concerns, lack of standardization in validation procedures, and the risk
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of over-reliance on automated systems. The increasing use of synthetic
images—although useful to reduce dependence on real datasets—may
limit the model’s exposure to the complexity of real-life clinical findings,
raising concerns about generalizability. These issues highlight the ur-
gency of establishing strong regulatory and ethical frameworks.
Responsible implementation will require close collaboration among
developers, regulators, clinicians, and policy makers to ensure that Al
tools are not only effective, but also safe, transparent, and equitable for
all patients.
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Glossary

(AD): Artificial intelligence

(AIGC): Al-generated content

(AMD): Age-related macular degeneration
(ANNS ): Artificial neural networks

(CAM): Class activation mapping

CLIP: (Contrastive Language-Image Pretraining)
(CNNs): Convolutional Neural Networks

(DL): Deep Learning
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(DNNs): Deep neural networks

(DR): Diabetic retinopathy

(FDA): Food and Drug Administration -United States
(FL): Federated learning

(GAD): Generative Artificial Intelligence

(GANs): Generative Adversarial Networks

(GDPR): General Data Protection Regulation
(HIPAA): Health Insurance Portability and Accountability Act
(IRDs): Inherited retinal diseases

(IDS/IPS): Intrusion detection and prevention system
(LLMs): Large Language Models

(LVMs): Latent variable models

(LIC): Low-income

(ML): Machine Learning

(LMIC): Middle-income countries

(OCT): Optical coherence tomography

(RNN): Recurrent Neural Networks

(SMPC): Secure multi-party computation

(VAEs): Variational Autoencoders

(ZKPs): Zero-knowledge proofs
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