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A B S T R A C T

Everyday life is more and more dependent on the services provided by highly
complex and pervasive critical infrastructures, whose failures might lead to
catastrophic consequences in terms of damages to human life, environment,
economy.

The thesis presents a work based on the study and research of topics related
to resilience and security of complex systems, which present characteristics
of heterogeneity, dynamicity, evolvability, interdependencies, interconnections,
criticality with respect to the domain of application. Nowadays, the study of
such systems and their characteristics is of paramount importance, because they
are becoming more and more widespread, affecting our lives and our way of
life. For this reason, it is crucial to design such systems with an high level of
resilience and security. Indeed, their failures could lead, in the worst case, to
catastrophic consequences, for instance if we consider the Critical Infrastructures.

Through stochastic model-based approaches, the thesis addresses the system
evaluation to support design decision at pre-deployment and run-time, both
from resilience and security point of view. The thesis is structured in three main
parts.

Initially the focus is on the Electrical Power Systems, specifically on the mod-
elling and assessment of dependability and performance requirements by means
of model-based approaches and on the investigation of techniques and mecha-
nisms to apply in order to tolerate unexpected events, failures, or attacks, thus
allowing the continuity of the service. The thesis then addresses the study of
new modelling approaches for the assessment of systems showing aspects of
evolution and dynamicity. Indeed, current systems are more and more conceived
as dynamically adaptable and evolvable sets of components, which must be
able to modify their behaviour at run-time to tackle the continuous changes
happening in the unpredictable open-world settings. In particular the focus is on
new approaches useful to combine the benefits of both classic pre-deployment
(off-line) analysis, and run-time analysis, by providing solutions that enable a
refinement and an improvement of the system model. Finally, the thesis also
focuses on aspects of security related to complex systems. Indeed, due to the
increasing presence of automatic controlling operation, the massive use of net-
works to transfer data and information, and the human operations, new security
concerns in such systems have been introduced and cannot be neglected. Se-
curity issues do not only have direct impact on systems availability, integrity
and confidentiality, but they also can influence the dependability, specifically
the safety of critical systems. In this context the thesis mainly focus on security
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issue related to the insider threats, which are one of the major cause of security
violations.

More in detail the dissertation is organized as follows. Chapter 1 introduces
the context of the work, describing the characteristics of complex systems that
we consider in the thesis, along with an overview of some real incidents that
have affected such systems, in order to highlight their criticality.

Chapter 2 provides an overview of the main model-based approaches to
support system design decision with respect to aspects of dependability, perfor-
mance and security. The last part of the chapter presents the contribution of the
thesis.

Chapter 3 describes the first part of the thesis with the focus on critical in-
frastructures, in particular on Electrical Power Systems. The chapter describes
an existing modelling framework to support system design decision and a pro-
posed extension, which allows to perform interesting analysis accounting for
heterogeneous aspects of the Electrical Power Systems. The analysis results are
also presented in the chapter.

Chapter 4 describes the characteristics of dynamic, evolvable and interop-
erable systems and provides a model-based approach for the assessment at
pre-deployment time. The proposed approach allows, at pre-deployment time,
the enhancement of the system model in order to satisfy dependability and
performance requirements; and at run-time, the refinement of the model through
monitoring of system parameters.

Chapter 5 deals with security aspects of the systems, specifically related to
the insider threats. The chapter proposes a specific methodology for the security
assessment of the system through model-based approaches.
Finally, the thesis concludes with an overview of the overall work in the study
of complex systems by exploiting model-based approaches to support the as-
sessment activities. The concluding chapter also provides a description of the
research challenges that deserve to be further investigated.
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1
C O M P L E X S Y S T E M S

The increasing of technological, financial and social development of industrial-
ized countries, is strongly related to the proper functioning of complex techno-
logical systems. Such infrastructures are complex and highly interdependent
systems, which provide essential services in our everyday life.

We live in a world where systems are more and more composed by networks of
heterogeneous devices and components from different producers, thus leading to
potential issues due to evolution and connectivity. Such systems are increasingly
pervasive, dynamic and heterogeneous, as a consequence several aspects of
modern society rely on their continuous availability and interoperability.

The concept of complex systems has led to several definitions according to
the reference domain (physics, engineering, mathematics, computer science,
and so on). In general terms, the common point among the various definitions
in literature, is that they are systems made up of interconnected parts, which
together constitute the global integrated entity. The aspect of complexity refers
to properties of the systems which are not easily and directly understandable
from the “simple” description and properties of the single parts.
The study of complex systems implies all the activities aiming at investigating
how the relationship among the parts of the system, may lead to proper or
improper behaviour of the global system and how it may interact with the
environment in which it is utilized [25].

Complex systems contribute to the design, production and delivery of several
products and services that we run across in our daily activities, and their
relevance will increase in coming years.
Among such systems, characterized by being decisive in our society, we can
surely find those systems defined and referred to as Critical Infrastructure (CI).
Critical Infrastructures are systems whose failure or disruption could lead to
catastrophic consequences from the economic or, in the worst case, from the
human safety point of view. Indeed, a malfunctioning of similar infrastructures,
although limited to a short period of time, could lead to negative consequences,
causing economic losses or even putting at risk the human safety [140]. They
are in general represented by facilities and assets, including water supply,
wastewater treatment, flood-reduction structures, telecommunications, power
grids, nuclear plants, transportation, financial, health, etc.

The increasing dependence upon critical infrastructures, has lead to an un-
avoidable expansion of their complexity, due to the growing demand for new
services and products by a growing population. Moreover, the conditions under
which such systems are called to operate are continuously evolving, introducing
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2 complex systems

possible unexpected problems, and thus requiring a higher resilience. In fact, in
the past they were used to provide services most in isolation, without or with
limited interconnections with each other, so they could be damaged locally, with
no impact or consequences on other infrastructures. Nowadays, the scenario has
changed significantly, and several infrastructures, in order to provide services,
cooperate through strong networking, mainly based on information technology
systems.

Critical infrastructure may cross political boundaries and may be built, natural,
or virtual. Built critical infrastructure includes energy; water and wastewater
treatment, distribution, and collection; transportation; and communications sys-
tems. Natural critical infrastructure systems include lakes, rivers, and streams
that are used for navigation, water supply, or flood water storage, as well as
coastal wetlands that provide a buffer for storm surges. Virtual critical infras-
tructure includes cyber, electronic, and information systems.
Critical Infrastructure Protection (CIP) is therefore a priority for most of the
countries and several initiatives are in place to identify open issues and re-
search viable solutions in this highly challenging area, especially to identify
vulnerabilities and devise survivability enhancements on critical areas.

1.1 characteristics of complex systems

Complexity can be a significant obstacle to successful design of critical sys-
tems. It is characterized by various aspects, like dimension of the systems, data,
diversity, heterogeneity, etc. As a result, complex systems may be potentially
susceptible to failures or attacks. Furthermore, aspects of uncertainty may also
be the basis of incorrect design and implementation of the systems, which can
often be observed in the non-fulfillment of non-functional requirements such
as performance, dependability and security. They are generally characterized
by the difficulties of understanding a dynamic integrated set of people, devices,
processes, technologies [9].

In order to ensure that these systems continue to operate in a proper way,
which means satisfying the functional and non-functional requirements, despite
to their aspects of complexity, it is important to provide additional supporting
activities, like for instance:

• Modelling and quantitative assessment.

• Processes of improvement in order to deal with evolving aspects of the
systems.

• Monitoring processes in order to face their dynamic nature.

• Risk assessment and identification of proper security solutions.
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• Management of uncertainty.

1.2 characteristics of critical infrastructures

The increasing introduction of network management, monitoring and control
systems, on the one hand has certainly improved the performance level of
such infrastructures, on the other, it has also introduced risk of failure and
new vulnerabilities (e.g., new unexpected undesired behaviour or access to
cyber criminals). Therefore, the scenario has become more and more complex in
recent years, as the introduction of advanced technologies added new sources
of potential risk alongside the traditional threats. An effective infrastructure
protection includes threats identification, vulnerability reduction and attack
source or damage origin identification. This activity aims at service downtime
minimization and damage limitation.
Another relevant aspect, characterizing CIs, is represented by the interactions
and interdependencies among critical infrastructures.

An interdependency is a bidirectional relationship between two infrastructures
through which the state of each infrastructure influences or is correlated to the state of
the other. More generally, two infrastructures are interdependent when each is
dependent on the other [112].

Hence, understanding and analyzing interdependencies is an additional crit-
ical step during the design and the maintenance of such systems, since they
might be a source of threats and contribute to risk uncertainty.
Infrastructure interdependencies can be categorized according to various di-
mensions in order to facilitate their identification, understanding and analysis.
Among the most important dimensions identified in [112], there are:

• physical: Two infrastructures are physically interdependent if the state of
each is dependent on the material output(s) of the other;

• cyber: An infrastructure has a cyber interdependency if its state depends
on information transmitted through the information infrastructure;

• geographic: Infrastructures are geographically interdependent if a local
environmental event can create state changes in all of them;

• logical: Two infrastructures are logically interdependent if the state of each
depends on the state of the other via a mechanism that is not a physical,
cyber, or geographic connection.

Interdependencies increase the vulnerability of the corresponding infras-
tructures as they give rise to multiple error propagation channels from one
infrastructure to another that increase their exposure to accidental, as well as
to malicious, threats. Consequently, the impact of component failures in critical
infrastructures can be exacerbated due to interdependencies and the overall



4 complex systems

Figure 1.: Relationship between dependability and security.

severity of a failure is generally much larger and more difficult to foresee,
compared to failures confined to single infrastructures.

The following subsections provide the basic concepts and definitions regarding
dependable and secure systems, in order to make the reader familiar with the
concepts covered. Further details can be found in [23], [86], and [87].

1.2.1 Dependability and Security: Basic Concepts and Definitions

As developed over the past three decades, dependability is an integrating concept
that encompasses the following attributes: availability, reliability, safety, integrity,
and maintainability. Dependability is defined as the ability to deliver service that
can justifiably be trusted [87]. When addressing security aspects of a system
an additional attribute has great prominence, which is confidentiality, i.e., the
absence of unauthorized disclosure of information. Security is a composite of
the attributes of confidentiality, integrity, and availability. Figure 1 summarizes
the relationship between dependability and security in terms of their main
attributes.

Resilience is defined as the persistence of service delivery that can justifiably be
trusted, when facing changes. Equivalently, referring to the concept of depend-
ability, resilience is also defined as the persistence of dependability when facing
changes [87].
The changes can be classified according to three viewpoints, or dimensions:

• Their nature, which can be: functional, environmental, or technological
(hardware and software).

• Their prospect, which can be: foreseen, foreseeable, unforeseen.

• Their timing, which can be: short term, medium term, long term.

It has to be emphasized, in the context of dependability, that the changes can
concern, or induce changes in the threats the system is facing. The threat changes
can have their source in the changes to the system or its environment, taken either
i) in isolation, such as, for technological changes, the ever increasing proportion
of transient hardware faults that goes along with the progress of integration, or
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ii) in combination, such as the ever evolving and growing problem of attacks
both by amateur hackers and by professional criminals, that may result from
environmental and technological changes. Finally, the changes can themselves
turn into threats, as in the case of mismatches between the modifications that
implement the changes and the former status of the system.

1.2.2 Accidental faults

Analyzing interdependencies allows a greater understanding of the effects
of failures. Three types of failures are of particular interest when analyzing
interdependent infrastructures: cascading failures, escalating failures, and common
cause failures.

cascading failures: occur when a failure in one infrastructure causes the
failure of one or more component(s) in a second infrastructure.

escalating failures: occur when an existing failure in one infrastructure
exacerbates an independent failure in another infrastructure, increasing its
severity or the time for recovery and restoration from this failure.

common cause failures: occur when two or more infrastructures are af-
fected simultaneously because of some common cause.

Besides analyzing the types of failures, it is important to understand the
different causes that might lead to the occurrence of such failures. Faults and
their sources may be very different, as discussed in [23]. They can be classified
according to different criteria: the phase of creation (development vs operational
faults), the system boundaries (internal vs external faults), the phenomenological
cause (natural vs human-made faults), the dimension (hardware vs software
faults), the persistence (permanent vs transient faults), the objective of the devel-
oper or the human interacting with the system (malicious vs accidental faults),
their intent (deliberate vs non-deliberate faults), their capability (accidental vs
incompetence faults). Accidental faults remain an important source of failures
that may affect both the physical and the cyber aspects of CIs.

1.2.3 Malicious faults

Malicious faults are introduced with the intentional purpose of altering the proper
functioning of a system during its employment. The objectives of such faults can
be different:

• to disrupt or halt service, causing denials of service;

• to access confidential information;
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• to improperly modify the system.

They are grouped into two classes:

1. Malicious logic faults that encompass development faults (e.g., Trojan
horses, logic or timing bombs, and trapdoors), as well as operational faults
(e.g., viruses, worms, or zombies) [86].

2. Intrusion attempts that are operational external faults. The external char-
acter of intrusion attempts does not exclude the possibility that they may
be performed by system operators or administrators who are exceeding
their rights, the so-called insiders.

1.3 critical infrastructures accidents

In the global scenario, the history is sadly full of real events and accidents to
critical infrastructures, which have caused great economic losses and/or injuries
or death of human beings. In the following we provide a brief overview of
some meaningful events occurred in the past. They are split in two sections,
considering both the accidental, and intentional failures, in order to make clear
what are the real risks that may occur due to a failure or disruption of a critical
infrastructure.

1.3.1 Critical Infrastructures - Accidental Failures

In the telecommunication domain, we can recall the failure of a node of the
Telecom Italia1 infrastructure in the city of Rome, occurred in 2004, which caused
the interruption of the mobile and wired telephone traffic of a large area of
Rome for several hours. The event had large impacts on several sectors like:
banking, postal, transportation, and so on [17].
Most serious was the Italian black-out occurred during the night of September
28, 2003. The event left all the country without electrical power for a period
of time ranging from three to twenty hours [118]. It was caused by a change
in the power flow from Switzerland to other connections, thus leading to a
strong overload on the boundary lines, which caused a domino effect and the
interruption of all international connections, causing the separation of Italy from
the European network. It is easy to understand how such an event could have a
negative impact on several fields: railway, maritime, avionic, telecommunications,
health, financial, and so on. Similar black-out caused by different reasons, also
occurred in Denmark, in United States and Canada in 2003. Figure 2 shows in a
schematic way the several domains that might be affected by a blackout.

More recent is the nuclear disaster at the Fukushima I Nuclear Power Plant
on 11 March 2011. The failure occurred when the plant was hit by a tsunami

1 Telecom Italia is one of the main Italian telecommunications company.
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triggered by the magnitude 9.0 earthquake. The plant began releasing substan-
tial amounts of radioactive material on 12 March, becoming the largest nuclear
incident since the Chernobyl disaster in April 1986 [89].
In the transportation domain, we can recall the railway accident on December 30,
2013, when a westbound Burlington Northern and Santa Fe (BNSF) train, carry-
ing soybeans, derailed approximately one mile west of Casselton, North Dakota
(US). An adjacent eastbound BNSF train carrying crude oil struck wreckage
from the westbound train. The collision ignited the crude oil and caused a chain
of large explosions, which were heard and felt several miles away. The resulting
fireball created a massive cloud of black smoke, which prompted authorities to
issue a voluntary evacuation of the city and surrounding area as a precaution.
The National Transportation Safety Board (NTSB) is currently conducting an
investigation into the cause of the incident, which has occurred in proximity to
a populated area. Thus renewing safety concerns regarding the transportation
of hazardous materials, especially in the wake of the Lac-Mégantic derailment
in Canada earlier in the year [105]. Luckily no injuries to human beings were
reported, but the damage was estimated at 6.1 Million Dollars [14].
A further case, in the transportation domain, is represented by the Malaysia Air-
lines Flight 370 that disappeared on Saturday, March 8, 2014, while flying from
Kuala Lumpur International Airport to Beijing Capital International Airport.
The aircraft was carrying 12 Malaysian crew members and 227 passengers from
15 nations. Currently there is still no explanation of what happened and what
are the causes [21].

1.3.2 Critical Infrastructures - Intentional Failures

This section reports some real and relevant events occurred due to intentional
and harmful actions on critical infrastructures. It is worth noting that only in
Italy the number of cyber attacks to critical infrastructures grew in 2013 of 245%,
compared to 2011 [11].

In 1982, a system controlling the trans-Siberian gas pipeline (allegedly im-
planted by the CIA) caused the largest non-nuclear explosion in history [136].

Figure 2.: Blackout consequences on different domains [10].
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The CIA, allegedly discovered that Soviet spies planned to purchase secretly a
gas pipeline controller developed in Canada, and planted a Trojan horse (logic
bomb) in the controller’s software. Once it was installed, the controller ran a test
of the pipeline’s pressure gauges during which the logic bomb reset the gauges
to the double of gas pressure in the pipeline. The resulting explosion was the
largest non-nuclear explosion ever seen from space.

Recently has been found that more than 1,000 energy companies in North
America and Europe have been compromised in a huge malware attack. Accord-
ing to security researchers at Symantec2, who have named the hacking gang
Dragonfly, the main interest of the attackers was in compromising industrial con-
trol systems [45]. The attack is similar to the Stuxnet computer worm [60], which
was designed to attack similar industrial controllers in 2010 and reportedly
ruined almost 20% of Iran’s nuclear power plants.

In January 2003 during the “slammer” virus3, Continental Airlines was forced
to shut down flights due to computer problems. Especially, the worm caused
flight delays and cancellations for company after it overwhelmed the company’s
on-line ticketing systems and electronic kiosks that travellers use to check in [85].

2 Symantec Corporation is an American technology company. The company makes security, storage,
backup and availability software.

3 Slammer is a computer worm that caused a denial of service on some Internet hosts and
dramatically slowed down general Internet traffic, starting at 05:30 UTC on January 25, 2003.
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M O D E L - B A S E D A P P R O A C H E S T O S U P P O RT
D E P E N D A B I L I T Y A N D P E R F O R M A N C E A N A LY S I S

A model is an abstraction of a system that highlights the important features of
the system and provides ways of describing its properties, neglecting all those
details that are relevant for the actual implementation, but that are marginal for
the objective of the study.

Models play a primary role in dependability and performability assessment
of modern computing systems. As a fault-forecasting technique, model-based
evaluation [102] allows system architects to understand and learn about specific
aspects of the system, to detect possible design weak points or bottlenecks, to
perform early validation of dependability requirements, or to suggest solutions
for future releases or modifications of the systems. Within the domain of critical
and complex systems, modelling is a valuable tool since it avoids to perform
analysis, e.g., “what-if” analyses, on a real instance of the system, which may be
costly, dangerous or simply unfeasible. Modelling is also of primary importance
as a support to the design process, in which the real system is not yet available.

Assessing the resilience of composite systems is a difficult task that may
require the combination of several assessment methods and approaches. In
this perspective, models can be profitably used as support for experimentation
and vice-versa. On one side, modelling can help in selecting the features and
measures of interest to be evaluated experimentally, as well as selecting the
right inputs to be provided for experimentation. On the other side, the measures
assessed experimentally can be used as parameters in the models, and the
features identified during the experimentation may impact the semantics of the
dependability model.

2.1 modelling formalisms for dependability

Research in dependability analysis has led to a variety of modelling formalisms.
Each of these techniques has its own strengths and weaknesses in terms of
accessibility, ease of construction, efficiency and accuracy of solution algorithms,
and availability of supporting software tools. The choice of the most appro-
priate model depends upon the complexity of the system, the specific aspects
to be studied, the attributes to be evaluated, the accuracy required, and the
resources available for the study. Modelling formalisms can be broadly classified
into combinatorial models and state-space models. In the following, a short

9
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overview of the most common modelling formalisms in model-based valuation
of dependable systems is presented.

2.1.1 Combinatorial models

In contrast with state-space models, combinatorial models do not enumerate all
possible system states to obtain a solution. Instead, simpler approaches are used
to compute system dependability measures [102]. While being concise, easy
to understand, and supported by efficient evaluation methods, such methods
require strong assumptions to be made on the system. Typically, realistic features
such as interrelated behaviour of components, imperfect coverage, non-zero
reconfiguration delays, and combination with performance cannot be captured
by these models.

Despite some extensions to “classical” combinatorial models introduce primi-
tives to specify some kinds of dependencies between components (e.g., see [55]),
their modelling power is still limited with respect to that offered by state-space
models. Major representative formalisms in this category include:

• Fault-Trees (FTs) are a deductive modelling and analysis technique based
on the study of the events that may impair the dependability of a sys-
tem [57, 91, 131, 137]. A Fault Tree (FT) considers the combination of
events that may lead to an undesirable situation of the system, typically
the delivery of an improper service, if the reliability of the system is the
matter of the analysis, or a catastrophic failure for a safety study. It is
important to highlight that a fault tree is not in itself a quantitative model.
It is a qualitative model that can be evaluated quantitatively, as it is often
done. The use of fault trees is of particular industrial relevance in the
development of critical systems; their usage, non only for quantitative
evaluation, is standardized as the Fault Tree Analysis (FTA) practice [77].

• Reliability Block Diagrams (RBDs) are another popular combinatorial
formalism in dependability analysis, due to its resemblance with classical
block diagrams describing the physical structure of systems [81, 91, 126].
However, an Reliability Block Diagram (RBD) is a graphical structure
which maps the operational dependency of a system on its components,
and not the actual physical structure of the system. Blocks in a RBD may be
connected together in the most intuitive configuration that can represent
the temporal order of usage, or some redundancy management scheme, or
the success criteria of the system. The goal is to derive the probability of
correct operation or the time-dependent reliability for the overall system.
The solution of a RBD model is similar to that of a FT [91, 99, 137].
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Other graph-based models which can be classified as combinatorial models exist
in literature, e.g., Reliability Graphs (RG) [91], and Attack Tree (AT) [134], a
variant of fault trees tailored to security analysis.

2.1.2 State-space models

More accurate modelling can be obtained with state-based methods, since
they allow to relax the independence assumptions needed for combinatorial
modelling, and to account for more complex relationships between system
components. Major representative formalisms in this category include:

• Markov chains [71, 99, 113, 137] represent a suitable tool for the modelling
of a variety of systems of different nature. They combine an extreme
versatility with well developed and efficient solution algorithms, which
have been implemented in many automated tools. Markov Chains are
widely used in different domains, and are also the theoretical basis for the
evaluation of more expressive state-based formalisms.

A Markov Chain [31] is a stochastic process {X(t), t > 0}, having a discrete
(or countable) state space, and which enjoys the following memoryless
property, also known as the Markov property: given the current state of
the model, the future evolution of the model is described by the current
state, and is independent of past states. The only continuous probability
distribution that satisfies the memoryless property is the exponential
distribution.

Unfortunately, not all the existing systems and their features can be prop-
erly described using Markov processes. In some cases, the assumption that
the holding time in any state of the system is exponentially distributed
may be very unrealistic, and to properly represent the system behaviour
more general stochastic processes (e.g., semi-Markov, Markov Regenerative
or even non-Markovian processes) must be employed.

• Stochastic Petri Nets (SPNs) modelling paradigm has been developed
with the specific purpose of representing in a compact and clear way
concurrence, synchronization and cooperation among processes [109].
Very soon, Petri nets have been widely accepted because of their ability to
describe the qualitative and quantitative aspects of complex systems, and
also because of their intuitive and appealing graphical representation.

The class of (Markovian) Stochastic Petri Nets ([24, 95]) is a very popular
timed extension of the place-transition Petri nets [108].

Due to their expressiveness, SPN are commonly used to specify Markov
processes at a higher abstraction level. Several extensions have been intro-
duced in the literature, adding new primitives to support a more compact
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specification of the state-space, or allowing the specification of non-Markov
processes.

• The class of Generalized Stochastic Petri Nets (GSPNs) [15] relaxes the
assumption that all the transitions have an exponentially distributed delay,
and allows for exponential transitions and instantaneous transitions as
well (drawn as thin bars), that is transitions that once enabled fire in zero
time. The solution of a GSPN model resorts again to that of an associate
Markov chain, which can be solved to study the GSPN model evolution
over time.

• Non-Markovian models have been developed to overcome some limita-
tions of GSPNs. In fact, using GSPNs to model a system implies that an
approximation is introduced whenever an activity with non-exponential
duration must be represented. Extensions to basic SPNs have been in-
troduced in the literature, allowing the specification of non-Markovian
stochastic processes. Models with generally distributed activities can repre-
sent a large class of systems, but in the best case they require complex and
costly analytical solution techniques. If analytic solution methods do not
exist at all, discrete-event simulation must be used to solve the models thus
providing only estimates of the measures of interest. Alternatively, one
can approximate an underlying non-Markovian process with a Markov
process; the price to pay following this approach is a significant increase
in the number of states of the resulting Markov model, and the errors
introduced by the approximation.

Several classes of non-Markovian approaches have been defined [30] such
as Semi-Markov Stochastic Petri Net (SMSPNs) [68], Markov Regenerative
Stochastic Petri Nets (MRSPNs) [42], Deterministic and Stochastic Petri
Nets (DSPNs) [93], Stochastic Reward Nets (SRNs) [43], Stochastic Activity
Networks (SANs) [117].

Other modelling formalisms exist that allow a high-level specification of Markov
Chain models, e.g., Stochastic Automata Networks [110] or the family of for-
malisms collectively known as Stochastic Process Algebras [44]. Such formalisms
are extensions of basic process algebras (such as PEPA [72]), which are aug-
mented with the ability to associate probabilities and/or time delays to the
execution of actions, thus allowing quantitative analysis to be performed on the
model. Other formalisms allow the specification of more general probability
distributions, e.g., SPADES [70], and thus require more sophisticated numerical
techniques or discrete-event simulation.
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2.1.3 The SAN Formalism

Stochastic Activity Networks [117] are an extension of the Petri Nets (PN)
formalism [100, 109]. SANs are directed graphs with four disjoint sets of nodes:
places, input gates, output gates, and activities. The latter replace and extend the
transitions of the PN formalism. The topology of a SAN is defined by its input
and output gates and by two functions that map input gates to activities and
pairs (activity, case) (see below) to output gates, respectively. Each input (output)
gate has a set of input (output) places.

Each SAN activity may be either instantaneous or timed. Timed activities
represent actions with a duration affecting the performance of the modelled
system, e.g., message transmission time. The duration of each timed activity is
expressed via a time distribution function. Any instantaneous or timed activity
may have mutually exclusive outcomes, called cases, chosen probabilistically
according to the case distribution of the activity. Cases can be used to model
probabilistic behaviours. An activity completes when its (possibly instantaneous)
execution terminates.

As in PNs, the state of a SAN is defined by its marking, i.e., a function that, at
each step of the net’s evolution, maps the places to non-negative integers (called
the number of tokens of the place). SANs enable the user to specify any desired
enabling condition and firing rule for each activity. This is accomplished by
associating an enabling predicate and an input function to each input gate, and an
output function to each output gate. The enabling predicate is a Boolean function
of the marking of the gate’s input places. The input and output functions
compute the next marking of the input and output places, respectively, given
their current marking. If these predicates and functions are not specified for
some activity, the standard PN rules are assumed.

The evolution of a SAN, starting from a given marking µ, may be described as
follows: (i) The instantaneous activities enabled in µ complete in some unspeci-
fied order; (ii) if no instantaneous activities are enabled in µ, the enabled (timed)
activities become active; (iii) the completion times of each active (timed) activity
are computed stochastically, according to the respective time distributions; the
activity with the earliest completion time is selected for completion; (iv) when
an activity (timed or not) completes, one of its cases is selected according to the
case distribution, and the next marking µ ′ is computed by evaluating the input
and output functions; (v) if an activity that was active in µ is no longer enabled
in µ ′, it is removed from the set of active activities.

Graphically, places are drawn as circles, input (output) gates as left-pointing
(right-pointing) triangles, instantaneous activities as narrow vertical bars, and
timed activities as thick vertical bars. Cases are drawn as small circles on the
right side of activities. Gates with default (standard PN) enabling predicates
and firing rules are not shown.
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2.2 modelling formalisms for security

Cyber attacks are the basis for the evaluation of security systems. Analysis of
systems security is an activity that must be done during all phases of the design
process, to make design choices, during testing, deployment, operation, and
maintenance, to gain confidence that the potential system’s vulnerabilities have
been properly handled in order to continuously satisfy security requirements
characterizing the system.

Traditional approaches of security evaluation focus on avoiding intrusions
to the system and violation of predefined security properties or security policies.
Generally such approaches aim at identifying and representing potential attack
paths, by providing a generic representation of the attacks and consequently
specifying procedures that should be followed during the design of a system [1,
6, 8], but they do not perform a quantitative evaluation. Moreover, from the
security analysis point of view, it is essential to integrate knowledge connected
to attack paths with knowledge associated to the potential threats of the target
system. Security threats are in fact one of the principal issues related to all
those systems that make use of information and communication technologies.
Such a characteristic make these systems prone to failures and vulnerabilities
potentially exploitable by malicious agents, so a threat analysis of the system is
of paramount importance in order to understand the main threats the system
is exposed to, and the plausible countermeasures. At the same time a threat
analysis by itself is lacking in showing how these threats can be realized, so it
is important to provide a description of the attack paths that an attacker may
follow to carry out the threat.

Unfortunately, security is often in conflict with critical aspects like functional
requirements and/or performance of the system; consequently, a perfect security
objective is not realistic, or its achievement could result very expensive in terms
of costs and time. Accordingly to such a statement, it becomes of paramount
importance to understand how much a system is secure and how much security
it provides. There exists an extensive literature and several years of work on
qualitative analysis, but quantitative methods need to be examined in depth
and applied in order to provide a further insight of the system with respect to
quantitative security aspects.

A first class of quantitative methods have been based on formal methods, with
the intent to prove if specific security properties are still valid given a predefined
set of assumptions. Often what such methods are lacking in represents is the
probabilistic aspects. In particular, security models shall describe how and when
a security violation occurs, its impact on the system under analysis, proper
countermeasures to the attack and relative costs and effects on the system.
Research in security analysis has developed a variety of models, each focusing
on particular levels of abstraction and/or system characteristics. Important
classes of modelling approaches are represented by: Attack Trees [120], Privilege
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Graphs [51, 52, 107], Attack Graphs [124, 125, 139], and ADVISE [88]. The
following sections provide an overview of these model-based approaches useful
to perform security analyses.

2.2.1 Attack Trees

Attack Trees (ATs) [120] are closely related to fault trees, they consider a security
breach as a system failure, and describe sets of events that can lead to system
failure in a combinatorial way [102]. They however do not consider the notion
of time. Specifically, attack trees are used to describe how a number of events
may lead to a security violation. Events are represented by leafs connected
through boolean nodes AND/OR. Systems’ security can be modelled with a set
of attack trees, where the root of each tree represents an attack that can affect
the system. Attack trees can be used to evaluate several aspects of the system
security, depending on the kind of value that is assigned to the leaf nodes. It can
be possible to assign probabilities or costs to the the leaf nodes, thus providing
an evaluation of the probability or costs needed to reach the attack goal.

2.2.2 Attack Graphs

Attack Graphs [124, 125, 139] and Privilege Graphs [51, 52, 107], with respect to
attack trees, introduce state to the analysis. In a privilege graph a node represents
a privilege state. An attacker starts at one node in the graph and works toward
an attack goal by gaining privileges and transitioning to new privilege states.
Attack graphs (AGs) and privilege graphs enable state-based analysis, but they
do not consider the different attack goals and attack preferences of individual
adversaries.
The AG analysis aims to determine Attack Paths (APs), which are paths that link
entry points of a network to the possible targets, going through the vulnerability
spread in the network and linked together. Once APs are computed a system
designer is able to understand which are the security weaknesses and where is
better to place patches in order to enhance the security of the system.

In a network infrastructure, for example, any component has its own weak-
nesses. The exploit of a vulnerability can be expressed as an event which occurs
if a given set of pre-conditions hold. These conditions may include the set of
vulnerabilities that the exploit relies on, sufficient user rights on the target and
on the attacked host and network connectivity. When all the pre-conditions hold,
an attacker can exploits the vulnerability gaining specific post-conditions, which
are simply pre-conditions to another exploit.
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2.2.3 ADversary VIew Security Evaluation

ADversary VIew Security Evaluation (ADVISE) [88] extends the concept of
attack graph by building executable models driven by the preferences of attack.
Analyses performed through ADVISE can be tailored in order to reflect the
behaviour of attackers with different goals, preferences, resources, skill, knowl-
edge and access to the system. An attack is composed of a sequence of steps. All
the potential attack steps against the system are defined as the Attack Execution
Graph (AEG). Each step allows the achievement of a goal or the progress of
the attack. With respect to attack graphs, ADVISE introduces the concept of
time, probability, and costs associated to each single attack step. One of the big
problem of the security evaluation is represented by the undefined behaviour
of the adversary, that is defined as “the activity of planning and executing an
attack, with fall-back positions and alternatives, is called attacker course of
action” [80]. From this perspective, ADVISE provides a profile of the attacker,
by specifying its attributes (adversary preferences), through an adversary profile
(AP). The combination of the AEG and the AP allows to generate an executable
model useful to produce relevant analysis output based on security metrics. The
execution of the model permits to determine the sequence of potential state
transitions. The method models step-by-step the decisions of the attacker, where
the outcome of an attack step has impact on the next decision of the adversary.
ADVISE introduces a precise and reproducible technique to create security
state-based models. The execution of the model is based on the adversary’s
profile and on the attack steps of the graph, with the objective to simulate
the adversary’s behaviour. The adversary selects the best attack step to follow,
among the possible next attack steps. The choice is based on the attractiveness
of the steps based on costs, rewards and probabilities (to be detected).
An ADVISE model allows to evaluate quantitative metrics in order to provide
security informations of a system with respect to a specific adversary. Metrics
can assess the probability of compromise within a particular time period and
can also give insight on the speed of compromise and the most likely attack
steps. It is possible to consider two types of metrics: state metrics and event
metrics. State metrics analyze the model state. Event metrics analyze events,
namely state changes, attack step attempts, and attack step outcomes.

2.3 the contribution of the thesis

Modelling activity plays a primary role in dependability and performance
assessment of modern complex systems. Whatever formalism or tool is used
to perform model-based analysis and evaluation, model-based analysis shows
an important support to: i) early detection of potential design weaknesses and
bottlenecks, ii) make sound choices among several available alternative solutions
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to address dependability and, in general, Quality of Service (QoS) requirements,
and iii) tuning of dependability mechanisms parameters.
One of the main advantages of adopting modelling approaches is that they do
not exercise real instances of the system under analysis, which on the contrary
may result costly in terms of time and money or simply unfeasible (e.g., because
the system is still under design).

Accordingly to such considerations, the thesis mainly focuses on issues related
to off-line and on-line quantitative evaluation of dependability, performance,
and security properties of critical infrastructures and complex systems.

The work of the thesis is composed of three main parts having in common the
definition of model-based approaches to dependability and security assessment
in heterogeneous, dynamic and evolving systems.
The first part of the thesis considers the analysis of critical infrastructures as a
support to the design and maintenance phase of the system. Particular attention
regards electrical power systems, which are classified as critical infrastructures,
providing services highly impacting on our society. They rely on a complex
internal organization, where interdependencies among the composing parts
increase their vulnerabilities. In this context, the work of the thesis is mainly
based on the results of the EU Project CRUTIAL [50], which aimed at developing
a modelling framework for the assessment of electrical power systems, consider-
ing separately the two constituting infrastructures: the electrical infrastructure
and the infrastructure of the control system and taking into account their interde-
pendencies, thus allowing to assess the impact of reciprocal failures. The thesis
provides an extension of the modelling framework, by considering new hetero-
geneous aspects of the components of the electrical grid, and different types
of failures, making it possible to go beyond the limitations of the framework,
which considered homogeneous characteristics of the components and therefore
unrealistic. Such an extension allows us to assess similar infrastructures in more
realistic conditions.
The second part of the thesis has been carried out in the context of the EU Project
Connect [46], which aimed at resolving the heterogeneity barrier and enable the
continuous composition of networked systems independently of the deployment
and implementation technologies, through the synthesis of Connectors. In this
context the thesis contributes to provide a novel modelling approach to be used
both at design time and at run-time. The approach provides at design time a
potential enhancement of dependability and performance requirements of the
Connector, based on a pre-defined library of dependability and performance
mechanisms, thus allowing the deployment of Connectors that satisfy non
functional requirements. At run-time, the approach allows to update and refine
the model parameters with actual values gathered from on-line observations.
In conclusion, the third part of the thesis, which is carried out in the context
of the Italian research Project SECURE! [2], is related to aspects of security
assessment of critical and complex system. Specifically, the work provides a
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generic methodology for the security assessment with respect to the insider
threats, considering as starting point the interactions of legitimate users with
the systems.
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M O D E L - B A S E D A P P R O A C H E S T O S U P P O RT S Y S T E M
D E S I G N D E C I S I O N

The conditions under which Critical Infrastructures operate are continuously
evolving. In fact, as mentioned, in the past they were used to provide services
mainly in isolation with limited interconnections with other infrastructures.
Nowadays, the scenario is quite different, and more and more infrastructures
are required to cooperate with each other.
Moreover, in the past, accidental threats were basically the only real threats to the
infrastructures, in particular they were mainly related to natural disasters, which
were geographically localized and time limited, thus low attention was devoted
to intentional and malicious acts targeting such kind of critical infrastructures.
The increasing evolution of Information and Communications Technology (ICT)
allowed an efficient and convenient control of CIs remotely (e.g., over the
Internet). Hence, industries and governments have increasingly used Informa-
tion Technology (IT) systems in order to improve the operation of CIs. As
consequence, previously isolated worlds (CIs and ICT) have become strongly
interconnected, thus leading to a greater complexity and to new aspects of het-
erogeneity, where several heterogeneous systems are often called to interact or
to be integrated with each other, even though they were not designed with
this purpose. Although this correlation brings benefits to the operation of such
infrastructures, at the same time it raises new security concerns and increases
simultaneously the risk of potential faults. Two aspects that should always be
considered together during the planning of the protection of CIs.
Furthermore, CIs are composed of critical components, each of them has to be
analyzed from the point of view of possible risks and security aspects. Compo-
nents which are intended to be used and to operate in safety-critical systems and
environments are usually designed to be failsafe. However, new vulnerabilities
are introduced, due to the increased connectivity and open design of these
infrastructures, the use of Commercial Off-The-Shelf (COTS) components, which
were not built with security in mind, thus increasing the attack surface of such
systems.

The complexity, heterogeneity, adaptability, and mobility of critical infras-
tructures impose novel challenges on the design of risk mitigation systems and
security mechanisms. Indeed, structures evolve to improve the quality of the pro-
vided services as well as to manage possible threats caused by new interactions
and new methods of attack.

Therefore, it is of paramount importance that they have to be reliable and
resilient to continue providing their fundamental services. Hence, it is critical to:
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i) build such infrastructures following reasonable engineering design principles;
ii) protect them against both accidental and malicious faults; and iii) assess their
degree of resilience and security.

This chapter presents an assessment framework helpful: i) to support the de-
tailed modelling of the interdependencies between two different infrastructures,
and ii) to quantitatively assess the impact of such interdependencies through
proper specified metrics, and the presence of heterogeneous characteristics.

3.1 state of the art

Several research projects have had and still have a focus on the study of critical
infrastructures, their interdependencies and related new vulnerabilities and
threats. In the following, we provide an overview of some relevant research
projects in this context.
The European project IRRIIS [78] (ended in 2009) has devoted significant effort
to interdependencies analysis and modelling, with focus on the dependencies
of the telecommunication infrastructure from the power supply. They have
developed Sim-CIP [138], an integrated simulation environment used for the
modelling and simulation, based on the ISE (Implementation, Services and
Effects) metamodel [84], [119].
The European Project AFTER [12] has addressed the challenges posed by the
need for vulnerability evaluation and contingency planning of the energy grids
and energy plants, in presence of natural or man-related hazard scenarios, con-
sidering also the relevant ICT systems used in protection and control. The project
focused on high impact, widespread multiple contingencies and on cascading
events that can cause catastrophic outages of the electric power systems. In
particular, AFTER aimed at developing a methodology and tool for the global
vulnerability analysis and risk assessment of Electric Power Systems considering
interdependencies with ICT systems.
The TCIPG project [4], formed by the partnership of U.S. government, academia,
and industry, is currently active in order to protect U.S. power grid by signifi-
cantly improving the way the power grid infrastructure is designed, making it
more secure, resilient, and safe.
The European project SoES [3] aims at facing the ICT security demand of Energy
Smart Grids. The objective of the project are mainly related to i) the identifica-
tion of vulnerabilities, threats and countermeasures relevant for the Smart Grid
architectures; ii) the definition of ICT security best practices for Energy Smart
Grids.
EPSRC-NSFC [59] is an active collaborative research initiative between UK and
China Institutions, which aims at studying the integration of large scale renew-
able power parks with Direct Current (DC) networks and at investigating secure
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grid topologies and their interface with Alternating Current (AC) grids.
The European project CRUTIAL [50] (ended in 2009) addressed new networked
ICT systems for the management of the electric power grids, in which the physi-
cal process of electricity transportation need to be connected with information
infrastructures, through corporate networks (intranets), which are in turn con-
nected to the Internet. A major research activity of the project focused on the
design of a modelling framework which aimed at building generic and reusable
models, accounting for: i) internal dynamics of the represented control and
power grid infrastructures as well as dependencies among them, and ii) generic
fault and propagation conditions. In particular, the project has been deeply
interested in the modelling of interdependencies between the two infrastructures
constituting an Electrical Power System (EPS): the power grid and its cyber
control. In the context of the project, an innovative, modular EPS modelling
framework has been developed, considering separately the two constituting
infrastructures and taking into account their interdependencies, thus allowing to
assess the impact of reciprocal failures [27, 38, 129, 130]. The CRUTIAL project
has started a promising activity of analysis in the context of power grid, thus we
believe that it is important to continue the work performed within the project,
by proposing an extension of the developed modelling framework. Specifically,
the extension we propose allows us to go beyond the limitations of the mod-
elling framework, developed within the project, by considering heterogeneous
aspects of the system under analysis, thus allowing to get relevant and concrete
measures representative of average trends of the power delivered by an EPS.
The next Section 3.2 provides a detailed description of an Electrical Power
System that is the starting point of the thesis.

3.2 electrical power systems: an overview

Starting from the results obtained in the context of the EU Project CRUTIAL
and the further progresses presented in [128], this section provides a description
of the Electrical Power Systems and the modelling framework developed during
the project, in order to give a clear overview of the context, thus allowing to
understand the improvement and the new results we aim at obtaining with the
thesis.

An Electrical Power System (EPS) is generally defined as a network of elec-
trical components used to generate, supply, transmit electric power. The EPS
is logically structured in two main interacting parts: the Electrical Infrastruc-
ture (EI) and the Information Technology based Control System (ITCS). EI
represents the infrastructure necessary to produce and to transport the electrical
power towards the final users. ITCS represents the control system based on
information technology, whose main objectives are: i) minimizing the downtime
of generators, power lines and substations, and ii) improving the quality of



22 model-based approaches to support system design decision

service through the setting of parameters (e.g., frequency and voltage). Hence,
ITCS is able to remotely control the electrical infrastructure, receiving data and
sending commands, and to coordinate maintenance and reconfiguration actions
on the electrical grid.

The logical structure of the EPS is depicted in Figure 3, where a number of
regional transmission grids are connected through a multi-regional communica-
tion network. Each region has the same logical structure from the point of view
of both electrical grid elements and information infrastructure ones, although
the number of the elements and the topology of the grid can be different for each
region. A single region is composed by the regional EI (namely the Regional
Transmission Grid) and the regional ITCS.

EI includes all the electrical elements that are logically distinguished in:
generators, which produce energy, the power lines, through which the produced
energy is conveyed to reach loads, which are different types of end-users using
the produced energy. Substations are structured components in which the electric
power is transformed and split over several power lines.
The ITCS is logically composed by two hierarchical subsystems: the Local
Control Systems and the Regional Tele-control Systems.

• The Local Control System (LCS) guarantees the correct operation of a
node equipment and reconfigures the node in case of breakdown of some
apparatus.

• The Regional Telecontrol System (RTS) monitors all the electrical compo-
nents of its assigned region and takes reconfiguration actions to restore
the functionality of the grid in case of breakdowns, involving the whole
region and possibly also the RTSs of neighbouring regions, if necessary.

Figure 3.: Logical structure of a multi-region Electrical Power System.
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The two considered reconfiguration strategies, performed by LCS and RTS
respectively, are:

• RS1(), to represent the effect of the reactions of ITCS to an event that has
compromised the electrical equilibrium of EI when only the state local
to the involved EI components is considered. Given the limited informa-
tion required by this reconfiguration, performed by the LCS controlling
the electrical apparatus affected by the failure, it is considered very fast
(actually, instantaneous) in the model.

• RS2(), to represent the effect of the reactions of ITCS to an event that has
compromised the electrical equilibrium of the EI portion and when the
state global of all the EI system under the control of ITCS is considered.
This reconfiguration, performed by the RTS of the affected region, requires
knowledge of the global state of the region and therefore reacts in a longer
time.

The output values of RS1() and RS2() (i.e., the new values for the Power Flow
F and the Active Power P) are derived by solving different Linear Programming
(LP) problems, based on the overall grid. Typically, RS1() is based on the grid
configuration immediately before the occurrence of the disruption, while RS2()

is based on the nominal grid configuration, that is the initial configuration at time
zero (e.g., in case the power demand is constant). The EPS organisation in multi
regions requires a coordination among them when computing a reconfiguration
spanning a number of regions. A reconfiguration algorithm considering multiple
regions has been developed, based on the principle that first a new electrical
equilibrium is attempted inside the region where the failure occurred and, only
in case this is not possible, neighbour regions are called to contribute [128].

3.2.1 The Modelling Framework

SAN implementation

The implementation of the EPS framework just recalled has been carried out
using the SAN formalism [117], which is an extension of the Stochastic Petri
Nets, and the Möbius tool [53]. Atomic models for each of the main EI and ITCS
components have been developed and connected (Join operator) through some
shared places of the SAN model, that represent part of the states of EPS. The
overall model, obtained by combining such atomic models (properly replicated
through the Rep operator in accordance with the multiplicity of the represented
components in EPS) is shown in Figure 4.

In the following we recall the atomic models which compose the overall EPS
model of Figure 4 [128].
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Figure 4.: Composed model for a multi-region EPS

1. INIT_SAN, which represents the initialization of the overall model at initial
time 0.

2. PL_SAN, which represents the generic power line with the connected
transformers.

3. PR1_SAN and PR2_SAN, which represent the generic protections and the
breakers connected to the two extremities of the power line.

4. N_SAN and LCS_SAN, which represent, respectively, a node of the grid (a
generator, a load or a substation) and the associated Local Control System.

5. AUTOEV_SAN, which represents the automatic evolution of EI when an
event modifying its state occurs.

6. RS_SAN, which represents the local reconfiguration strategy RS1() applied
by LCS, and the computation of the regional reconfiguration strategy RS2()

(computation time and application of RS2() are modelled in RTS_SAN).

7. RTS_SAN and COMNET_SAN, which represent, respectively, the RTS,
where the regional reconfiguration strategy RS2() is applied, and the
public or private networks (ComNet of Figure 3).

The Multi-Regional ComNet network of Figure 3 and its failures have not been
explicitly modelled, but they are accounted for in the RTS_SAN model and in
the RS2() reconfiguration algorithm.

3.2.2 Heterogeneous context

Taking advantage of the flexibility of the approach in terms of both data struc-
tures and cost functions at the basis of the reconfiguration policies, the thesis
manages to adapt it to new heterogeneous context by making modifications
and refinements to the reconfiguration strategy, in order to be able to consider
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more realistic scenarios and providing a concrete support to the design or the
management of EPSs [39, 40, 41].

The new types of heterogeneity we aim at including in the original framework
are related to power lines and loads of the grid. Specifically, the thesis extends
the EPS modelling framework, which was limited to homogeneous scenarios
from the point of view of the entities of the power grid. Indeed, we consider
the option of different failure rates for the power lines and the effect of the
failure of clusters of power lines. We also consider different repair times for each
power line, to explore the impact of this system parameters and get insights on
the worthwhileness of acting on it to improve user satisfaction. Moreover, we
consider the presence in the grid of loads of different criticality from the point
of view of consequences of power loss in case of failures.
In particular, we modify the implementation of the RS2() algorithm, by intro-
ducing a new cost function which allows us to obtain the desired behaviour of
the reconfiguration strategy at multi-regional level in presence of a critical load.
In order to account for the higher criticality of load j with respect to the other
loads, a maximum cost is associated to power loss of load j, while all the other
loads of the whole grid have much lower values for the cost parameters. This
implies that, in case of malfunctions triggering a reconfiguration by ITCS, re-
dispatch and shedding inside the region r where the problem occurred (except
for load j if in Region r) are attempted first. If no solution within Region r is
found, redispatch and shedding operations in neighbour regions (following the
development of the RS2() reconfiguration algorithm) are attempted first, always
excluding the critical load j, whose shedding is performed only as the very last
action if no electrical equilibrium has been reached meanwhile. In the following,
we show the expression for the new cost function accounting for heterogeneity,
related to the reconfiguration strategy RS2():

C =
∑
i∈G ′

WG ′|Pi − P
0
i |+

∑
i∈G ′′

WG ′′|Fli − F
∗
li
|

+
∑
i∈L ′
i 6=j

WL ′|Pi −Di|+
∑
i∈L ′′

WL ′′|Fli − F
∗
li
|+WL ′j|Pj −Dj|

(3.1)

where the following items hold:

1 . G ′ and L ′ are the sets of real generators and loads, while G ′′ and L ′′ are the
sets of dummy generators and loads representing boundary power lines,
which are the power lines connecting regions to each other (as developed
in [128], boundary power lines are not directly included in the modelling
framework, but they are substituted by a dummy generator and a dummy
load in each of the two interconnected regions);

2 . P0i is the power on generator i at the time 0;

3 . Di is the power demand (constant over time) on load i;
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4 . F∗li is the power associated to boundary power line li, immediately before the
occurrence of the disruption;

5 . WG ′ and WL ′ are the weights associated to real generators and loads, while
WG ′′ and WL ′′ are the weights associated to dummy generators and loads;

6 . WL ′j is the weight associated to critical load j;

7 . WG ′ << WG ′′ << WL ′ << WL ′′ << WL ′j; these relations between weights
establish the order of shedding and redispatch operations to perform
during the reconfiguration.

In the case where all the loads are critical except the load j, the items (6) and (7)
are replaced by the following:

6 . WL ′j is the weight associated to the unique not critical load j;

7 . WG ′ << WG ′′ << WL ′j << WL
′′ << WL ′i, for each critical load i 6= j.

It is important to notice that, since the output values of RS2() (and RS1()) are
derived by solving an LP problem, the behaviour of the modelled power system
may (also significantly) change for different relations and settings of the weights
associated to the same cost function.

The EPS configuration under analysis, measures of interest and scenarios

This section provides a description of the EPS configuration and the measures of
interest we aim at considering in the thesis. The test grid we adopt for our analy-
sis is based on the IEEE Reliability Test System - 1996 (RTS-96) (described in [75],
[76]), which was created by a committee of power system experts in order to
provide a standardized test grid for different power system reliability evaluation
methodologies. In particular, it may include many different configurations and
it is typically adopted as reference power grid in several power system reliability
evaluation studies. Figure 5 shows the RTS-96 in the configuration we consider
for our analyses. It is composed of 56 power lines and 42 nodes, of which 10 are
generators (circles in figure), 15 substations (diamonds in figure), and 17 are
loads (squares in figure). It is structured into four interconnected regions, which
are enclosed into a dashed box in figure, without following any specific criterion,
but in a rather arbitrary way just for the purpose of exercising a multi-regional
power grid.

In the figure, the label “Pi/Pmaxi ” associated to the generators represents the
initial (active) power Pi and the maximum power that the generator i can supply
Pmaxi . The label “Di” associated to the loads represents the power demand
(constant over time) of the load i. The label “Fij/Fmaxij ” associated to the power
lines represents the initial power flow Fij through the power line (i, j) and
the maximum power flow that a transmission power line can carry Fmaxij . A
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Figure 5.: Diagram of the EI grid corresponding to the RTS96 test grid

negative Fij value means that the current is flowing in the opposite direction of
the corresponding arrow. Also, in square brackets we shown the repair time of
each power line, in number of hours. The percentages under the region name
represent, in the order, the percentage of the (active) power demand of the
region with respect to power demand of the overall grid, the percentage of
power provided by the region with respect to power demand of the overall grid,
and the percentage of the maximum power of the region needed to satisfy the
power demand of the region (i.e., the ratio between the whole power demand of
the region and the maximum power that can be supplied by the region itself).

With this configuration of the electrical grid, we report in the following the
new measures of interest we aim at evaluating in our analyses as indicator of
the black-out size:
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• UDh, is defined as the mean number of hours of undelivered power
demand to load h, from the time of disruption until the restoration of
the correct state of the power system (that is, after the repair of the failed
power lines, condition required for all power demand to be met).

• UD, defined as the mean number of hours of power demand that is not
met for the whole grid, from the time of disruption until the restoration of
the correct state of the power system.

These measures do not express the loss of power in terms of absolute values of
power unit, e.g., Mega Watt (MW), but rather in terms of hours of undelivered
power demand (until the repair of the failed lines, whose time represents the
maximum number of hours of power demand loss that can be experienced).
Thus, they provide a very intuitive quantification of the loss of power demand
that is independent from a reference time window for the analysis.

With the purpose to perform extensive analyses, we consider several scenarios
based on the grid topology in Figure 5, each focusing on specific combinations
of loads criticality and power lines failures. We define the load criticality in
terms of the cost associated with undelivered power demand with respect to the
requested one, which leads to perform shedding operations on the critical loads
only after the shedding of the non critical loads involved in the reconfiguration
has been performed without resulting in an electrical equilibrium.

The results have been obtained using the simulator engine of the Möbius
tool. The failure event triggering the intervention of the ITCS reconfiguration
is a disruption of power lines. Therefore, in the experiments performed, the
simulation starts just after the failure of one (or more) power line(s), and lasts
until the end of the repair of the power line(s). Each result is obtained by
executing 20000 simulation runs (batches). The confidence level was set to 0.95.
The confidence intervals obtained for the results are shown in the plots, although,
for some values, they are very small (similar to points).

3.2.3 Analysis results

This section presents the analyses we perform on the EPS, applying aspects
of heterogeneity on the different scenarios briefly sketched in the previous
section. In particular, we aim at examining three major scenarios: i) electrical
grid composed by loads characterized by different criticality; ii) electrical grid
composed by the failure of a cluster of power lines; and iii) electrical grid with
power lines characterized by different repair time.
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Scenario with loads characterized by different criticality

To exploit heterogeneity on the loads, in this scenario we consider all the loads
having the same criticality except one, for which a loss in the requested power
demand results in:

• much higher costs: the case where one load is assumed to be the only
critical load, or

• much lower costs: the opposite case where all the loads are critical except
one load.

This kind of heterogeneity is directly reflected in the algorithm of RS2(), namely
in the cost function we consider when setting up the LP problem, as defined in
equation (3.1). For the sake of comparison, we provide the results of the analysis
also including the case of homogeneous setting corresponding to the case that
all the loads have the same criticality.

Figure 6 shows the results of the expected number of hours UD of undelivered
power demand for the whole grid at varying the (single) power line (i, j) that
fails (on the x axis). More specifically, Figure 6 illustrates the trend of UD in
presence of different criticality of the loads. The loads shown in the figure are
chosen so as to include: the one requesting the highest demand (load 118L),
the one requesting the lowest demand (load 105) and two representatives of a
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Figure 6.: UD, at varying the single failed power line (i, j), for different critical loads
and with different times to repair.
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(a) (b)

Figure 7.: UD106 (a) and UD119 (b), at varying the single and failed power line (i, j)

and with different times to repair.

medium demand request (loads 119 and 106). In addition, we also show the
basic case where all the loads have the same criticality (indicated, in the figure
by the label “No critical load”). We can observe that, whatever be the failed
power line, considering a different criticality for a specified load does not impact
on the undelivered power demand of the overall electrical grid, whether the
load has a maximum, intermediate, or minimal demand.

Instead, looking at Figures 7a and 7b, where we consider the measure of
interest relative to a single critical load, we can observe how the failure of
the specific power line can impact differently on the different critical load. As
expected, when a load is critical its undelivered demand is in general lower
(sometimes zero) with respect to the case when it is not critical (e.g., the failure
of the power line (116, 117) does not impact the load 119 when treated as a
critical node, see Figure 7b). However, there are cases where the loss remains
the same: this occurs when, given the location of the failed power line and the
critical load, a new equilibrium cannot be restored without affecting the power
demand of that critical load. For example, in Figure 7a when the load 106 is
critical, the failure of the power lines (106, 110) or (102, 106), affects UD106 in
the same way as in the case this load is not critical. The corresponding figures
relative to loads 118L and 105 are not shown, since UD118L and UD105 are
always zero, either when they are considered critical or not and whichever be
the failed power line.

Figure 8 shows the analyses results of the overall undelivered demand, when
we consider all the loads critical except one, the load 119 or 118L, that are treated
separately as non-critical ones. Likewise in Figure 6, we perform the analyses at
varying the failure of a single power line (i, j) (on the x axis). However, contrary
to the results of Figure 6, it is interesting to observe that the failure of specific
power lines, such as power lines (103, 124) or (115, 121), impacts differently on
the measure UD for different non-critical loads. For example, considering the
failed power line (103, 124), for the case no critical load the overall undelivered
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Figure 8.: UD, at varying the single failed power line (i, j), when all the loads are
considered critical except one load (the load 119 or 118L), with different times
to repair.

demand is UD = 18.3, while for all loads critical excluded 118L the overall
undelivered demand is UD = 65.7. The difference between these values is due
mainly to the loss of 47.8 hours of overall demand on the load 118L, in the case
where all loads are critical excluded 118L. In this case, the relations and settings
of the weights associated to the cost function defined in equation (3.1) have
a negative impact on UD, with respect to those adopted for the case with no
critical load.

Figure 9 shows how the only failure of power line (116, 117) has impact on
the UDh, for each load h, both in the extreme cases where load h is assumed to
be the only critical load in the grid and in the opposite case where all the loads
are critical except load h. We selected power line (116, 117) as the failed power
line since, from Figure 6, it is the one causing the greatest load loss together
with power line (103, 124). Not surprisingly, when load h is the only non critical
one, its undelivered demand ranges from 5 to 11 hours (this last value indicates
complete blackout for the duration of the power line failures, being 11 hours the
repair time for this power line). In the opposite case when load h is critical, its
power loss is 0.

Figure 10 shows the results of the same analysis but focusing on the specific
load 119 and showing how UDh for all the loads h changes when load 119 is
the only critical one or the only non critical one. We can observe that for some
loads there is almost no influence, but for others (like loads 103, 119 and 101L)
the impact is significant.

Figure 11 shows how the only failure of power line (116, 117) has impact on
UD119, at varying the number of random critical loads (on the x axis), both
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when 119 is a non-critical and a critical load. Looking at the figure, when the
load 119 is critical, UD119 is mostly zero, except when the number of random
critical loads is high (12, 13, and 14), meaning that in this configurations no
shedding of the other non-critical loads is enough to avoid some power loss
of load 119. Moreover, when load 119 is non-critical, load UD119 has the same
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Figure 9.: UDh, at varying the load h, when h is the only critical load and when it is
the only non-critical load, in case of failure of power line (116, 117) only and
with different times to repair.
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Figure 11.: UD119, at varying the number of random critical loads, when 119 is the only
non-critical load and when 119 is critical, in case of failure of power line
(116, 117) only and with different times.

value in the two extreme cases where no critical loads exist in the power grid
and where all the loads other than load 119 are critical. This occurs because all
the other loads, having the same criticality level are managed in the same way
by the reconfiguration algorithm.

Scenario characterized by the failure of a cluster of power lines

In order to move towards more realistic scenarios and to overcome the limitation
of the basic EPS modelling framework, we perform analyses in order to evaluate
the impact of the failure of a cluster of power lines.

Figure 12 shows UD at varying the failure of power line (i, j), on the x axis,
together with its neighbouring power lines (e.g., looking at the grid in Figure 5,
the neighbours of power line (110, 106) are: (110, 112), (108, 110), (110, 111),
(105, 110), (102, 106)).
We perform the analyses considering three cases:

• the grid has no critical loads and only power line (i, j) fails;

• the only critical load is 118L (chosen since, as a result of the analysis in
Figure 6, no single failure of power lines has effect on this load);

• all the loads are critical except load 118L.
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Figure 12.: UD, at varying the failure of power line (i, j), on the x axis, together with
the failure of its neighbouring power lines, for different criticality conditions
of the loads and with different times to repair.

The last two cases are in presence of simultaneous failure of power line (i, j)

and its neighbouring power lines.
The first immediate result from this analysis is that the impact of a single

power line on the mean power loss UD is limited to a small set of power lines
only (11 out of the 56 power lines included in the grid), while the failure of
clusters of power lines has always a relevant effect. The second comment is that
the failure of cluster of power lines (whose dimension varies depending on the
number of neighbours of each power line) has, in the great majority of the cases,
an impact that is independent from the number of critical loads considered.
This is due to the fact that the damages caused by the failed power lines are so
substantial that the criticality dimension of the loads becomes almost irrelevant.

Figure 13 shows UDh, when load h is the critical one or the specific load 119 is
the critical one, in presence of the failure of the whole set of power lines directly
connected with (116, 117), including (116, 117) itself. The results in figure also
show the comparison with the simplest case in which only power line (116, 117)

fails, to better appreciate the effects of the failure of the cluster of power lines.
It is interesting to note that the single failure of power line (116, 117) never
impacts on UDh, for each load h, while the failure of the power line and of all its
neighbouring ones determines in general a significant loss (leading to total loss
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Failed lines: (116,117) and neighbors, critical load h
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Figure 13.: UDh when load h is the critical one or the specific load 119 is the critical
one, for different criticality conditions of the loads and with different times
to repair.

for some loads, e.g., load 116L in presence of the failure of power line (103, 124),
which has the highest repair time). Although the trend is not surprising, the
results are useful to understand some characteristics of the grid. For instance,
when the cluster of power lines fails, UD113L relative to load 113L is almost the
same both in case the load is critical and when it is not critical. This implies that
no shedding of the other loads helps in reducing significantly the power loss of
load 113L when it is critical.

Scenario with power lines characterized by different repair time

This last set of analyses aims at exploring the effect of the repair time of the
power lines on the undelivered demand to loads, so as to understand whether it
would be valuable to improve the repair time to suffer less loss or not. Table 1

shows how the default repair times of the power lines defined in Figure 5 are
distributed.

Figure 14 displays the extremes power losses incurred by the power system
when the single power line (i, j) fails and the repair times have the same extreme
values: 10 hours or 32 days. For the sake of comparison, we also consider the
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Number of power lines Repair time (hours) Percentage of total

25 10 44.6
24 11 42.9
1 16 1.8
1 35 1.8
5 768 8.9

Table 1.: Distribution of the repair times of the 56 power lines.

case of an intermediate value and the default setting (shown in Figure 5) for the
repair times.

As expected, in general decreasing the repair time of each power line brings
benefit to the measure UD. Of course, given a repair time value, its impact on
UD varies according to which is the power line showing that value of repair
time. For example, it can be observed that the worst repair time considered, that
is 32 days, leads to the highest values of UD when it is associated to power line
(116, 117). But at the same time, even power lines with high repair time may
have negligible impact on the undelivered demand. In fact, it is interesting to
observe that only power line (103, 124) among the five having the highest repair
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Figure 14.: UD, at varying the failure of power line (i, j), on the x axis, for extreme
values of the repair time.
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Figure 15.: UD, at varying the repair time, on the x axis, when a single power line
(103, 124) or (116, 117) is failed.

time in the default setting, i.e., 768 hours, appears in the figure, meaning that
the others have no impact on the loss of demand.

Finally, Figure 15 shows how UD varies as a function of different values of
the repair times, when the single power line (103, 124) or (116, 117) is failed.
Failure of power line (116, 117) is more critical than the other power line, thus
suggesting possible improvement of repair time for the former to get lower
values for UD.

3.3 conclusions

The main objective of this part of the thesis is to show, through stochastic model-
based approach, how it is possible to support system design decision or system
management with reference to Critical Infrastructures. Specifically, the thesis
extends the results of the European Project CRUTIAL, regarding the electrical
power systems, aiming at dealing with scenarios characterized by heterogeneity
of the system components. By considering heterogeneity aspects, we represent
more faithfully in our analyses the variety of processes that are in place in
existing system configurations.

A novelty of this extension is mainly related to the new reconfiguration
strategy, which allows to account for more realistic configurations of the grid
(e.g., different loads criticality, different repair time of failed power lines, failure
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of cluster of power lines), thus providing useful analysis results to understand
the robustness of the analysed electrical grid, when affected by malfunctions in
specific areas of the topology, or to set-up appropriate contractual policies with
users requiring specific service conditions.



4
M O D E L - B A S E D A P P R O A C H E S T O I M P R O V E D E S I G N
D E C I S I O N A N D R U N - T I M E A D A P TAT I O N

The classic and well understood way of building dependable systems [23]
is based on the application of rigorous development methods. Special pro-
gramming techniques are used for software, such as model-driven develop-
ment [63], and specific architectures are used for hardware, such as modular
redundancy [22]. Dependability-critical domains, such as transportations and
power plants, require by law the adoption of these techniques, and defined stan-
dards that must be followed.

This classic approach to dependability is challenged when critical systems are
made up of networks of heterogeneous devices from different manufacturers.
We live in the Future Internet (FI) era, which is characterized by unprecedented
levels of connectivity and evolution. Software systems are increasingly pervasive,
dynamic and heterogeneous, and many, even critical, aspects of modern society
rely on their continuous availability and seamless interoperability.

More and more they are conceived as dynamically adaptable and evolvable
sets of components that must be able to modify their behaviour at run-time
to tackle the continuous changes happening in the unpredictable open-world
settings [26]. Operating in the open-world poses a number of unprecedented
challenges to software systems, including:

• The reference specification of expected/correct operation is not a-priori
available.

• Specifications are learnt/inferred, thus they can be incomplete, unstable,
uncertain, with impact on all the software engineering processes built
upon system specification.

• System components are assembled dynamically, with potential strong
impact on interoperability in presence of heterogeneity.

• Assessment activities must accommodate change (and must be adaptable
themselves), therefore special emphasis is on run-time assessment (possibly
coupled with off-line analysis techniques, wherever possible), which is a
new paradigm with respect to traditional assessment methods.

As a result of such prominent trends, two related needs emerge. On the one
side, we observe that the interconnected components, which we refer to as the
Networked Systems (NSs), are independently developed. Because of this, the
fast pace at which technology advances, along diverging tracks, can form gaps

39
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and establish separately evolving technological islands, between which commu-
nication is hampered. Thus the state of practice is that ad hoc bridging solutions
need to be continuously developed to fill those communication gaps. On the
other side, the everyday life of modern and future society is growingly depend-
ing on the services provided by such highly complex and pervasive systems. In
some cases their failures might even lead to catastrophic consequences in terms
of damages to human life, environment, economy. Therefore, dependability and
performance properties of such systems become increasingly critical.

4.1 challenges in the assessment of dependability and perfor-
mance of evolving systems

The need for research advancement in the assessment of evolving, ubiquitous
systems is recognized by the dependability/resilience community, being indi-
cated as one of the prominent research challenges. In fact, it is observed that,
since current and future systems result from evolutions of pre-existing systems,
as a consequence assessment should move from off-line and pre-deployment, to
continuous and automated operational assessment. The traditional approaches
to assessment, which dominate the current practice, are: i) pre-deployment
assessment, i.e. collecting data in a simulated environment (e.g., “model-based
analysis”, “statistical testing”, “dependability benchmarking”, etc.), and/or ii)
processing the measurement data accumulated in real operation at a later stage,
e.g., periodic reviews widely used in some safety-critical industries such as
the nuclear sector. Both these categories of methods have shortcomings when
dealing with evolution and dynamicity of the system under analysis. In fact,
dealing with evolution and dynamicity raises two major challenges from the
point of view of dependability and performance analysis:

• Pre-deployment assessment is limited by its nature: the impact on system
dependability/performance cannot be known for unforeseen environ-
ments. Therefore, given the many possible variations occurring during
software application lifetime, it would be necessary to analyse beforehand,
through off-line analysis, all the possible scenarios which could take place
at run-time, to be stored in a look-up table from which to retrieve the
correct analysis upon a scenario’s occurrence. But this cumbersome activity
is in general impossible to conduct at a sufficiently satisfactory level, espe-
cially for critical applications subject to strong dependability requirements.
Resorting to processing the measurements collected in real operation at a
later stage, e.g., in periodic reviews, may be inadequate as well, since by
the time the observations are processed the operational environment may
have changed to something not yet seen before.

• Pre-deployment assessment, however, plays an important role in providing
a priori knowledge about how the system is expected to operate, especially
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if the simulated environment is “close” to the operational environment
post deployment, and to take appropriate design decisions. Stochastic
model-based assessment has been widely recognized as a helpful means
to cover this role [20]. Nevertheless, the unavoidable higher chance of
inaccurate/unknown model parameters needs to be considered as a weak-
ness that could result in too inaccurate analysis results, thus negatively
impacting design decisions.

To contribute to overcome such deficiencies of current methods in assessing
dynamic systems, the thesis considers some of the results of the European
Research Project Connect [46], and presents an approach useful to combine
the benefits of both pre-deployment and processing of data obtained from real
executions. Specifically, at pre-deployment time we propose an enhancement of
the system through a model-based approach that exploits a predefined library
of dependability and performance mechanisms to be implemented properly in
the system, if dependability and performance requirements are not met after an
initial analysis. The second approach, which begins after the deployment of the
system, aims at refining the parameters of the models, by collecting the actual
values at runtime, thus allowing to verify the correctness of the model and
especially the correctness of the analysis results obtained at pre-deployment.
In order to clarify the context and the issues concerning dependability and
performance aspects in heterogeneous interacting and evolving systems, the
project Connect is briefly described in Section 4.3.

4.2 state of the art

A number of solutions have been presented in the literature to deal with crit-
ical applications requiring degrees of fault tolerance or efficiency, including
classical architectural mechanisms such as N-Version Programming, Recovery
Block, Cooperative Backup and dynamic mechanisms such as dynamic function
allocation [83, 90, 111, 135]. There are also studies where the most popular
fault tolerance solutions are discussed and classified according to a variety of
key characteristics, e.g., the main direct benefits of the mechanism in terms
of improved system resilience or assurance of key system properties and the
types of system within which this mechanism can be applied [111], with the
intention to assist in the selection and configuration of mechanisms at design-
time and run-time. Also, modelling and analyses of fault tolerant systems have
been widely pursued, to help understanding the adequacy of employed fault
tolerance mechanisms in terms of dependability, resilience and security indi-
cators, under a variety of failure modes and critical system scenarios. Applied
approaches include reliability block diagrams, fault trees, Markov models, Petri
nets, Bayesian models, semantic technologies. A very rich literature has been
produced which documents performed studies (such as [56, 61, 62, 66, 90] just to
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mention a few). A review of several technologies supporting dynamic selection
of components and services, such as Multi-Agent Systems, GRID computing,
Web Services, is also included in [111]. In [98] the authors address the interoper-
ability problems raised by semantic heterogeneities in Web services communities
by using a context-based approach that separates shared knowledge from the
local contexts of Web service providers and developing mediation mechanisms
that handle semantic data discrepancies between Web services and communities,
thus enabling seamless interoperation at the semantic level. In [101] the authors
examine challenges to interoperability; classify the types of heterogeneities that
can occur between interacting services and present a possible solution for data
interoperability using the mapping support provided by WSDL-S. Here, we are
not tight to any specific technology, but rather we are focusing on generally ap-
plicable solutions in the specific context of dependable networks interoperability
in heterogeneous environments.
Solutions for automatic addition of fault tolerance to fault intolerant programs
have been also proposed, both resorting to a set of symbolic heuristics for syn-
thesizing fault-tolerant distributed programs such as in [32] and by developing
formal algorithms working in presence of a specific set of faults, a safety con-
dition, and a reachability constraint as in [116], where it is also shown that the
synthesis problem in the context of distributed programs is NP-complete in the
state space of the given intolerant program. Further investigations on theoretical
aspects and the development of a software framework for the synthesis of fault-
tolerant programs are in [58].
Also, in the context of reflective systems, i.e. systems having the property of en-
abling observation and control of its own structure and behaviour from outside
itself, independent development of fault tolerance libraries and applications has
been carried on as a means to enhance the flexibility of dependable systems. The
aim was to provide properties like: ease of use and transparency of mechanisms
for the application programmer, seamless reuse and extension of both functional
and non-functional software and composition of mechanisms [114]. Moving to
autonomic systems [73], their control loop requires assistance by a methodol-
ogy and supporting technique to select and apply countermeasures to faults
experienced during the system lifetime, possibly resorting to a library of fault
tolerance patterns. However, to the best of our knowledge, there is no general
approach in the literature, developed to select from a library of fault tolerance
mechanisms, whose efficacy to meet specified dependability and performance
requirements is checked through model-based analysis. Part of the thesis aims
at exploring this direction.
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Figure 16.: The Connect architecture

4.3 connect project overview

The European Project Connect addressed the need of enabling seamless and
dependable interoperability among Networked Systems (NSs) in spite of tech-
nology diversity and evolution. The goal of the project was to have eternally
functioning distributed systems within a dynamically evolving open-world
context, through the on-the-fly synthesis of the Connectors by means of which
heterogeneous NSs can communicate in dependable and secure way.

Indeed, effective interoperability requires ensuring that such “connected
systems” provide the required non-functional properties and continue to do so
even in presence of evolution, thus calling for enhanced and adaptive assessment
frameworks.

Figure 16 provides an overview of the Connect vision and architecture. In
brief, the NSs manifest the intention to connect to other NSs. The Enablers are
networked entities that incorporate all the intelligence and logic offered by
Connect for enabling the required connection. In the following are briefly
described the enablers that are part of the enabling architecture:

discovery enabler: discovers the NSs, catches their requests for communi-
cation and initiates the Connect process. We tend to make the minimum
possible assumptions on the information (called the affordance) that NSs
must provide.

learning enabler : it uses active learning algorithms to dynamically deter-
mine the interaction behaviour of a NS and produce a model in the form
of a Labeled Transition System (LTS).
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synthesis enabler: from the models of the two NSs, this enabler synthesizes
a mediator component through automated behavioural matching.

deployment enabler: deploys and manages the synthesized Connectors.

monitor enabler: collects raw information about the Connectors behaviour,
filters and passes them to the enablers who requested them.

security and trust enabler: collaborates with the synthesis enabler to
satisfy possible security and trust requirements. It also continuously de-
termines if the requirements are maintained at run-time, by receiving
monitoring data from the monitoring enabler.

dependability and performance enabler: this enabler assesses depend-
ability and performance properties of the Connector and is the module
on which the thesis mainly focuses. We describe this enabler in detail in
Section 4.4.

4.4 the dependability and performance enabler

This section aims at providing a general overview of the Dependability and
Performance Enabler (called DePer), which is part of the Connect’s architecture
previously described. The main purpose of this enabler is to perform analysis of
the synthesised Connector in order to verify whether given non-functional re-
quirements, namely dependability and performance, are met by the Connector.
As already introduced in the previous section, the enabler interacts with other
enablers in the Connect framework to: i) be triggered on the analysis to perform
and take in input both the specification of the system to analyse and the metric
to assess together with the value required for it; ii) provide the feedback from
the analysis to Synthesis, which can then proceed with the deployment of the
Connector or refine it according to the feedback; iii) check and, if necessary,
refine the accuracy of pre-deployment model parameters through on-line obser-
vations, by interacting with the Monitor enabler.
The enabler is composed by five modules whose activities start from pre-
deployment assessment of the generated bridging Connectors to subsequent
refinements based on run-time observations of real networked systems and Con-
nectors executions. Figure 17 shows the logical architecture of the Dependability
and Performance enabler and the modules composing it, which are described in
detail in the following subsections.

Builder Module

The Builder module takes in input the specification of the Connected system.
This specification is given as Labeled Transition Systems (LTSs) annotated with
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Figure 17.: The Dependability and Performance enabler architecture

non-functional information necessary to build the dependability and perfor-
mance model of the Connected system. Annotations include, for each labeled
transition, the following fields: time to complete, firing probability, and failure
probability. The module produces in output a dependability and performance
model of the Connected system suitable to assess the given dependability and
performance requirements. Such model is specified with a formalism suitable
to describe complex systems that have probabilistic behaviour, e.g., stochastic
processes.

Analyser Module

The Analyser module takes in input the dependability and performance model
from the Builder module and the dependability and performance properties
required by the NSs from Discovery/Learning. These requirements are expressed
as metrics and guarantees. Metrics are arithmetic expressions that describe
how to obtain a quantitative assessment of the properties of interest of the
Connected system. To allow for automated assessment, they are expressed in
terms of transitions and states of the LTS specification of the NSs. Guarantees
are boolean expressions that are required to be satisfied on the metrics. The
module extends the received model with reward functions suitable to quantitative
assessment of the metrics of interest. Then, it makes use of a solver engine
to produce a quantitative assessment of the dependability and performance
metrics.

Evaluator Module

The Evaluator module is in charge of checking whether the analysis results
match with the guarantee, as requested by the networking systems willing to
communicate, or not. Evaluator informs the Synthesis enabler about the outcome
of the analysis and, in case of mismatch, it may receive back a request to evaluate
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if enhancements can be applied to improve the dependability or performance
level of the Connected system, namely:

• To take into account an alternative Connector deployment (e.g., a de-
ployment that uses a communication channel with lower failure rate). A
new analysis is triggered, considering the updated specification of the
Connector.

• Enhance the specification of the Connector by including dependability
mechanisms, which are counter-measures to contrast failure modes affect-
ing performance and/or dependability metrics (e.g., a message retrans-
mission technique). Such mechanisms are then applied by the Enhancer
module to model elements that are considered weak from the point of
view of the metric under assessment.

In case the analysis results, provided by Analyser, match with the guarantee, the
Connector’s design is considered satisfactory and ready to be deployed, thus
terminating the pre-deployment analysis phase. However, because of possible
inaccuracy of model parameters, due to potential sources of uncertainty dictated
by the dynamic and evolving context, Evaluator also instructs the Updater mod-
ule about the events to be observed on-line by the Monitor enabler. Collection
of such events allows DePer to determine whether a new analysis needs to be
performed, to properly adapt to changes (or unforeseen circumstances), as better
detailed later in Section 4.6.

Enhancer Module

The Enhancer module is activated by the Evaluator module when the guaran-
tees are not satisfied and the Synthesis enabler makes a request to enhance
the Connector with dependability mechanisms. Enhancer is instructed by the
Evaluator module with indications about how to select the dependability mech-
anism to try and to which elements of the original model the mechanism has
to be applied. Then, it performs the following actions: i) selects the dependabil-
ity mechanisms that can be employed, among those available in the category
indicated by Evaluator; ii) instructs the Builder module on the application of
the selected dependability mechanism in the Connected system model, in
accordance with indications from Evaluator, and triggers a new analysis. At the
end of this new analysis, Evaluator verifies whether the enhanced Connector
fulfills the dependability and performance requirements. If the requirements
are satisfied, the Evaluator module informs the Synthesis enabler about the
mechanism to add to the Connector design and the DePer’s support to the
design of this Connector is completed. Otherwise, Enhancer makes a further
attempt with the next dependability mechanism (if available), according to some
internal predefined policies about the rank of available mechanisms and about
how to apply them to model elements provided by Evaluator, and a new cycle
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with Builder, Analyser and Evaluator is repeated. This loop ends either when a
successful mechanism is found, or when all the mechanisms are exhausted. A
library of models for triggering the generation of typical dependability mecha-
nisms suitable to contrast two typical classes of failure modes that may happen
during interactions is described in Section 4.5.2.
The thesis extends the Enhancement module by providing an approach for
the automatic selection of dependability and performance mechanisms and the
weakness of the Connector where to implement such mechanisms. The enhance-
ment approach, which is based on a pre-deployment stochastic model-based
analysis, is fully describe in Section 4.5.

Updater Module

The Updater module is activated once the Connector has been deployed. It
is in charge to update the values of model parameters used in the analysis,
on the basis of the data related to real executions of the Connected system
as gathered through a monitoring infrastructure. Indeed, keeping the analysis
model updated is very important in the Connect context, to cope with evolution
of NSs and possible inaccurate information known at pre-deployment time.
Based on the monitored data, this module may trigger a new analysis on the
updated model by reactivating the cycle on the Builder, Analyser and Evaluator.
This module is fully described in Section 4.6, when focusing on the on-line
adaptive assessment.

4.5 dependability and performance enhancement

As already mentioned, pre-deployment assessment is a crucial activity to drive
the system design towards a realization compliant with the required level for
quality of service indicators. In fact, it allows for early detection of design
deficiencies, so as to promptly take the appropriate recovery actions, thus
significantly saving in money and time with respect to discovering such problems
at later stages. Also, it is central to the decision making process among alternative
design solutions, again gaining in efficiency and better guarantee to end up
with the “right” system. The pre-deployment assessment part of the proposed
method, tailored to dynamic and evolving systems assessment, exploits State-
Based Stochastic modelling and analysis, which are embedded in an automated
process.

In this section, we point the attention on a dependability and performance
enabler’s module, denominated Enhancer. Such a module, as already described,
is responsible for guiding the synthesis process towards enhancements of a Con-
nector’s design whenever the analysis reveals inadequate dependability levels.
In brief, this module is in charge of selecting a combination of dependability and
performance mechanisms suitable for enhancing the synthesised Connector so
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that it complies with given requirements. Then, the synthesis enabler embeds
the selected dependability mechanisms in the Connector’s design and proceeds
with its implementation and deployment.

4.5.1 Rationale behind the approach

The selection of dependability mechanisms for enhancing Connectors is typi-
cally driven by: i) application constraints imposed by the application domain,
e.g., remote-control applications may have different constraints in terms of tim-
ing and tolerance to degraded service from video-based applications; ii) fault &
failure assumptions for devices during their operational life, e.g., transient faults
or permanent faults; iii) dependability metrics relevant to given dependability
requirements that must be met, e.g., message delivery time, coverage of receivers.

Application constraints may have an impact on the system tolerance to de-
graded service (meaning degradation both in the value and time domains), and
the ability to deploy specific solutions. In some cases this may hinder the benefits
of certain dependability mechanisms. For instance, consider a dependability
mechanism based on error-correction that can be used to detect transmission
errors and thus reconstruct the original error-free data. Given that the Connect

framework aims at modifying only the Connector, the mechanism can be ap-
plied only if the original error-free data are available at the transmitter-side
of the Connector, e.g., either when the Connector can be deployed on the
transmitter, or when a reliable channel exists between the transmitter and the
infrastructural element with the deployed Connector.

Fault & Failure assumptions are at the basis of dependability and perfor-
mance models. They are typically based on assumptions about the malfunctions
that may undermine the dependability or performance indicators of the system
under analysis during its operational life. The nature of the assumed faults
and/or failures guides the selection of countermeasures. Avizienis et al [23] pro-
posed a taxonomy of the faults and failures in the dependability community. For
the generic dependability and performance mechanisms considered we focus
mainly in: i) the persistence of the fault, that is whether the fault is transient
(maybe, in bursts, but lasting a limited amount of time), or permanent; ii) the
objective of the fault, namely if it is accidental or intentionally introduced in the
system; iii) the failure domain, that is content failures when the content of the
information delivered at the service interface deviates from implementing the
system function, or timing failures when the time of arrival or the duration of the
information delivered at the service interface deviates from implementing the
system function. Moreover, we discuss in the next section how the dependability
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mechanisms we adopt relate with these faults and failures assumptions.

Dependability metrics guide the definition of the assessment model, which
has to faithfully include all the system aspects with a relevant impact on the
measure under evaluation while abstracting or even neglecting all the other
behaviours/phenomena with negligible impact, in order to keep the model as
much as possible manageable and controllable. The measure also influences
the choice of the dependability mechanism, characterised by differing structure
and operational behaviours. We mainly address two categories of measure for
stochastic quantitative analysis: performance-related one (including, e.g., vari-
ants of the latency indicator), and dependability-related one (including, e.g.,
different forms of coverage as percentage of networked services receiving/offer-
ing a service with respect to the full population).

In the literature, there is no evidence that relying just on one of the factors
illustrated above is the best choice. Therefore, the selection method we propose,
(illustrated further in Section 4.5.3) considers a combination of these identified
factors.

The following section describes the basic library of dependability and per-
formance mechanisms for the enhancer. The library builds on classical depend-
ability patterns, and uses the concept of overlay networks for triggering the
synthesis of specific dependability mechanisms in the synthesised Connector
from high-level specifications.

4.5.2 Library of dependability and performance mechanisms

Overlay networks are virtual networks built on top of existing network substrates:
in overlay networks, nodes represent logical hosts involved in interactions, and
links correspond to paths in the network substrate that are traversed by messages
during inter-operations. To date, overlay networks have been used for exploiting
peculiar characteristics of network substrates at the application level; for instance,
Andersen et al [19] exploit highly redundant networks substrates for defining
resilient communication systems as overlay networks.
Thanks to the infrastructure provided by Connect, we can use the concept of
overlay networks in an alternative way, i.e., rather than using overlay networks
for exploiting the characteristics of the network substrate, we use them for
defining the characteristics of the network substrate that should be synthesised.
The basic idea is to view Connectors as overlay networks, and to exploit their
structure for triggering the generation of specific dependability and performance
mechanisms in the network substrate during the synthesis process.

In the following, we describe the models for triggering the generation of typi-
cal dependability mechanisms suitable to contrast two typical classes of failure



50 model-based approaches to improve design decision and run-time adaptation

modes that may happen during interactions: timing failures, in which networked
systems send messages at time instants that do not match an agreed schedule,
and value failures, in which networked systems send messages containing in-
correct information items. We consider timing failures of type omission, i.e.,
late messages are always discarded, and value failures that cause a networked
system to respond within the correct time interval but with an incorrect value.
Each model is specified with the Stochastic Activity Network (SAN) formalism.
We develop the models according to three basic rules that allow to simplify the
automated procedure for embedding the mechanism in the specification of the
synthesised Connector: i) each model has an initial place, s0, whose tokens
enable the first activity of the model; ii) each model has a final place, s1, which
contains tokens whenever the last activity of the model completes; iii) the overall
number of tokens in s1 is always less or equal to the number of tokens in s0.
With the above rules, the behaviour of the model can be seen as an enhanced
activity, and can be directly used to replace any activity that moves tokens
between two places in the specification of the Connector (the basic semantics of
an activity is always preserved). The next subsections describe the dependability
and performance mechanisms, which are: Retry Mechanism, Probing mechanisms,
Majority Voting, Error Correction, and Parallel Retry. For illustrative purpose, we
show and describe more in detail the Retry and the Probing mechanisms.

Retry Mechanism

The retry mechanism consists in re-sending messages that get corrupted or
lost during communications, e.g., due to transient failures of communication
links. This mechanism is widely adopted in communication protocols, such as
TCP/IP [33] for enabling reliable communication over unreliable channels. A
typical implementation of the retry mechanism uses time-outs and acknowl-
edgements: after transmitting a message, the sender waits for a message of the
receiver that acknowledges successful communication. If the acknowledgement
is not received within a certain time interval, the sender assumes that the com-
munication was not successful, and re-transmits the message. The synthesis of
a retry mechanism is triggered with the stochastic activity network shown in
Figure 18. On the sender side, the mechanism creates message re-transmission
policy for re-sending the message at most N times; on the receiver side, the
mechanism creates a policy for avoiding duplicated reception of messages and
for sending acknowledgements. In the model, all places initially contain zero
tokens, except p0, which contains N tokens, where N is a model parameter repre-
senting the maximum number of re-transmissions. The activity send is enabled
when the conjunction of the following conditions is true: p0 and s0 contain
at least one token, and ackReceived contains zero tokens. When the activity
send completes with success (case 0, with probability pr0), a token is removed
from s0 and p0, and the marking of p1 is incremented by one. The activity
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receive is enabled when p1 contains at least one token and messageReceived

contains zero tokens. When the activity receive completes, a token is moved
to s1, and the marking of p2 and messageReceived is incremented by one. A
token in p2 enables activity sendAck, whose aim is to enable the receiving host
notify the sender that the message has been successfully received. The sender
stops re-transmitting the message as soon as it gets an acknowledgement that
the message has been successfully received, or after N attempts.

Probing Mechanism

The probing mechanism exploits redundant paths and periodic keep-alive mes-
sages for enabling reliable communication in face of path failures. The basic idea
is to continuously collect statistics on the characteristics of the communication
channels, and to select the best channel on the basis of such statistics. This
mechanism has been used for defining communication services with guaranteed
delivery and performance levels, e.g., see Akamai’s SureRoute [16] and reliable
multi-cast protocols for peer-to-peer networks [141]. The synthesis of a probing
mechanism that uses two redundant communication channels is triggered with
the stochastic activity network shown in Figure 19. The mechanism instruments
the sender with a periodic channel probing functionality suitable to feed a
monitoring system that collects statistics about the reliability level of the commu-
nication channels. In the model, the place mode is a state variable that indicates
the mode of operation of the mechanism, which can be either probing mode
(mode contains zero tokens), i.e., the mechanism tests the characteristics of the
communication channels through keep-alive messages, or normal mode (mode
contains one token), i.e., the mechanism selects the best estimated channel for
relaying messages. Initially, all places contain zero tokens, except ready, which
contains one token. When in normal mode, the activity select is enabled when
s0 contains at least one token, and ready contains one token. When select

completes, one token is removed from s0 and ready, and the activity send0 gets
enabled if monitor0 has more tokens than monitor1 (send1 gets enabled in the

Figure 18.: Retry mechanism
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other case). If send0 completes with success (case 0), then a token is added to
s1 and ready. Similarly, when send1 completes with success, a token is moved to
s1 and ready. When in probing mode, the model behave as follows: send0 and
send1 have both the same rate R0 (while their case probabilities depend on the
characteristics of the channels, which may vary over time). The activity select is
enabled when ready contains one token; when select completes, ready contains
zero tokens and activities send0 and send1 get enabled (by moving one token in
both p0 and p1). When send0 completes with success (case 0), a token is added
to monitor0. Similarly, when send1 completes, a token is added to monitor1. A
token is moved to ready when both send0 and send1 complete.

Majority Voting Mechanism

This is a fault-tolerant mechanism that relies on a decentralised voting system
for checking the consistency of data. Voters are software systems that constantly
check each other’s results, and has been widely used for developing resilient
systems in the presence of faulty components. In a network, voting systems
can be used to compare message replicas transmitted over different channels.
It is rather expensive in redundancy, with benefits from the point of view of
enhancements of several properties (integrity, safety, reliability, and maintain-
ability). But the redundancy degree, the synchronization among the multiple
executions and the additional voting execution result in a degradation of latency
and throughput aspects with respect to the non-redundant Connector solu-
tion. The majority voting mechanism that uses three redundant communication
channels is triggered with the stochastic activity network shown in Figure 20.

Error Correction Mechanism

This mechanism deals with the detection of errors and re-construction of the
original, error-free data. A widely used approach for enabling hosts to au-
tomatically detect and correct errors in received messages is Forward Error
Correction (FEC). The mechanism requires the sender host to transmit a small

Figure 19.: Probing mechanism
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Figure 20.: Majority Voting mechanism

amount of additional data along with the message, thus causing a worsening
of latency and throughput, but providing an improvement on reliability and
integrity. With respect to potential timing constraints imposed by the applica-
tions, this mechanism is classified as suitable to comply with up to a medium
level. The error correction mechanism that uses two redundant communication
channels is triggered with the stochastic activity network shown in Figure 21.

Parallel Retry

This mechanism is similar to the Retry mechanism, but exploits channels re-
dundancy (instead of successive retries on the same channel) to speed up the
communication time.

4.5.3 A methodology for the automatic selection of dependability and performance
mechanisms

The Connect project uses ontologies [69] as the basis for specifying the be-
haviour of networked systems. Specifically, a semantic description of the be-
haviour of the networked systems is used to identify peers that need to be
connected to enable a service. Following an ontology-based approach similar to
the one used for functional mediation, we define a general method for selecting a

Figure 21.: Error Correction mechanism
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dependability mechanism for Connectors. The method consists of the following
main steps:

step 1. An ontology-based characterisation of the dependability mechanisms
is created that points out how the mechanism is linked to application
constraints, fault & failure assumptions and dependability metrics.

step 2. A semantic matching based on the developed ontology is performed
when a dependability mechanism is required for the Connector. The aim
is to identify and give a rating to those dependability mechanisms that are
relevant to the type of mismatch revealed by the performed model-based
dependability and performance analysis of the Connector.

step 3a. If only one identified mechanism is rated the highest, then this mech-
anism is selected.

step 3b . If more than one mechanism have same (highest) rating, then a pri-
oritisation among application constraints, fault & failure assumptions and
dependability metrics are used for ranking the identified mechanisms.

We implement the Step 1 of the method by creating a table of the ontology
of dependability mechanisms for Connectors, previously introduced. Table 2

shows such an ontology and defines a mapping relation between dependability
mechanisms, mitigated threats, affected dependability metrics (both enhanced
and deteriorated), and application constraints to be satisfied. Specifically, Table 2

specifies for threats: type (e.g., omission or value), duration (transient or perma-
nent) and nature (accidental, i.e. natural or human made but without malicious
intent, or intentional [23]) of the threat (column Mitigated Threat). Concerning the
dependability metrics, the table indicates which metrics can be enhanced by the
dependability mechanism (column Enhanced Metric), and which are potentially
deteriorated (column Deteriorated Metric). We focus on the classical dependabil-
ity and performance metrics (e.g., reliability, safety, integrity, latency); however,
it is possible to extent this set to include other dependability and performance
related metrics, such as the coverage metric.

Finally, Table 2 shows, in the last column (Satisfied Constraint Application), the
application constraints satisfied by the mechanism. As briefly discussed, such
application constraints are application specific and are mainly related with the
ability of the application to tolerate degraded services and to provide enabling
facilities to deploy dependability and performance mechanisms. Since we do not
target any specific application, we consider only the classical timing constraint,
grading it in none, soft, medium, and hard. Again, extensions to consider other
kinds of applications constraints can be easily accommodated. The ontology
table includes the five basic dependability mechanisms already described in the
previous Section 4.5.2 as a suitable core to enhance Connector dependability
and performance. Specifically, the retry mechanism can be used to enhance
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the reliability when non-intentional transient faults result in omitted data or
data with wrong values. However, the ontology indicates that the mechanism
is likely to deteriorate two other quality parameters of the Connector: latency
and throughput. Given the longer execution time due to the retry, it complies
with applications having none or soft timing constraints only. The probing mech-
anism is useful to enhance the reliability and the latency of the Connector,
and it is compliant with hard timing constraints. However, implementing such
mechanism leads to a throughput deterioration of the system, due to additional
procedures to select the best channel. The majority voting mechanism is expensive
in redundancy, with benefits from the point of view of enhancements of several
properties (integrity, safety, reliability, and maintainability). But the redundancy
degree, the synchronization among the multiple executions and the additional
voting execution result in a degradation of latency and throughput aspects with
respect to the non-redundant Connector solution. The error correction mecha-
nism requires the sender to transmit a small amount of additional data along
with the message, thus causing a worsening of latency and throughput, but
providing an improvement on reliability and integrity. With respect to potential
timing constraints imposed by the applications, this mechanism is classified as
suitable to comply with up to a medium level. The parallel retry, similar to the
retry mechanism, exploits channels redundancy to speed up the communication
time. In this way it allows to improve latency, reliability, and maintainability,
but at the same time it may reduce the throughput of the system due to the

Ontology of dependability mechanisms for Connectors

Mechanism Mitigated Enhanced Deteriorated Satisfied
Threat Metric Metric Application

Constraint

Retry Transient, Reliability Latency, Soft Timing
Accidental, Throughput
Omission or Value failure

Probing Transient or Permanent, Reliability, Throughput Hard Timing
Accidental, Latency
Omission failure,

Majority voting Transient or Permanent, Integrity, Safety Latency, Medium/Hard
Accidental or Intentional Reliability, Throughput Timing
Value failure Maintainability

Error correction Transient, Reliability, Latency, Medium Timing
Accidental or Intentional Integrity Throughput
Omission or Value failure

Parallel retry Transient or Permanent, Latency, Throughput Hard Timing
Accidental, Reliability
Omission or Value failure Maintainability

Table 2.: Example of ontology of dependability enhancement mechanisms for Con-
nectors.
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redundancy. Concerning its ability towards timing constraints, this mechanism
appears suitable to satisfy up to hard constraints.

It is important to underline that Table 2 considers general characteristics of
the selected dependability mechanisms, but of course, a more accurate match-
ing with respect to their ability to enhance (or decrease) dependability and
performance metrics, as well as to satisfy application constraints, depends on
the specific implementation of such mechanisms, and on the quantification of
the grades of timing constraints (here simplified in none, soft, medium, hard),
which maybe application dependent.

By using the defined ontology, the proposed approach for automated selection
of a dependability mechanism for Connectors, illustrated at the beginning
of this section, leads to Table 3. The table presents the mechanisms following
general risk assessment principles: it establishes a relationship between threats,
application constraints, and risk reduction strategies (Dependability Mecha-
nisms). Table 3 presents a combinations of Threats and Application constraints,
and for each of them selects from Table 2 a set of dependability mechanisms
suitable to cope with them. Of course, this table is not exhaustive; thus, it is
expected to be extended with additional combinations of Threats and Application
constraints, as well as additional dependability and performance mechanisms to
enable Connectors enhancement in different application scenarios.

4.5.4 Where to apply the dependability mechanism

The most accurate method to identify element(s) of the Connector that should
be enhanced through the selected dependability mechanism is based on a
systematic exploration of the benefits of the mechanism to each individual
element in the Connector. The element for which the benefit is the highest is
the best candidate. While very accurate, this approach is time consuming. We
propose an alternative method that provides a good trade-off between time and
accuracy in several practical cases. The idea of the approach is to perform an
exploratory investigation based on simple probabilistic formulations for finding
out where to apply the dependability mechanism. The approach relies on two
tailored specific cases: dependability-related metrics and performance-related
metrics.

We illustrate in detail the exploratory investigation by considering a typical
situation encountered in model-based analysis of interoperable devices. We
specify communication protocols in terms of timed activities. Each timed ac-
tivity ai is characterised by a time to complete ti and by a failure probability
qi, independently from the others. For illustrative purpose, we assume that
dependability-related metrics are mainly influenced by failure probability, while
performance-related metrics are mainly influenced by the time to complete. Un-
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Table for automated selection of dependability mechanisms for Connectors

Threat Application constraint Mechanism

Transient, Hard Timing Parallel Retry
Accidental, Probing
Omission failure

Transient, None Parallel Retry
Accidental, Probing
Omission failure Error correction

Retry

Transient, Medium Timing Parallel Retry
Accidental, Probing
Omission failure Error correction

Retry

Permanent, Medium Timing Parallel Retry
Accidental, Probing
Omission failure

Transient, None Majority voting
Accidental or Intentional, Error Correction
Value failure Retry

Transient, Medium Timing Majority voting
Accidental or Intentional, Error Correction
Value failure Retry

Permanent, Medium Timing Majority voting
Accidental, Parallel Retry
Value failure

Permanent, None Majority voting
Accidental, Parallel Retry
Value failure

Permanent, Medium Timing Majority voting
Intentional,
Value failure

Permanent, Hard Timing Parallel Retry
Accidental, Majority voting
Value failure

Table 3.: Example of table for automated selection of dependability mechanisms for
Connectors.

der these assumptions, two automated strategies (one for dependability-related
metrics, one for performance-related metrics) can be defined for identifying
elements in the Connector that should be enhanced with dependability mecha-
nisms.
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4.5.5 Dependability-related metrics case

We start with the simple case where: i) the metric under analysis is a function
of the failure probabilities of all the activities in the model representing the
Connector; ii) each activity can either be successfully completed or fails. This
means that there is only one path in the model that results in a successful
execution of the Connector. Figure 22a illustrates this case.

(a) (b)

Figure 22.: Example of a basic Connector model (a), and of a more complex Connector
with two branches (b)

Let us consider that N activities are included in the model of the Connector
under analysis. Then, the selection of the activity to be enhanced is simply
determined through the following steps:

1. for each activity ai, determine the new value q̄i resulting from applying
the dependability mechanism to activity ai;

2. for each activity ai, compute the value of the failure probability Qi of the
whole Connector when using the new value q̄i. The general formulation
of the Connector failure probability Q is given by the expression:
Q = q1 +

∑N
i=2 qi ·

∏i−1
j=1 (1− qj)

For each index i, Qi is obtained by substituting q̄i to qi in the formula of
Q.

3. select the activity aj whose new probability value q̄j determines a Qi that
is the minimum among the N values of Qi.

To exemplify the approach, let us consider the model in Figure 22a and the
failure probabilities qi for two dependability mechanisms (majority voting and
retry), as reported in Table 4. According to the values in the table, activity a1
should be enhanced when applying majority voting, while activity a3 should be
enhanced when using retry.

Generalisations of this simple case can be performed in order to take into
account that: i) not all the activities ai are involved in the dependability metric
under analysis, and ii) more than one path is possible within the dependability
model to reach ai from the start activity (e.g., as illustrated in Figure 22b).
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activity qi q̄i(Maj. voting) q̄i(Retry) Qi(Maj. voting) Qi(Retry)

a1 0.20000000 0.10400000 0.04000000 0.66104320 0.63683200

a2 0.03000000 0.00264600 0.00090000 0.68882555 0.68828080

a3 0.35000000 0.28175000 0.12250000 0.66558280 0.59143600

Table 4.: Illustrative example of the selection approach for dependability-related metrics

With respect to point i), the generalisation is easily performed by determining
the new values q̄i only for those activities ai involved in the formula expressing
the metric and consequently restricting the calculation of Qi only to the q̄j
computed. Then, the last step remains the same.

The second generalisation does not require any actual modification to the
described basic method. What changes is just the formula expressing the Con-
nector failure probability Q, which has to take into account the different paths
which may lead to failure.

An interesting observation concerns the formula expressing the improvement
in reliability gained through the application of the schemes for which a depend-
ability model has been generated (e.g., those in Table 3), necessary to derive
the new values q̄i associated to activities ai. It could be stored together with
the mechanism model as a parametric reliability expression, and be efficiently
adapted with the current probability failure parameter qi of the activity at hand
when a specific Connector needs to be enhanced. This allows us to speed up
the application of the selection procedure.

4.5.6 Performance-related metrics case

In the case of performance-related metrics, the choice of the model elements to
be enhanced is expected to be made among those representing communications
with longer time to complete. We recall that performance metrics we are dealing
with are classical metrics, typically the degree to which a system or component
accomplishes its designated functions within given constraints, such as speed,
accuracy, or memory usage, as defined in [5]. Therefore, with reference to our
context, the dependability mechanisms should act to improve transmission time
essentially in presence of possible congestion of the communication channels,
responsible for longer times. Among the dependability mechanisms shown
in Table 3, Parallel Retry and Probing are the only ones adequate to address
performance improvements: by using redundant transmission channels, these
mechanisms allow to exploit the most performable ones.

The approach to select the activity to improve is similar to the dependability-
related metric case, but specular under the time domain. The steps are:
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1. identification of those activities that are involved in the performance metric
(unless we are dealing with an end-to-end metric, a subset of activities is
typically involved);

2. for each activity ai in the involved set, re-determine the value of the
transmission time parameter t̄i resulting from applying the dependability
mechanism;

3. since it is expected that the performance-related metric is based on the
summation of the execution time of the activities under consideration,
select the activity aj for which the difference between the original time
parameter value ti and the new one t̄j, as calculated at step 2., is the
largest.

Similarly to Table 4, the following Table 5 elaborates a simple example for
the performance-related case, using the Probing and Parallel Retry (using three
channels) as dependability mechanisms.

activity ti t̄i(probing) t̄i(parallel retry) ti-t̄i(probing) ti-t̄i(parallel retry)

a1 4.664 4.530 1.589 0.134 3.075

a2 2.490 2.302 0.794 0.188 1.696

a3 1.747 1.497 0.529 0.250 1.218

Table 5.: Illustrative example of the selection approach for performance-related metrics

From the table, we observe that the Parallel Retry results in much better values
than those of the Probing, at the cost of a higher redundancy. The choice of
the tuning of the mechanisms parameters (such as the number of additional
channels for the Parallel Retry) depends on the level of performance that needs
to be guaranteed for the specific application at hand.

4.6 adaptive assessment

After having introduced the pre-deployment analysis methods, we focus here on
the Updater module in order to show how we deal with the adaptive assessment.
Basically, the dynamicity and evolution of the targeted environment lead to
potential sources of uncertainty, which undermine the accuracy of the off-line
analysis. To cope with this issue, we investigate the adaptive dependability
assessment, which exploits run-time monitoring to re-calibrate and enhance the
dependability and performance prediction along time. At design time, stochastic
model-based analysis is performed as a pre-deployment method to support the
synthesis of a Connector. While the prediction so obtained plays an important
role in guiding the building of the Connector, it might suffer from unacceptable
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inaccuracy because of possibly limited knowledge at analysis time or successive
context evolution. Through the run-time monitoring of proper events and by
collecting them along several executions, we can identify changes that require to
be accounted for by a new iteration of the model-based analysis [54].
Updater is the module of the DePer architecture (Figure 17) in charge of in-
teracting with the Monitor enabler to refine the accuracy of model parameters
through on-line observations. Inaccuracy of the non-functional values used in
the off-line analysis at design time is mainly due to two possible causes: i)
limited knowledge of the NSs characteristics acquired by DePer/Discovery
enablers; ii) evolution along time of the NSs, as naturally accounted for in the
Connect context. Updater receives inputs from both internally to DePer (from
the Evaluator module) and externally (from the Monitor enabler). For each Con-
nector ready to be deployed, the Updater module receives from the Evaluator
module the model parameters to convey to the Monitor enabler for run-time
observations. The parameters received from Evaluator are obtained through a
sensitivity analysis that aims to understand which elements of the Connected
system have highest impact on the dependability and performance measure.
From the Monitor enabler, the Updater module receives a continuous flow of
data of the parameters under monitoring relative to the different executions of
the Connector. Accumulated data are processed through statistical inference
techniques. If, for a given parameter, the statistical inference indicates a discrep-
ancy between the on-line observed behaviour and the off-line estimated value
used in the model, a new analysis is triggered by instructing the Builder module
to update the Connected system model. To improve on efficiency, the Updater
module could receive indications not only on the parameters to be monitored,
but also on a range of values for each of them, thus setting the variation interval
within which the already performed analysis is subject to negligible modifi-
cations. Then, should the new values determined via inference techniques on
on-line collected data be outside the reference range values, the consequence is
that the synthesised Connector does not meet anymore the stated requirements
and re-adjustments at synthesis level are necessary. Of course, the efficiency
gained in avoiding repetitions of the analysis triggered by Updater has to be
compared with the additional effort necessary at pre-deployment time to assess
the ranges for the parameters values via sensitivity analysis. In the current
prototype implementation of DePer, range values have been not accounted for
and left as a future extension of the enabler. The activity diagram of the updater
phase, described above, is shown in Figure 23.

As reported in [137], methods of statistical inference, applied to a collection of
elements under investigation (called population), allow to estimate the charac-
teristics of the entire population. In our case, the collection of values relative to
each parameter under monitoring constitutes a subset of the population (called
sample) to which we apply such techniques. Parameter estimation is the process
by which it is possible to get information, from the observed sample, in order



62 model-based approaches to improve design decision and run-time adaptation

Figure 23.: The activity diagram of the updater phase

to assign a value (point estimate) to the parameter or a set of values (interval
estimate). The sampling process represents a significant problem, because it is
unknown which is the representative sample size (n). It seems intuitive that the
precision of the estimates increases with n. On the other hand increasing n could
lead to excessive increase of time and costs. The methods of parameter estima-
tion rarely produce a point estimate of the desired parameter which coincides
with the actual value. Therefore, it is often preferred to find an interval estimate,
called confidence interval ∆, which contains the real value of the parameter
under analysis with a confidence level α. The size n of the random sample
affects the confidence interval, therefore it is possible to determine the value of
n based on the confidence interval:

n >


(
zα/2S

2(n)

∆

)2
where the value of zα/2 is tabulated. When the sample size is relatively small
(n < 30), we can use the Student t distribution [137].
To evaluate the sample size n we encounter two difficulties:
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1. S2 is not known in advance;

2. tn−1;α/2, which can be read from a table, depends on n.

These difficulties can be solved by the following two points:

1. using an assumed value of the variance, indicated by S∗2, from pilot
investigations;

2. using an iterative algorithm, to evaluate n using from time to time the
degrees of freedom obtained at the previous step. The stop condition of
the algorithm is reached when the result of two successive steps is the
same.

The iterative algorithm proceeds as follows:

1. n0 = ∞ (initialisation);

2. n1 =
(
2·tn0 ;α/2

∆

)2
· S∗2;

3. n2 =
(
2·tn1 ;α/2

∆

)2
· S∗2;

4. ...

5. until the last two results are the same.

Following this approach and considering fixed values of confidence interval and
confidence level, we are able to define the sample size that the Monitor enabler
has to send to the Dependability and Performance enabler in order to evaluate
the monitored data.

4.7 gmes case study

In this section, we present a demonstrative scenario based on the GMES (Global
Monitoring for Environment and Security)1 European Programme for the estab-
lishment of a European capacity for Earth Observation. The purpose is to show
how the methods we propose can be applied to select proper dependability
mechanisms and where to apply them at pre-deployment time and how to refine
the model parameters with actual values gathered at run-time.
GMES services address six main thematic areas: Land Monitoring, Marine
Environment Monitoring, Atmosphere Monitoring, Emergency Management,
Security, and Climate Change. The GMES emergency management service pro-
vides all actors involved in the management of natural disasters. In particular,
it covers different catastrophic circumstances: floods, forest fires, landslides,
earthquakes and volcanic eruptions and humanitarian crises.

1 Currently known as Copernicus http://www.copernicus.eu/
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4.7.1 Forest-fire emergency

In this work, the focus is on the forest fire emergency situation [47, 67]. The
scenario describes the management of forest-fire, close to a border village
and a factory between two different countries, Country A and Country B.
Forest monitoring and forest fire management in the country A are under the
responsibility of Country A Command and Control fire operations centre (C2-A).

The Forest-fire scenario addresses different phases. We focus on the Rein-
forcement integration phase, where Country B provides an Unmanned Aerial
Vehicle (UAV) to Country A. The UAV is equipped with various video cameras
that allow to get a better view of the fire front close to the village in order
to be able to proceed to its evacuation in time. Country B grants access to its
weather forecast service, in order to continuously provide information about
temperature, humidity and wind of the area interested by the fire.

During the crisis phase, Country A’s Command and Control fire operations
centre (C2-A) is in charge of the management of the forest fire crisis. This phase
involves a number of sensors and human actors. In case the fire goes wider and
there is a direct threat to the village and the factory, Country A asks support
to Country B (reinforcement phase). The reinforcement phase starts when the
support resources, provided by Country B, are deployed and controlled by C2-A.
Once deployed on the emergency area, resources from Country B are seen by
C2-A as resources available and usable during the Fire-fighting phase. Resources
provided by Country B have the functionalities similar to those of Country A’s
resources (e.g., UAVs provide high quality images or weather information of the
area interested by the fire), but use different protocols.

Networked Systems involved in this scenario are: C2-A, the Weather Service,
and the UAV with integrated video camera. For the illustrative purpose we
consider only C2-A and the UAV, as this is sufficient to show the approach. We
select the UAV instead of the Weather Service because it provides a scenario
more interesting. The behaviour of the Networked Systems is described in the
following subsections.

Command and Control Centre of Country A

The Command and Control Centre represents the first Networked System
which needs to use specific resources. When C2-A wants to access the resources
equipped with one (or more) video camera(s) and operating in the field, like
an Unmanned Ground Vehicles (UGV), it first needs to authenticate with the
resource sending a getToken message. After that, it receives back a message
containing the token useful to access the resources. Once C2-A has a token, it
can instruct the resource to move forward, backward, left and right, by sending
the corresponding message, which is followed by an acknowledgement message
confirming the movement. At the same time C2-A can select the camera installed
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on the resource through the message selectCamera and then it can receive the
video stream with a specified zoom level, by sending the message getVideo.

UAV and integrated Video Camera of the Country B

The user of the UAV first needs to authenticate with the service by sending
a getIdentifier request. After that it receives back an identifier (idResp) and
can trigger the flight phase through the takeOff message. After the take off,
the user can order the UAV to move left, right, front, back, up or down, or to
land. For each order of movement, the UAV replies with an acknowledgement
message. Moreover, at anytime during the flight phase, the user can get, from
the integrated video camera, the video stream showing in real time the specified
area of interest; the user can also perform zoom-in and zoom-out commands.

Connecting C2-A and the UAV

The application behaviour of the Connected system is depicted by the sequence
diagram in Figure 24. Given the heterogeneity between the Command and
Control Center and the UAV involved in this GMES scenario, it is necessary
to synthesise on-the-fly a Connector to allow the communications and the
exchange of information between the two Networked Systems. Therefore, a
Connector needs to be synthesised and analysed to assess whether it meets the
dependability and performance requirements.

camSelected

getToken

stream

getIdentifier

takeOffACK

sendToken

orderToMove

idResp

takeOff

move

land

exitACK

getStream

Command & Control 

Center
UAV

moveACK

orderToMoveACK

CONNECTOR

selectCamera
chooseCamera

camChoosen

getVideo

streamVideo

exit

landACK

quit

quitACK

Figure 24.: Sequence diagram of the Connected system
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4.7.2 Connector’s model

From the specification of the Connected system, we generate a model (through
the SAN formalism) suitable to assess dependability and performance related
metrics (by means of the Möbius tool [53]). The Dependability and Performance
unit, mentioned in previous sections, accomplishes this task by the automated
process we implement.

SAN models for the two networked systems (that are, the Command and
Control Center and the UAV) and of the synthesised Connector are generated
according to the systems’ specification. Figure 25 shows the model of the synthe-
sised Connector useful to allow communication between C2-A, the UAV, and
the Weather Service.
In order to simplify the reading, we provide a brief description of the SAN
model of the connector. One token in the place p1 (in the upper left side) means
that the Connector is waiting for the first Networked System, that is C2-A,
which can be interested to communicate with the Weather Service or the UAV.
The upper part of the atomic model shows the Connection between C2-A and
the Weather Service, while the lower and larger part shows the Connection
between C2-A and the UAV. The activation of one of the two possible Con-
nection is regulated by the input gates ig1 and ig5, connected to the timed
activity getWeather and getToken, respectively. We focus on the description of
the (C2-A - Connector- UAV) branch, that is the one we analyse in this work.
The activity getToken becomes enabled to complete when the place p1 contains
at least one token and the condition expressed by the input gate ig5 is true, that
is the place sCC3 contains at least one token (sCC3->Mark()>0). The place sCC3

represents a shared place between the two atomic SANs: C2-A and Connector.
Tokens are put in sCC3 by the C2-A in order to activate the communication
with the UAV, representing the getToken message. Once the activity getToken

completes, the Connector sends a getIdentifier request to the UAV, represented
by the activity getIdentifier, when this activity completes, it adds one token
in the place p8 and, through the output gate og5, one token in the place sUAV1,
that is a shared place between the two atomic SANs: Connector and UAV.
At this point the UAV processes the received request and responds with an
identifier. The identifier is received back by the Connector, it is represented by
the activity idResp, which is enabled by predicate expressed in the input gate
ig6: at least one token in the share place sUAV2. The description of the model
proceeds following the description of the behaviour of the Connected system,
shown in Figure 24. As general rule, we can observe that each activity has two
cases the first from the top represents the correct operation, while the second
one represents the failure of the activity, with a specified failure probability. The
name of each shared place, is preceded by the suffix s, followed by the name of
the Networked System that shares this place (e.g., UAV), finally an identification
number is appended to the name to distinguish the various places.
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Figure 25.: SAN of the Connector

4.7.3 Analysis

In order to cover both performance and dependability aspects, the measures we
assess in the evaluation are respectively latency and coverage. It is important to
note that the measures we assess refer to different and independent analyses,
which are detailed in the following.

Pre-deployment Analysis

Latency is evaluated as a performance indicator and is measured from when
the Command and Control Center sends one of the possible orders to move
(orderToMove) to when it receives an acknowledgement back (orderToMoveACK).

Coverage is defined as the percentage of stream video the Command and
Control Center correctly receives from the UAV, with respect to the number of
video requests made.

Given the initial parameters values characterising the timing aspects of the
elements involved in the Connected system model (namely, the time to com-
municate between the networked systems and the Connector), and the latency
requirement stated beforehand, the analysis provides a positive feedback on the
performance requirement, while it reveals that the Connector does not satisfy
the dependability requirement.

Figure 26 shows the trend of coverage (on the y axis) at increasing values of
streams requests from C2-A (on the x axis). Moreover, the coverage threshold is
shown in the figure at value of 0.75, as specified in the requirement. The figure
shows that the analysis results, obtained considering the basic model of the
Connected system, satisfy the requirement only when the number of requests
is at most 13.

Table 3 needs to be examined to find the proper mapping between the mecha-
nism and the characterising aspects when the coverage requirement is not met.
Here, timing constraints are rather soft, while correctness is mainly relevant.
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Figure 26.: Coverage assessment at varying of number of streams request

Therefore, the viable candidate mechanisms are Retry and Majority Voting.
For the sake of saving in additional resources to employ, we select the Retry
mechanism.

By applying the procedure (Section 4.5.4) that selects the model element(s)
that needs to be enhanced, we find that getStream is the activity that leads to
the greatest improvement with the Retry mechanism. This activity models two
communication channels between the Connector and the UAV. The results in
Figure 26 confirm that Retry applied to that activity provides an improvement
on the measure of coverage with respect to the original model. The enhanced
Connector meets the requirement up to a maximum of 18 requests.

In order to verify a further possible improvement, we perform analyses by
applying the Retry mechanism on a further activity, stream, that is the second
critical activity obtained through the selection procedure. It is possible to note
that the use of this dependability mechanism on two different activities allows
the Connector to fully meet the requirement of coverage, as Figure 26 shows
with the double enhancement.

Figure 27.: Portion of the Connector model, replaced by the Retry mechanism
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For illustrative purposes, Figure 27 shows the portion of the Connector
model where the getStream activity has been replaced by the Retry Mechanism
between the places p21 and p22 of Figure 25.

Run-time Analysis

Once dependability and performance analysis provides positive feedback about
the Connector, it is deployed and begins to operate. At this stage the Updater
module is in charge to update the model on the basis of the data related to
real executions (Section 4.6) of the Connected system as gathered through the
monitor enabler, and a new analysis is performed at run-time.
Figure 28 shows analysis results on latency at varying the transmission rate
of the communication channel between 0.1 and 1 (on the x axis). The value of
the transmission rate used in the model at pre-deployemnt time is 0.8 and the
analysis results show that the latency requirement, set to the value 7 time units,
is satisfied. Nevertheless, during the take off phase, latency is very close to the
threshold, therefore the transmission rate is the parameter to be monitored at
run-time. After collecting a sample of observations, we observe that the real
parameter is 0.62, which is different with respect the one used a pre-deployment.
The Updater module updates the model parameter and a new analysis on the
refined model is performed highlighting that the latency requirement is no
longer satisfied

In the case of latency requirement not satisfied, Probing and the Parallel Retry
mechanisms are the candidate mechanisms to improve the Connected system
with respect to timing constraints. In the presence of limited availability of

Figure 28.: Latency assessment at varying of the rate of the transmission
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Figure 29.: SAN Connector model highlighting the portion where to integrate the
Probing mechanism (represented inside the big ellipse)

channels in exclusive usage by the Connected system under analysis, preference
goes to the Probing mechanism. Then, the second phase is to select the possible
model element(s) to enhance with Probing. Following the steps delineated in
Section 4.5.4, the element for which the mechanism brings the highest benefit in
decreasing the latency metric is the move activity.

The results obtained when employing the mechanism are also shown in
Figure 28. We note that, for values of transmission rate greater than 0.62, the
Connected system is able to satisfy the requirement also during the take off
phase. Figure 29 shows the SAN model of the Connector with the zoom where
Probing needs to be employed in order to enhance the Connector.

4.8 conclusions

This chapter tackled the challenge of dependability and performance analysis in
dynamic and evolving systems, whose peculiarities make traditional methods
largely inadequate. The idea to cope with the issues raised in the addressed
context resorts to integrate pre-deployment stochastic model-based analysis with
run-time monitoring, to achieve adaptive dependability assessment through re-
calibration and enhancement of the dependability and performance prediction
along time.

The aim of this two-phase analysis framework is twofold. On one side, the
stochastic model-based analysis performed at pre-deployment time provides
a primary support to the realization of the “rightest” system, given the partial
knowledge about the involved subsystems and environment conditions. During
this phase it is proposed an approach to automate the selection of a suitable
dependability and performance mechanism for the enhancement of the system to
be deployed. Specifically, the approach targets generic mechanisms based on the
synthesis of mediating software bridges (Connectors) that allow interoperability
among heterogeneous devices. In addition, we have investigated a generic
method for identifying elements in the Connector that must be reinforced with
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the selected dependability mechanism in order to improve performance– and
dependability–related metrics.
However, the resulting unavoidable potential inaccuracy on the prediction so
obtained could lead to more or less severe consequences if awareness about it is
never acquired. This is the point where, run-time analysis provides a concrete
contribution, by updating the model with concrete and real parameters collected
during the operation of the system, thus allowing to enhance the previously
performed analysis

This pre-deployment and run-time integrated framework is proposed as
a general, automated approach to fulfill the dependability and performance
assessment needs in dynamic and evolving contexts. Therefore, although not
novel in its basic principles, the work done so far constitutes an important
step towards the definition of an automated and adaptive process to provide
dependability and performance analysis accounting for modern and future
application needs.

However, additional effort is needed to improve the approach, for instance,
in the automatic generation of the dependability and performance model from
the specification of the system, techniques could be sought able to optimise the
model on the basis of the specific metrics that needs to be assessment.





5
A M O D E L - B A S E D M E T H O D O L O G Y F O R I N S I D E R T H R E AT
A S S E S S M E N T

Security is a major challenge for today’s companies, especially ICT ones which
manage large scale cyber-critical systems. Amongst the multitude of attacks
and threats to which a system is potentially exposed, there are insider attackers
i.e., users with legitimate access which abuse or misuse of their power, thus
leading to unexpected security violations (e.g., acquire and disseminate sensitive
information). These attacks are very difficult to detect and mitigate due to the
nature of the attackers, which often are company’s employees motivated by socio-
economical reasons, and to the fact that attackers operate within their granted
privileges. It is a consequence that insider attackers constitute an actual threat
for ICT organizations. This part of the thesis aims at presenting a methodology
for insider threats assessment and mitigation. We perform this work in the
context of the Italian research Project SECURE! [2]. The project allows us to
apply the methodology to the project case study, which includes different kinds
of users and consequently is potentially exposed to a large set of insider threats.

5.1 the need of a methodology for the insider threat assessment

Today’s ICT organizations are constantly facing the challenge of ensuring high
degrees of security and privacy. Security measures are attentively selected
and maintained, mainly with the intent of protecting the organization from
external threats. Several tools and solutions are available for this purpose, for
example firewalls. A lesser amount of solutions is instead available for mitigating
threats coming from within the company, that is, from its own employees; these
threats, that we refer to as insider threats, are most often mitigated almost
exclusively through regulations and policies [65]. For example, insiders to an
organization such as former, or newly fired employees or system administrators
might abuse their privileges to conduct masquerading, data harvesting, or simply
sabotage attacks. Although some intrusion detection systems offer insider threats
capability, it is still very difficult to characterize all the threats, transform them
into rules (or, in case of anomaly-based intrusion detection, instruct the detector
to identify them as anomalies), and effectively detect intruders.
The problem of insider threats has been, and currently is, largely discussed in
literature, because it is particularly challenging to identify insiders and mitigate
the possible threats they pose on a system. In fact, it should be considered
that an insider may have socio-economical roots, and the detection of false
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positive in insider attacks may have severe consequences on an organization
(e.g., due to the impact of false accusations of insider threats on both the
individual and the organization [74]). Mitigation may be composed of prevention
including deterrents as strict regulatory aspects, surveillance, legal implications,
or detection methods and procedures that may help protecting the system.
It appears evident that protecting from insider threats requires to study the
socio-economical profiles of the users, the assets they use, their actions, and
the impact of the actions on the assets, systems and organization. This calls for
a tailored insider threats assessment activity, which takes into account socio-
economical aspects while identifying the attacks, their impact on the system and
organization, and possible countermeasures. We aim at tackling this problem
by proposing a methodology for insider threats assessment and mitigation. The
methodology presents the following features: i) it is tailored for the challenges
posed by insider threats; ii) although it benefits of the support of attack libraries
and tools for system and attack modelling, it does not impose restrictions on
the characteristic of the libraries and tools to use; iii) it takes into account socio-
economical aspects, including a description of the profile of the attacker; iv)
relies on model-based formalism to represent the system and the attack paths
and to analyze threats and evaluate countermeasures. The methodology first
defines the system requirements and the attackers profiles, then identifies the
threats, the attack paths and the potential countermeasures. The methodology
also includes a maintenance phase during which reconfiguration facilities of the
system are supported to update the assessment.

5.2 definition of insider threat

Talking of insider is often confusing. In literature there are different definitions
of insiders, each of which, in general, has a negative meaning of the concept
of insider. Although the question “who is an insider?” seems simple, a well
established definition is still missing. Definition in [28], [29] suggests that an
insider must be defined with respect to a set of rules that is part of a security
policy:

“A trusted entity that is given the power to violate one or more rules in
a given security policy... the insider threat occurs when a trusted entity
abuses that power.”

The CERT Program goes further by providing a definition of malicious in-
sider [127]:

“A malicious insider is defined as a current or former employee, contractor,
or business partner who meets the following criteria: i) has or had autho-
rized access to an organization’s network, system, or data; ii) has intention-
ally exceeded or intentionally used that access in a manner that negatively
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affected the confidentiality, integrity, or availability of the organization’s
information or information systems.”

In literature several uses of the term insider can be found [133]. In general,
we can simply define an insider as an entity that has been given the privileges
to act within a specific environment. What is of interest is the use of privileges
(being it an abuse or misuse of privilege, or simply a mistake) in such a way
that it constitutes an insider threat (being it malicious or accidental [74]).

5.3 state of the art and advancements

A wide literature exists on the issue of insider threats, although most of it is
devoted to the description of techniques and methods useful to prevent insider
attacks and to protect the system or the infrastructure. Examples are initiatives
such as to restrict remote access and system administrator access, or to inhibit
the use of removable drives. Also works have been done to predict insiders
activities, for example [18] presents a prediction model based on graph theory
approaches, where alarms are raised when it is detected an increasing risk
that users actions might lead to compromise systems resources. Recent years
have witnessed an increasing number of works devoted to research solutions
for (early) detection of insider attacks [74, 127]. However, to the best of our
knowledge, most of the proposed works have been devised for specific and
well defined case studies, sometimes also requiring to introduce simplifying
assumptions, and without offering good portability to different systems or
environments. In [121], the authors aim at detecting masquerade attacks, where
a user impersonates another user, by profiling user behaviors. To evaluate these
attacks, UNIX command data were collected from a certain number of users
and then the data were contaminated with masqueraders. The experiment was
performed and compared with six masquerade detection techniques: Bayes one-
step Markov, Hybrid multi-step Markov, IPAM, Uniqueness, Sequence-Match
and Compression. In [132] an approach is pursued to predict financial fraud
from insiders by considering: i) the audit data, gathered during the operation of
the system, and ii) the human factor, as a qualitative aspect to integrate with the
classic quantitative analysis of financial transactions. The works [82] and [94]
focus on the analysis of anomalous commands executed on data bases. In [82]
a user profile has been generated according to a syntax-centric approach, that
represents the structure of the SQL queries submitted by the users, in order
to detect anomalous queries. Another approach which considers a relational
database management system as case study is in [94], where the approach is data-
centric unlike the previous one. In this approach the anomalies are identified
looking at the data that are retrieved following the user’s request. In [79] it is
proposed a graph-based model of the basic network connectivity and access
control mechanisms of the system, to identify system vulnerabilities which
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can be exploited by a malicious insider. In [65], a study within an enterprise
was conducted, where analysts were monitored while performing analytical
operations. Using Grounded Theory research method (Grounded Theory is
defined as the discovery of theory from data systematically obtained from social
research), the objectives are: i) to understand how security event analysis works,
and ii) to create an event-based model to analyze insider threats. This model
shows how alerts and events created can be analyzed to determine if malicious
insider behaviour is present. This approach defines a process and a model to
identify and characterize insider threats. While great efforts have been devoted
for the research of solutions to the thorny problem of the insider threats, few
efforts have been made to identify and delineate a methodology for the insider
threats assessment. Threats assessment processes, not specific for insider threats,
exist; for example we mention the guide elaborated by NIST [7], as we believe it
is a representative and comprehensive example of a threats assessment process.
Although generic and largely applicable, it does not propose methodologies
and libraries to support the assessment process, and most important it does not
differentiate or specialize for insider threats. In fact, in our view the assessment
process for insider threats requires to shift the focus from the architectural
view of the system (being it a logical or physical view, depending on which
one is available at the time threats assessment is performed) to a user-centric
view, where socio-economical aspects, motivations and permitted actions of the
users are at the very foundation of the analysis and are bounded to functional
requirements. The attack goals and the vulnerabilities exploitable to achieve
them come from the definition of the user and of his permitted actions described
in the functional requirements, with little knowledge on the system architecture.
Although compliant to the steps of the NIST process, our approach focuses
on insider threats assessment, defining a methodology supported by libraries,
techniques and tools. Summarizing, we propose to advance the state of the art
by:

• showing a methodology for the insider threats assessment, valuable both
during system design, and maintenance activities;

• presenting an example of threat libraries, specifically built for the adopted
case study but easily reusable in different contexts;

• showing the possible usage of templates, libraries, and tools as well as
formal or semi-formal languages to structure the methodology application
and favour its reuse and update through the system lifecycle; and

• showing, through model-based approaches, how it is possible to provide a
proper contribution to the insider threat assessment of systems.
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5.4 the methodology

The objective we aim at is to provide an incisive, clear and supported method-
ology to handle systems, and related risk assessment processes, in which the
insider threat issue could be relevant. Especially the methodology we propose is
independent from the type of system. In the following sections we present the
methodology, pointing out the description of six key iterative phases composing
the methodology itself [103, 104].

5.4.1 System Under Analysis

The first step of the methodology relates to the description of the system under
analysis. A system is characterized by a number of resources (e.g., services,
computers, removable drives, etc.), one or more communication networks, and
users, which can use the system or in general interact with it. In addition, new
features of the system can be integrated over time, due to the evolution of tech-
nologies, and the update of system specifications. When characterizing a system,
we can identify macro-components which constitute the overall architecture.
A system can thus be seen as a set of n macro-components. A description of
the possible actions of the users in the system should be provided and used
here, being it a description of requirements in natural language or supported by
semi-formal or formal languages. Although not mandatory, a semi-formal or
formal description is very important to guide the analysis and also to support
possible future updates of the analysis in case of system modifications. Thus,
given that precise requirements and a model of the system is preferable (espe-
cially as input for the successive phases of the methodology), the methodology
does not provide restrictions on the description method and level of detail. For
example, we are aware that in practise a threats assessment may incur while
the system requirements definition is still ongoing and thus only description in
natural language is available (note that this may call for additional iterations of
the procedure once a semi-formal description is available). Anyway, providing
a formal description of the overall system, in particular if complex, may be
somewhat expensive in terms of time. For this reason we consider convenient
and sufficient to have a semi-formal description limited to the aspects of interest
of the system (e.g., services used) and the interactions that potential insiders
may have with it. Through a semi-formal notation, it is possible to immediately
understand the description of the system using graphical notations along with
natural language descriptions, thus reducing ambiguous interpretations. There
exists several notations that can be adequate: Data-Flow Diagrams, Finite State
Machines, Activity Diagrams, etc. In Section 5.5 we propose the usage of Use
Case Diagrams, which allow the description of the system functionalities and
use case scenarios, from the point of view of the users/insiders.
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In the case study (Section 5.5), we propose templates to help the system charac-
terization, where use case diagrams show the interaction between the offered
functionalities and the actors involved. Through the utilisation of tables, con-
taining the relevant information, we provide the description of each diagram.

5.4.2 Insiders

The second phase of the methodology consists in profiling potential insiders,
determining their dangerousness to the system and their key attributes. We
structure this phase in two steps. In the first step, all possible users involved
in the system under analysis are identified. In the second step their potential
attributes as insiders are defined. To support this task, we define a library of
insiders. We refer to the attributes presented in [34], where a detailed Threat
Agent Library (TAL) has been provided, which constitutes a consistent reference
library describing the human agents involved in IT systems and that could
pose threats to such kind of systems, although not limited to insider threats.
The idea is not to represent specific individuals, but instead the library is
intended to create a taxonomy of specific attributes useful to identify a category
of users/insiders. Specifically, according to the TAL [34], we consider eight
attributes and we describe them in the following, with a specialisation for
insider threats:

intent. Whether the insider intends to cause harm. Insiders fall into two
categories based on their intent: Hostile and Non-Hostile.

access . Defines the extent of the insider’s access to the company’s assets. There
are two options: Internal or External.

outcome. Defines the insider’s primary goal, that is, what the insider tries to
accomplish with a typical attack. Possible outcomes are: i) Acquisition/Theft
of essential assets or sensitive data; ii) Business Advantage to acquire busi-
ness processes or assets; iii) Damage to injury physical or digital assets, or
intellectual and industrial property; iv) Embarrassment to generate loss of
credibility, influence, and competitiveness; v) Technical Advantage to acquire
production processes or assets rather than a business process.

limits. Legal and ethical limits that may constrain the insider, e.g., the extent
to which the insider may be prepared to break the law. Options are: i)
Code of Conduct, when the insiders follow both the applicable laws and an
additional code of conduct accepted within a profession or an exchange
of goods or services; ii) Legal, where the insiders act within the limits of
applicable laws; iii) Extra-legal minor, when the insiders may break the law
in relatively minor, non-violent ways, such as minor vandalism or trespass,
e.g., activist; iv) Extra-legal major, when insiders take no account of the law
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and may engage in felonious behaviour resulting in significant financial
impact or extreme violence, e.g., members of organized crime.

resource. Defines the organizational level at which an insider typically works,
which in turn determines the resources available to that insider for use
in an attack. Options are: i) Individual: insider acts independently; ii) Club:
members interact on a social and volunteer basis; iii) Contest: participants
interact together for a very short period of time and perhaps in anonymous
way with the objective to achieve a single goal; iv) Team: a well organized
group with a leader, typically motivated by a specific goal and organized
around that goal; v) Organization: a larger and better resourced than a Team;
vi) Government: controls public assets and functions within a jurisdiction,
it is very resourced and persists long term.

skill level . The special training or expertise an insider typically possesses.
Options are: i) None, when the attacker has no expertise in the methods
useful to attack the system, but has the ability to perform random acts of
disruption or destruction; ii) Minimal, when the insider has the ability to
copy or use existing attack methods; iii) Operational, if the insider knows
the system and the underlying technology, and he is able to create new
attacks within the system domain; iv) Adept, the insider is an expert in
technologies and attack methods and can apply existing attacks or create
new ones getting excellent results.

objective . The action that the insider intends to take in order to achieve
a desired outcome. Options are: i) Copy (make a replica of the asset);
ii) Destroy (destroy the resource in order to make it useless); iii) Injure
(compromise the asset in order to limit its functionality or value); iv) Take
possession (get exclusive possession of the asset); v) Don’t care (the insider
does not have a clear plan and/or may decide only at the time of the
attack).

visibility. The extent to which the insider intends to conceal or reveal his
identity. Options are: i) Overt, when the insider intentionally carries out an
attack to the system and his identity is known at the time of the attack; ii)
Covert, when the attack is revealed at the time of occurrence or soon after,
but the identity of the attacker remain unknown; iii) Clandestine, when the
insider aims at keeping secret his identity and the attack; iv) Don’t care, if
the insider does not place importance on secrecy.

5.4.3 Insider Threats

The third phase is the identification and description of possible threats to which
the system could be vulnerable. This activity is of critical relevance because it
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allows the identification of the damage that can be done on the system and the
potential consequences. Through this phase it is possible to define the threats
that need to be addressed with higher priority. Goals and threats may also be
ranked on the basis of the level of dangerousness for the system assets, as often
performed in risk analysis (see for example [7]). It is important to note that for
the mere identification of the threats we are not interested on the motivations
that lead an insider to put into practice an attack.
The potential threats, which a generic system may be subject, are typically:
installation of improper software/apps (e.g., viruses, Trojans, spyware, back-
doors, key loggers, logic bombs, etc.); improper data operations (e.g., deleting,
exporting, producing fake data, etc.); managing of user profiles (e.g., creation of
fake users). The number of threats to be analyzed can be considerable, especially
if the target system is complex. Usually a good compromise is to identify a
subset of potential threats with regard to specific assets.
The approach we propose consists in identifying all the possible threats of
interest and associate them to the insiders identified in the previous step of
the methodology. As a result we obtain a table that lists the threats and the
corresponding matching with the insiders e.g., “YES” if the insider may realize
the threat in a legitimate way, “NO” otherwise. Further details will be given in
Section 5.5, which describe the application of the methodology to a case study.

5.4.4 Attack paths

This phase has the objective to identify the path(s) exploitable by the insider to
realize the threat(s) and achieve the goal(s).
Several techniques exist and can result very useful for determining which
threats exist in a system and how to deal with them, e.g., attack trees [120],
attack graphs [125], privilege graphs [51], or adversary views [88]. The latter
extends the concept of attack graph by considering different attack goals, attack
preferences of specific attackers, and creating customizable models to produce
quantitative analyses based on specific metrics of interest.
Regardless of the adopted approach, the capability to build an attack path is
of paramount importance, as it allows for example to get information on the
probability of occurrence of an attack, the success rate, the weaknesses in the
system, etc. There exist modelling approaches for quantitative evaluation of
attacks and attack paths [88], [96]. Such approaches are useful to quantify the
probability of successful attacks, given the “success probability” of single steps,
exploitable to realize the goal. For example, to perform quantitative evaluation,
the ADVISE (ADversary VIew Security Evaluation) modelling formalism [88]
could be used. ADVISE is a formalism for security evaluation that extends attack
graphs, by including the concepts of time, costs, and success probability of the
attack steps, and takes into account the attack behaviour and proficiencies of dif-



5.4 the methodology 81

ferent attack profiles. However quantitative security analysis may be unfeasible
for insider threats because the steps of the attack paths are “authorized steps”,
thus “doable”, and consequently it is difficult if not meaningless to define a
success probability of a path.
The identification of the overall set of attack paths is a critical step, especially
if we think of unknown paths. Attackers may be able to explore unexpected
attack paths, that are unknown w.r.t. the set of attack paths considered during
the threats assessment [97]. Threat analysis is limited by the ability to describe
the use cases and the system paths. System evolutions may bring the emergence
of new paths (thus iterations of the threats analysis can be performed to identify
them), and the activity of discovering unknown paths is strongly linked to an
analysis of the system requirements and functionalities.

5.4.5 Countermeasures selection

This phase consists in the selection of the proper countermeasure(s), in order
to avoid or mitigate the identified threat(s), by preventing the execution of
the attack paths, or detect or discourage its execution. The countermeasures
identification and selection can be supported by i) libraries which list the coun-
termeasures for determined attacks, and ii) techniques from the state of the art.
In general we propose to classify countermeasures in preventive, deterrent, and
detection. Preventive countermeasures prevent the execution of an attack path
(e.g., making a user unable to perform specific operations without supervision).
Deterrent countermeasures do not allow to block an attack, but aim at discourag-
ing attackers (e.g., forensic data logging for a-posteriori analysis [48]). Detection
countermeasures aim at timely identifying the attack (e.g., the early detection
solutions in [74, 127]).
Introduction of such countermeasures may require to re-assess the system, im-
proved with the countermeasures, to verify that each threat is mitigated and
give evidence of the security improvement. In case a model of the system and of
the countermeasure is available, these can be integrated with the attack paths.

5.4.6 Iteration and Update

It is well known that current large scale systems and infrastructures are subject to
changes and evolutions; this can require to iterate the phases of the methodology
in order to align the assessment outcomes to the most recent status of the system.
This require to: i) collect feedbacks about system status, ii) use those feedback
to understand the evolution of the system, its users, and possible changes of
system requirements, and iii) update the insider threats library and the attack
paths. This will ultimately lead to define new countermeasures to be applied.
This is especially relevant in systems characterized by evolutionary and dynamic



82 a model-based methodology for insider threat assessment

behavior, as for example Internet of Services, large-scale architectures, or cyber-
critical infrastructures, in which traditional, pre-deployment verification and
validation is inefficient and thus continuous verification steps [36, 37, 115] to
cope with the changes in the system and its environment are required.

5.5 application of the methodology

In this section we show an application of the methodology to a compact, but
concrete case study, which is based on the utilisation of the Secure! framework
designed in the context of the Secure! project [2]. We point out that we do not
consider the sixth phase, because the Secure! framework is still in design phase,
thus the application of the methodology will cover only the phases 1 to 5.

5.5.1 System Under Analysis

Secure! [122] is a service-oriented system whose objectives are: i) prevent crisis
as terrorist acts, vandalism, sabotage, and ii) support crisis management (e.g.,
in case of environmental catastrophes, human sabotages, and authorized or
not-authorized demonstrations). The Secure! system is able to integrate several
heterogeneous information (audio, video, images, text) originated from different
sources, including social networks (e.g., Facebook, Twitter, Flickr), emergency
numbers, surveillance camera, telecommunication network, and data provided
by the users on field through a Secure! application for mobile devices (anyone
can be a user, after downloading the application). The Secure! system includes
instruments to semi-automatically correlate, query and analyze the data, sup-
porting both the intervention of crisis management teams, and a-posteriori
forensic analysis.
Secure! is subject to severe security and privacy requirements. In fact, in order to
have users trust the Secure! system and to make it acceptable to the community,
it is mandatory to provide guarantees that users authorized to work with the
data collected do not compromise, counterfeit, steal or even unnecessarily query
them, or do not abuse of the data correlation and data search capacity behind
what is strictly necessary for their work.
In the next section we present the Use case diagrams for the Secure! insiders.

5.5.2 Insiders

According to the system’s specification provided by the project [122], we propose
in the following a taxonomy of users physically or logically involved within the
system organized in six plausible groups of users, investigating their roles as
potential insiders.
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operator . A Secure! user who works in the security field, e.g., trained fire-
fighter, or rescue personnel. He is a potential insider because he can access
the system to acquire stored information, or can transmit false information.

human sensor. Any citizen voluntarily registered to the Secure! platform in
order to cooperate using the Secure! application. He is a potential insider
because he could send false information on accidents.

domain expert. Represents an expert in the homeland security field, e.g., a
police officer or a component of national intelligence. He is a potential in-
sider because he can access private data stored in Secure!, and manipulate
the data.

unknown user. A citizen who is not registered to the Secure! platform. He
may unwittingly interact with the system, e.g., by posting relevant infor-
mation on social media, blog, etc. This user is in general very little expert
of Secure!, and he is not acknowledged as a potential insider.

system expert (se). A special user which can access the system in order to
use, install and configure the various services of Secure!. He is a potential
insider because he has access to the internals of the Secure! system.

system administrator (sa). A special user which has remote and local
access to Secure! in order to perform maintenance tasks, removal, exports
and drop of data, managing user profiles, etc. Moreover, SA is in charge
of managing emergency situations in which the system is undergoing
maintenance, or under cyber-attacks, etc. He is a potential insider because
he has wide access to the internals of the Secure! system.

Given the dimension of the Secure! system [123] and the amount of different
interactions that groups of users can have with it, in the following we explore
only the System Administrator (SA) and the System Expert (SE) groups of users.
Figures 30 and 31 show the use case diagrams of the system related respectively
to SA and SE. These diagrams represent the fundamental operations that SA
and SE may have with the system.

Table 6 describes the Use Case Diagram of the SA category, where for each use
case, we report: the actor(s) involved, the pre-conditions and post-conditions,
and the general description of the use case.

In Table 7 we provide a detailed description of the Use Case Diagram of the
SE category shown in Figure 31.
According to the eight attributes defined in Section 5.4.2, in this phase we report
in Table 8 a preliminary matching between Attributes and Values, which will
be refined during the next Insider threats phase. In fact, the values assigned to
the attributes could vary based on the threat to be considered. Table 8 refers to
attributes and values identified for SA. The corresponding table of SE differs
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Figure 30.: UML Use Case Diagram of System Administrator
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only in the values assigned to the Minimum Skills attribute (in this case that
value for SE is set to Operational), thus it is not shown.
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System Maintenance Use Case

Actor/s: SA.

Pre-condition: SA must be authenticated.

Post-condition: SA has full access to the system.

Description: Apply OS patches and upgrades on a regular basis the system, the administrative
tools and utilities. Configure/add new services as necessary. Upgrade and
configure system software or Asset Management applications. Maintain
operational, configuration, or other procedures. Perform periodic performance
reporting. Perform ongoing performance tuning, hardware upgrades, and resource
optimization.

Data Management Use Case

Actor/s: SA.

Pre-condition: SA must be authenticated.

Post-condition: SA has full access to the data.

Description: Perform daily backup operations, ensuring the integrity and availability of data.

Profile Management Use Case

Actor/s: SA.

Pre-condition: SA must be authenticated.

Post-condition: SA has full access to the system data.

Description: Create, change, and delete user accounts.

Crisis Management Use Case

Actor/s: SA.

Pre-condition: SA must be authenticated.

Post-condition: SA has full access to the system data.

Description: Repair and recover from hardware or software failures or from cyber attacks.
Coordinate and communicate any recovery actions.

Table 6.: Description of UML Use Case Diagram - System Administrator

Dataset management Use Case

Actor/s: SE.

Pre-condition: SE must be authenticated.
Availability of a system dataset.

Post-condition: Availability of the list of events analyzed (aggregates and related).

Description: This use case allows SE to access the data collected by the system, selecting them
according to criteria established by the same (data selection), and displaying the
attributes, e.g., references to time and / or geographical (data visualization). The
data set can also be filtered (filter dataset) for the removal of data with low
informative content. It may also be necessary for SE to carry out a data integration
(manipulate datasets) from the data sources.

Table 7.: Description of UML Use Case Diagram - System Expert

5.5.3 Insider threats

In the context of the Secure! project, we can identify a number of threats
of different type of severity, which are related to the actions performed by
the insiders. This phase of the methodology aims at identifying all threats
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Attribute Value

Intent Hostile/Non Hostile

Access Internal/External

Outcome/Goal Acquisition/Theft, Embarrassment, Damage

Limits Code of Conduct, Legal, Extra-legal

Resources Individual, Organization, Team

Minimum Skills Operational, Adept

Objective Copy, Destroy, Take, Injure

Visibility Covert, Clandestine

Table 8.: Preliminary matching attributes-values

whose impact, in case of successful attack, is intolerable in terms of economic
losses, image, damages to the infrastructure and/or to the environment, etc.
In Secure!, for example, human sensors could use their own Secure! apps in
order to intentionally provide fake information to the system, causing delay
on supporting operations on field. System Experts and System Administrators
could install and improperly configure components on the Secure! system. SA
and SE can potentially realize a consistent number of threats with respect to the
other insiders. Specifically, thanks to their privileges, they could install malicious
software/code, create backdoors, disable system logs and anti-virus, create new
users or change users privileges, install remote network tools, plant malware
as logic bombs [49], perform operation on data base in order to have Secure!
creating erroneous reports, modify, delete, and copy data.
The approach is to list all the possible threats of interest and try to associate them
to the previously identified insiders, as we report in Figure 32, which shows
the potential threats achievable individually by SA and SE, indicated in the
rows of the table. We use the numbers in the second row to identify the threats;
such values are used in the logical formulae in Section 5.5.4, in order to identify
the attack paths followed to achieve the attack goals. The threats reported in
Figure 32 are: i) disabling of system logs; ii) corruption of data; iii) visualization
of confidential data; iv) addition of new services e.g., to collect information;
v) setting improper systems components configurations (e.g., server, firewall,
antivirus, intrusion detection, etc.); vi) abusing of system management privileges;
vii) modification of privileges to target users, viii) installation of unsecured and
vulnerable software; ix) installation of unsecured and vulnerable services; x)
installation and utilisation of defective hardware; xi) transferring of confidential
data; xii) disclosing of access keys of users (this is typically mitigated by systems
setting, at least in default configurations); xiii) addition of Trojan horses in the
system; xiv) disabling of components as for example STC (Secure-Two-party
Computation) and PEP (Policy Enforcement Point) [48]; xv) modify log files and
audit trails.
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Attribute Value - SA Value - SE

Intent Hostile Hostile

Access Internal/External Internal

Outcome/Goal Damage, Acquisition/Theft Damage, Acquisition/Theft

Limits Code of Conduct, Legal, Extra-legal Legal

Resources Individual Individual, Organization

Minimum Skills Adept Operational

Objective Copy, Destroy, Take Injure, Copy, Destroy

Visibility Clandestine Covert, Clandestine

Table 9.: Final matching attributes-values for SA and SE

Threats 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Insider 

Disable 
system 
logs 

Corrupt 
data 

View 
confidential 
data 

Add not 
required 
services 

Improper 
configuration  

Improper 
user 
management 

Elevate 
users 
privileges 

Install 
vulnerable 
supporting 
SW 

Install 
vulnerable 
Secure! 
services 

Use of 
defective 
HW 

Transfer 
confidential 
files 

Access to 
crypto 
keys 

Putting 
Trojan 
horses 

Disabling 
protection 
of 
components  

Altering 
audit trails 
and logs 

SA YES YES YES YES YES YES YES YES YES YES YES YES YES YES YES 
SE NO YES NO NO NO NO NO NO YES NO YES NO YES YES NO 

Figure 32.: Mapping of Insiders to Threats

5.5.4 Attack paths

To achieve his attack goals, reported in Table 9, that are damage (e.g., perfor-
mance degradation of the system or the delay/sabotage of the Secure! operations
as for example emergency management operations), and acquisition/theft (e.g.,
theft of sensitive data), the SA and the SE perform the steps described in the
following.

Performance degradation

SA may be willing to achieve the degradation of system performance. To achieve
this goal, SA may succeed in realizing one or more threats among those listed
in Figure 32, in conjunction or separately, thus leading to the identification of
different exploitable attack paths. The logical formula 5.1 states the threats that
directly make him succeed in the goal.

[4∨ 10∨ [(8∨ 9∨ (13∧ 14)∧ 5]]∨ [1∧ [4∨ 10∨ [(8∨ 9∨ (13∧ 14)∧ 5]]] (5.1)

In order to assemble defective hardware (threat 10 in Figure 32), SA needs: i)
physical access to the system and ii) to assemble the defective part, consequently
causing a worsening of system performance.
To realize the other threats listed in the formula 5.1, SA needs to perform various
actions, that constitute his attack paths. First of all, SA has to log into the system,
from local or from remote (the login is obviously not considered a threat). Then,
SA can add not required services (threat 4), or can perform improper configu-
ration and system management (threat 5), as installing vulnerable supporting
software (threat 8), installing vulnerable Secure! services (threat 9), and putting
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Figure 33.: ADVISE attack execution graph for performance degradation

Trojan horses (threat 13). Before realizing these threats, SA may also disable
system log (threat 1 in Figure 32), to hide the attack. At the same time, to infect
the system with a Trojan horse (threat 13), after authentication SA may have to
re-configure the antivirus or protection software (threat 14) e.g., by adding some
exceptions, and again he can optionally disable the system log to leave no trace
of the configuration.
Figure 33 shows the ADVISE attack execution graph representing the above-
mentioned paths exploitable by SA to realize his attack goal. To allow the reader
a clear understanding of the ADVISE diagram, we briefly describe the meaning
of the graphical notation: the rectangular boxes represent the attack steps the
attacker has to perform in order to achieve the attack goal; the squares are
the access domain; the circles are the knowledge items and finally the ovals
represent the attack goal. More details on the formalism and graphical notation
can be found in the logical formula [88].
As regard to SE, the logical expression of reference is shown in 5.2, where we

can notice that the identified threats are a subset compared to those of SA.

9∨ 13 (5.2)

The differences are mainly due to the access modes to the system; in fact SE
can access the system solely through the Secure! Graphical User Interface (GUI),
with limited privileges, and without the right to change the system configuration.
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We do not report the corresponding attack graph but it can be easily derived
from Figure 33.

Theft of sensitive data

Another relevant goal that SA may be interested to achieve is the theft of sensitive
data. To accomplish this goal, SA may succeed in realizing one or more threats
among those listed in Figure 32. The logical formula 5.3 states the threats that
directly make him succeed in the goal:

3∨ 11∨ (5∧ 13) (5.3)

The ADVISE diagram representing the attack paths to reach the goal is shown
in Figure 34, where we can notice that the first attack step is the login into the
system, either locally, or remotely, or via the Secure! GUI. SA may directly access
the data base and execute queries, or he may execute reporting tools through the
Secure! GUI, in order to embezzle sensitive data. Moreover, to keep his actions
hidden, SA may accomplish some intermediate steps e.g., disable system logs,
configure the antivirus, etc.
Regarding SE, the corresponding logical expression is shown in 5.4, where the
considerations of the previous attack goal with respect to the exploitable paths
are still valid.

9∨ 11∨ 13 (5.4)

Delay of the Secure! rescue operations

Another means to achieve delay/sabotage is by delaying the Secure! operations
for crisis management. This approach is very relevant to the Secure! function-
alities, that are i) supporting rescue teams, and ii) managing crisis. The logical
expression that represents the correlation between the identified threats that
allow achieving the goal is shown in the logical formula 5.5.

2∨ 4∨ 8∨ 9∨ 10∨ 14∨ (5∧ 13) (5.5)

Figure 35 shows the ADVISE execution graph of the attacks, where the individual
attack steps are already described in the previous sections.
The logical formula 5.6 relates to SE, where once again we observe that the

considered threats are a subset of the SA case.

2∨ 9∨ 13∨ 14 (5.6)

The ADVISE diagram in this case, as in the previous one, should be slightly
simpler because of the limited privileges owned by the System Expert.
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Figure 34.: ADVISE attack execution graph for Data Theft

5.5.5 Countermeasures selection

The individual actions which constitute the graphs in Figure 33, Figure 34, and
Figure 35 are legitimate. Countermeasures, being them oriented to prevention,
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deterrence, or detection [64, 106], must be imposed. This subsection provides
the countermeasures we propose to the Secure! project in order to consider their
implementation within the Secure! framework. Considering the attack goals
previously described, possible countermeasures valid for both SA and SE, unless
otherwise specified, are listed in the following.

Preventive countermeasures
Prevention aims at avoid attacks, usually are based on strict security policies to
be applied on the system infrastructure and in the work environment.

• Keep the technical room locked, allowing access only in presence of staff of
the same grade or higher, and under authorization from a higher-ranking
person (SA only).
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• Avoid to log into the system during holiday days or outside the office
hours, except under authorization from a higher-ranking person.

Deterrent countermeasures
Deterrence averts the initiation and continuation of an attack attempt by increas-
ing the necessary effort for an attack to succeed, increasing the risk associated
with the attack, and /or devaluing the perceived gain that would come with
success.

• Install monitoring cameras (SA only).

• Allow forensic log of users access [13], keeping track of the username, date
and time of the event (timestamp), the event description (computer system,
devices, utilized software, software installation, error condition, etc.) and
any other relevant metric for a-posteriori analysis [92].

• Introduce a biometric continuous authentication system [35], which every
predetermined time (minutes), performs an identity check thus validating
and logging user identity.

• Discourage users actions by keeping forensic logs and capability log anal-
ysis.

Detection countermeasures
Detection discriminates attack attempts and preparation from normal activity
and allows to alert the authorities.

• Identify the sensitive data and set up a detection system that prevents all
queries on such data, except under specific authorization from a person
having a higher rank, and at the same time keeping track of the activity.

• Allow printing reports only in specific printers, which are physically
located in a specific protocol office in charge of release of documents under
authorization.

• Implement an e-mail system with an automatic cc forwarding to a higher-
ranking person.

Selecting one or more among the proposed countermeasures and implement-
ing them properly in the original model, allows to re-evaluate the security of
the Secure! system with respect to the considered attack.

5.5.6 Security Assessment

This section provides the results of the security assessment we perform on the
SECURE! framework, with respect to the data theft attack. The attack execution
graph of Figure 34 is valid both for SA and SE. Indeed, the ADVISE formalism
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allows to define different adversary profiles, which are defined through a set of
specific characteristic.

The adversary profile defines a set of access domains, knowledges, and at-
tack skills, owned by the attacker before the attack begins. The attacker as-
signs a specific payoff value to the attack goal, which is obtained by achieving
that goal. Moreover, each attackers defines three attack preference weights:
maximizing the payoff (Weightpayoff), e.g., achieving the attack goal; mini-
mizing costs (Weightcost); and minimizing the probability of being detected
(Weightdetection). Each of the attack step has a specific duration of time, cost,
success probability, and detection probability, which are specific for each adver-
sary profile, based on the ability to carry out the attack. Table 10 shows the set
of parameters we use to define both the SA and SE profiles. We want to point
out that the values are arbitrary and they are used for illustrative purpose only.

For both the profiles, the insider has little interest in minimizing the costs,
as the cost of attack are irrelevant; while he mainly cares about detection and
then about the potential payoff. Due to the different ability and privileges of
the insiders, Table 10 shows different values of the success probability for each
attack step, reasonably the probability to successfully get through the attack
steps is higher for the system administrator profile with respect to System Expert.
Indeed SA has the chance to follow more attack paths with respect to SE.
The measure of interest we consider for the analysis is the success probability
of the insider attack, without being detected. The analysis we perform aims at
assessing the system in its original design; then we perform the same analysis
on the system with the detection countermeasures implemented, which allows
to decrease the success probability of the attack steps. Figure 36 shows both
the analysis results, as expected the success probability to achieve the attack

SA SE

Adversary Preferences
Weightpayoff 0.4 0.4
Weightcost 0.1 0.1
Weightdetection 0.5 0.5

Success Probability Attack Steps

Admin Remote Login 1 /
Admin Local Login 1 /
SECURE! Login 1 1

Disable System Log 0.9 /
Antivirus Configuration 0.9 0.75

Putting Trojan Horse 0.9 0.6
Data Base Access 0.99 /
Copy to External Storage Device 0.99 0.9
Send E-Mail 0.99 0.9
Print Report 0.9 0.8
SECURE! Reporting 0.9 0.9

Table 10.: Profiles of System Administrator and System Expert
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Figure 36.: Success probability to achieve the attack goal for System Administrator (SA)
and System Expert (SE)

goal is high, especially for SA. Furthermore, we observe that by implement-
ing the detection countermeasures decreases the success probability. A more
interesting analysis could also take into account the costs of implementing the
countermeasures, which at this stage are considered costless.

5.6 conclusions

Increasing attention is being paid to insider threats and attacks. Several tech-
niques exist to avoid or detect the risk that a legitimate user abuses of his
authority in the usage of the system. However, we identified a lack in the defini-
tion of a methodology and related supports for the systematic investigation and
quantitative assessment of insider threats. Investigation of insider threats and
mitigation is a well-known, recent topic which highlights the growing need of
solutions as systems became more open, dynamics and with non-fixed bound-
aries, and profiles of potential users multiply.
This part of the thesis presented a detailed methodology for the assessment of
insider threats and an extensive case study. Moreover, the application of the
methodology to the Secure! case study was carried out through a deeper investi-
gation of the potential threats and a new insider (System Expert) was considered,
along with the System Administrator. These improvements allowed us to formal-
ize the methodology and to re-apply it within the Secure! project, leading us to
produce new considerations on the system vulnerabilities related to the insider
threats and suggest to the designer new and appropriate countermeasures.



6
C O N C L U S I O N S

Model-based evaluation can be used to estimate the degree to which a given
design provides the required non functional properties, thus allowing system
designer to understand and learn about meaningful characteristic of the system,
to detect possible weak points or bottlenecks, to perform early validation of
dependability, performance, and security requirements, or to suggest solutions
for future releases or modifications.
The number of complex systems and their interdependencies are continuously
increasing and affecting the way we live. Thus, analysis of such systems, such as
critical infrastructures, is a very difficult task especially because of interdepen-
dent structure and behaviour of their composing parts. Complexity, heterogene-
ity, interdependency and, especially, evolution of system/services specifications,
related operating environments and user needs, are more and more highly
relevant characteristics of modern and future software applications. Approaches
to dependability, performance and security are challenged when systems are
made up of networks of heterogeneous applications/devices, especially when
operating in unpredictable open-world settings. The research community is
tackling this problem and exploring means for enabling interoperability at the
application level.

The thesis addressed the study and the analysis of aspects of dependability,
performance and security of complex systems, through model-based approaches.
The dissertation was carried out in three main parts. The first part aimed at
showing how the use of stochastic model-based approaches is crucial for the as-
sessment of critical infrastructures (e.g., electrical power systems), thus allowing
the realization and the improvement of such system with respect to depend-
ability aspects. Then we dealt with heterogeneous and interoperable systems
by providing a model-based approach for the assessment at pre-deployment
time, which is able to suggest, if necessary, possible enhancement of the system,
allowing to satisfy the dependability and performance requirements. After the
deployment of the system, the proposed approach allows a refinement of the
model parameters by collecting real values at run-time. Finally, we dealt with
security aspects of the systems, specifically related to the insider threats, and
we propose a specific methodology for the assessment of the system through
model-based approaches.

In particular, the first part of the dissertation is related to the analysis of
resilience regarding critical infrastructure, in particular in the context of elec-
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trical power systems. This study investigates the possibility of extending the
EPS modelling framework already developed, in order to be able to deal with
scenarios characterized by heterogeneity of the loads criticality and the repair
time of failed power lines, in presence of one, or a cluster of, failed power lines.
By extending the set of the considered heterogeneity aspects, we represented
more faithfully in our analyses the variety of processes that are in place in exist-
ing system configurations. The main novelty we have introduced, with respect
to basic framework, is in the criterion applied to select the grid components
for heterogeneity and failure. In fact, while random choices have been made
in the past, here we directed the choice on specific power grid elements, to
investigate on power loss in presence of well identified circumstances. This kind
of analysis is useful, e.g., to electric operators to understand the robustness of
their grid when affected by malfunctions in specific areas of the topology, or
to set-up appropriate contractual policies with users requiring specific service
conditions. Also refinements on the measures to evaluate have been performed,
by defining indicators better representative of the blackout size from both a user
and operator point of view.
The performed analyses, although limited to the considered scenarios, are suc-
cessful in showing: i) the ability of the framework to account for heterogeneous
characteristics and failure phenomena affecting specific grid elements, and ii) the
importance of accounting for these aspects to get accurate results in specific EPS
conditions, e.g., when compared with more simplistic cases where homogeneous
load criticality is assumed.
Further explorations would be interesting, e.g., in terms of additional or more
complex inter-related heterogeneity aspects to address. Also, enriching the in-
dicators of quality of service perceived by users would be another direction to
explore, e.g., coupling the mean values considered in this dissertation for the
undelivered load indicator with information on the distribution function and
the trend over time of the indicator itself, useful to power grid operators to plan
proper reaction in order to limit the damage caused to user by the power loss,
in relation with user’s usage of the requested load.

The second part of the thesis dealt with the pre-deployment enhancement of
dynamic and heterogeneous interoperable systems through stochastic model-
based analysis, together with an on-line refinement of model parameters by
collecting actual values during system operation. This has been discussed in the
context of networks of interoperable systems, as targeted by the EU project Con-
nect, which aims at the synthesis of mediating software bridges (Connectors)
that allow interoperability among heterogeneous devices. In this context we
have investigated an automated approach to select a proper dependability and
performance mechanism and how to apply it on the model of the system in
order to meet given dependability and performance requirements. In addition,
we have investigated a generic method for identifying the elements in the Con-
nector that must be reinforced with the selected dependability mechanism in
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order to improve performance and dependability related metrics. Moreover,
we proposed an approach aiming at integrating the pre-deployment and run-
time analysis to fulfill the dependability and performance assessment needs
in dynamic and evolving contexts. Indeed, due to the uncertainty about the
interoperable systems and the dynamic context, the pre-deployment analysis
may lead to incorrect results, caused by the inaccuracy of initial model parame-
ters. An on-line monitoring of the system, during its operation, is then required
in order to gather relevant data useful to refine the model parameters and to
perform a more refined analysis.
The approach has been demonstrated through a case study based on the GMES
European Programme. Specifically, a scenario describing the management of
forest-fire at the border between two different countries has been considered,
where several resources, provided by both countries, have the same functionali-
ties, but use different protocols and therefore a Connector is necessary to allow
interoperation.
For future work, it would be interesting to investigate methods to predict, with
a satisfactory level of accuracy, the minimum set of model elements for the
enhancement that would be necessary for requirement satisfaction, thus opti-
mizing the system enhancement at pre-deployment time. Moreover, in order to
reduce the time of the analysis at run-time, it could be interesting to extend the
analysis at pre-deployment time in order to evaluate a range for the parameters
values via sensitivity analysis, thus avoiding repetitions of the analysis triggered
after the deployment of the system.

The last part of the thesis aimed at dealing with security issue, specifically
related to the insider threats assessment, through a model-based methodology.
Security is one of the main problems that companies have to face with, especially
ICT ones. Together with the multitude of external attacks to which a system is
potentially exposed, there are insider attacks i.e., when users, with legitimate
access to the system, abuse or misuse of their power, thus leading to unexpected
security violations (e.g., disclosure of sensitive information, sabotage of the
system, and so on). Due to their characteristics to be carried out from the inside,
these attacks are very difficult to detect and mitigate. It is a consequence that
insider attacks constitute a real threat for ICT organizations.
The thesis addressed this issue by providing a specific methodology for the
insider threats assessment, based on a model-based approach. Indeed, we have
found the lack of a specific methodology, while the existing techniques are
mainly designed for specific cases.
The proposed methodology aims at analysing both the system and the interac-
tions that (category of) users can have with it. Specifically, the users are profiled,
and specific attributes are assigned to each profile. Moreover, the actions/attacks
the insiders can carry on the system are modelled and analysed according to
specific security measures of interest, thus allowing us to obtain a quantitative
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assessment of the system security with respect to the insider threats.
We have carried out this part of the thesis in the context of the Italian research
Project SECURE!, which provided us the opportunity to apply the proposed
methodology on the SECURE! framework developed within the project.

Overall, the thesis provides an advancement in the study of complex systems
by exploiting model-based approaches to support the assessment activities of
such systems with respect to dependability, performance, and security properties.
We contributed to assessment activities of critical and complex systems by de-
veloping modeling approaches that aim at improving and refining the analyzed
system, applicable both as design-time enhancement techniques, and as run-time
refinement methods when properly supported by a system monitoring facility.
Moreover, the thesis offers a new methodology for security assessment of the
insider threats, based on modeling approaches, which allows to quantitatively
evaluate security properties with respect to potential insider attacks.

Although the contribution of the thesis is an important step in the assessment
of complex systems, dependability, performance and security are more and more
required to be considered in strict relationship. Therefore, taking final decisions
on the system under development based on analysis results obtained through
separate evaluation models only, would limit the system quality. Methods to
evolve from this essential, but basic step, towards capturing consequences of
failures and attacks on non-functional properties (dependability, performance
and security) in combination, are undoubtedly relevant for a more accurate
system analysis. This is a research challenge that certainly deserves to be further
investigated in order to identify approaches that allow comprehensive analysis
of today’s complex systems.
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