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ABSTRACT

The last decade has seen a surging o%portunity for developing autonomous systems (e.g., fully
autonomous driving, computer-guided robotic surgery, mobile robots for inspections and
surveillance, and manufacturing robots) to relieve the Kuman workforce from time-consuming,
laborious, and often hazardous tasks. These cutting-edge innovations require trustworthy and
autonomous classification processes to provide their intended functionality without harming the
health of people, infrastructures, and the environment, or causing financial losses. Unfortunately, even
human experts cannot always act as trustworthy classifiers, let alone computer-guided decision-
makers based on Machine Learning (ML). We advocate that striving for correct software will just
lead to a dead end: instead, we should focus on minimizing wrong ouiputs - misclassifications in case
of classifiers - suspecting prediction errors and handling them via tailored software architectures. To
such extent, this paper proposes a software architecture that aliows for monitoring a black-box
software component, triggering a rejection of its output whenever specific uncertainty conditions are
detected trou%h an ensemble of uncertainty measures that are continuously computed. Such Safety
wraPper thR u%( ensembles of UncertainTy measures (SPROUT) is designed to adapt to any
classification task, either binary or multiclass, processing tabular or image data. Experimental results
using a wide range of datasets, classifiers, and parameter setups show how our approach can
consistently reject a significant portion of imisclassifications, even suspecting all incorrect predictions
in'slgl)eciﬁc cases. To maximize usage and ease of use, SPROUT is available as an open-source library
with pre-trained models and files for effortless case study execution.

Index Terms — Safety Monitor, Trustworthy Software, Software Architecture, Classifier,
SPROUT

INTRODUCTION

We are at the dawn of the fifth industrial revolution, where retail and business logic are meant to
synergize with sustainability and inclusivity for building human-centred autonomous systems to re-
lieve the human workforce from time-consuming, laborious, and often hazardous tasks for the social
good. Examples include, but are not limited to: fully autonomous driving, computer-guided robotic
surgery, mobile robots for inspections and surveillance, optimized power management and genera-
tion, and manufacturing robots. All these cutting-edge innovations require trustworthy decision-mak-
ing processes to provide their intended functionality without harming the health of people, infrastruc-
tures, environment, or causing financial losses. Decisions are typically a matter of choosing where to
go, what to do, what to buy, or if an action is safe to perform. This often defines an underlying clas-
sification problem, where an erroneous prediction (i.e., misclassification) may even have potentially
devastating detrimental effects e.g., undetected security breach, wrong recognition of a “STOP” traf-
fic sign of undetected pedestrian in a trajectory for autonomous driving [72].

When a decision requires the analysis of massive data or has to be taken within constrained and
short time-frames, one of the possible solutions is to employ functional components that (partially)
rely on Machine Learning (ML) algorithms that perform classification (classifiers in the paper). Clas-
sifiers can model one or more expected behaviors of asystem or component and detect deviations
that may be due to the occurrence of faults or attacks, and perform error detection, intrusion detection,



failure prediction, or out-of-distribution detection, [4], [24] to name a few. Straightforwardly, aca-
demia, industry, and also National governments hugely invested in methodologies, mechanisms, and
tools to embed classifiers into Information and Communication Technology (ICT) systems, including
safety-critical ones. However, classifiers may predict a wrong class for a given data point, which is
typically called a misclassification. This is a well-known limitation to the adoption of classifiers to
operate safety-critical functions, requiring countermeasures that avoid or mitigate the potential cas-
cading effects of misclassifications to the encompassing system.

Within critical software and system engineering, a typical approach to guarantee safety [27] is to
equip a functional component with a detector [21], [23], [9] , [25] so to trigger a fail-safe or fail-stop
behavior whenever the correct functioning is not guaranteed. The effect is not to correct wrong
outputs, but to transform erratic content failures, which are unpredictable and not easy to han-
dle, into omission failures. At the system level, it is often desirable that critical functions would
either 1) deliver a correct result or ii) reject outputs i.e., the function should have fail-omission failures
only. This makes it easy for the system to timely detect the absence of outputs and react accordingly.
Through years, safety monitors or safety wrappers have been applied to different functions with ben-
eficial effects on the non-functional (either safety or security [12]) behavior of the component and the
encompassing systems, becoming proven-in-use solutions especially for industrial applications.

This paper discusses how safety monitors could be the enabling technology for trustworthy deci-
sion-making, classification tasks in particular. Craving for a correct classifier is a waste of time and
resources: nowadays, critical decisions are mostly up to humans (e.g., medical personnel for surger-
ies, drivers or pilots of airplanes or trains) who are not perfect, but just... trustable, good enough. It
does not make sense to strive for perfect components or systems: trust does not imply correctness.
Our conjecture is that classifiers should be allowed to reject predictions they are not confident
with: this will translate in a reduced amount of misclassifications, which will be rejected — but
not corrected — instead. Ideally, a fail-omission classifier would either produce correct predictions
or reject them [21]. Clearly, this approach is different from building a classifier that never outputs
misclassifications, which is unrealistic to assess at the state of the art due to the dimension of the
input space and the unpredictable behavior with 1aputs close to the decision boundaries [24].

After discussing and motivating this conjecture, this paper presents uncertainty measures that
quantify the confidence in a prediction of a black-box classifier (i.e., internals of the classification
process do not need to be disclosed), which can then be used to suspect misclassifications [2], [8],
[10]. These measures aim at delivering significantly different uncertainty between i) the predictions
that turn out to be correct, and iij those that turn out to be misclassifications, allowing to trigger
rejections when uncertainty is exceedingly high. All the observations above are then conveyed to
design, implement, anc evaluate a Safety wraPper through ensembles of UncertainTy measures
(SPROUT). SPROUT is a safety monitor for a black-box classifier, which computes many uncertainty
measures and produces a binary confidence score that can be used to decide whether the classifier
prediction is trustable and can be safely propagated to the encompassing system, or if it should be
rejected, triggering mitigation strategies instead. The paper provides the following key contributions:

e discusses how some domains give more relevance to trustworthiness rather than correctness,

which is a de-facto performance metric in classifier evaluation.

e introduces a formal ensemble-based uncertainty aggregation and binary adjudication mecha-
nism that enables to reject uncertain predictions, which is an enabling condition for trustwor-
thiness of classifiers.

e proposes and publicly shares and evaluates SPROUT, a safety monitor for black-box classifiers
that works with supervised and unsupervised classifiers without requiring access to internal
model parameters or to disclose model insights. SPROUT is available at the GitHub library at
[5].

e provides an experimental evaluation on a total of 35 datasets of tabular and image data, using
more than 20 supervised and unsupervised classifiers, and multiple instances of uncertainty
measures quantifying how SPROUT dramatically reduces misclassifications, to a point that all
of them are rejected in specific cases.

The reader should note that this paper is a more complete, detailed and solid version of the conference
paper [77], which described the main idea about using ensembles of uncertainty measures to suspect



misclassifications and provided a preliminary experimental analysis concerned with supervised clas-
sifiers only.

BASICS AND RELATED WORKS

A large portion of classifier research focuses on improving predictive performance, primarily by
minimizing misclassification rates and maximizing accuracy, rather than explicitly addressing uncer-
tainty management or rejection mechanisms. However, trusting each individual output of a software,
or predictions of a classifier, to the extent that it can be propagated towards the encompassing system
and used in a (safety-)critical task, is a different problem that is still open [10].

Basics on Classifiers

Decades of research and practice on ML provided us with plenty of classifiers that are meant to
always output a prediction. Supervised classifiers and particularly those based on Deep Neural Net-
works (DNNs) were proven to achieve excellent classification performance in many domains. Addi-
tionally, the last couple of years provided evidence that some classifiers are more suitable to process
structured rather than unstructured input data. This is especially the case of tabular data, for which it
is beneficial to use tree-boosting ensembles [20], [57], despite alternatives based on DNNs exists [6],
[7]. Conversely, image classification employs DNNs, which can learn strong features from pixel maps
[62]. Unsupervised classification, which does not require labeled training data, mainly relies of clus-
tering, density-based methods, statistical approaches, and neural network models such as self-organ-
izing maps or autoencoders [54], [55].

Misclassifications are known to be triggered by specific events as fake input data (including ad-
versarial attacks [65]), anomalies, out-of-distribution (OOD) data, and distribution shifts [8], which
tend to deceive models into incorrect classifications. Data points lying close to decision boundaries
are also problematic, leading to instability in the model's outputs

Regardless of its specific algorithm, a classifier c/f first devises a mathematical model from a
training dataset [4], which contains a given amount of data points. Each input data point dp contains
a set of f feature values, where each feature value is an iinage pixel / channel or a floating point
number dp; with 0 <;j < f'and describes a specific input of the classification problem. The dataset is
usually partitioned into training and test sets. The iraining set is used to learn the model of the classi-
fier; data in the test set is used to quantify the classification performance of the trained model. Train-
ing data requires labels only in case of supervised classifiers [7]. Once training is completed, the
classifier makes its prediction on a data point dp as:

dp_prob = clf.predict_p(dp)

where dp_prob is an array of ¢ floating point numbers that represent the likelihood that dp belongs to
each of the c classes that characterize the classification problem. In most of the classifiers, dp_prob
is a probability distribution, where the ¢ items have positive values that sum up to 1. Specific classi-
fiers or implementations may output likelihoods that do not directly match such constraint, requiring
a normalization step. In all cases, the element of dp prob with the maximum value corresponds to
the class dp_class to be predicted for dp:

dp_class = clf.predict(dp) = arg max(clf.predict_p(dp))

where arg_max is the argument of the maxima, that returns the position of the maximum value in the
dp prob array [7]; this position corresponds to the class predicted for the data point. The classifica-
tion performance is usually computed by applying clf to data points in a test dataset and computing
metrics such as accuracy, i.e., the percentage of correct predictions of a classifier clf over all predic-
tions. Noticeably, / - accuracy quantifies the misclassification probability by difference.

Uncertainty Measures and their Limitations

Researchers and practitioners are actively investigating ways to maximize correct predictions, or
at least suspect potential misclassifications through the quantification of uncertainty, or confidence.
The most relevant research results on measures to compute uncertainty are very recent (the last 5
years), which demonstrates the recent emergence and timeliness of the topic. Uncertainty is often [26]
referred to as a combination of aleatoric and epistemic uncertainty. The former refers to the notion of
randomness, that is, the variability in the outcome of an experiment which is due to inherently random
effects e.g., coin-flip. The latter describes uncertainty due to a lack of knowledge of any underlying
random phenomenon. In other words, epistemic uncertainty refers to the reducible part of the (total)
uncertainty, whereas aleatoric uncertainty refers to the irreducible part [26]. Uncertainty measures
typically quantify overall predictive uncertainty, without explicitly distinguishing between epistemic



and aleatoric components. Uncertainty can be statistically estimated through compliance with confi-
dence intervals [1] or using the Bayes theorem [2]. Works as [9] estimate uncertainty by using en-
sembles of neural networks: scores from the ensembles are combined in a unified measure that de-
scribes the agreement of predictions and quantifies uncertainty. In [8], [12], authors processed soft-
max probabilities of neural networks to identify misclassified data points. A new proposal came from
[10] and [3], where authors paired a k-Nearest Neighbor classifier with a neural network to compute
uncertainty. The work [24] computed the cross-entropy on the SoftMax probabilities of a neural net-
work, and used it to detect out-of-distribution input data that likely misclassified.

Uncertainty measures above compute either classifier-specific or classifier-independent quantities.
However, classifier-specific uncertainty may not always be a meaningful indicator of misclassifica-
tions since “neural networks which yield a piecewise linear classifier function [...] produce almost
always high confidence predictions far away from the training data” [21].

Learning to Reject

Once uncertainty is computed, it can be used to decide if a prediction should be trusted, or if it
should be rejected instead. As advocated in [51], “human intelligence is usually modest and prudent,
but, contrarily, machine intelligence is always omniscient and conceited, resulting in ridiculous and
overconfident errors. To match this gap, learning to reject is actually an urgently needed skill for
machines”. From the survey [51], there are three categories of predictions to reject:

e Failure rejection. This Is the primary aim of prediction rejection strategies, which should suspect
wrong predictions due to classifier errors. These are not necessarily triggered by unknown or
malicious inputs, but mostly happen due to an imperfect training phase.

e Unknown rejection. Here, data is seen as either in-distribution or unknown, i.e., out-of-distribu-
tion. Unknown data fed into a classifier may result in unpredictable outcomes: despite not neces-
sarily leading to misclassifications, sometimes it is better to be safe than sorry and discard pre-
dictions related to unknown data.

e Fake rejection, where unnatural, modified, or forged samples must be rejected to ensure correct
system behavior. These inputs are typically crafted through adversarial attacks (e.g., FGSM [65],
PGD [67]), generative models like GANSs [74], or data poisoning techniques [75], all designed to
produce realistic yet deceptive inputs that can mislead the model.

In the last decade, relevant research was conducted primarily within the community of ML, aiming
at crafting rejection techniques that are suitable for rejecting failures, whereas others are tailored to
reject overconfident predictions due to unkiown (i.e., anomalous, out-of-distribution) or fake inputs.

Some rejection techniques were found to be beneficial for all three rejection tasks. Using the max-
imum a-posteriori probability, the gap between top-two class scores, or the entropy of the probability
array, seemed to help for understanding when to reject failures. Other strategies exploit the concept
of stability under perturbatio, i.e., a correct decision should be invariant to small perturbations [52],
which is easier to apply in image classification compared to dealing with tabular data. Specifically
for unknown rejection, it has been proposed to compute a distance score as the Euclidean distance
between the input and the & neighbours from the training set and reject if such a score is exceedingly
high [53].

Nevertheless, rejecting overconfident predictions due to unknown inputs mostly revolves around
strategies to compute confidence that are robust to unknown inputs. Whereas many uncertainty of
confidence estimations were made available throughout the years, most of them were tested under
the closed world (IID) assumption. This has a negative drawback on the representativeness of these
metrics when dealing with unknowns, as there is no way to understand if these quantities lean towards
overconfidence in specific situations. To the best of the author’s knowledge, this is still an open prob-
lem that has suggestions but no best practices yet.

Related Works on Safety Monitors for Classifiers

Recently, there have been few studies that specifically aim at building safety monitors for classi-
fiers [3], [23], [9], [25]. The paper [3] ran a k-nearest neighbor classifier in parallel to a Deep Neural
Network (DNN) to detect misclassifications. The paper [23] conducted an active monitoring of the
behavior and the operational context of the data-driven system based on distance measures of the
Empirical Cumulative Distribution Function, and used them as triggers for the safety monitor. The
work [9] used probabilistic neural networks to model predictive distributions and thus estimate mis-
classifications thanks to adversarial training. This technique performed well for image classifiers.
Lastly, [25] proposed a lightweight monitoring architecture to enhance the model robustness against
different unsafe inputs, especially those due to adversarial attacks to neural networks. The logic to
detect misclassifications revolved around an analysis of activation patterns of neurons in the layers
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of a specific neural network, which authors showed to be distinguishable in case of an adversarial
input. It is worth mentioning that these safety monitors [3], [8], [25] assume a white-box classifier,
often rely on extensive knowledge of the classifier (e.g., [25] requires the structure of the DNN to be
disclosed), require the implementation of complex and multi-step processes [23], or apply only to
specific types of input data (e.g., [10], [9]are specifically crafted for image classifiers). Instead, we
seek for an approach which 1) applies to any classifier, which is seen as a black-box; ii) is easy to
automatize, adopt and exercise to novel datasets or systems; iii) applies to binary and multiclass clas-
sification problems, and iv) does not have any constraint on the input data and as such works with
tabular and image datasets. Recent research has extensively explored methods to identify and reject
inputs that are likely to cause misclassifications in machine learning models. For instance, a baseline
approach for detecting out-of-distribution (OOD) and misclassified examples using softmax proba-
bilities was proposed in [8], highlighting the importance of uncertainty estimation in model predic-
tions. Similarly, [8] and [67] introduced techniques such as temperature scaling to improve OOD
detection, demonstrating its effectiveness across various datasets. In the context of adversarial attacks,
[65] pioneered the study of adversarial examples, revealing the vulnerability of neural networks to
small, carefully crafted perturbations. Building on this, [67] formalized adversarial robustness
through adversarial training, showing that models can be made more resilient to such attacks. Addi-
tionally, [65] investigated model calibration, emphasizing the challenges posed by inputs near deci-
sion boundaries and proposing methods to better quantify prediction confidence. Collectively, these
works underscore the need for robust mechanisms to handle fake data, anomalies, distribution shifts,
and other problematic inputs, ensuring the reliability and trustworthiness of machine learning systems
in real-world applications.

PROBLEM FORMULATION: FROM CORRECTNESS TO TRUSTWORTHINESS

The desideratum is a classifier with excellent classification performance, very confident when cor-
rect, and not confident about predictions that turn out to be misclassifications. However, classifiers
typically “bet” on a prediction they are unsure of, instead of admitting they do not know. This best-
effort behavior does not pair well with critical systems, which require correct component and system-
level behavior guarantees. The probability of failure on demand of a critical component or system
should be proven to be lower than speciiic thresholds.

Instead of increasing accuracy and correct predictions, we focus on changing the failure semantics
of classifiers from uncontrolled content failures (i.e., misclassifications) to rejection failures. Ideally,
we want to reject all and only the erroneous predictions: on the downside, the availability of said
component may be negatively affected when correct predictions are rejected in the process. Ways to
build fail-controlled sofiware architectures [27] are well-known in the literature and often rely on
safety monitors [12],[21], which are intended to complement an existing critical component or task
by continuously checking invariants, or processing additional data to detect dangerous behaviors, and
blocking the erroneous output of the component before it is propagated through the system. Finding
trade-offs between safety and availability is of utmost importance when dealing with critical systems:
this approach is not different.

But how can classifiers be dependable to an extent to which they can be trusted and deployed even
in critical systems? Generally speaking, dependability is achieved when there is the possibility to
“avoid service failures that are more frequent or more severe than acceptable” [27]. Trust is the ac-
cepted dependence of system A on a component B: the extent to which System A’s dependability is
(or would be) affected by that of B. In a nutshell, a critical system (e.g., autonomous car, infrastruc-
tures) relies on a trustworthy component or function because it can be confident that this reliance will
not compromise its reliability or performance. This means that a (complex) classifier function should
be designed, implemented, verified, and validated to be trustworthy in its operational environment
and within the encompassing system. This has a massive impact on software architecture: trust does
not imply correctness; thus a component may be trustable even if not always correct. Therefore, there
is no need to strive for very specific solutions that aim at maximizing the accuracy [68], which are
exceedingly common when dealing with ML-based software. Instead, a classifier has to be consid-
ered as an unreliable component to be supported by additional (software) mechanisms to ensure
trustworthiness. As per the ISO/IEC TR24028 [69] - overview of trustworthiness in artificial intel-
ligence - guidelines, ML-based software “must incorporate diagnostic measures to safely manage
abnormal behavior, ensuring a transition to a secure state”. That is why even companies and stake-
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holders came up with the “safety first for automated driving” whitepaper [70], which is geared to-
wards autonomous driving, but offers a high-level software architecture for (DNN) classifiers. The
proposed architecture employs 4 blocks (preprocessing, DNN, uncertainty, and post-processing)
whose behavior is continuously monitored through a safety envelope (bottom of Figure 1) The blocks
ensure 1) a careful input check (e.g., anomaly detection, out-of-distribution detection) and sanitiza-
tion; i1) a robust training of the model via data augmentation (in case of white-box classifiers) or
usage of ensemble learning; iii) estimation of uncertainty or confidence in prediction; and iv) generic
post-processing, to minimize classification errors and eventually transitioning to an unconfident state.

This pairs very well with our paradigm of shifting from correctness — which is desirable indeed —
to trust, or rather the ability to avoid misclassifications. Typical ML algorithms for classifications see
these two quantities as opposed: the higher the accuracy, the lower the misclassifications. However,
when rejections come into play, the bond between correct predictions and misclassifications is loos-
ened, allowing for a wide variety of solutions that are not constrained only to “raising accuracy’.
Takeaway 1: Correctness is not the only performance target: rejecting (all and only) misclassifications, will allow for
predictions to be justifiably trusted even in absence of perfect correctness.

On the downside, handling rejections is not trivial: the encompassing system or software architec-
ture should know how to promptly act to guarantee that the system will not be negatively affected by
the rejection above (or notification of suspicious prediction). Intuitively, automatic or semi-automatic
reaction and mitigation strategies are both domain-specific and system-specific. There are multiple
examples in which rejecting potentially wrong predictions has clear benefits in the behaviour of a
software or a system, even at the cost of rejecting a non-negligible amount of correct predictions.

Within automated driving, tasks as semaphore or traffic sign recognition should avoid misclassi-
fications of red/green semaphores or confusing a traffic sign with another, but can typically afford to
occasionally reject uncertain predictions, provided that the correct recognition happens early enough
for mitigations as emergency braking or evasive steering to take place. Other tasks as obstacle or
pedestrian detectors may still prefer a rejection over a misclassification, with rejections that are likely
triggering emergency braking to avoid hitting a potentially undetected pedestrian [72]. Traditional
railway systems have cyclic interactions with sensors, actuators, and communication channels, where
information is supposed to be continuously shared (i.e., request of data, or “I am alive” pings). When
no information is exchanged across many subsequent cycles, the component is deemed as malfunc-
tioning. This does not pair well with classifiers, which do not account for “rejections”, limiting their
usage despite the many possible applications e.g., automatic visual inspection, rail maintenance man-
agement [72]. Stopping is not an option in acrospace systems: therefore, the rejection of a prediction
cannot trigger routines that completely stop or shutdown equipment, but that instead aim at handling
or tolerating this potentially adverse situation [70].

PROPOSAL: SAFETY MONITORS FOR BLACK-BOX CLASSIFIERS
This section presents our proposal, which is supported by a publicly available Python framework.

Feature
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¢) the SPROUT safety monitor, which uses an ensemble of uncertainty measures to detect misclassifications.

Figure 1. A classifier (top-left, Figure 1a), a classifier inside a SM (top-right, 1b), and within SPROUT (1c, down).
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Evaluation of Safety Monitors Table 1. Probabilities o, &w, Qc, Pm for outputs of

Regardless of how it is implemented, a safety SM(clf) and compound probabilities.

monitor SM(clf) transforms a classifier c/f which has
. . ; . Correct Misclassifi-
0 <a <1 accuracy and a misclassification probabil-  SM(clf) behavior | Sum
. . rediction cation
ity 0<e=(1-a) < 1, into a software component that
has: Not omitted O Ew 1-¢
® accuracy ow < a,; Omlttfed Qc Om ®
clf behavior — o € 1

e rejection probability 0 < ¢ < 1. The SM(clf) may
reject misclassifications @m or correct predictions @c. Overall, ¢ = @m + @c, and ow + Q¢ = a.
Clearly, the desideratum is to minimize @c and maximize om.

¢ residual misclassification probability ew, 0 < ew < & < 1; overall, pm + ew = &.

All those probabilities are sketched in Table 1. Ideally, SM(clf) has almost the same accuracy as
clf (i.e., aw = a, or o= 0), a substantially lower residual misclassification probability, 0 = & << g,
and an rejection probability close to ¢, thus ¢ = €. The following compound metrics may be calculated
for a complete understanding of performance:

e om ratio = om/ @, the ratio of rejected misclassifications over all rejections of the SM(clf), to be
maximized. This is the precision of the rejection function implemented by the safety monitor.

o cdrop = (¢-¢ew) /e = om/¢& Which is the drop in misclassifications due to SM, to be maximized.
This is the coverage, recall or sensitivity of the rejection function implemented by the safety mon-
itor.

A SM(clf) will never have better accuracy than clf (i.e., aw < a), as it does not aim at improving
correct classifications. It aims at transforming most of the erratic misclassifications, which are diffi-
cult to manage, into rejections i.e., have a high ¢ drop. Whereas at component- level this may seem a
negligible improvement, at the system level it provides a way to prevent a misclassified prediction
from propagating through the system, potentially causing ( cata strophic) failures.

Black-Box Safety Monitors

Figure 1a depicts a simple classifier: the input data, and the features contained therein, is fed into
a classifier clf that predicts a class label dp label tor that specific input data dp through its predict
function. This classification process always outpuits a class label that is then provided to the encom-
passing system, has o accuracy and & misclassification probability. In this scenario, all the misclassi-
fications are content failures. Noticcably, insights of c/f do not need to be disclosed for detecting
misclassifications: as a result. cif'is a black-box classifier. The existence of a predict or predict p
function to generate a dp_prob and provide the output probabilities of the classifier to the misclassi-
fication detector is the one and only assumption we require for orchestrating any classifier in this
study. Note that commonly used frameworks for machine learning (to name a few: scikit-learn,
xgboost, pyod, tensorflow), expose this interface; therefore virtually any classifier can be deployed
here. Another important observation is that this software architecture is general enough to suit image
classifiers or classifiers for tabular data, rule or invariant-based algorithms, DNN, tree-based, statis-
tical classifiers, for binary and multi-class classification.

Takeaway 2: Any classifier can be wrapped by a black-box safety monitor, provided that only a few interfaces are
implemented for predicting labels for new data points.

Figure 1b still feeds the input data to the classifier, which predicts the class dp label for an input
data dp. However, the classifier is now paired with an additional component, a misclassification de-
tector, which processes the input data dp, the classifier output dp _prob and dp_label and, if needed,
can use the black-box classifier itself for additional predictions. The aim of the misclassification de-
tector is to output a binary score [42] to decide if the class prediction is suspected to be a misclassifi-
cation, enabling prediction rejection. This builds the software architecture of the safety monitor
SM(clf) which rejects the clf output with probability @; otherwise, the class prediction gets forwarded
to the encompassing system, is correct with probability ow and is a misclassification with probability
ew. There is still a residual probability ew of content failure, while € - ew misclassifications are instead
going to be rejected thanks to the safety monitor.

Uncertainty Measures for Classifiers

Our proposal needs uncertainty measures that are not classifier-specific, but instead have a generic
formulation that pairs well with any classifier, which is seen as a black-box, and minimize the risk of
poor significance of classifier-specific uncertainty. These measures are not limited to neural net-
works, but can be applied to any type of model, including both deep learning and classical machine
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learning approaches. These are reported here with a reworked formulation that allows them to be used
easily with shared interfaces.

Table 2 summarizes a total of 9 uncertainty measures UM1 to UMY, which process at least one of
the following items: 1) input data dp, i) classifier c/f, iii) class prediction dp_prob. Importantly,

e all measures but UM2, UM3 and UM8 require training data for set-up;
e all measures but UM2, UM3, UM4 are parametric, meaning that different values of parameters
may create different instances of the same measure.

UM1: Confidence Range

Given a confidence level 0 < w < 1 as input parameter, the confidence interval provides actionable
information about the statistical distribution of the underlying feature values [1]. Let avg; and std;
respectively be the average and standard deviation of feature j for a set of data points, and f'the number
of features. The confidence interval to be computed for each feature j is:
confi(w) = [avg; —w¥std;; avg; + wistd;], 0 <j<f (1)
Instead, when labels belonging to ¢ classes are provided in the training data, we compute confidence
intervals for each feature and for each class, extending (1) to:
confi(w, i) = [avg;i — wistd;i; avgji + w¥std;i], (2)
0<j<f0<i<c
A confidence level w very close to 1 defines a larger interval, reducing the likelihood of a feature

value to fall outside of the confidence interval. Once confidence intervals confj(w) or confi(w,c) are
computed for each feature, we can compute the uncertainty measure UM1 of the data point dp:

from (L): UM1(dp, w):%zﬁ;odpj ¢ confi(w)
from (2): UML(dp, w) = min {%z{__iou; ¢ conf;(w,i)}
<1 c -’

UM1 ranges between 0 and 1. A value of 0 indicates that all feature values of dp lie within their
corresponding empirical ranges, whereas a value oi 1 indicates that all feature values lie outside them.
Higher UM1 values therefore correspond to higher uncertainty, as a larger fraction of features devi-
ates from the expected empirical range

UM?2: Highest Softmax Complement

Given dp_prob produced by a classifier for a given dp, we identify UM2 as the complement of the
maximum in dp_prob:

UM2(dp_prob) = 1 - max(dp_prob)
The higher the UM2, the more uncertain the output of the classifier [12].
UM3: Entropy of Probabilities

We retrieve the dp_prob produced by a classifier for a given dp and we compute UM3 using db_prob
entropy [46]:

UM3(dp_prob) = entropy(dp_prob) =
- 5_o dp_probi*log(dp_prob;)

The higher the UM3, the more uncertain the classifier: a dp_prob array with constant values (i.e., all
classes have the same probability) generates the highest UM3 of 1.



Table 2 Summary of Uncertainty Measures used in this study.

g = s s = g
Eo2_.5% . a = 2 £
UM Name of the S £ E g o 2 Parameters of the Uncertainty Meas- = a z 5
# Uncertainty Measure .§ A g g O= ure _—2 oo § g'
g = = £ 2 2
UMI1 Confidence Range v v w: confidence level v v v
UM?2 Highest Softmax Complement v - v v v v
UM3 Entropy of Probabilities v - v v v v
UM4 Bayesian Uncertainty v v - v v v
UMS Combined Uncertainty v v v chk_c: classifier to check agreement with v v v v
UM6 Multi-Combined Uncertainty v/ v v CC: classifiers to check agreement with v v v v
UM7 Feature Bagging v v bagC: classifier to build bagger set v v v
UMS8 Neighbourhood Agreement v v k: number of relevant neighbors v v* v v
UM9 Reconstruction Loss v v layers: structure of the AutoEncoder v v v v

UM4: Bayesian Uncertainty

This measure uses a Naive Bayes process to estimate the probability that the input data point dp
belongs to each of the possible ¢ classes [2]. Noticeably, UM4 does not replace the prediction of the
primary classifier. Instead, it provides an independent probabilistic assessment of the same data point
dp using a model based on different assumptions and inductive bias. The goal is to capture additional
uncertainty signals that may not be reflected in the primary classifier’s confidence score. We define
UM4 as:
UM4(dp) = UM3(NaiveBayes.predici p(dp))

The assumption of independence between features of UM4 may riot apply to many classification
problems, especially those dealing with images, where a nixei clearly depends on its surrounding
pixels.

UMS5: Combined Uncertainty

We define UM5 as a generalization of UM4: instead of always using a Naive Bayes classifier, we

rely on a classifier chk_c that acts as a checker.

We define UMS as follows: 1) UMS has positive sign if c/f and chk c agree on the predicted class,
negative otherwise; i1) the absolute value of UMS is quantified according to the entropy (UM3) in the
results of chk c.

UMS5(dp_prob, chk_c, dp)=(-1) UM3(chk_c.predict_p(dp))
where k=0 if the prediction of clf and chk_c is the same, i.e.,
arg max(dp_prob) == chk_c.predict(dp), and k=1 otherwise
Results of UM5 range from -1 to 1. UM5 = 1 translates to high confidence that the prediction of clf

is correct, UM5 = -1 means high confidence that the prediction is a misclassification, letting UM5 =
0 show maximum uncertainty.

UM6: Multi-Combined Uncertainty

UMG6 computes uncertainty relying on more than one checker. UM6 uses a set CC of ncc checking
classifiers, computes UMS for each chk ¢ € CC with respect to clf, and averages the results. The
more checking classifiers in CC agree with clf, the higher the UM6.

UM6(dp_prob, CC, dp) = — Xq, e cc UM5(dp_prob, d., dp)

UM?7: Feature Bagging

UM7 exploits the concept of bagging [50], a method for generating multiple versions of a classifier
bagC by making bootstrap replicates of the training set and using these as bc new instances of a
classifier. Each instance of bagC is trained using different subsets of the original training set: it is
only aware about a portion of the training set and decides using restricted knowledge. Should classi-
fiers predict different classes for a given data point dp, this would mean that the prediction of clf
should be treated with high uncertainty.



UM7(dp_prob, dp, bagC) = UMG6(dp_prob, {bagCi, bagC, .... bagChc}, dp)
UMS: Neighbor Agreement

UMS finds and uses the nearest neighbors [47] of a data point to understand if the input data point dp
lies in a region of the input space where the majority of its neighbors is assigned (by clf) its same
class. The usage of a prime k avoids ties in multi-class problems when the number of classes is smaller
than k. The steps to execute UMS are:

1. compute dp_label = arg max(dp_prob);

2. exercise a k-Nearest Neighbor [47] search, obtaining the k data points of the training set that are
the closest to dp. We call this set of data points neigh;

3. for each data point ne in neigh, apply clf.predict(ne);

4. compute the final value as follows:

dp_label = ag max(dp_prob)
neigh = Nearest-Neighbours(Tr, dp, k)
nl = for ne in neigh: clf.predict(ne)

UM8(dp_prob, clf, dp, k) =+ Xk, 1 if nl; = dp_label else 0

UMB8 outputs a number between 0 and 1. The lower the value, the more disagreement in classifying
neighboring data points to dp. This means that the input data point dp lies in an unstable region of the
input space, which translates to high uncertainty (low UM8) in the prediction.

UMY Reconstruction Loss

Reconstruction loss quantifies to what extent the input data point belongs to the distribution of
past inputs or if it is an unseen, out-of-distribution data po' 1t [48]. The expectation is that misclassi-
fications will happen frequently when dealing with out-of-distribution input data points. We compute
UMO through autoencoders, which are unsupervised neural networks that learn efficient encodings
of the input data, which are validated and refincd by attempting to reconstruct the input from the
encoding [49]. Autoencoders are first trained using the training set and several layers, which SPROUT
sets by default as composed of f; 72, /4, r/ 2, f neurons, with f'being the amount of features of the
input data. These layers can be customized whenever needed. UMO is the L, norm (Euclidean dis-
tance) between the original data point and the reconstructed data point, and it quantifies the recon-
struction loss.

(UM9(dp) = || dp — AutoEncoder.predict(dp) ||2

UMD is high when the data point cannot be efficiently reconstructed, and thus is likely out-of-
distribution. A low UMY value instead indicates that dp belongs to an expected distribution and as
such is likely to be correctly classified.

Applicability of Measures

It is evident that some uncertainty measures require careful tuning, whereas others apply to any
classification task as they are. It is the case of UM2 (Highest Softmax Complement) and UM3 (En-
tropy of Probabilities), which solely rely on probability distributions generated by classifiers. UMS
(Combined Uncertainty), UM6 (Multi-Combined Uncertainty), UM7 (Feature Bagging) leverage ad-
ditional checker classifiers and compare their outputs with that of the main c/f: this makes them ap-
plicable to any problem, but only after a specific parameter setup. Also, the parameter setup may have
a relevant impact on their resource usage, making them flexible but computationally demanding.
UM4 (Bayesian Uncertainty) can be applied only to supervised classification tasks, as it requires
training a probabilistic classifier based on Bayesian inference, specifically a Naive Bayes model,
while UMI (Confidence Range) and UM9 (Reconstruction Loss) focus on input data, providing an
uncertainty quantification that is completely decoupled from the inference process.

In the context of image classification, specific uncertainty measures become less meaningful due
to their reliance on statistical independence assumptions or feature-based proximity calculations,
which do not usually apply to image data. UM1 (Confidence Range) assumes independent feature
distributions, and, UM4 (Bayesian Uncertainty) struggles with images since the assumption of feature
independence is unrealistic in visual data, where pixels are highly dependent on their neighboring
pixels. UMS8 (Neighbor Agreement) relies on k-Nearest Neighbors (k-NN) search, which is very in-
effective even with all optimizations and may not effectively capture class separability in high-di-
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mensional image spaces, making it impractical for most image classification tasks [64]. UM9 (Re-
construction Loss) has the potential to detect out-of-distribution samples but may struggle with com-
plex image patterns, making it unreliable in many visual tasks. Other measures as UM2 (Highest
Softmax Complement), UM3 (Entropy of Probabilities), UM5 (Combined Uncertainty) and UM6
(Multi-Combined Uncertainty) have the potential to work with images as well as with tabular data.

SPROUT: a Safety wraPper thROugh ensembles of UncertainTy measures

Our proposal of software architecture for a black-box safety monitor is in Figure 1c. Instead of
relying on a unique mechanism to compute the binary confidence score and decide on rejection, we
employ multiple uncertainty measures from Table 2, each processing different information, applying
different rules and thus providing a different opinion on the input data (UM 1, UMY), on the classifier
output (UM2, UM3), on the behavior of the classifier against other checkers (UM4, UMS, UM6,
UMY7), or on the stability of a prediction (UMS). Each uncertainty measure outputs a floating point
number, building an input array for a binary adjudicator, which delivers a binary score that decides
on rejection. The resulting Safety wraPper thROugh ensembles of UncertainTy measures
SPROUT(clf, UMset, adj) is a software component where:

e clf is a black-box classifier,

o UMse={umi, 0 <i<k|um; € {UMI, UM2, ..., UM9}} is a set of k = |UMset| uncertainty
measures

e adj is a binary classifier that is meant to handle tabular data (i.e., outputs of the measures
in UMset)

Clearly, the choice of which uncertainty measures should be computed is of utmost importance
[21]. Some uncertainty measures may make SPROUT detect most of the misclassifications (thus the
residual misclassification probability ew would be very low) at a cost of many rejections, i.e., ¢ >>
0, aw << a.. Conversely, other measures may build a monitor with high accuracy (ow = o, or ¢ ¢ = 0),
but rarely rejects outputs (¢ = 0) and fails in detecting many misclassifications (ew = €, or om = 0)
making its behavior similar to the regular c/f. The usage of a set of uncertainty measures also helps
in smoothing this issue, balancing these corner cases. Moreover, several measures are parameter-

Takeaway 3. Unlike existing works, SPROUT leverages multiple uncertainty measures to decide for rejection.

dependent and as such can be instantiated multiple times and have a different behavior; this is the
case of UM1, UMS5, UM6, UM7, UMS8 and UM9. The choice of parameters depends on the structure
of the input data (e.g., tabular or image data), the type of the classification task (i.e., multi-class or
binary).

After uncertainty measures are exercised, a binary adjudicator processes the ensemble of floating
point values computed using each uncertainty measure to output a binary confidence score. This bi-
nary adjudicator is completely decoupled from c/f and can be implemented with thresholds, invari-
ants, custom rules [11], or as a binary classifier, providing many degrees of freedom in finding the
ideal function to combine ensembles of uncertainty measures into a unified output, even implement-
ing non-linear decision functions. On a software architecture standpoint, the misclassification detec-
tor in SPROUT is a stacking meta-learner, with uncertainty measures at the base level, and a binary
adjudicator at the meta-level [45]. The binary adjudicator is completely independent with respect to
the input data of a specific problem: its features are entirely uncertainty measures: therefore, we could
even deploy a unique adj for each and every classification task at hand, provided that the UMse does
not vary. This conjecture holds really well from an high-level architecture standpoint. However, the
choice of UMs should be tailored to the classification task and, more importantly, to the input data
type as already discussed in Table 2.

METHODS AND EXPERIMENTAL SETUP

This section details the experimental campaign to test SPROUT in detecting misclassifications of
supervised and unsupervised classifiers for tabular and Image data. Experiments have been executed
on a Dell Precision 5820 Tower with an Intel Xeon Gold 6250, GPU NVIDIA Quadro RTX6000 with
24GB VRAM, 192GB RAM and Ubuntu 18.04, NVIDIA driver 450.119.03 with CUDA 11.0, and
required approximately three weeks of 24H execution with GPU support. The primary objective of
these experiments is to address the following research questions:

e RQ1. To what extent can SPROUT monitors improve misclassification detection reliability
compared to baseline classifiers without safety monitoring.
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Takeaway 4. Once trained, a SPROUT monitor can be applied to a new case study (dataset, classifier) with minimal
effort, reusing pre-trained models of the binary adjudicator.

e RQ2. How does SPROUT’s misclassification detection performance vary across different
data modalities, including supervised tabular, unsupervised tabular, and image classification
tasks?

¢ RQ3. Which uncertainty measures most significantly contribute to SPROUT’s ability to iden-
tify potential misclassifications?

e RQA4. What is the computational overhead introduced by SPROUT monitors, and how does it
impact their applicability in resource-constrained or real-time systems?

Methodology
Our experimental methodology follows the steps below, and is depicted in Figure 2.

1. Gather 29 tabular and 4 image datasets, apply a 70/30 train—validation split, and divide them into
two groups: monitor-train (MTR) for training SPROUT monitors and monitor-test (MTE) for
evaluation.

2. Select uncertainty measures to build three SPROUT instances: sup_tab (supervised tabular),
uns_tab (unsupervised tabular), and img_sm (image), as detailed in the SPROUT Setup with Im-
age Classification (img_sm) and SPROUT Setup with Tabular Data Classification (sup_tab,
uns_tab) sections.

3. Train supervised/unsupervised ML models for tabular data and DNNs for images on MTR train
splits, and store the models for later use.

4. For each model, predict probabilities and classes on the validation set and compute the required
UMs (sup_tab, uns_tab, img_sm). This generates one CSV pei model-dataset with: classifier
probabilities and label, UM values, and a binary misc flag (misclassification target for adjudica-
tors)..

Combine the generated CSVs into three files (sup_tab, uns_tab, img_sm) to train and compare super-

vised binary adjudicators; after selecting the best, each monitor is ready for new datasets.

5. Apply sup_tab and uns_tab to tabular MTE datasets and img_sm to image MTE datasets (see
bottom half of Figure 2), collect metrics for Results and Discussion and present UM importance
in a . Importance of Uncertainty Measures for Safety Monitors section.

SPROUT Setup with Tabular Data Classification (sup_tab, uns_tab)

Here we detail the specitic inputs for experiments with tabular data, which lead to deploying and
using the sup tab and uns_tab safety monitors.
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Datasets Table 3. Name, number of classes,
We consider the tabular datasets in Table 3: 11 datasets of amount of features and # of data points of

network intrusion detection, 10 datasets of sensor spoofing at- datasets used for experiments.

tacks to biometric authentication, 7 datasets related to hardware

@ @ -

monitoring for failure prediction, 3 datasets related to IoT sys- = R 2 : D E
tems. All of them will be used for supervised classification & g E g § 24
(train and evaluate the sup_tab monitor), but only those 9 con- & g~ s & £2
taining two classes might be used for unsupervised classifica- w * ~Za
tion (uns_tab monitor), which is constrained to be binary by de- ADFANet 6 11 132002
sign. - AndMall7 4 85 100522
) ) 8 CICIDS17 5 85 405230
Network Intrusion Detection (NIDS). We select labelled da- g CICIDS18 6 85 200000
tasets on network intrusions: NSL-KDD [29], ISCX12 [28], & CIDDS 516 400000
UNSW-NBI15 [30], UGR16 [34], NGIDS-DS and ADFANet % ISCX12 516 600000
[33], AndMall7 [34], CIDDS-001 [29], CICIDS17 and CI- = NGDIS-DS 8 9 497987
CIDS18 [32], SDN20 [36]. All datasets report normal data 5 NSLKDD S 42 148517
points and data points collected while the system is under at- £ SDN20 6 83 205128
tack. Features are mostly numeric features extracted by moni- ~ UGR16 6 13 207256
toring network traffic (e.g., bytes received per second, number UNSW-NBI5 9 45 165461
of packets). Fingerprint 5 18 21002
Spoofing Attacks to Biometric Authentication. We gather da- & Face 5 30 7389
tasets related to biometric spoofing attacks from [14], including ~ § Keystroke Tappy 5 8 24247
Fingerprint [37], Hand Gesture [41], Electrodermal Activity § HRV(SWELL) 5 66 41034
[39], Heart Rate [39], Human Gait [42], Keystroke [38], Voice £ HRV(WESAD) 5 62 14213
[43], Face [44]. These datasets contain tabular features ex- <~ Human Gait 5 70 53436
tracted from biometric samples provided by users. The dataset 5 EDASWELL) 5 54 10345
are enriched with the data augmentation process where the auv- £ EDA(WESAD) 5 95 3563
thors performed an attack injection campaign to generate theef~ = Voice 5 21 3324
fects of 4 sensor spoofing attacks. Therefore, the 10 biomeiric Hand Gesture Kinect 5 95 1474
datasets contain data belonging to 5 different classes: the normal BackBlaze 2017 2 50 32678
class and 4 spoofing attack classes. %" BackBlaze 2018 2 50 29003
Hardware Failure Prediction. Classifiers may also be used to £ ~ BackBlaze 2019230 47 525
detect the failure of hardware components. We gather datasets & BackBlaze2020 =244 22955
of performance monitoring of hard disks, where data points are 5 BackBlaze 17-20 =290 132 155
labeled as failure only if the monitored hard drive is in a fail = Mechanical Failure 218 7906
state or going to fail thereafter. BackBlaze manufacturer [15] BAIDU 2 12 186049
makes 5 years of hard drive data available to the public, report- ~_~ ScaniaTrucks 2170 76 000
ing labeled data related to many SMART indicators of hard =2  HAIPressure 259 200000
TaT Network 10 15 210475

Methodology for training (if not already) and using a SPROUT(clf, UM, adj) monitor
Dataset | Nl @

selection | dis partitioned 70-30 v Train Train UMset ond g E_"-
— = » inatrain partition d,, Classifier t_clfon and test t_clf anéjID :
] = and validation - — c B
— — e t_clf d, Umset on d g=
partition d,j, D g )

S CSVwith t_clf probas, uncertainty s 3
- . — = Mmeasures and misc_flag § %
= O +

MTR Train/Test Supervised tabular ‘g v
d_ata_classifiers as binary E ﬁE adj model for the SPROUT ; %

i adjudicators and select the monitor (used below) £ Q
——1 best on the test partition 25

i Class Prediction _
—
&

— ﬁ

Figure 2. Picture of the experimental methodology for a generic SPROUT(clf, UM, adj). Steps from the methodology
are depicted as orange circles.
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drives, while another source of hard drive data came from the BAIDU [16] Kaggle competition whose
input datasets are still available for download. Lastly, we used a dataset about the mechanical failure
of electrical machinery in power plants [18].

IoT Systems Data (IoT). These datasets [17], [18], [76] are gathered by monitoring IoT systems: 1)
a network of sensors, ii) a distributed control systems of a power plant controlling a turbine, boilers,
and water treatment systems, and iii) railroad trucks equipped for sensors to monitor brake pressure.
Classifiers applied to the first dataset detect intrusions, while others act as error detectors and failure
predictors.

Datasets Pre-processing. We transform the 31 tabular datasets into CSV files with the same tabular
structure. We observe that all biometric authentication datasets but Hand-Gesture contain numeric
ordinal features plus the label column. Instead, other datasets have heterogeneous structures: for in-
stance, ISCX12, IoT-IDS, and UNSW-NBI15 are available only as a collection of monitored network
packets. Consequently, we first converted those packets into rows of CSV files to be merged at a later
stage into a unique file for each dataset.

Then, we analyzed all datasets to remove features that are specific of the setup that was followed
to gather data, namely: Timestamp, ID, experiment number, if any. Those features should be disre-
garded for classification purposes as they carry information about the experiments to build the dataset
instead of being related to the system: classifiers using these features may learn how experiments
were made instead of how the system behaves. Lastly, we removed duplicated columns (if any), and
zero-filled all blank values in the BackBlaze datasets.

Definition of MTR and MTE sets. Many training (MTR) and test (MTE) sets were created by ro-
tating datasets from Table 3. For sup_tab, we created 5 variants of MTR/MTE sets where 26 datasets
were selected for MTR, leaving 5 for MTE. For example, one variant has MTE = {SDN20, UNSW,
Fingerprint, BackBlaze 2020 HAI Pressure}, leaving the remaining 26 datasets as MTR. For uns_tab,
only the 7 HW Monitoring, Scania Trucks and HAI Pressure datasets can be considered as they Thave
a binary label. Similarly to sup_tab, we created 5 variants of MTR/MTE where 7 datasets were used
as MTR, and 2 are left for MTE (e.g.,MTE = {Mechanica! Failure, HAI Pressure}, leaving the other
7 into MTR). This creates 5 sup tab and 5 uns_tab adjudicators, which will be exercised separately,
presenting their performance and variability in the resuits section.

Classifier Selection

Amongst the many alternatives, we choose the following very well-known classifiers for tabular
data. Classifiers’ configuration was tuned thiough grid searches, using the HyperOpt [56] library
whenever applicable.

Supervised Classifiers. Decision Trees (DT) and their ensembles as Random Forests (RF), Gradient
Boosting (GB), eXtreme Gradient Boosting (XGB), are the de-facto standard [20], [57] for supervised
classification of tabular data. For completeness, we exercised Logistic Regression (LR), Naive Bayes
(NB) and Linear Discriminant Analysis (LDA), alongside TabNet [6] and FastAl [7] neural networks,
which are explicitly crafted to deal with tabular data. HyperOpt does not work with neural networks:
in this case, we let the hyperparameter optimizer that is embedded in FastAl to automatically tune its
parameters. For TabNet, we ran grld searches with 108 combinations of the following parameters and
values: Learning rate [e e, e '], Batch size [512, 1024, 2048], Max Epochs [20, 50, 100], patience
(for early stopping) [5, 8] target metric [mcc, accuracy]

Unsupervised classifiers. We select 8 algorithms belonging to different families [55] from the Python
framework PyOD [54], namely: FastABOD (Angle-based), HBOS (Proximity), COPOD (Probabil-
istic), CBLOF (Clustering), PCA and MCD (Linear Model), [Forest and SUOD (Ensembles). We do
not consider autoencoders as unsupervised classifiers since they are already exercised within UM9.
Note that unsupervised classifiers can only perform binary classification.

Uncertainty Measures and UM, for sup_tab, uns_tab
The SPROUT monitors sup_tab and uns_tab, which apply to tabular data classifiers, will use the

following uncertainty measures, which we instantiate with specific parameters when needed. Both
monitors will use UM1) with w = 0.9, UM2) and UM3), which do not have parameters, UMS8) with
k=19, which is prime to avoid ties in neighbor searches, UM9) using default parameter values.
Measures specific of Supervised Classification. In addition to that, the sup tab monitor will use:

e UMA4, which does not need parameters.

e UMb with chk_c = XGB, which is a notoriously good classifier [20]. The measure is referred

to as UM5_XGB.

14



e UMG6 with three different groups of checking classifiers. We indicate the three UM6 configu-
ration as UM6_ST) {NB, LDA, LR}, UM6_TR) {DT, RF, XGB}, and UM6_NB) {Gaussi-
anNB, BernoulliNB, MultinomialNB, ComplementNB}. The UM6_NB group includes dif-
ferent variants of the Naive Bayes classifier.

e UMY with bagC = DT, which has low computational complexity and has overall good classi-
fication performance (we call this UM7 configuration as UM7_DT). Since bagging creates
multiple instances of bagC, choosing a complex bagC classifier may make UM7 take too
much time.

The sup_tab relies on the UMy, = {UM1, UM2, UM3, UM4, UM5 XGB, UM6 ST, UM6 TR,
UM6 NB, UM7 DT, UMS, UM9}.
Measures specific of Unsupervised Classification. The uns tab monitor will use:

e UMBG6 with all unsupervised classifiers {HBOS, COPOD, CBLOF, PCA, IForest, OCSVM},
and with classifiers that have linear computational complexity {HBOS, MCD, PCA}. Respec-
tively, we refer to the two configurations as UM6_UNS and UM6_UF.

e UMY with bagC = COPOD, which has the lowest computational complexity of our 8 unsu-
pervised classifiers (we call this configuration UM7_CO).

The uns_tab relies on the UMy = {UMI1, UM2, UM3, UM6_UNS, UM6_UF, UM7_CO, UMS,
UMY},

Binary Adjudicator

For supervised classification, we exercise each of the 9 supervised classifiers on each dataset in
MTR, resulting in 9*26=234 experiments, each outputting a CSV filc composed of clf probabilities
and prediction, UMy values, and the misc_flag. These 234 CSV files are merged into a unique file
composed of more than 13 million data points, which is used to train and validate the binary adjudi-
cator. Supervised classifiers are tested as binary adjudicators using this dataset; results show that
Random Forests (30 trees) are the preferred choice as binary adjudicator for the sup tab monitor as
they have better performance than other classifiers in suspecting misclassifications 1.e., the binary
adjudicator has to predict the misc flag for a new data point. This completes the definition of the
monitor:

sup_tab(clf) = SPROUT(clf; UMy, RandomForest(n_trees=30))

For unsupervised classification, we exercise each of the 8 unsupervised classifiers on each dataset
in MTR, which is composed only by 7 datasets in case of unsupervised classification. This leads to
creating a CSV file of rougiily 2 million data points, which is used to train and validate the binary
adjudicator. Supervised classifiers are tested as binary adjudicators using this CSV file; results show
that Random Forests (50 trees) are the preferred choice as binary adjudicator for the uns fab monitor
as they have better performance than other classifiers in suspecting misclassifications of unsupervised
classifiers. This completes the definition of the monitor:

uns_tab(clf) = SPROUT(clf, UMuns, RandomForest(n_trees=50))
These safety monitors are depicted in Figure 3.

SPROUT Setup with Image Classification (img_sm)

Here we detail the specific inputs for experiments with images, which lead to deploying and using
the img_sm safety monitor. Exercising each of the 6 classifiers on each of the 4 datasets and compu-
ting uncertainty measures provides a total of 24 csv files.

sup_tab(clf) = . g uns_tab(clf) = -
SPROUT(clf, UM,,,,, RandomForest(30)) §§ @ SPROUT(clf, UM, .., RandomForest(50)) §§ @ o

Input o| Supervised Data ' . Ew Unsupervised Data . Ew
Data Classifier clf Class Prediction \L-abel Classifier clf Class Prediction \-abel

re

2
S5 @
g § UM, measures UM, measures Ly
8 2

umi | (um2] (um3 | = R Ves umz ums| Sl [ Yes
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Figure 3. SPROUT monitors for supervised (sup_tab, left) and unsupervised (uns_tab, right) tabular classifiers.
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Datasets and Preprocessing

We are using 4 different RGB (3 channel) da-
tasets: CIFAR10 (32x32x3, 10 classes [58]),
FER2013 (48x48x3, 7 classes [59]), FOOD-101
(512x512x3, 10 classes [60]) and Flower (variable
size, 9 classes [59]) for training and testing the pro-
posed technique. These were the datasets of choice
as they are quite small, contain images in different
RGB formats and are used a lot in the literature.

After the train-test split, we augment training
data through a composition of transformations: im- Figure 4. SPROUT for image classifiers img_sm.
ages are resized to a uniform size of 320x320 pix-
els, followed by random horizontal flipping and rotations up to 30 degrees to introduce spatial varia-
bility. Color adjustments such as brightness, contrast, saturation, and hue variations are applied to
simulate diverse lighting conditions. The augmented images are then converted to tensors and nor-
malized using the standard mean ([0.485, 0.456, 0.406]) and standard deviation ([0.229, 0.224,
0.225]) values derived from the ImageNet dataset i.e. in RGB format, ensuring consistency with the
input distribution of pretrained models and enhancing compatibility with their feature extraction lay-
ers [62]. Resizing, normalization and conversion to tensors are applied to test data for consistency.

Given the limited amount (4) of image datasets, To ensure a comprehensive evaluation, we employ
an alternative testing approach, where three datasets are used for training, and one dataset is reserved
for testing. For instance, CIFAR-10 serves as the test set, while Flower, FER2013, and Food-101 are
used for training. This process is repeated by rotating the datasets, ensuring a robust assessment of
the adjudicator’s performance across different scenarios.

img_sm(clf) = SPROUT (clf, UM,

img? XGB(]-OO)) (g&g ‘ O

Image
Classifier clf

UM,y measures
UM2 | UM3
UM6_UNS

UMW_CO‘
M8 | UM

Classifier Selection

Many DNN classifiers were proposed in the last decades, ofteni with more and more demanding
requirements concerning resource usage, posing challenges i1 scenarios where computational effi-
ciency may be a limiting factor. Therefore, we selected DNNs for image classification that are rela-
tively small and not excessively resource-hungry. We started from pretrained AlexNet, ResNet50,
DenseNet, VGG11, GoogLeNet and InceptionV3 models [62], which are then used for transfer learn-
ing using a batch size of 32, ensuring efficient computation and stable gradient updates. A learning
rate of le* was chosen to facilitate gradual learning, complemented by a weight decay of 0.001 to
prevent overfitting. The Adam optimizer {63] was employed for its adaptive learning capabilities,
while a step size of 1 and a gamma value of 0.5 were used to schedule learning rate decay, progres-
sively reducing it to refine training. To prevent over-reliance on specific neurons, we apply a dropout
layer with probability of 0.2. Thesc hyperparameters were carefully selected to balance model per-
formance, convergence speed, and regularization.

Uncertainty Measures and UM;e for img_sm

The SPROUT monitor img_sm, which applies to image classifiers, will use the following uncertainty
measures, which we instantiate with specific parameters when needed.
e UM2 and UM3, which are not parameter-dependent.
e UMS with chk ¢ =VGGI11 as a parameter, referred to as UMS5_ VGG
e UMBG, using as ‘checking classifiers all classifiers from the previous section minus the classifier
used as main classifier clf e.g., if clf =ResNet50, we define CC = {AlexNet, DenseNet,
VGGI11, GoogLeNet, Incept10nV3} which is all but ResNet50 DNN image classifiers. We
refer to this measure as UM6 DNN.
e UMDY using the default parameter values considering images of size 320x320x3 i.e., 5 layers
of size [320, 80, 40, 80, 320].
O\ierall, the img sm relies on the following UMset = {UM2, UM3, UM5_ VGG, UM6_DNN,
UM9}.

Binary Adjudicator

The process for training the binary adjudicator is similar to that used for sup tab and uns tab
monitors. We exercise each of the 6 DNN image classifiers on each dataset in MTR, collecting results
and merging it in a unique CSV of roughly 0.26 million data points. The CSV is used to train and
validate the binary adjudicator. Supervised classifiers are tested as binary adjudicators using this da-
taset; results show that XGB (100 stumps) is the preferred choice as binary adjudicator for the img_sm
monitor as they have better performance than other classifiers in suspecting misclassifications. This
completes the definition of the monitor, depicted in Figure 4:
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img_sm(clf) = SPROUT(clf, UMing, XGB(n_stumps=100))

A Python Library for Exercising SPROUT

SPROUT is available at [5] and as PIP Python package. The package implements all uncertainty
measures discussed in this paper and makes SPROUT ready for deployment in any case study. Many
already trained models for binary adjudication are already available in the library, and are accompa-
nied by details about the uncertainty calculators they need, statistics on its binary classification per-
formance and on the importance each uncertainty calculator had in learning that model. Those infor-
mation are not needed to run SPROUT but provide interesting details for explaining why SPROUT
works as intended.

Applying SPROUT to a brand new case study is very easy. Listing 1 reports a code snippet that
shows a simple usage of SPROUT to wrap a supervised classifier from scikit-learn using a pre-defined
(ecai_sup) binary adjudicator which uses the architecture in Figure 3. We assume to have a labeled
dataset that we split in two parts. The first part will be provided as input to the load monitor method

Takeaway 5. SPROUT monitors are extremely effective in suspecting misclassifications of supervised (tabular and
image) classifiers, but have lower performance when applied to unsupervised classification tasks.

that prepares a SPROUT monitor according to the chosen model. Data is used to train the uncertainty
measures, while the binary adjudicator is
simply loaded from the repository. Then, we in-
itialize and train a RF classifier, which we pro-
vide as input, alongside with unlabeled test
data, to the predict misclassifications function,
which outputs

e a pandas DataFrame containing the values
of uncertainty measures computed for all

Listing 1: applying SPROUT to supervised classifiers.
import sklearn as sk, numpy
from sprout.SPROUTObject import SPROUTObject
# We suppose having a dataset loaded as follows
# x: a numpy array of tabular data points or images|
# y: a numpy array containing dataset labels
# label tags: unique labels in y
x tr, x te, y tr, y te =

sk.model selection.train test split(
X, y, test size=0.5)

the test data points and the associated binary
confidence score, and

the model of the classifier used for binary
adjudication. Binary confidence scores are
extracted as numpy array and used to com-
pute performance measures. If the test set is
labeled, we can take advantage of labeis to
compute ow and ew as shown in thie last rows
of Listing 1. Obviously, y test labels will

# Initializes an empty SPROUT wrapper.
so = SPROUTObject ()
# Loads a specific model for binary adjudication
so.load monitor (model tag='ecail sup’, x_train=x_tr,
y train=y tr, la-bel names=label tags)
# Crafting classifier (can be any)
classifier = sk.ensemble.RandomForestClassifier ()
classifier.fit(x tr, y tr)
# Suspects misclassifications of clf on test set
sp _df, bin adj =
so.predict misclassifications(data_set=x_ te,
classifier=classifier)
# A numpy array of binary confidence scores

sprout pred = sprout df[’pred’].to numpy ()

phi = 100*numpy.count nonzero (sprout pred == 0)
/ len(sprout pred)

# Computes alpha w and eps w

not available when deplaying SPROUT in a
real scenario.

# (only if y test is available)
RESULTS AND DISCUSSION alpha w = sum((l-sprout pred)* (l-y test)) /
Once safety monitors are deployed, we can numpy . count_nonzero (sprout_pred == 0)

exercise them, collecting metric scores and
comparing their behavior against traditional classifiers on different datasets.

Evaluation of Binary Adjudicators

Figure 5 presents a comparative analysis of a (supervised, unsupervised, image) classifier clf
against a SPROUT monitor (respectively, sup tab, uns_tab, img sm) that uses clf as main classifier.
The figure reports three different plots, where blue solid bars represent the misclassification proba-
bility (¢) of a clf, while the orange dotted line represents the residual misclassification probability (&)
after applying SPROUT. The green-striped bars depict the probability of rejections ¢, ideally as low
as possible. For sup tab (Figure 5a) and uns _tab (Figure 5c), were multiple binary adjudicators were
trained, the &, and ¢ values are averages, with error bars showing the standard deviation across the 5
variants. The ¢ value is always unchanged as it refers to the execution of the classifier without any
binary adjudicator in place.

From Figure 5a, we observe how ¢, of the sup _tab SPROUT monitors is always far lower than €
(i.e., orange bars hover on the bottom of the plot and are always lower than 0.1, whereas the blue bars
may even reach 0.4) of the supervised classifier c/f, being extremely close to the optimum &y = 0 on
SDN20 dataset. There are cases in which applying SPROUT to a c/f that has a high misclassification
probability € may yield to the total absence of residual misclassifications &w = 0, which is an excellent
result. For instance, LR on SDN20 has € = 0.2263, meaning that more than 1 out of 5 predictions of
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clf are misclassifications. Applying sup tab leads to the total absence of residual misclassifications
(ew = 0), which is an excellent result: the output of SPROUT is either a correct misclassification or a
rejection, thus always trustworthy. This clear improvement in detecting and rejecting misclassifica-
tions over baseline classifiers directly addresses RQI.

As a potential drawback, sup fab rejects more than 1 out of 5 predictions of the classifier (¢ =
0.2264, see green-striped bar), which is not desirable; however, this high rejection probability is a
direct consequence of the high € of LR classifier on SDN20. When the c/f to be monitored has high ¢
(as it happens in the UNSW dataset), an high omission probability ¢ is unavoidable, even when omit-
ting all (ew = 0) and only (¢. = 0) misclassifications. On the downside, an high ¢ may also point to
rejections of predictions that were going to be correct classifications. In the TabNet application to the
UNSW dataset, the ¢ and ¢ bars are of the same height (as in the case we discussed previously), but
the &, quantity is far higher than zero. This means that a consistent part of rejections are unnecessary,
as they represent rejections of predictions that were going to be correct.
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Figure 5. Misclassification probability (€) of the classifier (solid bars), rejections (@) (striped bars), and residual mis-
classification probability (ew) (line with diamonds) when applying sup_tab (up, 5a), img_sm (center, 5b), uns_tab
(down, 5c¢) to test datasets.
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Takeaway 6: Different uncertainty measures have different impact in suspecting misclassifications within SPROUT
monitors. Additionally, some measures are more computationally (and time) intensive than others, making them ap-
plicable only in scenarios where computational resources are not tightly constrained.

Shifting to image classification in Figure 5b, we observe how the application of the img sm mon-
itor to the AN classifier on the Food-101 dataset allows for a substantial performance boost, with ¢
decreasing from 0.1669 to 0.0328 after applying SPROUT. Even better, almost all misclassifications
were suspected when classifying images in the CIFAR-10 dataset, with a reasonably reduced amount
of rejections (i.e., green bars are quite short). Results for the Flower and FER 13 datasets show instead
that misclassifications are reduced only by a small amount, with minor advantages from the SPROUT
application to the classification of these images.

Lastly, we comment on the application of SPROUT for unsupervised classification (uns_tab) in
Figure Sc. The trend is similar to the previous pictures: however, &, is always far from 0 in the HAI
Pressure dataset (right of the plot), meaning that uns tab is not able to suspect and reject a relevant
portion of the misclassifications of unsupervised classifiers. We explain this result as follows. First,
unsupervised classifiers always have lower accuracy and higher misclassification probability than
supervised classifiers, thus ¢ >> 0. Secondly, and more importantly, the uncertainty measures
UM6 _UNS, UM6 UF UM?7_CO that we compute for unsupervised classifiers are trained without
knowledge of labels, maklng them less accurate in suspecting misclassifications with respect to those
of sup tab and img sm. Even in these sub-optimal case studies, applying the uns mon monitor to
unsupervised classifiers at least halves their residual misclassification probability &, thus &, <e/2.
These comparative evaluations across supervised tabular, image, and unsupervised tabular classifica-
tion directly address RQ2, highlighting how SPROUT’s performance varies across different data mo-
dalities and monitor configurations.

Importance of Uncertainty Measures for Safety Monitors

Ultimately, we quantify the impact each uncertainty measure has on learning the model for binary
adjudication of each monitor sup_tab, uns_tab and img sm mrn" Table 4. The table presents the
importance of each uncertainty measure (shown in the columnns) has for each safety monitor, meas-
ured via the feature_importances_ function from sklearn (for Random Forest binary ad_]udrcators
sup_tab and uns_tab) and XGBoost (for the adjudicator of img sm) Python packages, ensuring that
the contributions of all uncertainty measures sum up to 1 within each safety monitor. Missing values
in the table indicate that uncertainty measures that are not used by a particular SPROUT monitor i.e.,
they do not belong to their UM, while existing values are painted with a green gradient: the darker,
the more a measure is relevant. In general, most of the variants of UMS, UM6, UM7 measures are
very important for suspecting misclassifications, especially UM6_DNN for img_sm, UM6_UNS and
UM6_UF for uns_tab, UMS XGB and UM7 DT for sup_tab. Other uncertainty measures as UMI,
UMS, UMY have only a marginal role in suspecting misclassifications, having very low 1mportance
across the board on detecting misclassifications. These findings dlrectly address RQ3 by identifying
which uncertainty measures contribute most to SPROUT’s misclassification detection capability
across different monitor types.

Another important metric is the time overhead that each uncertainty measure adds to the inference
process. It is expected that SPROUT monitors will be slower and more resource consuming than
classifiers alone, but this impact has to be estimated. The last row of Table 4 reports a qualitative
estimation for the time needed to compute all uncertainty measures used by SPROUT. Some measures
as UM2 and UM3 can be computed in negligible time and do not add any overhead to the classifica-
tion task. Measures as UM6_DNN, UM8 and UM6_TR require heavy computations which may sig-
nificantly slowdown the execution of the classification task. We are aware that the overhead generated
by the application of SPROUT may constitute an obstacle in systems which are resource-limited or
that have tight real-time deadlines. Should the system be tightly constrained on resource usage, the
user may decide to design a SPROUT monitor that uses time inexpensive uncertainty measures: this
may lower the effectiveness of safety monitors, but will also guarantee their applicability in almost

Table 4. Importance of uncertainty measures for sup mon, uns_mon and img mon monitors to compute each measure.
m 4
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img_sm | na. 0.181 0.146 n.a. n.a. 01070479 na. na na na na na na na 0.086
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every application scenario.

Back to the SPROUT monitors presented in this paper, with our experimental setup we found that
applying sup_tab over a regular supervised classifier increases classification time by a factor of 4x,
uns_mon triggers an even higher 5% overhead compared to only using an individual unsuperv1sed
classifier, while img sm also results in a approx. 5x overhead, highlighting the computational trade-
offs associated with each monitoring approach. These results directly address RQ4 by quantifying the
computational cost of SPROUT and assessing its implications for deployment in constrained envi-
ronments.

THREATS TO VALIDITY AND REPRODUCIBILITY

Findings of this paper are supported by an experimental evaluation which intrinsically has (a few)
threats to its validity. ML algorithms and classifiers have hyperparameters whose tuning critically
affects results or may lead to a wide variety of problems when learning a model for each dataset
during training (e.g., under/overfitting, poor quality of features, feature selection to leave out noisy
features). Our experlmental evaluation aims to compare the performance of classifiers safety monitors
that wrap these classifiers, without optimizing performance on a specific scenario. Therefore, whereas
the choice of hyperparameters of ML classifier is bound to change their behavior, it is unlikely to alter
the conclusions we drew when experimenting with SPROUT monitors. Additionally, our experiments
are directed to different application domains and classification tasks (supervised, unsupervised, tab-
ular, image, rarely found in similar studies), meaning that even if a single result is skewed by an
imperfect parameter tuning of issues in learning the model, this issue is smoothed down thanks to the
wide range of experiments. This is important because this paper presents safety monitors to be applied
to black-box classifiers: therefore, the conclusions should not be impacted by classifier’s internals,
which are not disclosed in such a scenario.

Concerning external validity: we cannot claim the validity of this study for classifiers other than
those that we used in this study, but we believe that our findings are strong enough to generalize well
to other classifiers. Regarding the application domain of our results beyond classification, they have
the potential to apply to regression problems as well but will require a different set of uncertamty
measures tailored for numerical labels.

Last, the usage of public data and public tools to run classifiers was a prerequisite of our analysis
to allow reproducibility and to rely on proven-in-use data. All datasets are publicly available and
referenced in the paper for download at publisher’s sites; code is available at [5].

CONCLUSIONS AND FUTURE WORKS

Deploying autonomous decision-makers is one of the most challenging research issues these days,
especially when they are used in critical tasks, whose failures may harm the health of people, infra-
structures or the environment, e.g., fully autonomous driving, computer-guided robotic surgery, mo-
bile robots for inspections and surveillance, optimized power management and generation, and man-
ufacturing robots. Researchers and practitioners strive to build software components that are correct,
meaning no misclassifications are provided as output of a classifier. Instead, this paper showed how
misclassifications could be reduced not only by increasing correct predictions (i.e., having more ac-
curate classifiers), but also by suspecting misclassifications and rejecting corresponding predictions,
triggering alternative strategies instead. This shifts the paradigm from correct to a software that can
justifiably be trusted thanks to its ability to reject predictions they are not confident with.

To deal with this problem, we presented the design, the implementation and experimental evalua-
tion of SPROUT (Safety wraPper thROugh ensembles of UncertainTy measures), a safety monitor
that applies to any black box classifier software, computes an ensemble of uncertainty measures and
use them to compute a confidence score that can be used to decide if a prediction could be trusted.
Experimental results using a wide range (35) of tabular and image datasets, 20+ supervised and un-
supervised classifiers, showed how is it possible to consistently reject a significant portion of mis-
classifications, even suspecting all misclassifications of some classifiers (e.g., Logistic Regression on
the SDN20 dataset). More in general, the main findings of the paper were highlighted as takeaways
1-6 in dedicated boxes throughout the paper.

Future work will focus on further reducing computational overhead, expanding support for addi-
tional uncertainty measures, and improving adaptability to dynamic, real-time environments. With its
open-source 1mplementat10n [5], SPROUT is readily available for integration into autonomous deci-
sion-making pipelines, paving the way for trustworthy software-guided decisions.
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