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Facial Recognition Technology ®)
and the Challenges to Democratic Systems: | @&
An Introduction

Natalia Menéndez Gonzalez and Giuseppe Mobilio

Abstract This chapter discusses the state of the art of Facial Recognition Technol-
ogy (FRT) and the legal implications that its biometric nature and use pose,
particularly for fundamental rights and democracy. It also highlights the need of a
contribution such as the one this book proposes, with a specific focus on the threat
the use of FRT poses for democratic societies, particularly in the current evolving
digital landscape.

1 Introduction

Facial Recognition is a disruptive technology with global implications. Its high level
of accuracy, bolstered by Atrtificial Intelligence (AI) and the exponential growth of
available data and computing power, has significantly expanded its reach. A 2019
Stanford Report revealed that Facial Recognition Technology (FRT) secured $4.7B,
accounting for 6.0% of the total global investment between January 2018 and
October 2019, and witnessed substantial growth in global private investment from
2015 to 2019.

Facial Recognition Technology offers innovative solutions to current needs for
identification and verification, as ‘[t]hese technologies brought together the promise
of other biometric systems that tie identity to individual, distinctive features of the

'Perrault et al. (2019).
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body, and the more familiar functionality of video surveillance systems.’® A good
example of FRT’s increasing relevance is the technical advantage it provided during
the COVID-19 health emergency.” Further, in various policy fields public authorities
and private actors are experimenting with different practical applications for less
costly and more effective activities or services, such as in border management and
law enforcement.* As opposed to other biometrics, ‘it imposes fewer demands on
subjects and may be conducted at a distance without their knowledge or consent.”
This characteristic of the technology has led to the proliferation of what are known as
remote facial recognition systems.® These systems normally operate with so-called
‘non-cooperative subjects’. The adjective non-cooperative refers to subjects who do
not voluntarily submit to facial recognition. Such a lack of cooperation can be active,
meaning that the subject opposes, for instance, for ideological reasons, or passive,
when the subject is not aware of being subjected to facial recognition.

However, despite the potential benefits, the scholarly literature has identified a
multitude of potential risks that Facial Recognition Technology specifically poses
for fundamental rights,” especially but not only privacy and data protection,® and
specific subjects, such as minors in educational contexts.’ Moreover, the addition of
Al to FRT allows applications based on categorisation (e.g., sentiment analysis or
predictive policing), escalating the level of risk that it poses. Compared to other
biometric technologies such as fingerprint, iris or palm scanners, FRTs operate
contactless, being remote and non-intrusive.'” The face image can be processed
without the individual noticing and consenting. This makes the technology particu-
larly worthy of attention amongst other Al-empowered surveillance tools. In this
sense, its ground-breaking character and potentially harmful uses pose a significant
threat to the right to privacy and threaten a potential revolution to it, in a similar
manner to the advent of instant photography.'' Moreover, in a similar way to
surveillance cameras, facial recognition systems do not require large deployments
at the infrastructure level. This may seem like an advantage at first glance since they
do not introduce visual noise, for instance, in the public spaces in which they are
installed. However, it also has a counterpart, being that it is very difficult for ‘non-
cooperative’ citizens potentially subject to such systems to refuse their surveillance
control.

2 Anderson et al. (2019).

*Menéndez Gonzélez (2022).

“Mobilio (2023).

SIntrona and Nissenbaum (2010).

SWheeler et al. (2010).

7European Union Agency for Fundamental Rights (2019).

8Kindt (2016); European Union Agency for Fundamental Rights (2019); European Data Protection
Board (2023).

“Mobilio (2024).
19Berle (2020), pp. 2 ff.
""Warren and Brandeis (1890).
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Along these lines, numerous organisations and academics have warned of the
danger that the non-invasiveness of facial recognition systems entails from the point
of view of data protection.'? The remote and non-invasive nature of facial recogni-
tion systems makes them a technology that is particularly suitable to be installed in
general in a multitude of both public and private settings. Furthermore, the techno-
logical advantage it provides in contexts where there is a need for large-scale
identification/verification has made facial recognition a very attractive option for
many actors, as it is a very effective tool for managing large groups of people in
settings such as large events. Democratic states are not the only ones to have
recognised the advantages of exploiting these biometric technologies. In particular,
private actors are currently leading the way in the research and development of FRT,
driven by profit motives, while authoritarian regimes are not unaware of the potential
for the repression of dissent, as the recent Glukhin case of the European Court of
Human Rights demonstrates.'* The proliferation of these technologies carries with it
an unimaginable power of surveillance, control and manipulation that can seriously
threaten democracy, the rule of law and fundamental rights.

This volume explores such an impact. Building on the existing legal and technical
scholarship on FRT, which has recently been further developed,'* it goes one step
further. It proposes novel contributions that focus on specific issues and uses of FRT,
never discussed before following a systematic and coherent perspective. The fil
rouge that keeps all the contributions connected is the impact of FRT on democracy.
While other research has focused on the impact of FRT on fundamental rights,
particularly privacy and data protection, this volume will focus on concrete FRT
applications that endanger democracy and how such danger can be prevented.

This book becomes especially relevant within the current moment when the
European Union (EU) is involved in a long-term project that plans to ensure
biometric recordings of all citizens by using fingerprints and facial images. EU
citizens are bound by these provisions since EU Regulation No. 2252/2004 includes
obligatory biometric attributes (such as facial images) in passports and travel
documents issued by the Member States (MS). Moreover, most governments all
over the world and in Europe are currently implementing biometric IDs."> The
initiative will initially concentrate on non-citizens by storing biometrics on databases
such as Visa Information System (photos and fingerprints of short-term visa appli-
cants) and Eurodac. Additionally, MS are also invited to ensure that biometric data
from people accused of criminal offences is obtained for storage in European
Criminal History Database Systems (ECRIS-TCN). But, above all, this analysis

12Selinger and Woodrow (2019).

3ECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023.
“Matulionyte and Zalnieriute (2024).

Sworld Privacy Forum (2021).
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seems timely considering the European Union’s efforts to develop a critical position
and a general policy on biometric surveillance means in relation to the general
regulation of Al In this sense, the High-Level Expert Group on Al set up by the
European Commission, in its Ethics Guidelines for Trustworthy AI of April 2019,
underlined that ‘[i]dentification of individuals is sometimes the desirable outcome’,
but ‘automatic identification raises strong concerns of both a legal and ethical nature,
as it may have an unexpected impact on many psychological and sociocultural
levels’.'® Thereafter, the White Paper on Al officially published by the European
Commission in 2020 stressed the need for ‘a broad European debate’ on remote
biometric identification systems, considering the ‘specific risks for fundamental
rights’,'” even though a leaked version of the White Paper was suggesting the
possibility of placing a moratorium on these technologies.'® This path resulted in
the Regulation of the European Parliament and of the Council laying down
harmonised rules on Artificial Intelligence and amending certain union legislative
acts (Artificial Intelligence Act) (hereafter AI Act),'® proposed by the European
Commission in April 2021, and which entered into force in August 2024 . The Al
Act states that FRT is either a prohibited or high-risk Al application, or in some cases
even out of scope (such as biometric authentication). However, the debate is very
heated, considering that many actors, such as the European Data Protection Board
(EDPB) and the European Data Protection Supervisor (EDPS), have called for a
general ban on any use of Al for automated recognition of human features in publicly
accessible spaces and for categorising individuals into clusters.?’ Thanks also to the
progress made at European Union level, there is a growing awareness of the
opportunities and dangers of FRT, which makes a study such as the one proposed
here all the more useful and opportune.

This chapter will introduce the whole volume, and it is structured in the
following way: section one introduced the context and justification of the volume,
section two explains what FRT is and how it works, section three discusses the
research approach and the contributions of the volume.

!High-Level Expert Group on Autificial Intelligence (2019), p. 33.

"7European Commission (2020), pp. 21-22.

8 Delcker and Smith-Meyer (2020).

19Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Aurtificial
Intelligence Act).

2°EDPB and EDPS (2021).
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2 What Is Facial Recognition Technology and How It
Works

According to the Guidelines 05/2022 on the use of facial recognition technology in
the area of law enforcement by the European Data Protection Board, ‘[f]acial
recognition is a probabilistic technology that can automatically recognise individuals
based on their face in order to authenticate or identify them.’*' It belongs to the wider
area of biometric technologies which refer to automated methods that quantify an
individual’s morphological, physiological, or behavioural traits, such as fingerprints,
iris structure, voice, gait, and blood vessel patterns. These traits are classified as
‘biometric data’ since they enable or confirm the unique identity of that person.22

To be able to recognise individuals, the technology performs a series of sub-
processes. Such processes are, according to Article 29 Data Protection Working
Party,23 image acquisition,24 face detection,25 normalisation,26 feature extraction,27
enrolment®® and comparison.”” However, since the incorporation of Machine Learn-
ing techniques into FRT systems, the sequence of subprocesses has been affected.
For instance, some state-of-the-art FRT systems do not process biometric tem-
plates,*® which might affect the data processing from a legal perspective.

Facial Recognition Technology has two modalities: ‘real-time’ and ‘post’. Real-
time FRT, also known as Live FRT, LFRT, Automated FRT or AFR, entails that ‘the
capturing of biometric data, the comparison and the identification all occur without a
significant delay and comprises not only instant identification but also limited short

2! Paragraph 6.
22Europezm Data Protection Board (2023).

% Data Protection Article 29 Working Party was an independent European advisory body on data
protection and privacy set up under Article 29 of Directive 95/46/EC (also known as the Data
Protection Directive). It was replaced by the European Data Protection Board (EDPB) on 25 May
2018 (entry into application of the EU General Data Protection Regulation, also known as the
GDPR). See Atrticle 29 Data Protection Working Party (2012a).

24“The process of capturing the face of an individual and converting to a digital form (the digital
image).’

% “The process of detecting for the presence of a face within a digital image and marking the area.’
26<The process to smooth variations across detected facial regions, e.g. converting to a standard
size, rotating or aligning colour distributions.’

?7“The processing of isolating and outputting repeatable and distinctive readings from the digital
image of an individual. Feature extraction can be holistic, feature-based or a combination of the two
methods. The set of key features may be stored for later comparison in a reference template.’
8<[f this is the first time an individual has encountered the facial recognition system the image
and/or reference template may be stored as a record for later comparison.’

2°“The process of measuring the similarity between a set of features (the sample) with one
previously enrolled in the system.’

39 According to the European Data Protection Board, a biometric template is the ‘digital represen-
tation of distinct characteristics of [a] face.” (European Data Protection Board 2023).
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delays in order to avoid circumvention’.>' Post FRT means an FRT system other
than a real-time one.>” Traditionally, Live FRT is considered more ‘dangerous’ since
it allows the performing of real-time mass surveillance as opposed to post FRT,
which is usually aimed at targeted surveillance. In this line, the High-Level Expert
Group on Al stated apropos FRT that ‘[c]learly defining if, when and how Al can be
used for automated identification of individuals and differentiating between the
identification of an individual vs the tracing and tracking of an individual, and
between targeted surveillance and mass surveillance, will be crucial for the achieve-
ment of Trustworthy AL’>>?

Essentially, FRT can perform three functions: identification, verification and
categorisation. Identification means ‘the automated recognition of physical, physio-
logical, behavioural, or psychological human features for the purpose of establishing
the identity of a natural person by comparing biometric data of that individual to
biometric data of individuals stored in a database’.** Verification entails ‘the auto-
mated, one-to-one verification, including authentication, of the identity of natural
persons by comparing their biometric data to previously provided biometric data’.*
Last but not least, categorisation consists of ‘assigning natural persons to specific
categories on the basis of their biometric data, unless it is ancillary to another
commercial service and strictly necessary for objective technical reasons’.*®

The categorisation function of biometric technologies in general and FRT in
particular is its most controverted one due to two reasons. First, technically speaking,
categorisation is not facial recognition since this only covers identification and
verification.>” However, supervisory authorities, such as Article 29 Data Protection
Working Party, consider face recognition a means of categorisation.”® Therefore,
there is no agreement between technical and socio-legal stakeholders on whether
face analysis, as it is also known, constitutes facial recognition. Second, the
categorisation function of FRT has been subject to high criticism due to the lack
of scientific evidence supporting such a research stream.”” Further, this research has
also been coined as ‘physiognomic AI’ and accused of perpetuating systemic
societal bias, racism, and colonialism.*°

Precisely, the categorisation function of FRT is one of the two main technological
advantages provided by the introduction of AI to modern FRT systems. FRT

31 Article 3(42) AT Act.
32 Article 3(43) AT Act.
*3High-Level Expert Group on Artificial Intelligence (2019).
3 Article 3(35) Al Act.
35 Article 3(36) Al Act.
36 Article 3(40) Al Act.

*See ISO/IEC 2382-37:2022 definition of ‘biometric recognition’ in the harmonised biometric
vocabulary.

38 Article 29 Data Protection Working Party (2012a).
*Stark and Hutson (2022).
40Coalition for Critical Technology (2021).
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categorisation systems ranging from sentiment analysis,*’ depression diagnosis,*
sexual orientation,* lie,** and political ideology detectors® are all empowered by
Al However, as previously mentioned, the scientific value of this research has been
highly questioned by academics all over the world, including campaigns against the
publication of certain papers.*®

Finally, the second technological advantage provided by Al was an exponential
improvement in the accuracy of modern FRT. Before Al, facial images of people in
movement, not directly looking into the camera, with glasses, hats, facial hair, and/or
facial masks, were impossible to recognise. Further, low-quality images or images
lacking perfect ‘studio’ conditions were also poorly recognised.*” The combined
power of Al and Big Data has entailed a revolution in the entire field of computer
vision, of which FRT has taken advantage.

The reconstruction of the technical process may seem relatively simple, and there
are relatively few modalities that can be adopted and functions that FRT can
perform. However, this biometric technology can be used in many different areas
and for many different purposes in a way that allows both targeted and large-scale
tracking, prediction and manipulation that goes to the very heart of fundamental
rights and democratic systems.*®

3 The Research Approach and the Contents of This Book

The essays featured in this volume have considered the democratic challenges posed
by FRT, from its design to its deployment by various actors in different contexts.
Each chapter frames how the characteristics of FRT, as described in the previous
section, are intertwined and eventually collide with democracy, fundamental rights
and the rule of law.

The book approaches this challenging issue from a legal point of view, although
the analysis cannot fail to consider studies dealing with the technical characteristics
of these revolutionary technologies or their socio-economic impact. This broader
perspective is necessary in order to delve more deeply into the issues covered, which
have not yet been dealt with in a comprehensive manner.

This volume is mainly addressed to people who wish to gain a better knowledge
and understanding of the impact of FRTs on the daily life and activities of

“Ipatel et al. (2020).

“>Kong et al. (2022).

43Wang and Kosinski (2018).

44 Sanchez-Monedero and Dencik (2022).
“Rasmussen et al. (2023).

46 Coalition for Critical Technology (2021).
4T Gates (2011).

“8 Christakis et al. (2022).
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contemporary society, as it offers reflections on the legal consequences of the
widespread diffusion of these biometric technologies on democratic systems. The
book is also aimed at legal academics or practitioners who are interested in critically
reflecting on these issues and keeping abreast of the latest developments. However,
the analysis offered may also be of interest to academics in other disciplines, such as
engineering, ethics, sociology, and politics, or to policymakers, given that studies in
this field must necessarily be carried out in a multidisciplinary and interdisciplinary
fashion.

The study will focus primarily on the legal systems of the European Union and its
Member States, but scenarios and considerations concerning other regions will not
be disregarded, given that these technologies circulate very easily around the globe.

The authors involved in the project to produce this book are legal scholars who,
from different perspectives, are already engaged in academic research on law and
biometric technologies. They have agreed to share their expertise in order to address
the challenging topic of this volume according to a common rationale.

Chapter two ‘Facial Recognition Technologies: Threats or Opportunities for
Democracy?’, by Giuseppe Mobilio, introduces the general issue of the interrela-
tionship between democracy and FRTs. The analysis shows how this kind of
biometric technology can be an opportunity or a threat for democracy. Indeed,
FRTs directly affect several pillars of legal systems based on liberal constitutions,
such as free and fair elections, citizen participation, protection of fundamental rights
and the rule of law. The chapter looks at relevant cases of current applications of
FRTs that have the effect of discouraging political participation by repressing
political dissent and manipulating political participation by using techniques of
profiling and political microtargeting, while facilitating political participation by
providing access to public activities, namely voting. For each application, the
practical benefits and growing concerns are explored. The aim is also to assess the
regulatory response offered by data protection legislation, the Al Act and other
relevant legislation. The common feature of the overall regulation is the emerging
need to ‘democratise’ FRTs.

In chapter three “Technical Solutions for a Proportional Use of Facial Recognition
Technology’, Natalia Menéndez Gonzalez begins the analysis of the legal princi-
ples that shape the regulation of FRT and condition the concrete uses of this
surveillance technology. Here the focus is on the principle of proportionality. The
analysis starts off from a description of how the principle of proportionality applies
to FRTs, drawing on the main known decisions of courts, data protection authorities
and the EDPB that have provided for the application of this principle. Then the
chapter offers a critical overview of some technical solutions that have been applied
to FRTs in order to operationalise the principle of proportionality. Each of these
solutions has its strengths and weaknesses, but the author underlines how the
‘proportionality by design’ approach could be a preferred solution for making the
legal regulation of FRT more effective and democratic.

Chapter four ‘Facial Recognition in Public Spaces and the Principle of Necessity’
by Catherine Jasserand-Breeman focuses on the controversial use of FRTs in
public spaces by law enforcement authorities. Given the particular intrusiveness of
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this use when it comes to fundamental rights and democratic values, the chapter
examines how another general principle, namely the principle of necessity, sets the
conditions for the deployment of FRTs. Drawing on the example of the recent
Glukhin case, the analysis reconstructs the main framework and tests for
implementing the necessity principle, taking into account the case law of the
ECtHR and the ECJ, the guidance provided by the EDPB and the doctrinal elabo-
rations essential for defining the limits that FRTs must respect. With a view to the
future, the author also considers the guidelines offered by the AI Act and questions
whether the new regulation also meets the requirements imposed by the necessity
principle.

In chapter five ‘Enhancing Oversight and Addressing Gaps: Assessing the Impact
of the Al Act on Biometric Identification Systems’, Federica Paolucci explores
some of the most prominent effects of the entry into force of the Al Act, which could
be broadly considered as a nuanced manifestation of the ‘Brussels effect’. In
particular, the analysis examines how the new regulation on biometric identification
systems and its inspiring principles will establish itself as a global standard for the
rule of law. In this regard, the chapter examines both the internal impact within the
EU legal framework, i.e. on other pieces of legislation, and the external impact,
i.e. on the role of Member States in implementing the Al Act. In addressing these
issues, the author highlights many critical aspects that are expected to influence the
future of biometric identification technologies, not only within the EU, but also
beyond its borders.

Chapter ‘Biometric Data and Facial Recognition Technology in the EU’ by
Theodoros Karathanasis is dedicated to the crucial issue of cybersecurity. More
specifically, the chapter analyses how various pieces of legislation may affect bio-
metrics and FRTs, taking into account the GDPR, the NIS 2 Directive and the
Cybersecurity Act, as well as the Cyber Resilience Act and the Cyber Solidarity
Act, also mentioning the AI Act. The analysis looks at the main pillars of these
complex and intertwined pieces of legislation. In outlining the general criticisms that
have arisen in response to the various provisions, the author focuses on several
specific cases, such as security breaches, data security, large-scale processing of
biometric data for security purposes, the range of risk assessment and management
techniques, and the systems of administrative penalties provided for under these
legal regimes. The study shows that the security of FRTs and the data processed is
bound to become as crucial as the disentanglement of the relevant legislation will be
challenging.

Chapter “FRT and Access to Public Services: What Acceptable Uses in Smart
Cities?” by Isadora Neroni Rezende reflects on the ability of FRTs to invade the
most intimate and inner circle of people, to the extent that it is able to read and
condition emotions. On this basis, the chapter analyses the use of FRT by law
enforcement authorities to achieve what is called ‘emotional dominance’. The
massive proliferation and increasing use of biometric surveillance tools after 9/11
has contributed to a shift from their use for military purposes to the normalisation of
their use for security purposes. The analysis challenges whether and how this kind of
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surveillance is compatible with democratic regimes by critically reconstructing the
legal response, taking into account both key case law and the Al Act.

Finally, the volume closes with chapter “From Identity to Emotional Dominance?
“Early Warnings” on Emotion Recognition Uses by Police Forces”, where
Francesco Paolo Levantino looks at one of the most widespread applications of
FRT, which is the deployment of this biometric tool in smart city environments.
Special attention is given to the challenge of using FRTSs in public spaces to provide
access to public services. The analysis starts from the difference between technol-
ogy-driven and human-driven conceptions of smart cities, highlighting how these
different approaches can influence the legal framework. The chapter focuses on FRT
deployment to improve the efficiency of a service or to detect irregularities in the
uses of services. For each of these situations, an assessment based on the principle of
proportionality is carried out in order to provide some guidance on the legal
acceptability of FRTs.

All the chapters in this book are the result of papers presented and discussed
during the Conference ‘Next Democratic Frontiers for Facial Recognition Technol-
ogy. The Legal, Ethical and Democratic Implications of FRT’, which took place in
Florence on 29 September 2023. This event was organised by the Department of
Legal Sciences of the University of Florence, the Chair of Al and Democracy at the
School of Transnational Governance of the European University Institute and the
Haifa Center for Cyber, Law and Policy.
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Facial Recognition Technologies: Threats @)
or Opportunities for Democracy? S

Giuseppe Mobilio

Abstract The rule of law, democracy and fundamental rights are strictly entrenched
in liberal constitutions. The widespread adoption of Al-based technologies can be
seen as an opportunity or a serious threat to these pillars. In particular, facial
recognition technologies (FRTs) open up a wide range of practical benefits, but
they can also enable new forms of mass surveillance and interference with free and
fair elections or citizens’ participation in political life. This chapter examines the
implications for democracy of the proliferation of FRTs. To this end, the analysis
will focus on three paradigmatic deployments of FRTs, which are: identification, that
allows people to be tracked in public spaces and thus discourages political partici-
pation; categorisation, that allows people to be profiled and thus manipulates
political participation; and verification, that allows people to be granted access to
voting and thus facilitates political participation. For each of these paradigmatic
cases, the chapter underlines pros and cons of the use of FRTs, also in order to assess
how the legal regulation addresses the concerns raised in the EU context. A fil rouge
of the legal response is identified in the need to address threats to democracy by
‘democratising’ the same FRTs.

Keywords Facial recognition - Democracy - Political participation, transparency -
Security

1 Introduction

Facial recognition technologies (FRTs) are biometric technologies that confer great
surveillance power on public authorities and private actors. Their use has implica-
tions for some of the key pillars of liberal constitutions, such as the rule of law,
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human rights and democracy.' In particular, the issue of FRTs is closely linked to the
idea of ‘digital democracy’, which investigates how the use of digital technologies
may influence the conditions, institutions and practices of political engagement and
democratic governance.” In this sense, the use of FRTs can directly or indirectly
affect all the main elements of democratic systems as recently defined within the
Council of Europe framework, namely: the choice and replacement of political
bodies by means of free and fair elections; the participation of citizens in all aspects
of social, political and economic life; human rights protection and the rule of law;
and safeguards and guarantees to assure the equitable and fair application of laws
and procedures to all citizens.’

FRTs, and Al-based technologies in general, have an ambiguous relationship
with democracy. Technologies are not democratic per se: ‘whether a technology is
democratic or not depends on how it is used’.* Accordingly, FRTs can ‘boost’
democracy,’ but they can also be a “disruptive force’.® The model of liberal democ-
racies has been challenged by several new conceptual categories, depending on
whether these types of surveillance technologies are misused by governments, as
in the case of ‘digital authoritarianism’,” thereby undermining the legitimacy of the
democratic process, as for the risks of ‘algocracy’,® or even they are misused by
private actors, as in the case of ‘surveillance capitalism’.’ In addition, there is still no
clear perception of citizen support for Al in government and politics.'® If unaccount-
able uses of Al such as those for surveillance purposes, find acceptance among
citizens, for example because they are viewed as bringing more convenience and
efficiency, this could gradually lead to what has been called a kind of ‘democratic
paternalism’.ll As a result, in the recent ‘Draft Framework Convention on artificial
intelligence, human rights, democracy and the rule of law’, adopted on 14 March
2024, the Council of Europe’s Committee on Artificial Intelligence stressed the
importance of ensuring that ‘artificial intelligence systems are not used to undermine
the integrity, independence and effectiveness of democratic institutions and pro-
cesses’ (Article. 5).12

This chapter will address some of the most debated uses of FRTs that directly
impact on democracy. In particular, the paper will focus on three cases of application

"Nemitz (2018).

2Berg and Hofmann (2021).
*EGE (2023), p. 7.
“Boehme-NeBler (2020), p. 80.
SCavaliere and Graziella (2022).
SKonig and Wenzelburger (2020).
"Wright (2018).

8 Danaher (2016).

°Zuboff (2019).

10K 6nig (2022).

K onig (2022), p. 2.

12CAI (2024).
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of FRTs to discourage (§2), manipulate (§3) and facilitate (§4) political participation,
each associated with one of the main purposes that can be pursued through the use of
these biometric technologies. For each of these cases, the analysis will also consider
the EU legislation in force that seeks to protect the aforementioned elements
underpinning democratic systems, such as data protection legislation (both Regula-
tion (EU) 2016/679 (General Data Protection Regulation—GDPR) and Directive
(EU) 2016/680 (Law Enforcement Directive—LED), the Regulation (EU) 2024/
1689 (Artificial Intelligence Act—AI Act), and other relevant legislation. The aim of
this Chapter is also to verify whether there are common features that shape the
regulatory response to these challenges to democracy (§5). Finally, some brief
conclusions will be drawn (§6).

2 Identification of People and the Risk of Discouraging
Political Participation

The first relevant purpose of FRTs is identification. We have identification, also
called 1-to-many comparison, when the biometric template extracted from a facial
image is compared with a watchlist of many images. The main application of FRTs
for identification purposes that has a relevant impact on democracy and the rule of
law is the tracking of people in publicly accessible spaces. Biometric systems have
been coupled with big data analytics and, as a result, it is now possible to capture live
data, turn them into digital data and combine them with information available in
public and private databases or online, including through social media.'? In this way,
FRTs can be used to monitor people, discourage political participation and restrict
freedom of assembly and expression, as well as the right to data protection.

FRTs give to the public authorities, and in particular law enforcement agencies, a
great capacity to pursue public interest tasks, such as the fight against crime.
However, in 2012 the Article 29 Working Party already observed that in case of
FRTs ‘where biometric data can be easily captured without the knowledge of the
data subject a widespread use would terminate anonymity in public spaces and allow
consistent tracking of individuals’."* More recently, the EDPB declared that ‘remote
biometric identification of individuals in publicly accessible spaces poses a high risk
of intrusion into individuals’ private lives and does not have a place in a democratic

. . . . . 5
society, as by its nature, it entails mass surveillance’.'

13 Acquisti et al. (2014).
14 ART29WP (2012), p. 9.
ISEDPB (2022), §104.
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Such concerns have recently been addressed by the European Court of Human
Rights in the case of Glukhin v. Russia.'® This case involved a Russian peaceful
protester who had been arrested after the Russian authorities deployed FRTs, firstly,
to identify him from the photographs and the video of the protest published on
Telegram (‘ex post’ use of FRTs) and, secondly, to locate and arrest him while he
was travelling on the Moscow underground (‘live” and ‘real-time’ use of FRTs). The
ECtHR stated that the Russian authorities unlawfully violated the freedom of
expression (Article 10 ECHR) and the right to privacy (Article 8 ECHR) of the
applicant because, inter alia, such interferences are not ‘necessary in a democratic
society’. Regarding freedom of expression, the demonstration was carried out in an
indisputably peaceful and non-disruptive manner, while the only offence was the
applicant’s failure to notify the authorities of his demonstration. No reprehensible act
was committed, but the authorities showed no tolerance towards the applicant’s
peaceful solo demonstration.'” Regarding the right to privacy and data protection,
the contested use of FRTs was qualified by the ECtHR as ‘particularly intrusive’ and,
accordingly, ‘a high level of justification is therefore required’ (‘the highest’ in case
of the use of ‘live’ FRTs), also considering the processing of data that reveal political
opinions.'® However, though the protester—as said—was never accused of com-
mitting any reprehensible acts, the domestic law permits the processing of biometric
personal data in connection with the investigation and prosecution of any offence,
irrespective of its nature and gravity.'” In the end, the ECtHR concluded that such
use of ‘highly intrusive’ FRTs ‘is incompatible with the ideals and values of a
democratic society governed by the rule of law, which the Convention was designed
to maintain and promote.’*’

From a regulatory perspective, the ECtHR stressed that restrictions on these rights
need to be grounded in a law that meets several qualitative conditions. Thus, the
ECtHR stated that it is ‘essential’ for the use of FRTs ‘to have detailed rules
governing the scope and application of measures as well as strong safeguards against
the risk of abuse and arbitrariness’; such a need is even ‘greater’ where the use of live
FRTs is concerned.”’ The Russian legal framework, by contrast, was ‘widely
formulated’, so that the domestic law allows the processing of biometric data ‘in
connection with any judicial proceedings’. Moreover, Russian law does not contain
any limitations ‘on the nature of situations’ which may lead to the use of FRTs, ‘the
intended purposes, the categories of people who may be targeted, or on processing of
sensitive personal data’. Nor does it provide for ‘any procedural safeguards’, such as
‘the authorisation procedures, the procedures to be followed for examining, using

IGECtHR, Glukhin v. Russia, no. 11519/20, 4 July 2023. See Palmiotto and Menéndez Gonzalez
(2023), Neroni Rezende (2023).

"7ECtHR, Glukhin v. Russia, cit., § 55-56.
lgECtHR, Glukhin v. Russia, cit., § 86.
ECtHR, Glukhin v. Russia, cit., § 86-88.
2OECtHR, Glukhin v. Russia, cit., § 90.
2'ECtHR, Glukhin v. Russia, cit., § 82.
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and storing the data obtained, supervisory control mechanisms and available
remedies.”*?

In the same vein, Article 52(1) CFREU states that any limitation on the exercise
of fundamental rights ‘must be provided for by law’, and the CJEU has clarified that
the law must lay down ‘clear and precise rules’ governing ‘the scope and application
of the measure’ in question, imposing ‘minimum safeguards’ against the risk of
abuse.”

The AI Act adds something extra to the existing rules governing FRTs, taking
into account both the ‘real-time’ and ‘ex post’ use of FRTs considered in the Glukhin
case. Firstly, the Regulation establishes a ‘red line’>* by prohibiting “real-time’
remote biometric identification systems in publicly accessible spaces for law
enforcement purposes’, although there are broad exceptions provided in the Article
5.%> However, Member States will have to specify the rules that apply to FRTs and
may also provide for the option of restricting their use in relation to the offences to be
prosecuted.?® Thus, as also specified in Recital 38, national rules will be indispens-
able, as the Al Act cannot be relied upon as a sufficient legal basis under the
provisions of data protection legislation, which requires that biometric data should
only be processed where authorised by EU or national law.?” Secondly, according to
Article 26(10), the ‘ex post’ use of FRTs will be considered a ‘high risk’ system,
resulting in the imposition of numerous burdens on all the operators in the value
chain (such as providers, deployers, manufacturer, importers or distributors of Al
systems).28

3 Categorisation of Voters and the Risk of Manipulating
Political Participation

The second relevant purpose of FRTSs is categorisation. In this case the aim is not
strictly to identify a person, but rather to infer several characteristics from the facial
image and to classify that person into one or more categories. One of the most
important applications of categorisation affecting democracy is the profiling of
people. As far as this aspect is concerned, FRTs enable the extraction of information

22ECtHR, Glukhin v. Russia, cit., § 83.

B CIEU, Digital Rights Treland, Joined Cases C-293/12 and C-594/12, ECLL:EU:C:2014:238,
8 April 2014, § 54; V.S., C-205/21, ECLLI:EU:C:2023:49, 26 January 2023, §65 ft. See also Article
10(a) Directive (EU) 2016/680.

24Smuha et al. (2021).

25 Article 5 Al Act.

26 Article 5(5) Al Act.

7 Article 10 LED.

28 Christakis et al. (2021).
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from face images as never before.’ They make it possible not only to infer whether
an individual belongs to a particular group based on characteristics such as sex, age,
or race, but also to deduce further information, such as political preferences. A recent
and much discussed study shows that ML algorithms are able to establish a corre-
lation between facial images and political orientation (liberal or conservative) with a
success rate of around 70% when analysing image pairs of people with different
political orientations, and just under 3% less when using faces of people of the same
age, gender and ethnicity.’® As a result, FRTs become a powerful tool for manipu-
lating political participation, thanks to the practices of political marketing that they
can enable.

In fact, if FRTs allow political orientation to be inferred simply through an
analysis of facial images, these technologies can be deployed for broader political
microtargeting. This is a technique of personalised communication that involves
gathering information about people and using it to deliver targeted political adver-
tisements that speak to their concerns and resonate with their opinions.’' After the
Cambridge Analytica scandal,®® this ‘weaponised’®® form of propaganda has
become well known for its power to massively alter free elections and voting.>*
However, political microtargeting also has several potential benefits:>> it can
increase the political participation of citizens, help them to make more informed
voting choices and thus strengthen democracy; it can help political parties to run
cheaper, more efficient and effective political campaigns; it can increase the diversity
of political campaigns, emphasising the different positions of political actors to the
benefit of public opinion. By contrast, political microtargeting combined with FRTs
raises many concerns that are actually also related to the identification purposes
described in §2.

The first set of concerns relates to the accuracy of FRTs. The above-mentioned
study refers to a failure rate of nearly 30%, which is high. Furthermore, political
orientation was not predicted by analysing the facial image of one person alone, but
always by comparing two images. Accuracy is undermined by the inability to detect
emotions, personal traits or inner beliefs, given the general technical and scientific
failure to achieve such a result with cer’tainty.36 Moreover, as is well known, facial
recognition can be inaccurate due to bias in training datasets.>” The accuracy of ML
algorithms that are used to automatically infer information, as well as for

29See chapter 8 in this volume by Levantino.
30K osinski (2021).
3! Council of Europe (2021), p. 23.

3 https://www.theguardian.com/technology/2017/may/07/the-great-british-brexit-robbery-
hijacked-democracy

33Manheim and Kaplan (2019), p. 134.
34 Bradshaw and Howard (2018).

3 Borgesius et al. (2018), p. 84 ff.

3 Barrett (2020).

3 Borgesius (2018), p. 17.
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identification purposes, will be compromised if the training data reflect implicit
biases.®® In this regard, different studies have shown that dark-skinned people and
women are significantly underrepresented in training datasets compared to light-
skinned men of Caucasian origin.39 As a result, FRTs are not reliable tools for
political microtargeting and there is a risk that the potential benefits of this practice
will be lost or, worse, that the inaccuracy may lead to discrimination.

Another set of concerns is related to the impact of FRT-supported political
microtargeting on the same fundamental rights mentioned in §2. In the case of the
right to data protection, this kind of political communication is based on the
collection and combination of massive amounts of personal data about citizens in
order to infer sensitivities and political preferences. Voters’ data protection can thus
be undermined. Citizens can also be manipulated by tailoring and distorting infor-
mation, or they can even be ignored if not expected to vote.*” In the case of freedom
of expression, citizens have the right to inform themselves and receive political
information from a diversity of sources and perspectives.*' However, FRTs and Al
in general contribute to shaping the information environment of citizens, intervening
in their opinion formation and the social construction of reality for the wider
public.*? The creation of filter bubbles is one of the most serious consequences of
this practice.*’

Finally, FRTs and political microtargeting put significant power in the hands of
private actors. Political parties are turning to data brokerage firms or social media
platforms to purchase microtargeting services that exploit ML algorithms to predict
and alter emotions and thoughts.** Mostly, as also noted at European level, these
actors no longer serve as simple channels of communication between individuals
and institutions but play an increasingly prominent role on their own, setting the
agenda and shaping and transforming social and political models.*’ As a result, we
are witnessing ‘an unprecedented and un-checked concentration of data, information
and power in the hands of a small group of major digital companies’.*® Therefore,
the authority of democratic States may be threatened by private actors who may use
such algorithmic tools without adequate democratic oversight or control.*’

38 eslie (2020).
3 Buolamwini and Gebru (2018); Grother et al. (2019).
“OBorgesius et al. (2018), p. 87 ff.

*See Bod6 et al. (2017). Political advertising is protected speech pursuant to Article 10 ECHR, but,
according to Article 3 of Protocol 1 to the Convention, the freedom of expression of a political party
can be restricted in order to secure the ‘free expression of the opinion of the people in the choice of
the legislature’ and to ‘protect the electoral process’; see ECtHR, Bowman v UK, No. 24839/94,
19 February 1988, §43; Animal Defenders International v UK, No. 48876/08, 22 April 2013, § 111.
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3 Shaffer (2019).

“Barrett et al. (2019).
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If FRTs are used for categorisation purposes, there is a regulatory framework to
address the concerns raised, which strikes a balance between prohibition and
transparency in the use of such techniques of political communication and
manipulation.

On the one hand, there are now specific rules that relate directly to the technology
itself. In particular, the Al Act includes a prohibition on biometric categorisation
systems that categorise individuals ‘based on their biometric data to deduce or infer
[...] political opinions’ (Article 5(1)(g)). This prohibition was added during the
adoption process of the Regulation and could be intended to exclude the experimen-
tal uses of TRFs mentioned above, but also to avoid the problems related to accuracy
and impact on fundamental rights. However, some doubts remain as long as it is not
clear which uses will actually be covered by this ban. These rules will certainly apply
to exclude attempts to identify a person's political affiliation, for example on the
basis of physiognomy. But it is not certain whether it will still be possible to set up a
political information campaign that differentiates people on the basis of their facial
features and, once this classification has been made, associates different information
with them: for example, providing different information on the basis of somatic
features, age or state of health.

On the other hand, even if there was space for this kind of biometric
categorisation, the Al Act foresees some transparency obligations. Deployers of
biometric categorisation systems must inform the persons exposed thereto of the
operation of the system.*® In addition, the AI Act includes provisions aimed at
enhancing the accuracy of FRTs, such as those establishing data quality require-
ments, harmonised standards, or common specifications.*” In addition, as a general
rule, high-risk Al systems should be tested before being put on the market or
otherwise put into service in order to ensure that such systems perform consistently
with their intended purpose and are in compliance with the requirements set out by
the new Regulation.”® Deployers of a high-risk AI system must be duly informed of
the system’s characteristics, capabilities and limitations of performance (Article
13 AT Act).

Data protection legislation is also in line with the need to promote transparency.
As is well known, biometric data and people’s political opinions are included among
the ‘special categories of data’, which cannot be processed unless the processing
falls under certain exceptions.’’ In the cases of FRT-based political microtargeting,
the legal ground must be ‘explicit consent’.’® Moreover, personal data must be

48 Article 50(3) AI Act.

4 Articles 10, 40, 41 AI Act.
30 Article 9 AI Act.

5! Article 9 GDPR.

32 Article 9.2(a) GDPR. Unless data are ‘manifestly made public by the data subject’ (Article 9.2
(e) GDPR); but in this case it is not sufficient for a facial photo to have been made public on a social
network, as the data subject must be aware that the data will be publicly available to everyone,
including the authorities (ART29WP 2017a, p. 10).



Facial Recognition Technologies: Threats or Opportunities for Democracy? 21

processed in a fair and transparent way>> and, accordingly, data subjects have the
right to receive information ‘in a concise, transparent, intelligible and easily acces-
sible form’.>* The same explicit consent is one of the legal bases required for
profiling activities that significantly affect a person through the use of FRTs,
accompanied by appropriate safeguards, at least the right to obtain human interven-
tion, to express one’s point of view or to contest the decision taken.>> At the same
time, however, the limits and mystification of the traditional principle of ‘notice and
consent’ are well known, so that giving consent or receiving information does not
necessarily imply a greater awareness of the nature of the processing.”®

However, the issue of FRT-based political microtargeting is also addressed by
other pieces of legislation that are not directly related to FRTs. With regard to
political advertising, a particularly relevant set of rules are those on party financing,
which must ensure transparency and fairness in the way parties receive and spend
public and private money to fund their campaigns.”’ On the other hand, if we look at
the private intermediaries that manage political communication, the most promising
developments may be found in the provisions of Regulation (EU) 2022/2065 on a
Single Market For Digital Services (DSA). Article 26 of the DSA imposes obliga-
tions on the platforms concerned to disclose political advertising and to provide
some information, such as the person on whose behalf the advertisement is
presented; who paid for the advertisement; and the parameters used to determine
the recipient. In addition, advertising based on profiling using special categories of
personal data, such as biometric data, is explicitly prohibited for online platform
providers.”® Finally, a more systematic legislation has been adopted with Regulation
(EU) 2024/900, on ‘the transparency and targeting of political advertising’.>® This
Regulation has recently introduced many additional transparency and due diligence
obligations for providers of advertising services, publishers and sponsors.®” Political
advertisements must be made available with a transparency label and a transparency
notice providing key information such as sponsors, the amounts paid or any use of
targeting techniques.®' Specific rules apply to targeting and ad delivery,®* which are
only allowed under strict conditions, such as an explicit and separate consent for the
use of data for political advertising. Targeting is subject to additional transparency
requirements, while profiling based on special categories of personal data is

33 Article 5.1(a) GDPR.

54 Article 12 GDPR.

5 Article 22 GDPR.

36Custers et al. (2022), p. 466 ff.

57Bod6 et al. (2017).

8 Article 26(3) DSA.

5%van Drunen et al. (2022).

%0Chapter II of Regulation (EU) 2024/900.
5! Articles 11-12, Regulation (EU) 2024/900.
2 Chapter III of Regulation (EU) 2024/900.
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explicitly prohibited.®> This prohibition is a general rule that must be read in
conjunction with the specific prohibition of biometric categorisation in the Al Act,
thus confirming a restrictive approach to this type of categorisation.

4 Verification of Identities and the Promise of Facilitating
Political Participation

The third relevant purpose of FRTs is verification. We have verification, also called
1-to-1 comparison, when the biometric template extracted from a facial image is
compared with a single existing image of the same individual. In this case, the most
relevant application of FRTs with a direct impact on democracy is tied to providing
access to public activities, namely voting. The combination of biometric technolo-
gies and the electoral process is a relevant application of e-voting, which is the use of
electronic means to cast and/or count the vote.* In this realm, FRTs can be used to
verify whether an individual is eligible to vote by matching a person’s facial features
with the stored images in the database of eligible voters. There are also some
variables to consider, such as whether this system can be used alone or as a means
of verification supplemental to, for example, fingerprints. Moreover, FRTs can be
used inside the polling booth under the supervision of an election officer or to allow
access from personal devices and remote voting. This type of system is already
available in some States in slightly different forms,®> and a number of studies are
proposing that it be combined with blockchain technology.®® In this way, unlike the
cases described in the previous sections, FRTs can be used to promote political
participation.

FRT-based voting can potentially have many practical benefits in terms of
facilitating participation in elections and voting:®” enabling voters to cast their
votes from a place other than the polling station in their electoral district; making
it easier for voters with reduced mobility or those who have other physical difficul-
ties to take part in the electoral process; and increasing voter turnout by providing
additional voting channels. Moreover, it can make voting cheaper by reducing the
overall cost of the electoral process over time, and more efficient by delivering
voting results reliably and more quickly.

But we must not make the mistake of fetishising technology,®® because it doesn't
bring progress per se. Remote voting results in the loss of the symbolic and ritual

3 Article 18(1)(c), Regulation (EU) 2024/900.

%4Council of Europe (2017).

%5 Heiberg et al. (2021).

(’(’Revathy et al. (2022); Sreekanth et al. (2022); Prathyusha et al. (2023).
57 Council of Europe (2017).

68 Cheeseman et al. (2018).
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function of the vote, which contributes to the integration of citizens in democracy.®
Also, many measures must be taken to prevent coercion and safeguard free and
secret suffrage.’” Moreover, voters who do not have cameras of sufficient quality are
automatically excluded, with an impact on equal suffrage.”’

In addition, the same concerns as mentioned in §3 arise here. In terms of
accuracy, even the best current algorithms have a certain error rate, especially
when the facial images are captured in an uncontrolled (wild) environment.”* And
if an error occurs, an eligible voter may be prevented from voting (false negative), or
an ineligible voter may be substituted for an eligible one (false positive). In terms of
data protection, we need to consider the risks associated with storing images,
accessing data, etc. In terms of the increasing power of private actors, the use of
smartphones and facial recognition services provided by third parties may be critical
in elections. Again, issues of freedom, equality and secrecy in voting come to
the fore.

Furthermore, in the case of FRT-based voting, specific problems are posed in
relation to the security of the systems. The Council of Europe has recently clarified
that the issue of security in e-voting is very complex, as it entails ensuring the
different dimensions of integrity and authenticity, availability and reliability, secrecy
and confidentiality, usability and accessibility.”* However, with reference to FRTSs in
particular, specific threats to the electoral process may come from people’s attempts
to replace themselves with another person through spoofing attacks.”* In this regard
it would be crucial to detect subject liveness, i.e. to make sure that a still image is not
shown into a camera instead of a real person. To this end, FRTs have been combined
with active liveness detection, which prompt the users to follow given guidelines in
order to prove that they are alive, or passive liveness detection, which checks the
consistency of the captured data.”

From a regulatory perspective, the security of FRT-based voting is addressed
based on the principle of accountability. If these systems are attacked, we need to
refer to national criminal law that punishes identity theft or fraud. However, in the
case of identity substitution resulting in a false positive, we must also refer to data
protection legislation that protects the processing of one’s personal data. Here the
legislation reflects what has been called an accountability-oriented approach.’®
Indeed, according to the principle of accountability, the controller must implement
‘appropriate technical and organisational measures’ in order to comply and be able to

%Boehme-NeBler (2020), p. 83.

"Krips and Willemson (2019).

"'Heiberg et al. (2021).

" https://pages.nist.gov/frvt/html/frvt11.html.
73 Council of Europe (2022).

7“Hao and Howell O'Neill (2020).

"> Heiberg et al. (2021).

76 Quelle (2018).
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demonstrate compliance with data protection rules.”” These measures are mainly
aimed at ensuring the ‘security of processing’,”® which is assessed on the basis of
several parameters and the risks for the rights of people.”” Moreover, according to
the further principles of ‘integrity and confidentiality’, these measures must ensure
appropriate security, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage.*® Depending on the
nature and level of the election, the authority to be held accountable for processing
biometric data must therefore be identified and be subject to control and corrective
powers by the national supervisory authorities.

The AI Act does not consider FRTs used for verification purposes to be high-risk
Al systems per se,”' and therefore the rules on ‘accuracy, robustness and cyberse-
curity’ do not apply.®? However, there are other relevant pieces of legislation that
address security issues of FRTs employed for e-voting, such as Directive (EU) 2022/
2555 (NIS 2 Directive). These specific rules apply to public or private entities
operating in the digital infrastructure sector or being public administrations, and
can therefore be considered as ‘essential entities’.®*> Those responsible for the
management of FRT systems aimed at facilitating political participation are also
responsible for taking appropriate and proportionate technical, operational and
organisational measures to manage the risks posed to the security of network and
information systems.*

5 The Common Need to ‘Democratise’ FRTSs

The three cases of application of FRTs have a direct impact on all the elements that
underpin democratic systems, as mentioned in the Introduction (§1). Political par-
ticipation can be discouraged, manipulated or facilitated depending on the purpose
and types of use of these technologies. However, the results that can be achieved are
not clear.

Tracking and profiling activities are very likely to indirectly distort voting out-
comes. These controversial uses of FRTs for identification and categorisation can
also lead to problems of accuracy and expose the right to data protection and
freedom of assembly to serious violations and abuses by public authorities and/or

77 Article 24 GDPR; Article 19 LED.
78 Article 32 GDPR; Article 29 LED.

" These parameters are the state of the art, the costs of implementation, and the nature, scope,
context and purpose of the processing. See EDPB (2020), §87 ff.

80 Article 5.1(f) GDPR; Article 4.1(f) LED.
81 Annex I1I(1)(a) Al Act.

82 Article 15 Al Act.

83 Annex I NIS 2.

84 Article 21 NIS 2.
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private actors. This has implications for the rule of law and the equal and fair
application of the law to all citizens. However, it is also possible that tracking
activity, if properly regulated, can safeguard public order and thus allow citizens
legitimately to exercise their democratic freedoms. Even profiling, if not
weaponised, can be aimed at enhancing freedom of information and thus promoting
a more informed vote. On the contrary, FRT-assisted voting may give rise to social,
technical and legal problems that create barriers instead of promoting political
freedoms. As a result, the discourse on FRTs is more about risks and promises
than certainties.

As we have seen, there is an overlap between different regulatory frameworks,
and different solutions are in place to address this ambiguity. However, each
regulatory response seems to stem from a common root, which can be synthesised
as the need for ‘democratisation’ of FRTs.*

The case of identification highlights the need for clear legislation to set out the
conditions, procedures and limits for the use of FRTs. In particular, the parliamen-
tary law intended for this purpose can be seen as ‘a proxy for a democratic ex ante
decision-making’,*® which provides a democratic justification for measures that
affect fundamental rights. In addition, although the legal norms do not necessarily
have to be provided by a parliamentary law, as in the case of the limitation of
fundamental rights according to the ECHR,*’ the rules must meet certain quality
requirements that reflect values typical of the rule of law and democratic regimes.
For example, as specified by the ECtHR, rules governing FRTs must provide for
their scope and the application of these technologies, as well as safeguards against
the risk of abuse and arbitrariness.®® Thus, the ECtHR confirms the requirements of
‘foreseeability’ and ‘accessibility’, stating that the legal rules must be ‘sufficiently
clear’ in order to provide citizens with an adequate understanding of the conditions
and circumstances under which the authorities are empowered to resort to surveil-
lance and data collection measures.*’

The case of categorisation, in addition to the need for clear and precise rules on
FRTs, which can go as far as banning them, reveals another aspect of the demand of
democratisation of these technologies, related to greater transparency. Transparency
helps to make clear the level of accuracy of FRTs and to strengthen—or not —
citizens’ trust in these technologies; to raise awareness of the impact on the funda-
mental rights of people under surveillance; to make explicit the role of private actors
(political parties, but also platforms) and algorithms in conditioning citizens’ polit-
ical participation. In this way, transparency supports some of the typical elements of
a democratic regime identified by political theory, such as trust and awareness.”

85Djeffal (2019), p. 264 ff.

86 Djeffal (2019), p. 265.

87Lupo and Piccirilli (2012).

88 ECtHR, Glukhin v. Russia, cit., § 82.

89ECtHR, Shimovolos v. Russia, no. 30194/09, 21 June 2011, § 68.
% Cavaliere and Graziella (2022), p- 429.



26 G. Mobilio

To achieve these objectives, the principle of transparency is operationalised
through mechanisms and procedures which, in turn, strengthen the control and
participation of those subject to these forms of surveillance. This is the case with
audits, which can also be used as a tool to ensure compliance with Al Act’s
requirements on accuracy. Audits can be carried out by technical experts, but also
by civil society through descriptive and non-specialist language.”’ These techniques
can be conducted internally or, more importantly, externally by independent audi-
tors. They can be ethical-legal,’ to establish compliance with laws and ethical
principles such as transparency, or technical, to evaluate the technical elements
(e.g. the outputs) of an algorithmic system in order to reveal harmful behaviour.”*
This makes it possible, for example, to determine whether FRTs are biased and to try
to identify possible corrective measures.

Other tools that follow a similar rationale are impact assessment techniques,
which are used to assess the risks to fundamental rights arising from the concrete
use of technologies and to envisage measures to address them. These techniques can
involve stakeholders and interested individuals in order to strengthen the democratic
legitimacy of decisions on the use of FRTs. Among these assessment tools, the one
that has been legally formalised for the longest time and that is actually in force is the
‘data protection impact assessment’ (DPIA) provided for in the data protection
legislation.” However, the DPIA has a limited requirement to seek the views of
stakeholders and there is no legal requirement to publish the results of the assess-
ment.”> Conversely, with regard to algorithmic technologies, many scholars have
emphasised how greater citizen engagement could instead enforce the right to know
how AI affects people’s lives, to resist such decisions, and to strengthen trust in
institutions.”® In the case of FRTSs, these tools have also been tailored by academic
scholars to assess the deployment of surveillance technology in specific contexts,
where it is crucial for all stakeholders to have a sound understanding of the legal and
ethical implications.”” Other proposals aim to address even more ‘systemic’ risks
associated with the use of FRTs in our societies, including the impact on democratic
systems.”® Now that the AI Act has been passed, many hopes are pinned on the
‘fundamental rights impact assessment’ (FRIA). This new tool consists of ‘an
assessment of the impact on fundamental rights’ that the use of several high-risk
Al systems ‘may produce’.”® Al deployers must carry out this ex-ante assessment for

91Epstein DD et al. (2021).

92Radiya-Dixit and Neff (2023).

% Bandy (2021).

%4 Article 35 GDPR; Article 27 LED.

% Article 35(9) GDPR. See ART29WP (2017b), p. 15.
9Reisman et al. (2018), p- 5.

°7Ho et al. (2021).

98 Castelluccia and Le Métayer Inria (2020).

9 Article 27 Al Act. FRIA must be performed for a high-risk Al system referred to in Article
6(2) and listed in Annex III (except those used for management and operation of critical
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risk identification, analysis, and prevention/mitigation. However, the Al Act con-
tains too generic provisions on many aspects, such as the stakeholder participation,
which is crucial for improving risk awareness, reducing exclusion and biases, and
better framing risks.'%

These kinds of participatory processes can also be considered as part of a broader
universe of deliberative democracy and civic engagement practices for the sensitive
purpose of regulating technologies. The aim is to enhance interaction and generate
awareness, debate and spaces for people to express their views, also as a possible
solution to the crisis of representative democracy.'®! Attempts to invigorate democ-
racy are then accompanied by the use of digital tools to develop new forms of ‘digital
democratic participation’, which many scholars and policy-makers now question
whether they actually undermine or enhance democracy,'®* especially when dealing
with unanimously controversial technologies such as FRTs.'%?

The principle of transparency and the mechanisms for enforcing it are closely
related to the third emerging need for democratisation of FRTs that arises from the
verification case, which concerns accountability.'® The principle of accountability,
as commonly understood in the international ethical guidelines on Al, can be seen as
acting with integrity and clearly defining the attribution of responsibility and legal
liability against potentially harmful factors.'”> As mentioned above, accountability
is a cornerstone of the data protection legislation in order to comply and be able to
demonstrate compliance with legal rules. But this principle is also a fundamental
pillar of democratic systems, where citizens should be able to understand the
justification for decisions taken collectively, so as to hold their representatives
accountable for their decisions and to give legitimacy to the decision-making
process.'” Both concepts share the idea of being called ‘to account’ by some
authority for one’s actions. Accountability implies a process of transparent interac-
tion, in which a subject seeks answers and possible rectification, and also imposes
sanctions if the organisation’s ‘account’ is not accurate.'®’ Therefore, accountability
in the use of FRTs, both from a legal and political perspective, can be considered
crucial within democratic systems.'®® Conversely, the lack of accountability and

infrastructure), when deployers are ‘bodies governed by public law’, ‘private entities providing
public services’, and deployers of high-risk Al systems used to evaluate the creditworthiness of a
person or for credit scoring (with the exception of Al systems used for detecting financial fraud),
and for risk assessment and pricing in life and health insurance.

100 M antelero (2024).

1B can et al. (2022); Landemore (2020).

10285060 (2023).

193 Center for AT and Digital Policy (2023), p. 3.

194 Consultative Committee of the Convention 108, (2021).
195 Jobin et al. (2019).
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197Bennett (2012), p. 33 ff.

198 Menéndez Gonzalez (2021), pp. 87-88.
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transparency in the use of these biometric technologies creates an ‘invisible layer’'®

between citizens and their public authorities, which may result in legal and political
unaccountability.

6 Conclusions

FRTs are very versatile biometric technologies that can be used in many contexts.
They can be both a threat and an opportunity to democratic systems. The chapter
examined three cases that correspond to the main purposes of identification,
categorisation and verification using FRTs. Each of these purposes can lead to
different activities, i.e. tracking for aims such as law enforcement and the suppres-
sion of dissent; profiling to set up mass micro-targeting campaigns; and providing
access to public activities such as voting. In this way, FRTs can discourage,
manipulate or facilitate political participation. However, these effects depend on
the specific modalities and situations in which these technologies are used.

Legal rules seek to address the many technical, ethical and legal issues that arise
in the cases examined and, more generally, in the spread of these technologies. The
analysis has revealed a common trend towards the ‘democratisation’ of FRTs, which
is expressed in different demands: that legislation should preserve certain values
typical of rule of law and democratic systems, such as certainty and foreseeability;
that legislation should promote control over these technologies (e.g. through audits)
and participation of people who are affected by surveillance (e.g. through impact
assessment techniques); and that accountability (legal and political) of those using
these technologies should be strengthened. These different solutions, especially if
they work together, can help to make the use of FRTs more compatible with
democratic systems and avoid situations such as those addressed in the Glukhin
case by the ECtHR.
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Technical Solutions for a Proportional Use M)
of Facial Recognition Technology e

Natalia Menéndez Gonzalez

Abstract That the use of facial recognition technology (FRT) is subjected to the
principle of proportionality to a greater or lesser extent comes with no surprise for
everybody. However, in which terms can the principle of proportionality be
operationalised as far as the use of FRT is concerned? What does this imply in
practice? This chapter will discuss several technological solutions provided by the
FRT industry in light of the proportionality principle to discern whether they comply
with the proportionality test, namely the elements of suitability, necessity and
proportionality stricto sensu. The paper will analyse the use of portable FRT
systems, data augmentation techniques by generative adversarial networks and
synthetic data for training databases, and dynamic data masking techniques to assess
to what extent their use allows a suitable, necessary and proportional use of FRT
without endangering fundamental rights.

Keywords Proportionality principle - European Union law - Data protection -
Artificial intelligence act - Proportionality by design

1 Introduction

That the use of Facial Recognition Technology (FRT) is subjected to the principle of
proportionality probably comes as no surprise for the different stakeholders involved
with the technology in one way or another. The principle of proportionality, apart
from a well-established principle within several legal traditions all over the world, is
also a value in life. Everybody, related to the legal field or not, makes balancing
operations between contradictory interests numerous times in a day. Therefore, the
use of FRT will be no different in this respect. From citizens when asked whether

N. Menéndez Gonzalez (D)

Centre for a Digital Society, Robert Schumann Centre for Advanced Studies, European
University Institute, Florence, Italy

e-mail: Natalia.Menendez @eui.eu

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025 33
N. Menéndez Gonzilez, G. Mobilio (eds.), Next Democratic Frontiers for Facial

Recognition Technology (FRT), Law, Governance and Technology Series 74,
https://doi.org/10.1007/978-3-031-89794-8_3


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-89794-8_3&domain=pdf
mailto:Natalia.Menendez@eui.eu
https://doi.org/10.1007/978-3-031-89794-8_3#DOI

34 N. Menéndez Gonzalez

they feel comfortable being subjected to FRT for security purposes' to FRT devel-
opers when they decide to sacrifice accuracy in favour of algorithmic fairness,” the
balancing operation is an intrinsic part of FRT’s deployment.

This chapter will operationalize what proportionality entails in practice regarding
the use of FRT. While there is a great deal of legal scholarship on the principle of
proportionality,’ most of it adopts an eminently theoretical point of view. Further,
the small stream of scholarship that focuses on a concrete dimension of the propor-
tionality test or applies it to a particular field of law” still lacks the granularity
necessary for FRT developers. Therefore, this chapter will look at several techno-
logical solutions provided by the FRT industry considering the proportionality of
such proposals.

The piece will proceed in five parts. Part one has introduced the context and
justification of the research. Part two will discuss the application of the proportion-
ality principle to the use of FRT from a legal perspective. Part three will discuss three
technical solutions provided by the FRT industry, namely the use of portable FRT
systems, data augmentation techniques by generative adversarial networks for train-
ing data, and dynamic data masking techniques to assess to what extent their use
allows a proportional FRT. Such solutions were selected for the chapter after
extensive research and conversations with the industry. They are not the only
ones, neither the best nor the most cutting-edge. However, as the chapter will unveil,
they seem to be the ones with a more proportional approach, even from a technical
perspective.

Further, the chapter does not intend to be an exhaustive repository of all technical
solutions for FRT that contemplate, in one way or another, proportionality. It intends
to foster a discussion on more tecno-legally oriented approaches to FRT, with the
proportionality principle as a case study. The timing for such a discussion might be
more relevant than ever with the European Union (EU) having recently passed its
Artificial Intelligence Act (Al Act).’ Such regulation has been criticised for its
market-oriented approach and lack of understanding of the fundamental rights
challenges that the technologies it tries to regulate pose.® In this line, this chapter
will study to what extent current technical approaches comply with fundamental
rights, democracy and the rule of law. Part four will debate how “proportionality by

'Pew Research Center (2019), Ada Lovelace Institute (2019) and Kostka and others (2023).

2 Krishnapriya and others (2020) and Buolamwini and others (2018).

3t is impossible (and out of the scope of this chapter) to summarize all the literature on the
proportionality principle. For a comprehensive overview, see Barak (2012) and Tridimas (2007).
For a critique, see Urbina (2017).

“Dalla Corte (2022) and Gayrel (2016).

SRegulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act).

SEdwards (2021).
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design” approaches are in line with the Al Act. Part five will summarise the
conclusions of the chapter.

2 The Application of the Proportionality Principle
to the Use of Facial Recognition Technology

The seed for the proportionality principle, as it is understood and applied nowadays,
especially in EU law, comes from German administrative law.” It arose as a way to
control discretional activity from public powers and to shield the fundamental rights
of citizens against the State’s actions, especially within a post-war era.® From this, it
evolved and spread throughout the whole world® until its current formulation
nowadays. In EU law, both the Court of Justice of the European Union (CJEU)
and the European Court of Human Rights (ECtHR) have greatly contributed to the
development and spread of the principle up to the point where the CJEU named it
‘one of the general principles of Community law’.'”

There is no absolute consensus about the elements that form the proportionality
principle. While the most traditional formulation (provided by Alexy)'' subdivides
proportionality into three sub-principles, other authors, for instance, talk about a
five-tier process.'” Even the two European courts do not fully agree on their
formulations of the proportionality test. Whereas the CJEU’s doctrine is more
aligned with Alexy, adding the pre-condition of a legitimate aim, the ECtHR only
considers such a pre-condition and proportionality as a whole.

According to the CJEU, to be proportional a measure must pursue a legitimate
aim, be suitable to fulfil such an aim, necessary further than suitable (the less
restrictive means) and proportional stricto sensu. The legitimate aim pre-condition
implies that the measure in question fulfils an objective contemplated within a legal
instrument. I consider the legitimate aim not a proper element of the proportionality
test but a pre-condition to trigger such a test since the lack of a legitimate aim
precludes the application of the proportionality principle. The suitability element is
understood as the fitness of the measure to attain the legitimate aim. The necessity
element goes one step further, and it discerns, from the different suitable measures,
which is the less restrictive one.'” The element of proportionality stricto sensu, also
known as the balancing test, entails that the burden implied by the application of the
measure is surpassed by the benefit such application provides. Finally, the ECtHR

"Cohen-Eliya and others (2008).

8Engle (2009).

9Barak (2012).

10Case C-265/87 Schroeder v. Hauptzollamt Gronau [1989] ECR 2237 para 21.

T Alexy (2003).

2Bernal Pulido (2003).

3For a deeper review on the principle of necessity see chapter 4 in this volume by Jasserand.
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also applies its doctrine on the margin of appreciation when assessing the State’s
conformity with the principle of proportionality. The margin of appreciation ‘stands
for the notion that the authorities of each state party to the European Convention
ought to be allowed a certain measure of discretion in implementing the standards
enshrined in the Convention.”'* Therefore, the Court grants States some leeway to,
according to their national idiosyncrasy, decide on the suitability, necessity and
proportionality of the measure in question.

For this chapter, the use of FRT will be considered proportionate when it fulfils a
legitimate aim (meaning an aim that is established within a legal instrument) and its
deployment is suitable and necessary to attain such an aim. Finally, the use of FRT
will be considered proportionate when the burden it places on the ones subjected to
the technology is less than the technological advantage it provides.

The application of the proportionality principle to FRT mainly comes from the
interference its use poses against both human and fundamental rights. The use of
FRT might infringe on several human and fundamental rights such as human
dignity; liberty and security; freedom of thought, conscience and religion; freedom
of expression;'” freedom of assembly and association; equality before the law;
non-discrimination and the rights of the child and the elderly and people with
disabilities.'® But probably the rights more and most intuitively affected by FRT
are privacy and data protection. This is because FRT processes personal data (facial
images) intending to uniquely identify, authenticate, or profile a person.

Even when the EU General Data Protection Regulation (hereinafter, GDPR),
does not contemplate proportionality within its Article 5 (Principles relating to
processing of personal data), its imprint can be seen throughout the regulation. It is
mentioned within the regulation recitals,'” and ‘an assessment of the necessity and
proportionality of the processing operations in relation to the purposes’'® is one of
the minimum contents of Data Protection Impact Assessments (DPIAs)."? Further,
according to the Norwegian Data Protection Authority (DPA), the data
minimisation principle?® ‘stipulates proportionality’ in intervening with the data
subject’s privacy.”’ Therefore, many stakeholders, from national*> to European

4Gross and others (2001).

SECtHR, Glukhin v. Russia, App no 11519720, 4 July 2023.
®Menéndez Gonzélez (forthcoming).

7Recitals 4, 156 and 170 GDPR.

18 Article 35(7)(b) GDPR.

9See Article 35 GDPR.

20 Article 5(1)(c) GDPR.

2! Datatilsynet (2018)

22The Queen (on application of Edward Bridges) v The Chief Constable of South Wales Police
[2020] EWCA Civ 1058; Tribunal Administratif de Marseille (9¢me chambre) N° 1901249 La
Quadrature Du Net et autres (27 février 2020) and Conseil d’Etat, Décision n° 442364,
26 April 2022.
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courts,” to DPAs,** have continuously discussed the application of the propor-
tionality principle to the use of FRT concerning its privacy and data protection
dimensions.

Such a discussion mainly touches upon its legitimacy, necessity and proportion-
ality as a whole. Regarding the legitimate aim, FRT processes biometric sensitive
data and, according to the GDPR (Article 9), such processing is in principle
forbidden with some exceptions. The most frequently used grounds for biometric
data processing are consent (Article 9(2)(a) GDPR), personal data manifestly made
public by the data subject (Article 9(2)(e) GDPR), reasons of substantial public interest
(Article 9(2)(g) and reasons of public interest in the area of public health (Article 9(2)
(1)). However, both DPAs and courts have questioned the use of such lawful grounds
for biometric data processing. For instance, consent to the use of FRT has been
deemed unlawful when provided by students and employees due to the imbalance of
power between these and their academic institutions and employers.*>

Regarding ‘data manifestly made public’, whether facial images uploaded to
Social Network Services (SNS) open profiles can be considered to fit within such
a category, has also been questioned as a legitimate aim and it is at the core of the
discussion on the compliance with the GDPR of the activities carried out by
Clearview Al Clearview Al is a FRT US company whose main clients are law
enforcement agencies. They allege to have built an impressive facial image database
only by using public information from the open web. However, several DPAs have
deemed the use of Clearview Al within the EU unlawful in breach of the GDPR and,
consequently, fined the company and prohibited them to continue carrying out their
activities.*

Regarding the necessity of the use of FRT, both domestic courts and DPAs have
considered that, when less restrictive means were available, the use of FRT should be
avoided. This was the case with the use of FRT in schools. When other remedies
such as having a badge, are (almost) equally effective to monitor children’s atten-
dance, such an intrusive technology as FRT should be overruled. A different
scenario would be, for instance, according to the Dutch DPA, that of a nuclear
power plant.”’ Because identity theft or trespassing in such a securitised environ-
ment could have dangerous consequences, the use of FRT for monitoring entrance
could be justified.

ZECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023.
24European Data Protection Board (2023).

25 See, for instance, Catalan Data Protection Authority (2022) and Garante per la protezione dei dati
personali (2021).

2Der Hamburgische Beauftragte fiir Datenschutz und Informationsfreiheit (2021), IMY (2021),
Garante per la protezione dei dati personali (2022), Hellenic Data Protection Authority (2022),
CNIL (2022) and NOYB (2023).

27Europc—:an Data Protection Board (2021).
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Finally, regarding proportionality as a whole, the EDPB has stated, apropos the
use of FRT by law enforcement, that proportionality also encompasses calling ‘for
rules which would serve, in particular, to govern the protection and security of the
data in question in a clear and strict manner in order to ensure their full integrity and
confidentiality’.*® Data security obligations have been widely argued as red lines for
lawful biometric data processing by regulators,”® and a proportionality requirement.
As we will see within the following section of this chapter, data security consider-
ations will be crucial within “proportionality by design” FRT solutions.

3 Technically Operationalizing Proportional Facial
Recognition Technology

In light of the previous section, the importance of the application of the proportion-
ality principle to the use of FRT cannot be questioned. However, as previously
stated, proportionality is a very wide principle. Therefore, from a technical perspec-
tive, it is very difficult to operationalize what proportionality requirements might
mean in practice. This part will discuss a few solutions that the FRT industry has
come up with which, from a proportionality point of view, might entail an alignment
with the suitability and necessity sub-principles. These solutions were selected
following a “proportionality by design” approach. This means that, to the best of
the knowledge of this author, they were the ones which better embedded the
proportionality requirements into the technical design of the technology.

3.1 Portable FRT

One of the main legal conundrums of FRT from the proportionality perspective is the
sunk cost effect. According to Olivola, ‘individuals are more likely to pursue
alternatives if they have invested substantial amounts of time or money to obtain
them.”” As far as FRT is concerned, such a technology requires huge money
investments to be acquired and deployed. Especially when it is installed as part of
a surveillance effort to control a certain area (i.e. the city centre of a city).*’ When
such an investment is spent, it is very unlikely that if the reason which caused the
deployment disappears, the FRT systems will follow. A very pragmatic example in
this respect is the use of FRT within the context of border control. According to a
report from the Samuelson-Glushko Canadian Internet Policy & Public Interest

28 European Data Protection Board (2023) Paragraph 53.
2See Atticle 32 GDPR.

300livola (2018).

*'Dearden (2019).
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Clinic, ‘[b]order control systems have been repurposed for general law enforcement
investigatory objectives, as a general purpose identity service for private and public
sector bodies, as a general surveillance tool and as a digital identity management
mechanism.”** Another example was the repurposing of an FRT system initially
installed during the COVID-19 pandemic by the Russian government to enforce
compliance with quarantine and the use of face masks, repurposed once the pan-
demic was over for surveillance purposes.*

However, repurposing of FRT systems is contrary to the principle of proportion-
ality. It is very unlikely that a solution for a problem (for instance, border manage-
ment) is also going to be the most suitable, necessary, and least restrictive means to
achieve a secondary aim (for instance, a law enforcement investigation). In this
scenario, the use of portable FRT might seem a fit solution. If one thinks about facial
recognition systems working on mobile phones for unlocking or payment verifica-
tion,>* it is not very difficult to picture the idea of portable FRT devices.

Portable FRT are standalone systems that can be deployed autonomously. Such
portability allows them to be deployed and withdrawn almost effortlessly. In this
way, these systems might be deployed, for instance, in certain sports events with
high risk (such as matches between two rival teams>" or final matches in particularly
unsafe competitions*®). They could also be useful in cases such as the COVID-19
pandemic. In this line, if necessary, FRT could be deployed for reasons of substantial
public interest within the area of public health and, once the sanitary alert is over, be
removed.®” If that is the case, the use of portable FRT will be very much in line with
the sub-principle of necessity and the less restrictive means test. In this way, FRT
will be only deployed for as long as it is necessary and its intrusiveness will decrease
since it will be only applied to the people attending that specific sports competition
or during the reduced timeframe that lasts the health emergency.

In principle, portable FRT functions in a very similar way to static FRT, meaning
FRT systems that cannot be relocated. In plain sight, the main difference is on the
hardware side. Further, different portable FRT systems will have different configu-
rations, depending on the model. Other variables that might be taken into account,
from a more legal perspective, will be wireless connectivity which might facilitate
security breaches.’® However, wireless connection is not exclusive to portable FRT.
Along the same lines, in case portable FRT favours centralised data storage solu-
tions, this could restrict the access and distribution of FRT data, thus enhancing the

2srael (2020).

3 Borak (2023).

3Pascu (2020).

35 Strang and others (2018).
36Conn (2022).

3"Menéndez Gonzalez (2022).

38 Canadian Centre for Cyber Security (2022). For a more comprehensive review on the cyberse-
curity issues of FRT, see chapter 6 in this volume by Karathanasis.
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privacy and data protection by design character of these solutions, making their use
more proportional. Finally, the portable character of these systems might make them
more vulnerable to vandalism or theft. In case of theft, apart from the economic loss,
the data loss will be as important, if not even more.

3.2 Data Augmentation by Generative Adversarial Networks

Algorithmic bias has been one of the main obstacles to the use of FRT and one of the
main criticisms it has faced.”® Even though state-of-the-art FRT has significantly
improved its accuracy,’® algorithmic bias has still been one of the main reasons
argued by regulators,*’ and NGOs** against its use. As scholarship has repeatedly
stated,** one of the reasons for algorithmic bias in FRT systems is the training data
used. As certain profiles are overrepresented within the FRT training datasets
(mainly white males), accuracy with those profiles does not present many problems.
However, people from ethnic minorities, women, and people with transgender
experiences or health conditions or impairments are frequently underrepresented
within those training datasets and, consequently, misidentified by FRT.

According to Shorten and others, ‘[d]ata [aJugmentation encompasses a suite of
techniques that enhance the size and quality of training datasets such that better Deep
Learning models can be built using them.”** In the same line, Mumuni and others
argue that ‘[t]he main goal of data augmentation is to increase the volume, quality
and diversity of training data.”*> One of the most efficient techniques to do data
augmentation is by using Generative Adversarial Networks (GAN).*® According to
Goodfellow (considered the father of GAN) and others,

In the proposed adversarial nets framework, the generative model is pitted against an
adversary: a discriminative model that learns to determine whether a sample is from the
model distribution or the data distribution. [...] This framework can yield specific training
algorithms for many kinds of model and optimization algorithm.

Therefore, by enlarging FRT training datasets, also including representation from
underrepresented groups, such datasets will gain in volume and diversity. Further,
the use of data augmentation techniques by GAN is also a privacy-enhancing
solution. This is because the origin of facial images for FRT training datasets has

3 Buolamwini and others (2018), Castelvecchi (2020), David Leslie (2020) and Gentzel (2021).
“0Grother and others (2019).
4l European Parliament (2021).

42 Jakubowska and others (2020) and ‘Look inside the NYPD’s Surveillance Machine’ (Ban the
Scan) <https://nypd-surveillance.amnesty.org> accessed 25 July 2023.

43 See, for instance, Buolamwini and others (2018) and Leslie (2020).
44 Shorten and Khoshgoftaar (2019).

“SMumuni and others (2022).

46 Antoniou and others (2018).
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been sometimes questioned from a privacy and data protection point of view.*’ Data
augmentation techniques will allow to increase in the volume of training datasets,
without further data collection. However, since data augmentation ‘builds’ on data,
the privacy and data protection problems of the ‘original’ data will not be solved but
at least will not be perpetuated either.

To counterbalance this risk, another solution along the same line as data aug-
mentation is the use of synthetic data for FRT training datasets. According to
Fontanillo and others, ‘synthetic data is, at a fundamental level, data artificially
generated from original data that preserves the statistical properties of said original
data.”*® The strengths of synthetic data are twofold: on the technical side, as data
augmentation, the possibility to enlarge FRT training datasets without further data
collection. On the legal side, synthetic data can be used to generate FRT training
datasets including a wide and rich range of diverse facial images. This might help out
in reducing algorithmic bias and accuracy issues. Further, data artificially generated
should not, in principle, pose any questions from a privacy and/or data protection
point of view. However, this is not entirely true. Since synthetic data are generated
from original data, they could ‘inherit’ the privacy and/or data protection issues that
the use of such data could pose. As Fontanillo and others argue, in some cases
‘synthetic data can still show sufficient structural equivalence with the original
dataset or share essential properties or patterns to trigger attribution.”*® In this line,
more research is needed to truly discern whether synthetic data could be considered
anonymous data or whether, as some opponents of synthetic data argue, it ‘is far
from the holy grail of privacy-preserving data publishing.’*°

Even with its shortcomings, the use of FRT systems trained on augmented data
and/or synthetic data could entail a step forward within both algorithmic discrimi-
nation and privacy and/or data protection issues within the data collection for FRT
training datasets. Advancements in such fronts might make those FRT systems more
proportional, since the balancing operation between the technological advantage
provided by the technology and the interference on fundamental rights will be
mitigated on the fundamental rights side, at least as far as the two abovementioned
points are concerned.

3.3 Dynamic Data Masking

According to Microsoft, ‘[d]ynamic data masking (DDM) limits sensitive data
exposure by masking it to nonprivileged users.”>' It ‘helps prevent unauthorized

*TRaji and Fried (2021).
“8Fontanillo and Elbi (2022).
“bid.

30Stadler and others (2022).
51vanMSFT (2023).
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Fig. 1 Examples of DDM techniques applied to real-time CCTV video feeds. Source: ‘AXIS Live
Privacy Shield | Axis Communications’ <https://www.axis.com/products/axis-live-privacy-
shield> Accessed 29 January 2025

access to sensitive data by enabling customers to specify how much sensitive data to
reveal with minimal effect on the application layer.””” Finally, ‘[tlhe purpose of
dynamic data masking is to limit exposure of sensitive data, preventing users who
shouldn't have access to the data from viewing it.”>> DDM techniques might be
applied to real-time CCTV video feeds, masking moving and still objects such as
humans, license plates, or backgrounds. As far as FRT is concerned, DDM could be
used to restrict the content of CCTV footage that, for instance, law enforcement
agents have access to (See Fig. 1).

51bid.
3VanMSFT (n 51).
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On the other side, DDM could serve other purposes rather than just privacy and/or
data protection. Consider the case of FRT’s use within the Chinese province of
Xinjiang to surveil and oppress people from the Uyghur ethnic minority.”* If it was
possible to dynamic mask Uyghur people from the CCTV footage from the Xinjiang
government, DDM will be also contributing to preventing a violation of the rights to
equality before the law and non-discrimination.

The use of DDM techniques would be mainly directed to live FRT, one of the
most controversial uses of an already controverted technology. Live FRT is consid-
ered one of the most intrusive modalities of FRT since it allows continuous moni-
toring of people.”® For instance, the Guidelines on Facial Recognition (2021) by the
Consultative Committee of the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (ETS 108) argued that

The use of live facial recognition technologies in uncontrolled environments [the notion of
‘uncontrolled environment’ covers places freely accessible to individuals, which they can
also pass through, including public and quasi-public spaces such as shopping centres,
hospitals, or schools], in light of its intrusiveness on the right to privacy and the dignity of
individuals, coupled with the risk of an adverse impact on other human rights and funda-
mental freedoms, should be subject to a democratic debate and the possibility of a morato-
rium pending a full analysis.

Further, the European Court of Human Rights in its decision on Glukhin v. Russia,>®
stated that ‘[a] high level of justification is therefore required in order for them [FRT]
to be considered “necessary in a democratic society”, with the highest level of
justification required for the use of live facial recognition technology.”>” Therefore,
the use of DDM could make FRT more proportional by controlling the live feeds of
CCTV on which FRT could run. In this way, the balancing operation between the
technological advantage provided by FRT and the interference with fundamental
rights, in this case, privacy and data protection and non-discrimination, will be more
offset.

Finally, the question of who decides which data should be masked should be
tackled. In principle, this will be a design decision. However, the introduction of
privacy and data protection by design and, along the same line, accountability
instruments such as Data Protection Impact Assessments and Fundamental Rights
Impact Assessments’® might ensure that developers align their design choices with
more fundamental-rights-oriented approaches. The next section will briefly cover
how the AI Act rules developers to comply with these kinds of criteria.

5*Healy (2021).
55Sinmaz (2023).

SSECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023. For a more detailed analysis of the
Glukhin case, see chapter 2 in this volume by Mobilio.

STECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023 paragraph 86.
%8 Article 27 AT Act.
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4 What About the AI Act?

The Artificial Intelligence Act establishes in its Recital 176 that ‘In accordance with
the principle of proportionality as set out in that Article, this Regulation does not go
beyond what is necessary in order to achieve that objective.” The (legitimate)
objective in question is to ‘improve the functioning of the internal market and
promoting the uptake of human centric and trustworthy Al, while ensuring a high
level of protection of health, safety, fundamental rights enshrined in the Charter,
including democracy, the rule of law and environmental protection against harmful
effects of Al systems in the Union and supporting innovation.”>® Therefore, Al
products, particularly FRT systems, whose design follows the abovementioned
‘proportionality by design’ approach, might be expected to comply with the Al
Act requirements as long as its use also complies with the risk-based approach of the
regulation. Further, the regulation points out, particularly regarding the use of real-
time biometric systems, that the proportionality and necessity requirements should
be considered in the light of the period of time and geographical and personal scope
of the use of the technology (Articles 5(2) and (3) AI Act). However, products whose
design goes further to the protection of democracy, fundamental rights and the rule
of law and the objectives established by the regulation in favour of innovation, could
be expected to be found not in compliance. In this way, the ‘proportionality by
design’ approach could help members of the industry to discern the principles
underlying the criteria required for compliance with the Al Act. The Al Act does
not specifically mention technical solutions such as portable FRT or DDM. How-
ever, nothing seems to contradict that, as long as such technical solutions follow the
rules from Articles 5 and following of the AI Act,®” they will be allowed under the
same regulation. The use of synthetic data is explicitly mentioned within Article
10(5)(a) AT Act which allows the processing of special categories of personal data
(such as biometric data) when ‘bias detection and correction cannot be effectively
fulfilled by processing other data, including synthetic or anonymised data’. Thus, it
seems that the Al Act favours the interpretation proposed within this chapter of using
synthetic data, when possible, for bias mitigation.

5 Conclusion

This chapter has discussed the practical application of the proportionality principle
to the use of FRT. First, it has reviewed the theoretical basis of the proportionality
principle, with a special emphasis on EU law and the jurisprudence of both the CJEU
and the ECtHR. Further, it has more concretely operationalized the application of the

Recital 176.

%OFor a deeper analysis on the application of the Al Act to biometric systems in general and FRT in
particular, see chapter 5 in this volume by Paolucci.
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proportionality principle to the use of FRT as a balancing operation between the
technological advantage provided by FRT and the intrusion with human rights,
especially but not only, privacy and data protection its use entails. After that, the
chapter has discussed three technological solutions namely portable FRT, data
augmentation by generative adversarial networks (also briefly synthetic data) and
dynamic data masking techniques in light of the proportionality principle.

Portable FRT systems might mitigate the application of the sunk cost effect to the
use of FRT, especially by governments when they invest in huge surveillance
infrastructures. On the other hand, they might be more vulnerable to security
breaches than static FRT. Data augmentation techniques by GAN might allow
bigger and more diverse datasets without more intensive (and potentially rights-
violating) data collection practices. The same applies to synthetic data for FRT
training databases. However, it should be considered that ‘traces’ of the ‘original
data’ will not prevent de-anonymisation or re-identification. Further, relevant stake-
holders should put more emphasis on the lawfulness of the origin of facial images
that form FRT training databases. Finally, DDM techniques would allow CCTV
video feeds to be ‘manipulated’, only allowing authorised people to have access to
biometric sensitive data. This would allow a reduction in the level of intrusiveness
that live FRT might pose.

Finally, the chapter has discussed whether this approach to the design of FRT,
named “proportionality by design”, would help industry members to operationalize
the criteria imposed by regulations that apply to the design and use of such
technologies such as the Al Act. This piece does not intend to advocate for the
blanket use of FRT if these (or similar) technical solutions are applied. It aims to
argue that, before claiming such drastic solutions as banning, all involved stake-
holders should sit at the table and discuss what requirements should apply and what
solutions are available. Even though the abovementioned technical solutions do not
solve all the legal problems posed by using FRT, they could move the pendulum
towards a more proportional deployment of such a technology. As this chapter stated
within its introduction, this kind of techno-legal approach could better help to
balance, the classical operation within the proportionality test. Only by merging
state-of-the-art techniques with democracy, fundamental rights and rule of law
requirements, we could seize the technological advantages provided by FRT without
risking human rights.
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Facial Recognition in Public Spaces )
and the Principle of Necessity S
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Abstract Facial recognition technologies (FRTs) are increasingly used around the
world to monitor and police public spaces. In the EU, new rules will apply to the
deployment of Remote Biometric Identification systems (RBIs), a generic category
of biometric systems used for identification purposes, including FRTs. While the
real-time use of RBIs for law enforcement in publicly accessible spaces is banned
except in three situations, which must be allowed at national level, all other uses of
the technologies fall into the category of high-risk systems. As acknowledged by
various EU bodies and the European Court of Human Rights in the Glukhin case, the
use of FRTs in public spaces interferes with fundamental rights, including the rights
to privacy and data protection. Since these rights are not absolute, they can be limited
by measures that pursue legitimate interests (including public security, national
security, or prevention of disorder or crime), provided they comply with several
requirements, among which the condition of necessity. Both the European Court of
Human Rights and the European Court of Justice have established a test of necessity
through their case law on fundamental rights. Building on the tests of necessity
developed by the two Courts and the guidance of the European Data Protec-
tion Supervisor on the principle of necessity, this chapter will discuss whether the
rules introduced by the AI Act on real-time and post-event use of RBIs for law
enforcement purposes meet the necessity standard.
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1 Introduction

On 4 July 2023, the European Court of Human Rights delivered its first judgment on
the police use of facial recognition technologies (FRTs) in public spaces, in a case
against Russia that involved a peaceful demonstrator in the Moscow underground.'
Although the Court did not clarify the general issue of legitimate uses of FRTs by
police in public spaces, the decision was published when the EU institutions were
still negotiating the future Artificial Intelligence Act (Al Act). At that time, the
European institutions had not found any consensus on the prohibited and allowed
uses of FRTs and other similar biometric technologies, regrouped under the generic
category of Remote Biometric Identification systems (RBIs). While the European
Parliament was in favour of an almost complete ban applicable to both live and
retrospective use of RBIs by the private and public sectors (with a limited exception
for the retrospective use of the technologies for criminal investigations), the
European Commission and Council supported a partial ban on the real-time use of
RBIs for law enforcement purposes in public spaces only, with three possible
exceptions. All the other uses of the technologies fell in the category of high-risk
systems. The final text of the Al Act has introduced a partial ban on the real-time use
of RBIs for law enforcement purposes with three exceptions subject to conditions
and safeguards,” while the retrospective use of the technologies for law enforcement
purposes is subject to the rules applicable to high-risk Al systems with additional
safeguards. All other uses of RBIs, including by the private sector or for non-law
enforcement purposes, fall into the category of high-risk systems.” While this
chapter discusses the rules of the Al Act applicable to the use of RBIs, its focus
will be on the justifications put forward to allow the deployment of technologies that
are deemed highly intrusive.*

The deployment and use of facial recognition technologies in public spaces, and
particularly, in real-time for surveillance and policing purposes, have been the topic
of intense discussions in Europe and beyond.” In April 2021, the European

'"ECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023. On the Glukhin case, see also chapter
‘Facial Recognition Technologies: Threats or Opportunities for Democracy?’ in this volume by
Mobilio.

2Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Arttificial Intelligence Act) Article
5(D(h).

3Ibid, Article 6(2) and Article 26(10), and Annex III, 1(a) Al Act.

“E.g., Autoriteit Persoonsgegevens (Dutch DPA), ‘Dutch DPA Imposes a Fine on Clearview
Because of Illegal Data Collection for Facial Recognition’ 3 September 2024 https://www.
autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-imposes-a-fine-on-clearview-because-of-ille
gal-data-collection-for-facial-recognition, European Commission (2020) White Paper: on Artificial
Intelligence — A European Approach to Excellence and Trust, COM (2020) 65 final.

5E.g. Bacciarelli (2023).


https://www.autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-imposes-a-fine-on-clearview-because-of-illegal-data-collection-for-facial-recognition
https://www.autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-imposes-a-fine-on-clearview-because-of-illegal-data-collection-for-facial-recognition
https://www.autoriteitpersoonsgegevens.nl/en/current/dutch-dpa-imposes-a-fine-on-clearview-because-of-illegal-data-collection-for-facial-recognition
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Commission published the proposal for the Artificial Intelligence Act to regulate the
development, placing on the EU market, and use of specific Al systems that present
risks to fundamental rights, safety, or health.® After lengthy discussions and nego-
tiations, the European institutions politically agreed on the Al Act on 8 December
2024. The final text was adopted on 13 June 2024% and will apply in different
stages.’

The question that arises is whether FRTs, understood as part of RBIs, deployed in
real-time or post-event in publicly accessible spaces for law enforcement purposes,
is necessary in a democratic society. The chapter will not address and assess the
justifications for allowing FRTs to be deployed in public spaces for non-law
enforcement purposes (such as the use of FRTs for security purposes around a
construction area).'” After describing the terms of the discussions and establishing
that the deployment of FRTs in public spaces for law enforcement purposes inter-
feres with the fundamental rights to privacy and data protection, Sect. 2 will describe
the conditions under which fundamental rights can be restricted in application of
Article 52(1) of the Charter. These conditions are the legality of a measure (i.e. legal
basis), the respect for the essence of the fundamental rights and freedoms at stake
(essence), the existence of an objective of general interest (legitimate aim), the
necessity of the restriction to achieve that objective (necessity), and the proportion-
ality stricto sensu of the measure (proportionality).'' This chapter will focus on the
necessity requirement, as this condition is often conflated with the proportionality
requirement or not even addressed, including by the Courts. Section 3 will dissect
the condition of necessity, explaining the test of strict necessity as shaped by the
European Court of Justice (ECJ) in its case law on the fundamental rights to privacy
and data protection and enriched by the test of necessity derived from the case law of
the European Court of Human Rights (ECtHR) on the right to privacy. Concerning
the use of FRTs in public spaces, the ECtHR ruled in Glukhin v Russia, that the
police use of FRTs to identify, locate, and arrest a demonstrator was ‘incompatible
with ideals and values of a democratic society governed by the rule of law.’'”

SProposal for a Regulation of the European Parliament and of the Council laying down harmonised
rules on artificial intelligence (Artificial Intelligence Act) and amending certain union legislative
acts, COM/2021/206 final, 21 April 2021.

" Council of the European Union, ‘Artificial Intelligence Act: Council and Parliament Strike a Deal
on the First Rules for Al in the World’, https://www.consilium.europa.eu/en/press/press-
releases/2023/12/09/artificial-intelligence-act-council-and-parliament-strike-a-deal-on-the-first-
worldwide-rules-for-ai/.

8 Al Act (n2).

% Article 113 Al Act.

1This chapter is part of a research project that dealt with law enforcement use of FRTs in public
spaces. See acknowledgment section.

""On proportionality, see also chapter “Technical Solutions for a Proportional Use of Facial
Recognition Technology’ in this volume by Menéndez Gonzélez.

12 Glukhin v Russia (n1), para. 90. On the Glukhin case, see chapter ‘Facial Recognition Technol-
ogies: Threats or Opportunities for Democracy?’ in this volume by Mobilio.


https://www.consilium.europa.eu/en/press/press-releases/2023/12/09/artificial-intelligence-act-council-and-parliament-strike-a-deal-on-the-first-worldwide-rules-for-ai/
https://www.consilium.europa.eu/en/press/press-releases/2023/12/09/artificial-intelligence-act-council-and-parliament-strike-a-deal-on-the-first-worldwide-rules-for-ai/
https://www.consilium.europa.eu/en/press/press-releases/2023/12/09/artificial-intelligence-act-council-and-parliament-strike-a-deal-on-the-first-worldwide-rules-for-ai/
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Building on this case law, the chapter will discuss the wider issue of FRTs in public
spaces through the lens of the principle of necessity. Section 4 will assess the
provisions of the Al Act against the test of necessity and identify what might be
missing.

2 Interference with the Rights to Privacy and Data
Protection

2.1 Background
2.1.1 Functioning of the Technologies

Facial Recognition Technologies detect, capture, and transform measurable facial
characteristics (such as eye distance and size, nose length, etc.) into machine-
readable biometric data.'® These data are available in different forms: facial images
or templates, which are a mathematical representation of the salient features used for
recognition purposes. Biometric recognition covers verification and identification
operations. The first operation compares data presented at a sensor with another set
of previously recorded data. The purpose of the verification modality, often wrongly
named authentication, is to check if the person is who they claim to be or not to
establish who they are. This functionality is used in access control, identity checks,
or password replacement.'* The second functionality, biometric identification, com-
pares captured data with multiple sets of data to find who the person is, i.e. whether
there is a match between the data presented at the sensor and any other data present
in databases used for comparison purposes. From a technical perspective, identifying
someone is not establishing a person’s identity or knowing the name but determining
if the person is known in any of the databases checked during the identification
process. Identification is often used in criminal investigations. Biometric recognition
covers both verification and identification processes.15 However, FRTs can also be
used for purposes other than biometric recognition. They can be used for biometric
categorisation (linked to gender classification or age estimation, for example) or for
emotion detection.'®

Concerning the use of FRTs in public spaces, discussions have mainly focused on
the use of the technologies to identify individuals, leaving aside their use for identity
verification purposes. This is acknowledged in Annex III, 1(a) of the Al Act, which

13E.gl, Hamsici and Martinez (2015).
“E.g., Ross and Jain (2015).
15 ‘Biometric recognition’, Term 37.01.03, ISO/IEC Standard 2382-37:2022.

1For a detailed description of the functioning of FRTs, see chapter ‘Facial Recognition Technology
and the Challenges to Democratic Systems: An Introduction’ in this volume by Menendez Gonzalez
and Mobilio.
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excludes from the scope of RBIs verification systems that are only used ‘to confirm
that a specific natural person is the person he or she claims to be’. More details on the
functioning of facial recognition technologies can be found in chapter ‘Facial
Recognition Technology and the Challenges to Democratic Systems: An Introduc-
tion’ of this book.

2.1.2 Notion of Publicly Accessible Spaces

As observed by some authors, the deployment of biometric surveillance technologies
affects public spaces. Public spaces, understood here as publicly accessible spaces,
are spaces where individuals can exercise their fundamental rights, for instance, to
participate in political life and have social interactions, and also where their funda-
mental rights,'” such as their right to privacy, are protected.'® Yet, due to different
security concerns and threats (such as the threats to terrorist attacks for the past
20 years in Western democracies), the function of these public spaces is changing,
and surveillance technologies to monitor these spaces are increasingly used. In
Exclusion from the Public Space, Moeckli explains how public spaces have been
transformed through the years into ‘controlled spaces’ with surveillance technolo-
gies, which include CCTVs and thus FRTs, and the change of nature of these spaces,
which are ‘losing [their] character[s] as the space of libeny.’]9 Yet, if the Al Act
regulates the use of biometric technologies in publicly accessible spaces,”® it does
not address the function of these spaces, how the use of surveillance biometric
technologies restricts these spaces, and why these restrictions are necessary.?' The
particularity of ‘publicly accessible spaces’ is that their ownership, whether public or
private, the potential capacity or security restrictions (including the payment of an
entrance ticket) do not affect the nature of these spaces. However, restrictions of
access to the public, such as a gate or areas reserved for employees or service
providers, are delimiting spaces that are not publicly accessible.”> Thus, in the
category of publicly accessible spaces fall public spaces, in the sense of spaces
being owned by public authorities, but also privately owned spaces, provided they
are accessible to ‘an undetermined number’ of persons and ‘irrespective of the
activity for which the space may be used.” It could be a restaurant, a shop, parks,
banks, public roads, cinemas, swimming pools, bus stations, airports, etc.>

17Bastida (2016).
'8E.g., SURVEILLE (2014).
Moeckli (2016).

2ORec. 19 and Article 3(44) Al Act; the term ‘public spaces’ is used as a synonym for ‘publicly
accessible spaces’ in this chapter.

2I'No recital of the Al Act reflects these important issues.
*Rec. 19 AT Act.
> ibid.
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2.2 Interference

As acknowledged by different European bodies** and the ECtHR in Glukhin v
Russia,” using FRTs in public spaces affects several fundamental rights and free-
doms beyond the rights to privacy and data protection. It also affects freedom of
expression, freedom of religion, freedom of assembly and association, human
dignity, the right to a fair trial, and the presumption of innocence. This contribution
focuses, however, on their impact on the rights to privacy and data protection and the
conditions under which these rights can be limited.

Concerning the right to data protection, the technologies collect and process
personal data of individuals to transform them for comparison purposes. According
to the EDPB, the interference with the fundamental right to data protection is
constituted as soon as the facial characteristics are captured to be transformed,
irrespective of any matching with other biometric data stored in an existing database.
Thus, the processing of biometric data interferes with the fundamental rights of the
Charter, even if a biometric template comparison does not lead to any identifica-
tion.?® For the ECtHR, the protection of personal data is a component of the right to
privacy,”’ as protected by Article 8 of the European Convention on Human Rights.
The storage of photographs by the police also constitutes an interference with the
right to privacy.?®

Beyond the collection and processing of personal data, the interference with the
right to privacy is also constituted based on individuals’ expectation of privacy,
including in public spaces.”’ They have the right to control their image and develop
their ‘social identity’.*® Knowing that they could be identified in public spaces could
have a chilling effect on people’s exercise of fundamental rights in public spaces,
such as the right to assembly or freedom of expression.”’

24E.g., EDPB (2023) Guidelines 05/2022 on the use of facial recognition technology in the area of
law enforcement, version 2.0, 26 April 2023, Consultative Committee of the Convention for the
Protection of Individuals with regard to Automatic Processing of Personal data (2021),
CNIL (2019).

% Gluhkin v Russia (n1) paras 65 et seqs.
2SEDPB (2023)(n24), pp. 14-15.
27S and Marper v UK Apps nos 30562/04 and 30566/04 (ECtHR, 4 December 2008), para 103.

2E.g. Gaughran v UK App no 45245/15 (ECtHR, 13 February 2020), paras 69-70; Glukhin v
Russia (nl) para. 72.

29E.g. P.G. and J.H. v UK App no 44787/98 (ECtHR, 25 September 2001), para 57.
30 As cited in Barbulescu v Romania App no 61496/08 (ECtHR, 5 September 2017), para. 70.
31 Gali¢ (2019) and EDPB (2023)(n24), p. 14.



Facial Recognition in Public Spaces and the Principle of Necessity 55
2.3 Justifications

Non-absolute fundamental rights, such as the rights to privacy and data protection,
can be restricted provided they comply with specific conditions defined in Article
52(1) of the Charter. Following that article, restrictions to fundamental rights must
be in accordance with the law, necessary, proportionate, and respect for the essence
of the fundamental rights at stake. As the right to privacy in Article 7 of the Charter
mirrors Article 8 of the European Convention on Human Rights (ECHR), it must be
interpreted as having the same scope and meaning as Article 8 of the ECHR. This
means that the European Court of Justice (ECJ) must interpret Article 7 and the
restrictions on this right, as the European Court of Human Rights (ECtHR) interprets
Article 8 of the ECHR and its restrictions thereof.*> Concerning the right to data
protection, a separate fundamental right prescribed in Article 8 of the Charter, while
recognised as a component of the right to privacy in the European Convention, the
same obligation does not apply. However, the ECJ usually takes into account the
ECtHR’s case law on Article 8 of the ECHR when it interprets Article 8 of the
Charter. Consequently, as the case law of the ECtHR influences the way the ECJ
interprets both Articles 7 and 8 of the Charter, references to the tests of necessity
developed by both Courts will be used in assessing the necessity of the measure.

3 Necessity Tests

As analysed by the legal doctrine, the test of necessity is part of the proportionality
test broadly understood. The proportionality test is composed of three elements:
(1) the suitability test, (2) the necessity test, and (3) the proportionality test stricto
sensu. This approach originates from the German legal theory, in particular, by
Alexy,>’ but is also supported by the ECtHR and the ECJ.>* While proportionality
stricto sensu calls for balancing competing interests or rights, necessity means that
the least restrictive but equally effective means have been chosen to achieve the
legitimate aim of a measure.>” Thus, not only should a measure pursue a legitimate
objective that must be appropriate in reaching the aim (suitability test), but it should
also not go beyond what is necessary (necessity test) and be proportionate (propor-
tionality test stricto sensu). As observed by Afonso da Silva,*® necessity ‘stand[s] in
the shadows of balancing’ and is often conflated with proportionality stricto sensu.
Yet, necessity implies examining less restrictive but equally effective means from a

32 Art 52(3) Charter.
33 Alexy (2002).
3 As analysed in Megki¢ and Samardzi¢ (2017).

35 Although legal scholars have different understandings of what necessity means; see for instance
Gerards (2013).

36 Afonso da Silva (2023).
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fundamental rights perspective. Necessity also requires a factual analysis. Both the
ECtHR and the ECJ have developed a test of necessity in their respective case law.
While the ECJ applies a test of “strict necessity’ for the restrictions on the exercise of
fundamental rights, the ECtHR applies a different standard assessing whether a
measure is ‘necessary in a democratic society’. Can criteria be drawn from the
Courts’ judicial review on measures interfering with the rights to privacy and data
protection to assess the necessity of the rules governing the use of FRTs in public
spaces as introduced in the Al Act?

3.1 Necessary in a Democratic Society

Following Article 8(2) ECHR, an interference with the right to privacy should be:

in accordance with the law and necessary in a democratic society in the interests of national
security, public safety or the economic well-being of the country, for the prevention of
disorder or crime, for the protection of health or morals, or for the protection of the rights and
freedoms of others.

The ECtHR views an interference as being ‘necessary in a democratic society’ if it
complies with several conditions.*’ First, as specified by the Court, ‘necessary’ is not
synonymous with ‘indispensable’. It also does not have ‘the flexibility’ of ‘admis-
sible’, ‘ordinary’, ‘useful’, ‘reasonable’, or ‘desirable.’>® Instead, it needs to pursue a
legitimate aim that answers a ‘pressing social need.’

Although this expression is not defined by the Court, the European Data Protec-
tion Supervisor (EDPS) suggests understanding it as meaning ‘critical for the
functioning of society’,* while the Article 29 Working Party calls for taking into
account the impact a measure has on society and the ‘broader views (societal,
historical or political etc) of society on the issue in question.”*’ Second, that
interference needs to be proportionate to the legitimate aim pursued. Third, it
needs to be justified by relevant and sufficient reasons. If alternatives exist,
i.e. less intrusive measures, the interference is unlikely to meet the necessity test.
In some cases, the Court did not examine whether the interference answered a
‘pressing social need’ but ‘whether the relationship between the aim sought to be
achieved and the means employed [could] be considered proportionate.’*' Thus, the
Court seems to mix the test of necessity per se with that of proportionality stricto

378 and Marper v UK (n 27) para. 101.

38 Handyside v UK App no 5493/72 (ECtHR, 7 December 1976) para. 48.

EDPS (2017) Assessing the necessity of measures that limit the fundamental right to the
protection of personal data: A Toolkit, p. 15.

0 Article 29 Working Party (2014) Opinion 01/2014 on the Application of Necessity and Propor-
tionality Concepts and Data Protection within the Law Enforcement Sector, WP211, p. 8.

“' Robathin v Austria App no 30457/06 (ECtHR, 3 July 2012) para. 43.
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sensu. For instance, the Court has examined whether the law under review provided
‘adequate and effective safeguards against any abuse and arbitrariness.”**

As stated in Handyside, the initial assessment of the existence of a ‘pressing
social need’ is left to the discretion of national authorities through their margin of
appreciation.”> The State is responsible for ‘demonstrat[ing] the existence of the
pressing social need behind the interference.”** The margin of appreciation depends
on the level of consensus among Member States, as recalled in S and Marper,
besides other factors (including the nature of the right at stake).*> Without consen-
sus, Member States have a wider margin of appreciation. But, ultimately, the Court
makes the final assessment on whether an interference complies with the necessity
requirement.*®

Although the ‘fight against crime, particularly against organised crime and
terrorism>*’ depends on modern investigation and identification technologies, the
Court is of the view that these technologies cannot be allowed ‘at any cost and
without carefully balancing the potential benefits of the extensive use of such
techniques against private-life interests.”*® In its case law relating to these technol-
ogies, which include DNA and fingerprint analysis, as well as facial recognition, the
ECtHR did not identify what constitutes an interference necessary in a democratic
society. Instead, the Court checked the existence of a legitimate aim, the margin of
appreciation of Member States, the existence of safeguards, especially if the inter-
ference presents significant risks (such as a system of secret surveillance in the
context of national security), and the proportionality of the interference. In S and
Marper, the Court found the blanket retention of biometric information of suspected
but not convicted individuals for an illimited period as being disproportionate and,
therefore, not necessary in a democratic society.49 In Glukhin v Russia, due to the
nature of the technologies (‘highly intrusive’), the offence at stake, and their use in
real-time, the Court concluded that the deployment of FRTs did not answer a
‘pressing social need.”>® The Court conducted a proportionality test, weighing all
factors at stake rather than defining which use of the technologies could answer a
‘pressing social need.’ In that sense, this decision does not help understand which
uses of FRTs could answer such undefined ‘pressing social need.” However, one has
to agree with Article 29 WP that ‘the very essence of a pressing social need will

“2ibid para. 44.

3 Handyside v UK App (n38) para. 48.

4 Piechowicz v Poland App no 20071/07 (ECtHR, 17 April 2012), para. 212.

43S and Marper v UK (n27) para 102, and Gaughran v UK App no 45245/15 (n28), para. 77.
468 and Marper v UK (n27) para 101.

418 and Marper v UK (n27) para. 105.

“8ibid, para. 112.

“ibid, paras 118 et seqgs.

30ibid, paras 88-89.
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mean that it is fluid and will have an element of subjectivity.”>' In Glukhin v Russia,
the Court gave a logical answer based on the minor offence committed and the use of
intrusive and ubiquitous technologies, such as facial recognition technologies. The
Court also seems to consider that certain uses of FRTs by police authorities would be
allowed in democratic societies. In that sense, the ECtHR did not take a position on
the general issue of police use of FRTs in public spaces and limited its decision to the
circumstances of the case. But given the divided opinions among Member States to
the Convention and EU Member States on the legitimate uses of these technologies
by the police, was it the role of the Court to take a position in Glukhin v Russia on
such a political and societal issue?>”

On its side, the ECJ applies a different test of necessity, as described in the next
section.

3.2 Strictly Necessary

The limitation clause to fundamental rights is provided in by Article 52(1) of the
Charter, which reads as follows:

Any limitation on the exercise of the rights and freedoms recognised by this Charter must be
provided for by law and respect the essence of those rights and freedoms. Subject to the
principle of proportionality, limitations may be made only if they are necessary and
genuinely meet objectives of general interest recognised by the Union or the need to protect
the rights and freedoms of others.

As already mentioned, Article 52(1) of the Charter requires several conditions to be
met to justify an interference with fundamental rights. The condition of necessity is
one of them and is interpreted as a condition of “strict necessity’ by the ECJ.>* Before
analysing the Court’s test, it should be mentioned that the Court applies a test of
strict necessity to assess an interference and conducts a ‘strict’ judicial review when
it assesses interferences with the rights to privacy and data protection.”*

In his Opinion delivered in Tele2 Sverige, AG Saugmandsgaards @E explained
that there were two ways to interpret the strict necessity of a measure. The first would
view a measure as going beyond what is strictly necessary to achieve the legitimate
aim independently of any safeguards; the second would consider that a measure does
not go beyond what is strictly necessary precisely because it is accompanied by
specific safeguards.” The Advocate General favoured the second interpretation and
considered the existence of safeguards as a determining factor in finding a measure

STA29WP (n40) p. 8.

520n the limits of the Glukhin v Russia’s judgment, see the analysis made by Neroni
Rezende (2023).

33E.g., joined cases C-92/09 and 93/09 Volker und Markus Schecke and Eifert, [2010] ECLI:EU:C:
2010: 662, paras 77 and 86.

S4Joined cases C-293/12 and C-594/12 Digital Rights Ireland and Steilinger and others
[2014] ECLI:EU:C: 2014: 238, paras 47-48.

55 AG Opinion in joined cases C-203/15 and C-698/15, Tele2 Sverige v Post-och telestyrelsen et al.
[2016] ECLI:EU:C: 2016: 572, paras 192—-193; AG Mengozzi called it ‘a strict review of compli-
ance’ in his Opinion in Opinion 1/15 of the Grand Chamber, [2009] ECLI:EU:C:2016:656, para. 9.
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to be strictly necessary. The Court followed the AG and looked at the existence or
absence of safeguards to determine whether the measure was strictly necessary.>®
Therefore, the ECJ seems to rely on the existence of safeguards in its assessment of
necessity. However, as Meski¢ and SamardZi¢ observed in both Digital Rights
Ireland and Tele2 Sverige, the Court did not examine the necessity of the measure
in itself, as it only examined safeguards as part of the test of proportionality stricto
sensu. Still, this is not per se part of the test of necessity, which should involve
assessing alternative solutions that are less restrictive. In his Opinion in Digital
Rights Ireland, AG General Cruz Villalén suggested looking at ‘the quick freeze
procedure’ as an alternative to blanket data retention.”” According to him, assessing
the legitimacy of a measure amounts to assessing ‘whether a measure less disruptive
to the enjoyment of the fundamental rights at issue would allow the objective
pursued to be attained.”>® In its decision, the Court did not discuss this aspect and
annulled the Data Retention Directive.”® As analysed by Sajfert, the Court did not
answer whether data retention measures were ‘a valuable tool for criminal investi-
gation” and thus did not assess their necessity.®” When reviewing the necessity of
new investigative tools, such as in the case of police use of FRTs in public spaces,
the Court should review the existence of objective evidence justifying their neces-
sity, i.e. whether that they are necessary to achieve the objective pursued and that no
other less intrusive means could achieve it, instead of or beyond looking at existing
safeguards.

The ECJ does not distinguish the test of necessity from that of proportionality. It
might be because the task of assessing the strict necessity of a measure should be left
at national level, rather than at EU level. In his Opinion in Tele2 Sverige, while AG
Saugmandsgaards JE viewed the strict necessity as being linked to the existence of
safeguards, he also considered that national courts should assess the strict necessity
of the general data retention obligation by ‘not simply verify[ing] the mere utility of
general data retention obligations, but [by] rigorously verify[ing] that no other
measure or combination of measures, such as targeted data retention obligation
accompanied by other investigatory tools, can be as effectiveness [sic] in the fight
against serious crime.’®" Adding to this, one should also observe that it is not the task

36 Joined Cases C-203/15 and C-698/15 Tele 2 Sverige v Post-och telestyrelsen et al. [2016] ECLI:
EU:C: 2016: 970, paras 96 et seqs; and in the earlier case on data retention, Digital Rights Ireland
(n54) paras 61-64.

7 Ibid.

38 Ibid, para 143.

> Digital Rights Ireland (n54).

OIn his PhD thesis entitled ‘Resolving Legal Conflicts between Data Access Investigative Mea-
sures and Data Protection Law in the EU’ (forthcoming), Sajfert observed a common trend
regarding the absence of objective evidence and empirical data behind the law enforcement
authorities’ requests to obtain new investigative tools through measures such as data retention,
passenger name records, financial data.

STAG Opinion Joined Cases C-203/15 and C-698/15, Tele2 Sverige v Post-och telestyrelsen et al.
(n55) para 209.
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of the Courts ‘to choose or to point to the supposed best way to achieve a given goal
but to compare the means chosen by the legislature (...) which each possible
alternative to it,” as rightly noted by Afonso da Silva.%> Therefore, Courts should
not substitute themselves for the legislator and provide for alternative measures that
the legislator did not consider while reviewing the necessity of a measure.

To complete the tests of necessity developed by the ECtHR and the ECJ, it might
be helpful to look at the practical guidance elaborated by the EDPS before assessing
whether the provisions of the AI Act on RBIs comply with the condition of
necessity.

3.3 EDPS Guidelines

The EDPS has elaborated two distinct guidelines on the principles of necessity and
proportionality. In 2017,%% he issued a toolkit on necessity, completed in 2019 with
guidelines on the principle of proportionality.®* This section will only deal with the
first document. Although non-binding, the toolkit offers practical guidance on the
application of the necessity requirement. The document is based on the case law of
the ECJ, enriched by the interpretation of the ECtHR on the restrictions to the right to
privacy. These guidelines provide a checklist to assess the necessity of new measures
through a four-step approach based on the description of the measure (step 1), the
fundamental rights and freedoms affected (step 2), the objectives of the measures
(step 3) and the least intrusive but effective option (step 4).

As already observed, the EDPS links the principle of necessity and that of
proportionality. The proportionality of a measure should be assessed only if the
necessity has been established. However, the order between the two principles is not
always clear.®> Importantly, the EDPS identifies the need to provide ‘sufficient and
scientifically verifiable evidence supporting the existence of the problem.’®® This
objective evidence can include ‘facts or statistical data’ and should ‘convincingly
support the proposed measure’ to prove that ‘existing measures and less intrusive
alternative measures cannot effectively address the problem.”®” The assessment
implies a factual-based analysis.

52 Afonso da Silva (2023), p. 1748.
S3EDPS (2017) (n39).

SYEDPS (2019) Guidelines on Assessing the Proportionality of Measures that Limit the Funda-
mental Rights to Privacy and to the Protection of Personal Data, 19 December 2019.

5 See for illustration, joined cases C-203/15 and C-698/15, Tele 2 Sverige AB (n56) paras 102—103.
S6EDPS (2017) (n39), p. 15.
57 Ibid, p. 19.
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Applied to the deployment of FRTs in public spaces for surveillance and policing
purposes, the questions to assess the necessity of the measure could be the
following ones:

i. Which objective of general interest or protection of rights and freedoms does the
use of FRTs in public spaces for surveillance and policing purposes answer?

ii. Why is this objective, if any, ‘critical for the functioning of society’?

iii. Is there any scientific evidence that FRTs are necessary and effective to achieve
the purposes of the measure?

iv. If so, is the measure effective and the least restrictive one? Concerning this last
point, one should observe that the measure should be the least restrictive
regarding the impact on fundamental rights, but it does not need to be more
effective than the alternative measures. It should be, at least, equally effective.

It should be noted that the EDPS also examines the existence of safeguards, but only
after having assessed the other elements of the test (including the objective justifi-
cation and the effectiveness of the measure) and not instead of them.

This practical approach can guide the review of the rules adopted by the EU
institutions on the use of RBIs in public spaces for law enforcement purposes as part
of the future AI Act.

4 Application to AI Act Rules

The AI Act regulates the development, placing on the EU market, and use of certain
Al systems that present risks to fundamental rights, safety, or health.®® While Al
systems that present unacceptable risks to fundamental rights are prohibited save for
some exceptions, other Al systems that present serious interferences with funda-
mental rights, safety, or health are regulated as high-risk systems. Concerning RBIs,
those used in publicly accessible spaces and real-time for a law enforcement purpose
are prohibited except in three situations that need to be allowed by national law and
comply with conditions and safeguards. All the other uses, as well as the develop-
ment and placing of the EU market of RBIs, fall in the category of high-risk systems.
Concerning the retrospective use of RBIs for a law enforcement purpose in publicly
accessible spaces, their use is subject to additional safeguards, such as a fundamental
rights impact assessment. The rules introduced in the AI Act will be analysed in this
section, followed by a necessity assessment.

S8 AT Act (n2)
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4.1 Rules on RBIs Deployed in Publicly Accessible Areas

The AI Act distinguishes two situations: live use of RBIs for a law enforcement
purpose versus retrospective use.

4.1.1 Live (‘Real-time’) Use

According to the adopted rules, real-time use of RBIs in publicly accessible spaces
for law enforcement purposes is, in principle, banned, except in three cases (Art 5(1)
(h)(1)-(iii) AT Act).

Real-time use refers to the capture of biometric data, comparison with other
biometric data and identification of individuals, occurring all at the same time or
without any significant delay.®” The definition of real-time is vague and does not rely
on a scientific understanding of real-time. Law enforcement purposes are those
described in Article 1(1) of the Law Enforcement Directive (LED)7O and reproduced
in Article 3(46) of the Al Act, i.e. ‘the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties including
safeguarding against and preventing threats to public security.””" These activities are
performed by law enforcement authorities (which include entrusted bodies or enti-
ties) or on their behalf.”> So not only police authorities or other law enforcement
authorities are covered, but also private parties acting on behalf of those authorities
(most likely through a contractual agreement). As for publicly accessible areas, they
are defined as ‘any publicly or privately owned physical place accessible to an
undetermined number of natural persons, regardless of whether certain conditions
for access may apply, and regardless of the potential capacity restrictions.””* These
spaces can be both privately and publicly owned. They cover a broad range of
spaces, including a shopping centre, a public park, or a train station, among others.”*

Consequently, the live deployment of FRTs by the police in the context of crime
prevention is not allowed in principle, whereas the same deployment in real-time to
ensure the security of a shopping mall by private actors is not covered by the ban.”

%Recital 17 and Article 3(42) Al Act.

Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, and on the free movement of such data,
and repealing Council Framework Decision 2008/977/JHA.

"!See Brewczyriska (2024) in the Commentary of Article 1 of the LED, pp. 58-63.

72 Art 3(45) Al Act; see also Tosoni and Bygrave (2024) in the Commentary of Article 3 of the LED,
pp- 99-104.

73 Art 3(44) Al Act.
7#See Sect. 2.1, notion of publicly accessible spaces.

75 As this will not be considered a law enforcement activity. However, other rules will apply, such as
data protection rules. But the study of these rules falls outside the chapter.
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However, the ban on law enforcement use of RBIs is not absolute as the AI Act has
introduced three exceptions applicable to:

(1) the targeted search for victims of kidnapping, trafficking in human beings, or
sexual exploitation, as well as the search for missing persons (Article 5(1)(h)
(i) Al Act).

(2) the prevention of a threat to the life or physical safety of persons, provided the
threat is specific, imminent and substantial, or a genuine threat of a terrorist
attack, that must be either present or foreseeable (Article 5(1)(h)(ii) Al Act).

(3) the localisation or identification of a criminal suspect or perpetrator to conduct a
criminal investigation, prosecution or execution of a criminal penalty for serious
crimes listed in Annex II and punishable by jail time (for a maximum period of at
least four years) (Article 5(1))(h)(iii) Al Act).

Specific conditions and obligations must be implemented before law enforcement
authorities or anyone acting on their behalf can deploy live RBIs in publicly
accessible areas in one of these three situations.’® First, the technologies can only
be used to confirm the identity of a targeted individual, considering the nature of the
situation and the impacts of the technologies’ use on individuals’ rights and free-
doms. Second, their use must be authorised by law at national level. Authorisation
can only be given if law enforcement authorities have conducted a fundamental
rights impact assessment and registered the technologies in the EU database before
use, except in ‘duly justified cases of urgency.””’

From a procedural perspective, real-time RBIs are subject to a prior judicial or
administrative authorisation based on ‘objective evidence or clear indications’ that
their use is necessary and proportionate to one of the three objectives. Results
obtained from real-time RBIs can only be used as lead information. In ‘duly
justified cases of urgency’, their use can start without authorisation provided the
authorisation is obtained within 24 h maximum. If the authorisation is rejected, their
use should stop, and all the data and information should be deleted.”®

Member States can fully or partially authorise the use of real-time RBIs. They are
not obliged to allow the real-time use of RBIs and can also decide not to allow any of
the exceptions in their national law. In case they allow the real-time use of RBIs,
their national legislation should detail the rules to obtain the authorisation to use real-
time RBIs. It should also include the objectives pursued by the deployment of RBIs
and, in the case of localisation or identification of a criminal suspect, the criminal
offences for which real-time RBIs are authorised to be used and the competent
authorities allowed to use them. Member States must report the rules they adopt to
the European Commission and can decide to adopt more restrictive rules.”

76 Article 5(2)-(7) Al Act.
77 Article 5(2) Al Act.
78 Article 5(3) Al Act.
7 Article 5(5) Al Act.
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Market surveillance and national data protection authorities receive notifications
of each RBIs use. Then, they submit an annual report to the European Commission
on these uses based on a template report. Afterwards, the European Commission
publishes annual reports on the use of real-time RBIs, based on those reports.*”

4.1.2 Retrospective (‘Post’) Use

As proposed by the European Commission, the Al Act provides specific rules for the
retrospective use of RBIs by law enforcement authorities in publicly accessible
areas. First, post RBIs for law enforcement purposes cannot be used untargeted,
i.e. without connection with a criminal offence, criminal proceeding, a genuine
threat of a criminal offence, or the search for a specific missing person. It also has
to be limited in terms of location, temporal scope, and linked to ‘a closed data set of
legally acquired video footage’.®' The retrospective use of RBIs should be
documented in a police file and made available for inspection. Before deploying
RBIs for retrospective use, the deployer, i.e. the law enforcement authorities, should
receive a judicial or administrative authorisation, except when the technologies are
used to identify a potential suspect based ‘on objective and verifiable facts’ directly
linked to the offence. Their use should be limited to what is strictly necessary for the
investigation.®> Post RBIs are considered high-risk and subject to the rules applica-
ble to high-risk systems, which include the conduct of a fundamental rights impact
assessment.*

4.2 Justifications

During the negotiations of the AI Act, the rules concerning the regulation of RBIs
used by law enforcement authorities in publicly accessible spaces have been the
subject of intense discussions from various stakeholders defending different inter-
ests, which were not easily conciliable. For instance, the European Parliament
struggled to reach a consensus on the text due to disagreement among political
groups. As a result, the adopted Al Act has expanded the list of prohibited Al
practices based on the unacceptable risks they pose to fundamental rights.
Concerning the real-time use of RBIs in publicly accessible spaces for law
enforcement purposes, the Al Act refers to their ‘particularly intrusive’ nature, to
the number of individuals impacted by their use (‘may affect the private life of a
large number of the population’), the feeling of surveillance their use might create,

80 Article 5(4), Article 5(6)-(7) Al Act.
81Recital 95 and Article 26(10) Al Act.
82 Article 26(10) Al Act.

83 Article 27 Al Act.
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and the chilling effect they might have on the exercise of other rights.** Based on
these elements, recital 33 explains that such use of the technologies should be
prohibited, except in three situations, where according to that recital, ‘the use is
strictly necessary to achieve a substantial public interest, the importance of which
outweighs the risks.” Those are the only justifications that can be found in the AT Act.
To ensure that the technologies are used in ‘a responsible and proportionate manner,’
safeguards and conditions are required for each exception.®

Concerning the retrospective use of RBIs for law enforcement purposes in
publicly accessible spaces, the Al Act does not justify why the use of RBIs post-
event poses fewer risks for fundamental rights than their real-time use. Concerning
the other uses of the technologies, such as their real-time use for non-law enforce-
ment purposes in publicly accessible spaces,®® the AI Act identifies ‘technical
inaccuracies’ of RBIs and the resulting biases and discriminations, including based
on ‘age, ethnicity, race, sex or disabilities’, as a reason to classify RBIs as high-risk
systems.®” But it does not explain why such use should not be banned, contrary to
the position of the European Parliament on the AI Act.®®

In the impact assessment accompanying the proposed AI Act, the European
Commission had acknowledged the ‘chilling effect [of these] technologies on
democracy’ while justifying their use ‘when strictly necessary and proportionate
safeguarding important public interests of public security.” The Commission based
its position on the responses of several Member States (France, Finland, Denmark,
and the Czech Republic) to its public consultation on the regulation of Al but did not
go through a necessity test to provide evidence of the deployment of these biometric
tools in publicly accessible spaces.®

The next sub-section will critically assess the adopted rules through the necessity
test, taking into account the questions drawn from the EDPS Toolkit.

4.3 Strictly Necessary [in a Democratic Society]?

The AI Act distinguishes the real-time use of RBIs for law enforcement purposes
from their retrospective use for the same purposes but does not mention the other
uses of the technologies.

$4Recital 32 Al Act.
¥ Recital 34 Al Act.
86Such as the use of live FRT in a supermarket to deter shoplifting.
87 Recital 54 Al Act.

8 See European Parliament, Amendments Adopted by the European Parliament on 14 June 2023 on
the Proposal for a Regulation of the European Parliament and of the Council Laying Down
Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain
Union Legislative Acts, P9-TA(2023) 0236, Amendment 41 (Recital 18).

89 European Commission (2021) Impact Assessment Accompanying the Proposal for the Artificial
Intelligence Act, SWD (2021) 84 final, Part 1, pp. 18-19.
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Concerning the real-time use of the technologies for law enforcement purposes in
publicly accessible spaces, the Al Act acknowledges that, due to their nature and
their impacts on fundamental rights,”® such use of RBIs should be prohibited. At the
same time, it identifies a legitimate aim that would justify their use in three cases.
Those are the search for the victims of specific crimes and missing persons (first
exception), the threats to the life or physical safety of individuals or a terrorist attack
(second exception), and the localisation or identification of suspects or perpetrators
of serious crimes as listed in Annex II of the Al Act (third exception). The ECtHR
has recognised the fight against serious crime, as well as the protection of others’
rights and freedoms, as a legitimate aim justifying an interference with fundamental
rights. These legitimate aims are of such importance that they ‘outweigh the risks’,
rendering the use of the technologies strictly necessary.”’ This statement in Recital
33 seems to result from a test of proportionality (balancing the risks to individuals®
against the substantial public interest) and a test of necessity (referring to ‘strict
necessity’).”?

However, there is no indication of whether, and how, the EU legislators
conducted the proportionality and necessity tests. Looking back at the questions
identified by the EDPS in its guidelines, once the objective of the measure has been
identified, it should be checked whether such an objective answers a ‘pressing social
need.”®* According to the EDPS, this means that the problem the measure addresses
is ‘not only real, present or imminent’ but also ‘critical for the functioning of the
society.”” Although the EDPS has not defined what ‘being critical for the function-
ing of the society is,” he criticized, together with the EDPB, the proposal for the Al
Act and called for a complete ban on RBIs in publicly accessible spaces in ‘any
context’, i.e. for law enforcement and non-law enforcement purposes.’® Due to the
risks of technical inaccuracies potentially leading to biases and discriminations on
sensitive attributes and the risk of constant monitoring, the EU legislators should
have evidenced that the exceptions to the ban were necessary in a democratic
society. The EU institutions should have provided objective, verifiable, and scientific
evidence that their use for those purposes was strictly necessary and that deploying
RBIs for those purposes in publicly accessible spaces was the least restrictive
measure. There is no indication that other less intrusive solutions were envisaged
and discarded because they were not as efficient as real-time RBIs. It seems that the
decision to allow exceptions was first a political issue. In policy documents and

“ORecital 33 Al Act.

91Recital 33 Al Act.

2 As identified in Recital 32.

P Recital 33 Al Act.

94 As formulated by the ECtHR in its case law, see Sect. 3.1.
EDPS (2017) (n39), p. 15.

“SEDPB-EDPS, Joint Opinion 5/2021 on the Proposal for a Regulation of the European Parliament
and of the Council Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence
Act), 18 June 2021, pp. 11-12.
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reports prior to the Al Act, there were already indications that certain uses of FRTs
were considered justified. For instance, this was the case of FRT used to help find
missing or abducted children,”” to ‘contribute to the protection of public spaces’ for
‘detecting terrorists on the move.””® In a 2021 Resolution, while the European
Parliament called for a moratorium on the law enforcement use of FRTs,” it
acknowledged that ‘Al [was] in use by law enforcement in applications such facial
recognition technologies, e.g. to search suspect databases and identify victims of
human trafficking or child sexual exploitation and abuse.”'®

Instead of explaining why the real-time use of RBIs is strictly necessary, the Al
Act provides the conditions and safeguards under which the authorised technologies
should be used.'®’ One of the essential conditions is the existence of national
legislation authorising the real-time use of the technologies in the different situa-
tions. According to Article 5(2) of the Al Act, it is the responsibility of the national
authority (either a judicial authority or an independent administrative authority)
delivering the authorisation of use to conduct a test of necessity (and proportional-
ity). One could imagine that national legislation allowing the real-time use of RBIs
for the exceptions to the ban would provide some justifications for the necessity of
their deployment.

Concerning their retrospective use, similar remarks can be made, as no justifica-
tion and evidence of the strict necessity of their use are put forward in the Al Act.
Article 26(10) of the Al Act only states that their use should ‘be limited to what is
strictly necessary for the investigation of a specific criminal offence’ and requires the
adoption of safeguards due to their ‘intrusive nature.” It seems that the EU legisla-
tors, like the ECJ, rely on the existence of safeguards instead of assessing the
necessity of a measure. Before the negotiations of the Al Act, several Member
States, including France,'’” had already adopted legal frameworks to allow the
retrospective use of FRTs for criminal investigation purposes.'® Therefore, they
had an interest in keeping these rules in place and introducing a distinction between
live and retrospective use of the technologies. In 2022, the French Council of
State considered the retrospective use of FRTs for criminal investigations as being
strictly necessary (‘absolutely necessary’) due to the number of images the French
criminal database counted and the ‘impossiblility] for the competent authorities to
carry out such a comparison [i.e. facial image comparison] manually.”'®* According

7 As acknowledged in FRA (2020), p. 29.

%8 European Commission (2020), Communication, A Counter-Terrorism Agenda for the EU: Antic-
ipate, Prevent, Protect, Respond, 9 December 2020, COM (2020) 795 final, p 4.

% European Parliament (2021) Resolution on Artificial Intelligence in Criminal Law and its Use by
the Police and Judicial Authorities in Criminal Matters, 6 October 2021, para 27, P9_TA
(2021) 0405.

199pid, Point M.
19T Article 5(2)-(7) Al Act; see Sect. 4.1.

102Through the French criminal facial database called TAJ, Traitements des Antécédents
Judiciaires, established in 2012 by Decree n0.2012-652.

193 TELEFI (2021), pp. 11-12.
194 Council of State, Decision no. 442364; as translated by the European Civic Forum.
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to the French Council of State, it is, therefore, the volume of data to be processed that
justifies using such intrusive technologies. Scholars have criticised this approach to
strict necessity,'®> which also seems far from the EDPS’ understanding of a strictly
necessary measure.

Finally, the Al Act does not provide any justifications for the use of RBIs in
contexts other than law enforcement, whether in real-time or post-event, while these
systems function the same way and can have the same discriminatory consequences
for individuals.

5 Conclusion

This chapter analysed the tests of necessity elaborated by the ECtHR and the ECJ,
completed by the EDPS practical guidance on necessity to discuss the rules adopted
in the Al Act on the real-time and retrospective use of RBIs, and thus FRTs, by law
enforcement authorities in publicly accessible spaces. While the test of necessity
should consist of comparing alternative solutions to protect the security of these
spaces, the analysis did not find evidence of such a test. Indeed, no alternative
solutions are discussed in the impact assessment, the proposal of the Al Act, and
the Al Act itself. Instead, safeguards and conditions are imposed before the tech-
nologies can be deployed. The use of these technologies, either in real-time or post-
event, is only authorised if it is targeted. Still, while the legislators acknowledge the
risks and flaws of these technologies, they allow Member States to adopt national
legislation to allow their use in three situations for their real-time use while asking
national authorities that deliver the authorisation of use to conduct a proportionality
and necessity assessment. One could wonder if the possibility to deploy FRTs and
other RBI technologies in public spaces does not result from a political will, linked to
security concerns, without evidence that this measure is adequate in a democratic
society or that other measures posing fewer risks to individuals’ fundamental rights
exist. This observation echoes some scholars’ views who consider that much of the
discussion ‘has taken for granted the existence of such technologies as a necessary
means for securing public safety’,'”® whereas discussions should also have been
about the impact of these technologies on individuals in public spaces and the risks
for these public spaces.
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Enhancing Oversight and Addressing Gaps: M)
Assessing the Impact of the AI Act e
on Biometric Identification Systems

Federica Paolucci

Abstract Facial recognition technology (FRT) represents a pivotal force in modern
society, with implications for both security and privacy. In response to concerns
raised by incidents like the Clearview Al scandal, the European Union (EU) has
crafted the Artificial Intelligence Act (Al Act) to regulate biometric recognition
systems. This paper explores the EU’s regulatory approach, focusing on the delicate
balance between security imperatives and individual rights. It examines the internal
influence of the Al Act within the EU, considering its potential as a regulatory model
for biometric data use beyond law enforcement. Drawing parallels with the EU’s
influential General Data Protection Regulation (GDPR), the paper underscores the
potential of the Al Act to set a protective standard for biometric tools, exemplified in
initiatives like the Digital Identity Wallet. However, challenges persist in ensuring
effective enforcement mechanisms, notably concerning the authorisation process
and the balance between security imperatives and individual rights. The choice
between judicial and administrative oversight remains contentious, with significant
implications for privacy rights, the rule of law and democracy. As Member States
navigate the implementation of biometric recognition systems, the paper emphasises
the importance of procedural fairness and judicial independence in safeguarding
fundamental rights. Ultimately, the paper advocates for a balanced approach that
prioritises both security imperatives and individual rights, calling for continued
vigilance in refining regulatory frameworks to address emerging challenges and
uphold fundamental principles in the era of technological innovation.
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1 Introduction

In an era where technological advancements redefine our daily interactions, facial
recognition technology (FRT)' stands as a pivotal force shaping the contours of
modern society. While the ability to identify individuals solely from a facial image is
undeniably valuable in the realm of crime prevention, it also raises concerns
regarding privacy protection,” which entails the right to safeguard against unwanted
intrusions into one’s personal sphere.” Within the territory of the European Union,*
proposed uses of this technology covered a wide range of applications, from law
enforcement purposes and installation in open public spaces’ to the use in the
workspace® or schools.”

As areaction, at least in part, to the Clearview Al scandal,8 since the first versions
of the Artificial Intelligence Act (hereafter, Al Act),’ dedicated provisions on
biometric recognition systems have stood out for their representativeness. Particu-
larly, the AI Act is the first hard law instrument on Al, and it sets out special rules for
using biometric systems in the specific law enforcement sector. As stated by Rec.
3, ‘this Regulation contains specific rules on the protection of individuals with regard
to the processing of personal data concerning restrictions on the use of Al systems
for remote biometric identification for the purpose of law enforcement’; for this
reason, together with art. 114 TFEU, the legal basis of the Regulation is precisely
Article 16 of the TFEU, which pertains to the protection of personal data and privacy
in the European Union. In this balancing exercise between regulation and innova-
tion,'” the EU is positioning itself in the global race toward Al regulation.

'Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/2008,
(EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and
Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act). Facial
recognition technology falls in the category of ‘biometric identification systems’, defined under Art.
3, no. 35 of the Al Act, as ‘the automated recognition of physical, physiological, behavioural, or
psychological human features for the purpose of establishing the identity of a natural person by
comparing biometric data of that individual to biometric data of individuals stored in a database’.
2Menéndez Gonzalez (2022); Mobilio (2023).

*In the ‘negative’ concept of privacy as per Art. 7 of the Charter of Fundamental Rights of the
European Union (CFEU).

“Christakis et al. (2022).
>Italian Data Protection Authority (DPA), decision no. 65, 11 January 2024.

S1talian DPA, Italian Data Protection Authority (DPA), decisions nn. 105, 106, 107, 108 and
109, 22 February 2024. On the same matter, also the Information Commission Officer (ICO),
Order against Serco Limited UK, 23 February 2024.

"Trib. Adm. de Marseille, n. 1901249, 3 February 2020.
8Rezende (2020).

?Proposal for a regulation of the European Parliament and of the Council on harmonised rules on
Artificial Intelligence (Artificial Intelligence Act) and amending certain Union Legislative Acts,
COM(2021)0206.

19Bradford (2024 - forthcoming).
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As we delve deeper into this analysis, the Al Act introduces a regulatory
framework aimed at permitting the deployment of biometric identification systems
under specific circumstances. The regulation’s risk assessment focuses less on how
Artificial Intelligence (Al) is constructed or trained and more on its actual application
in different contexts.!! Thus, while real-time biometric identification systems are
deemed unacceptable in terms of risk, post-remote biometric identification is
categorised as high risk.'? This division, along with the EU’s chosen approach to
classify and regulate the usage of this potentially intrusive technology, is poised to
establish a precedent not only within the EU but also on the global stage. As a matter
of fact, the EU exercised a prominent regulatory dominance, which is particularly
pronounced in the realm of digital governance, where the EU is actively asserting its
‘digital sovereignty’ over critical domains such as digital platforms, data manage-
ment, digital identities, and artificial intelligence.'? Historically, it has been possible
to observe how EU laws served as regulatory models for third countries, notably in
the realm of data protection.'* However, with the AI Act, predicting such an effect
before its actual implementation proves challenging. Hence, to refrain from specu-
lating and echoing the sentiment of avoiding ‘bringing obviousness out of men’s lips
when anticipating the future,”'® this commentary abstains from predicting the global
ramifications of the Al Act.

This analysis takes a unique approach, focusing on the internal influence within
the EU following the adoption and forthcoming enactment of regulations concerning
facial recognition tools. Specifically, it examines the EU’s legislative efforts regard-
ing the broader use of biometric recognition tools, like the Digital Identity Wallet
initiative, beyond law enforcement. Drawing from the principles outlined in the Al
Act, particularly Articles 5 and 6, the analysis illustrates how these principles should
guide other domains utilising biometric data. It also explores how EU regulations
will impact Member States (MS) responsible for implementation. The goal is to
show how the Al Act provisions could become a model for other European regula-
tions, introducing checks and balances rather than outright condemnation of bio-
metric data use. However, it also highlights potential conflicts in practical
implementation, especially regarding procedural aspects of biometric system
usage. Resolving this conflict, pivotal in nature, will heavily influence MS, who
can lean on general legal principles and international law to mitigate any adverse
effects on landmark legislation destined to shape history.

"'This choice has been rebutted by Novelli et al. (2024).

'2 As it is well explained by the European Data Protection Board (EDPB), face recognition is one
technology that serves one sole purpose, meaning the probability of the ‘estimated match between
templates: the one being compared and the baseline(s)’. EDPB (2022) Guidelines 05/2022 on the
use of facial recognition technology in the area of law enforcement.

13 Bradford (2023a, b).
14 Svantesson (2022).
15Wharton (2021).
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Hence, in Sect. 2, the paper explores the concept of the ‘Brussels Effect’ on Al,
explaining how EU regulations influenced global standards in the data protection
domain and explaining why it is not the moment to predict such an effect for the Al
Act. Following this, Sect. 3 provides an in-depth analysis of the EU standard for
regulating biometric identification systems, considering its implications and appli-
cations. Section 4 delves into the use of biometrics in other EU legislation,
discussing the evolving discourse on biometric technologies and digital identity
within the European context. Transitioning from internal considerations to external
implications, Sect. 5 focuses on how Member States should ensure effective protec-
tion of fundamental rights in the enforcement process. Finally, Sect. 6 offers
concluding remarks, synthesising key findings.

2  What Effect Should We Expect from the ‘Brussels
Effect’?

When it comes to speaking about digital technologies, a term above all has been
globally used to describe the extensive application and rage of the European norms:
the Brussels Effect. Such term, scholarly coined, has been used to describe how ‘EU
has become a global regulator not only because of the size of its internal market but
also because it has built an institutional architecture that has converted its market size
into a tangible regulatory influence’.'® Saying differently, this term describes the
extraordinary capacity of the European Union to exert a profound and far-reaching
influence on global markets.

This influence spans a diverse array of sectors, ranging from competition policy
and environmental protection to food safety, privacy regulations, and the governance
of hate speech on social media platforms. At its core, the EU’s ability to set and
enforce standards has become a hallmark of its regulatory prowess. Moreover, this
effect has been observed with respect to the Regulation (EU) 2016/679 (hereafter,
GDPR),'” where the legislation crafted a system that de iure—for the outreach of the
compliance measure towards companies regardless of where the data processing
takes place makes—and de facto has been established a European domain over the
data protection regulation, as mentioned before. As observed by Bradford, ‘incor-
porating GDPR compliance into the product design is a powerful way to globalise

the EU norms’,'® and the ‘instalment” of this ‘default’ requirements created a system

1Bradford (2020).

'7Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons concerning the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

181d:144.
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of harmonisation that, even if perfectible, exported the EU data protection standard
at the worldwide level."”

About Al, the EU, aware of both the potentials and pitfalls inherent in it, has taken
proactive steps to regulate this domain. Its efforts aim to foster the advancement and
implementation of Al technologies while simultaneously addressing and mitigating
the various risks they pose, particularly those concerning fundamental rights. For
the global reach of previous legislation, one of the main concerns with the Al Act is
whether it will replicate the GDPR’s Brussels Effect. This ‘competition’ was pur-
sued by the President of the European Commission, who in 2019 called for the
creation of a GDPR for AL?' There are numerous analogies between the two
regulations: most of the rules will both apply to the same type of companies,** and
they both adopt a risk-based approach.”> However, it is unclear whether this offers
transferable insights for (other) AI regulation since the Brussels Effect of data
protection regulation may have been due to unique features of this regulatory target
and design.

Moreover, the EU is not the only one trying to establish a standard on Al: the
Council of Europe (CoE) issued legal texts addressing Al regulation and has been
actively engaged in developing guidelines for ethical Al governance, aligning with
its mandate to uphold human rights across its Member States;>* the United Nations
also made strides in Al regulation with a groundbreaking resolution aiming to
safeguard human rights in the context of Al technologies.”

The Brussels Effect thus represents more than just regulatory control; it signifies a
comprehensive integration of internal policies with external market dynamics. By
setting high standards and effectively exporting them, the EU not only enhances its
own regulatory environment but also exerts significant influence on global norms
and practices. However, given the delicate phase of transition from the regulatory
design to enforcement, it is challenging to predict the future of the Al Act, especially
beyond the EU. Instead, it is examined for its internal impact. Specifically, it
explores how its standards for regulating biometric tools could influence other
sectors within the single market. Similar to how the GDPR has become a regulatory

19This is, for example, demonstrated by the adoption by other states of regulations ‘similar’ to the
GDPR, as in the case of the California Consumer Privacy Act (CCPA), as demonstrated by Gunst
and Ville (2021).

20Bradford (2023a, b).

! Directorate-General for Neighbourhood and Enlargement Negotiations (2019) Speech by
President-Elect von Der Leyen.

22Siegmann and Anderljung (2022).

2 Dunn and Gregorio (2022).

2*Council of Europe (CoE) (2024) Committee of Ministers, Draft Framework Convention on
artificial intelligence, human rights, democracy, and the rule of law and draft explanatory report
by the CAI, CM(2024)52-addprov.

25United Nations Educational Scientific and Cultural Organization (UNESCO) (2021) Recommen-

dation on the Ethics of Atrtificial Intelligence, available at https://unesdoc.unesco.org/ark:/48223/
pf0000380455, last accessed 30.03.2024.
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model within the EU,?® the AT Act is likely to set a protective standard for biometrics
and identification tools, as seen in the case of the Digital Identity Wallet. Thus, this
analysis focuses on the internal implications of the Brussels Effect, affecting both
EU regulatory production and Member States tasked with implementing these
standards.

3 The Regulation of Facial Recognition Systems: A Fight
for Democracy

The regulation of facial recognition systems has undergone concrete and significant
turns. As anticipated, the Al Act is imposing dedicated norms that will not just
complement the applicability of the previous ones but will stand over them.*’
Therefore, while providing that the rules in question must ‘continue to comply
with all requirements resulting from Article 9(1) of GDPR, Article 10(1) of Regu-
lation (EU) 2018/1725%® and Article 10 of Directive (EU) 2016/680 (also, LED),*
as applicable’ (rec. 39), the Al Act is strictly mandating the conditions upon which
FRT can be placed in the market and put into service.

Given the potential for significant backlash regarding the protection of funda-
mental rights, particularly the rights to privacy and data protection under the CFEU,
FRT is categorized under the highest level of risk. Specifically, the Al Act outlines
four risk categories, with biometric systems classified based on their use. FRT in
real-time conditions is prohibited, with limited exceptions, while ex-post facto uses
are categorized as high-risk. Article 5 and its provisions focus heavily on prohibi-
tions and regulations concerning the deployment of biometric categorization systems
and real-time remote biometric identification systems in publicly accessible spaces
for law enforcement. These systems are only allowed under narrowly defined
circumstances, adhering to the principles of necessity, proportionality, and respect
for individual rights and freedoms.* This emphasis on proportionality is a hallmark
of the EU’s approach, balancing innovation and rights protection, though it remains
imperfect and in need of refinement in certain areas.

26Hert (2023).

?"Recital 3 of the AT Act.

28 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on
the protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data, and repealing
Regulation (EC) No 45/2001 and Decision No 1247/2002/EC.

*Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council
Framework Decision 2008/977/JHA.

30Menéndez Gonzalez (2022) id. note no. 2.
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Henceforth, the proportionality framework is critical in maintaining public trust
in the deployment of FRT, particularly as citizens fear the potential for mass
surveillance and its chilling effects on democratic engagement.”’ As a matter of
fact, when FRT is used excessively or inappropriately, it threatens to erode this trust
between the public authority and the people, and to be in a democracy is essential to
maintain it. Nonetheless, the potential for abuse is particularly concerning in cases
where FRT becomes a tool for state surveillance, potentially deterring people from
engaging in democratic activities. This is not a hypothetical risk but a reality that has
manifested in various contexts, particularly in authoritarian regimes.*

In regimes where democratic safeguards are weak, FRT and other biometric
technologies have been weaponized to exert control over society, leading to (digital)
authoritarianism. For example, in Russia, as also demonstrated by the jurisprudence
of the European Court of Human Rights,33 cases such as Glukhin v. Russia,>* raised
serious concerns about the invasive nature of FRT, highlighting how its deployment
could infringe on fundamental rights such as privacy and freedom of assembly.
Similarly, in Venezuela, the government has integrated FRT into broader digital
identification systems, using these tools to monitor and suppress political opposi-
tion.>> These instances demonstrate how FRT, without adequate legal and proce-
dural safeguards, can evolve from a security tool into a mechanism of state control
and oppression. Moreover, in Uganda, FRT-enhanced surveillance systems provided
by Chinese technology firms have been used to track and arrest political dissidents,
underscoring the risk that FRT can stifle political participation and dissent.*® The
erosion of public trust and political autonomy as a result of mass surveillance has
further-reaching consequences. The pervasive use of FRT in public spaces, even in
democracies, can have a chilling effect on political participation by making individ-
uals fear potential reprisals for their actions. As seen in these examples, FRT is often
part of broader Al surveillance systems, designed to monitor entire populations and
classify individuals by their perceived threat level, exacerbating concerns about
racial profiling and function creep. When citizens fear that their actions are con-
stantly monitored, they are less likely to participate in public discourse or engage in
protest, key components of a vibrant democracy.

In contrast, the European Union’s approach, as outlined in the Al Act, under-
scores the importance of transparency, accountability, and proportionality in the
deployment of FRT. By emphasising these principles, the EU aims to prevent the

*1“According to Article 52(1) of the Charter, any limitation to the exercise of fundamental rights
and freedoms must be provided for by law and respect the essence of those rights and freedoms.
Subject to the principle of proportionality, limitations may be made only if they are necessary and
genuinely meet objectives of general interest recognised by the European Union or the need to
protect the rights and freedoms of others’, EDPB (2022) id. note no. 12.

32Katrak and Chakrabarty (2023).

BKosta (2022).

3ECHR [l Sec.], Glukhin v. Russia, no. 11519/20, 2023.
35 Al Sur (2021); Derechos Digitales (2024).

36K atrak and Chakrabarty (2023) id.
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kind of authoritarian misuse seen in other parts of the world. This regulatory
framework seeks to balance innovation with the protection of democratic rights,
setting a global standard for how advanced surveillance technologies should be
governed.

As a matter of fact, the desire to strengthen the protection of critical Al systems is
also symbolised by the great effort that institutions have invested in regulating facial
recognition. Indeed, initially, the European Commission classified biometric identi-
fication systems as particularly intrusive, establishing strict exceptions (Rec. 18),%’
akin to GDPR provisions on the processing of special categories of personal data
under Article 9.%® The Council later introduced distinctions between real-time and
remote biometric identification systems, extending the list of justifiable law enforce-
ment objectives for real-time systems. The European Parliament®® then sought to
further harmonize these provisions while acknowledging the risks inherent in bio-
metric identification systems.*’

As anticipated, not all the uses of biometric recognition are classified as
‘prohibited risk’ under the Al Act: the Al Act distinguishes between real-time and
ex-post application of biometric data. Real-time applications of biometric recogni-
tion are generally prohibited, while post-uses are considered high-risk. Specifically,
real-time biometric identification systems by law enforcement in publicly accessible
spaces are prohibited, with exceptions listed in Article 5, paragraph 1, letter h).
Ex-post biometric identification systems are labelled as high-risk Al systems under
Article 6, paragraph 2. This classification also includes biometric categorisation and
emotional recognition systems. Interpreting this rule alongside Article 26 of the Al
Act and Annex III is crucial since it outlines the crimes occurring in which it is
possible to authorise the use of biometric systems.

However, some complexities remain. The Act’s distinction between ‘remote’ and
‘real-time’ biometric identification systems (Articles 3, paras 36 and 37) has been
critiqued for creating confusion rather than clarity.41 Furthermore, the Act does not
cover the use of remote biometric identification for non-law enforcement purposes,
which remains under GDPR regulation. This indicates two key issues: first, the Al
Act does not explicitly define when Al poses unacceptable risks; instead, it assumes
risk based on its application.**

Second, expanding the scope of prohibited uses under Article 5 will require an
amendment to the Act: the Regulation does not list criteria for when Al poses

*"European Commission (2021) Proposal. See note no. 9.

3B Kindt (2013a).

39 European Parliament (2023) Amendments adopted by the European Parliament on 14 June 2023
on the proposal for a regulation of the European Parliament and of the Council on laying down
harmonised rules on artificial intelligence (Artificial Intelligence Act) and amending certain Union
legislative acts (COM(2021)0206 — C9-0146/2021 — 2021/0106(COD)).

“OEuropean Parliament Resolution (2020) on a framework of ethical aspects of Al robotics and
related technologies, in part. point 66.

“Veale and Borgesius (2022), pp. 97—112.

42Schoder (2022).
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unacceptable risks to society and individuals; it just states the presumption of risk.*’
This also implies that besides the listed prohibited uses, further expansion of Art.
5 scope of application will amount to an amendment of the Act. Notably, the final
articles dedicated to this aspect underscore the significant role of the European
Commission in conducting bi-annual assessments in collaboration with the Al
Board, as per Article 66(1)(e)(vii).** Although the mechanism was already provided
for in the GDPR,45 with the Al Act, it would broaden the scope of the Commission’s
action to also include the assessment of the material application of the standard with
respect to high-risk profiles and annexes-aspects that are outside the certifying
mechanisms in the GDPR.

Despite these potential deficiencies, the Al Act is poised to become paramount for
regulating biometric systems across the EU market. Its provisions on FRT will likely
influence broader applications of biometric technologies, not only in law enforce-
ment but also in areas such as digital identity systems, which raise similar concerns
about privacy, surveillance, and democratic accountability. As the EU’s regulatory
standards often influence global markets through the Brussels Effect, the Al Act
could serve as a model for other regions, setting global benchmarks for the respon-
sible use of FRT while safeguarding fundamental rights. In what follows, therefore,
it will be analysed whether and how the way in which the Al Act has approached the
use of biometrics and advanced technological systems can be traced back to other
areas that also benefit from this type of tools and data, as is the case with the
identification of individuals and the use of the so-called Wallets.

4 The Internal Point of View: The Evolving Discourse
on FRT and Digital Identity in the EU

Facial recognition and the use of biometric technologies are most perceived as
threats to privacy and data protection.*® However, the deployment of these technol-
ogies might also create deleterious effects on democracy and civil liberties, as
mentioned supra. In between ‘commercial pressures of the data-driven surveillance
economy, the security imperatives of law enforcement, and civic values of freedom
of expression, movement, and personal autonomy’,*’ biometrics might also repre-
sent a tool for faster bureaucracy and digitalise processes.

“Edwards (2022).

#Court of Justice of the European Union (CJEU), Joined Cases C-124&125/13, Parliament and
Commission v. Council, §73.

*Rec. 166 of the Al Act.
“Hartzog et al. (2023).
“7Selwyn et al. (2024), pp. 11-28.
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The rapid digitalisation of services that occurred in the aftermath of the COVID-
19 pandemic,*® driven by the need to provide vital services such as healthcare online,
has led to an increased demand for digital credentials for identification and authen-
tication purposes. This demand arises from both governments and businesses striv-
ing to adapt to digital service delivery models to better serve customers and citizens.
In sectors like healthcare and finance, secure identification and authentication
systems are crucial not only to comply with legal mandates but also to ensure high
levels of security and trustworthiness, particularly concerning data protection. For
these reasons, the EU aims to amplify the use of digital identification methods via the
review of the European Electronic Identification and Trust Services (eIDAS) Reg-
ulation of 2014.%*° Alongside the demand described above, there is a growing threat
of online fraud, including identity theft, which poses significant challenges to
cybersecurity and law enforcement efforts. Every MS had to adopt on a voluntary
basis a scheme which is defined in the Regulation as a system for electronic
identification under which electronic identification means are issued.’® Hence, the
shortcomings of the eIDAS Regulation mainly stem from limitations predominantly
within the public sector, complexities faced by private providers in system connec-
tivity, and inadequate availability of notified eID solutions across Member States.
In response to these challenges, a proposal has been put forth for a European Digital
Identity framework aimed at ensuring that at least 80% of citizens can access key
public services digitally by 2030.%% This framework seeks to instil confidence in
citizens by offering security and control over their digital identity, including the
ability to manage access to their data, while fostering the need for a harmonised
European approach to digital identity.

On the operational and technical aspects of such a project, the text resulting from
the negotiations between the European Parliament and the Council of the European
Union provides that users are going to be identified through a ‘reference to a
minimum set of person identification data necessary to uniquely represent a natural
or legal person [...]" (Art. 12, para 4).>° Saying it differently, since the data
collection should not go further than a minimum set of data—otherwise, the user

“8Selwyn, id.

“9Proposal for a Regulation of the European Parliament and of the Council Amending Regulation
(Eu) No 910/2014 as regards establishing a framework for a European Digital Identity COM/2021/
281 final.

50For a comment on the Directive refer to Finocchiaro (2016), pp. 5-19.

3! European Parliament (2024) Briefing Updating the European digital identity framework; Explan-
atory Memorandum of the Proposal for a Regulation of the European Parliament and of the Council
Amending Regulation (Eu) No 910/2014, id. note no. 41. Finocchiaro, id.; Finocchiaro (2022),
pp. 441-460; Baldini (2024), pp. 297-317.

32Explanatory memorandum, id.

33 Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity
Framework.
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consents. Hence, the minimum threshold of the data set is composed of the first and
the last names of a person, their date of birth and a unique identifier, namely a
number via which any individual would be able to uniquely and persistently be
identified.

The cautious approach taken by EU institutions within the AI Act mirrors the
design of the new identity framework, where the collection of biometric data is
approached with careful consideration. According to Article 9 of the General Data
Protection Regulation (GDPR), biometric data is defined as a minimum threshold for
uniquely identifying a natural person. However, in alignment with the GDPR’s
principle of data minimisation (Art. 5, para. 1, letter c), the EU legislator has opted
to limit the collection of biometric data within the context of the new identity
framework. Despite the undeniable potential of biometric data for unambiguous
identification, this decision aims to prevent excessive and disproportionate intrusions
into individuals’ privacy spheres. Moreover, the regulation underscores the impor-
tance of maintaining a clear separation between personal data associated with the
European Digital Identity Wallets and any other data held by service providers. This
emphasis on data segregation serves to mitigate the risks of unauthorised access or
misuse of personal information, as outlined in Rec. 12. By establishing this frame-
work, the EU aims to uphold the principles of data protection and privacy while
facilitating the adoption of digital identity solutions. The incorporation of the
principle of proportionality into both the Al Act and the European Digital Identity
Regulation reflects the legacy of the Court of Justice of the European Union
(CJEU).> This principle serves as a cornerstone of the ‘Brussels effect,” balancing
the costs and benefits of technology deployment while safeguarding fundamental
rights.”® By striking a balance between data privacy and societal imperatives, such as
national security and law enforcement, the EU continues to assert its leadership in
shaping global standards for digital governance. In essence, the EU’s approach
underscores its commitment to fostering innovation while ensuring the responsible
and ethical use of technology. By embedding principles of proportionality and data
minimisation into its regulatory frameworks, the EU seeks to build trust among
citizens and stakeholders while navigating the complexities of the digital age.

This general precautionary approach to the processing of biometric data was,
among other things, also recently reaffirmed by the CJEU,”® which ruled that the
obligation to insert fingerprints in identity cards does not constitute a restriction to
the exercise of fundamental rights to respect for private life and protection of
personal data, which the Charter of Fundamental Rights guarantees. Nevertheless,

>*Defined by Art. 3 no. 42 as ‘an electronic identification means which allows the user to securely
store, manage and validate person identification data and electronic attestations of attributes for the
purpose of providing them to relying parties and other users of European Digital Identity Wallets,
and to sign by means of qualified electronic signatures or to seal by means of qualified electronic
seals’.

33 Bradford (2023a, b), note no. 20:113. Art. 52, Charter of Fundamental Rights of the European
Union. For a comment, Kindt (2013b), pp. 403-567.

S6CJEU, RU v Landeshauptstadt Wiesbaden, no. C-61/2022.
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the Court confirmed that such restriction is justified by the objectives of the general
interest of combatting the production of false identity cards.”’ Therefore, in this case,
the interference with fundamental rights resulting from the inclusion of two finger-
prints in the storage medium of identity cards did not appear to be ‘of a seriousness
which is disproportionate when compared with the significance of the various
objectives pursued by that measure’ (§123). The purpose of uniquely identifying a
natural person, particularly in cross-border situations, has been deemed to be a ‘fair
balance’ (id.) with the fundamental rights involved. Hence, the essence of the
fundamental rights enshrined in Articles 7 and 8 of the Charter (§81).

The proposed European Digital Identity framework aims to improve access to
public services while ensuring data security and privacy, reflecting the EU’s com-
mitment to unified digital governance. Regulatory provisions, like cautious biomet-
ric data collection, demonstrate a balanced approach between innovation and rights
protection.

5 The Member States Perspective: Effective Protection
of Fundamental Rights Within the AI Act?

Recognising the inherent sensitivity of employing such systems, especially in fields
where fundamental rights are at stake, the European Union (EU) legislator has
expressed apprehensions and advocated for stringent regulations. In this regard,
the EU emphasises the necessity of restricting the use of biometric recognition
systems to narrowly defined situations where their deployment is deemed strictly
necessary to serve substantial public interests. This introduction sets the stage for
exploring the complexities surrounding the use of biometric recognition systems
within the EU regulatory framework, with a particular focus on balancing public
security concerns with the imperative of safeguarding individual rights and free-
doms. Therefore, precisely because of the sensitivity of using an instrument like this
in the field of law enforcement® and the possible consequences for the protection of
rights, the uses of face recognition can be allowed excerpt for specific conditions
detailed by the AI Act itself. As mentioned above, real-time biometric identification
systems by law enforcement in publicly accessible spaces are prohibited, with
exceptions listed in Article 5, paragraph 1, letter h). Meanwhile, ex-post biometric
identification systems are categorised as high-risk Al systems per Article 6, para-
graph 2. This classification also includes biometric categorisation and emotional
recognition systems. Interpreting this rule alongside Article 26 of the Al Act and
Annex III is crucial. Importantly, such usage is contingent upon authorisation from a
judicial or administrative authority but is limited to ‘targeted’ cases. This implies that

>7Nonetheless, the Court affirmed that Regulation (EU) 2019/1157 in question was adopted on an
incorrect legal basis.

58Hert and Bouchagiar (2024), pp. 139—154.
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there is no authorisation for widespread and indiscriminate use unless it is directly
linked to a criminal threat, ongoing criminal proceedings, or the search for a missing
person.

Nonetheless, the described legal framework presents a series of technical and
legal issues. On the first aspect, as already pointed out by the Joint Opinion of the
European Data Protection Board (EDPB) and the European Data Protection Super-
visor (EDPS) (5/2021),>° the distinction between the real-time and ex-post applica-
tion of biometric recognition is futile from a fundamental rights perspective. The
intrusiveness of the processing does not always depend on when the identification or
the recognition is performed. The difference is purely technical® and consists of two
different moments of the identification process, but it entails the same consequences
for the surveillance of citizens. Particularly, the biometric system is mostly the same,
trained with a biometric data set, and it is used in two modalities: e.g., live while the
crime is happening or after ex-post.

On the legal aspects, the applicability of this distinction in practice remains to be
seen, as does the feasibility of compliance by law enforcement authorities,
harnessing the safeguard of fundamental rights that this provision tends to achieve.
Moreover, and of greater significance, such applications hinge upon authorisation
from a judicial or administrative body, albeit confined to ‘targeted’ scenarios. This
signifies that broad and indiscriminate usage lacks authorisation unless directly tied
to a criminal threat, ongoing legal proceedings, or locating a missing individual.
Additionally, Article 5(3) of the Al Act stipulates that any deployment of ‘real-time’
remote biometric identification systems for law enforcement necessitates prior
approval from a judicial or administrative entity. These measures aim to ensure
oversight and accountability in the utilisation of such technologies. Undoubtedly,
this requirement underscores the pivotal role of procedural equity and legal scrutiny
in mitigating potential abuses of authority. However, the manner in which this
objective is to be achieved remains somewhat perplexing.

In the area of police and law enforcement powers, it is crucial to find ‘the right
balance between due process requirements and efficiency concerns’,’ meaning that
it is of utmost importance to proportionately ascertain the use of technological
support by the public authorities due to the possible implications on fundamental
rights. Similarly, the application of Al in this specific sector needs to be carefully
considered with respect to the police’s procedural authorisation of the use of
biometrics.

In this regard, the second and main concern with the regulation of biometrics in
the law enforcement sector relates to the broad freedom granted to Member States to
define the modalities of using biometric systems, especially concerning the autho-
risation procedure, as stipulated in Article 5, paragraph 2. While the Regulation

SYEDPB-EDPS (2021) Joint Opinion 5/2021 on the proposal for a Regulation of the European
Parliament and of the Council laying down harmonised rules on artificial intelligence.

6Oveale and Borgesius, id.
S'Hert (2023) note no. 27.
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identifies the margins within which the use of these systems must occur, it also
contains several grey areas. For example, Member States are left to determine which
authority should authorise the use of biometric recognition: judicial authority or
independent administrative authority. This aspect is highly dangerous for individ-
uals’ protection, as it allows non-judicial authorities to allow the use of facial
recognition—a technology that inherently carries various levels of risk. The choice
between the two options is by no means neutral.

First of all, ensuring that the judicial authority can be the only one to authorise
such uses of Al represents an important guarantee for the protection of individuals,
not only with regard to the massive uses of biometric recognition but also for a
formal control, which, on closer inspection, has several substantive consequences,
which the judicial authority, by its very nature, is and must be able to guarantee.

Secondly, judicial authorities can grant independence and transparency of a
decision that has a high impact on the individual’s rights, as the CJEU has clarified
in Corbiau, C-24/92 (i.e. par. 15).°% In this decision, the Court placed significant
importance on the idea of independence in defining whether a body constitutes a
court or tribunal. This emphasis is not surprising given that the core principle of the
rule of law hinges on the reviewability of decisions made by public authorities
through independent courts. Thus, the criterion of independence is widely regarded
as the most crucial factor distinguishing national courts from administrative
authorities.

This choice is not without consequences since it might provoke a clash with
respect to the jurisprudence of the European Court of Human Rights, to which the
MS refer. In this respect, the ECtHR elaborated a three-tiered ‘quality of law’
requirement to ascertain the justification for the interference of law enforcement
on individuals’ privacy.®® Thus, according to established jurisprudence, any inter-
ference must adhere to stringent standards of legal quality, necessitating that domes-
tic legislation be clear, foreseeable, and readily accessible. Specifically, the Court
emphasised that domestic law must provide robust measures to prevent any misuse
of personal data that could violate these guarantees. This need for safeguards is
particularly pronounced when it comes to using personal data for police purposes,
especially given the increasingly sophisticated technology available, as in the case of
Al and biometric technologies. For this very purpose, the application of such
systems should happen with adequate care for individuals’ rights, striking a careful
balance between the benefits of technology and the protection of fundamental
rights,®* which is to be ensured via stringent justifications.®> Moreover, the Court,
in the case of Big Brother Watch and Others v. UK, established that, especially in
cases of criminal investigation, without individual knowledge, ‘in a field where
abuse in individual cases is potentially so easy and could have such harmful

62CJEU, Pierre Corbiau v Administration des Contributions, no. C-24/92.

53 Slosser (2018), pp. 1-26.

S*ECHR, S and Marper v. the United Kingdom [GC], nos. 30562/04 and 30566/04, § 67, 2006.
®SECHR, Podchasov v. Russia [III Sec.], n0.33696/19, §60-65, 2024.
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consequences for a democratic society as a whole’, it is desirable to entrust super-
visory control to a judge, judicial control offering the best guarantees of indepen-
dence, impartiality and a proper procedure’.®®

Thus, any infringement upon individuals’ right to privacy, and thus any
utilisation of biometric technology, must adhere to the principle of ‘quality of
law’, guaranteeing thorough oversight by the judicial authority over the reasoned
implementation of such tools. Furthermore, legislation should clearly define the
scope of discretion granted to competent authorities and specify how it should be
exercised with precision to ensure individuals are adequately shielded from arbitrary
encroachments.®’

The quality of law, the effective protection of fundamental rights, as well as the
role of the judiciary are all general principles of law that together form a concrete
expression of the rule of law principle.®® Hence, as a core element of the European
Union, under the interpretation of the Court of Justice of the European Union, Article
19 of the Treaty on European Union (TEU) has been commonly interpreted along-
side Article 2 TEU, which asserts the rule of law as a foundational value of the
Union. In this context, it functions as a fundamental structural element, significantly
impacting the overall constitutional framework of the EU.% This influence extends
to the interactions between the Union and its Member States, as well as between the
Court of Justice and national judicial bodies. In this capacity, the principle holds
relevance at both the EU and national levels and should orient the interpretation and
application of any relevant provision at the European and MS levels. In this respect,
following the analysis of the ECtHR, the rule of law principle should be reinstated
under the implementation of the AI Act not only on the substantial merit of the
alternative between a national or a judicial body authorising the use of biometric
systems but, moreover, is reflected on a formalistic and procedural level. As previ-
ously mentioned, the selection between the two options is not impartial, and while it
may seem like a technical detail, it also plays a role in ensuring decisions uphold
individual rights. The principle of the rule of law, as a fundamental principle, serves
as a valuable tool to supplement the interpretation of Article 47 of the Charter,
particularly in a rights-oriented approach to the Al Act. Despite the Act primarily
aiming at product-based regulation, its enforcement phase will nonetheless, due to
the aforementioned reasons, affect the rights of individuals.

Therefore, when applying this analysis to the case at hand, it becomes evident that
a law in an MS lacking a proper authorisation procedure evaluated by a judicial
authority fails to uphold the aforementioned quality standards and safeguards. In
essence, the assurance of judicial independence can be considered to suffice the
highest level of justification criterion, and without prejudice to the principle of

S ECHR, Big Brother Watch and Others v. the United Kingdom [GC], nos. 58170/13 and
2 others, 2021.

STECHR, Glukhin v. Russia, id.. For a case commentary, Palmiotto and Gonzalez (2023).
S8 CIEU, Associaio Sindical dos Juizes Portugueses [GC], no. 64/2016 §32, 2018.
Bonelli (2019), pp. 35-62.
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procedural independence, the Member States need to determine that judicial author-
ity is going to be the only one in charge of such an authorisation in order not to
undermine rights and grant procedural fairness.

Furthermore, focusing on judicial and administrative authority in authorising and
regulating FRT not only ensures the protection of fundamental rights but also aligns
with the EU’s ambition to create a global standard. Embedding this robust oversight
mechanism into the Al Act strengthens the EU’s ability to set international norms
through the ‘Brussels Effect.” By demonstrating the importance of judicial safe-
guards, the EU’s regulatory model on FRT has the potential, and becomes then
desirable, to influence other countries and ensure that the deployment of Al tech-
nologies globally adheres to high standards of transparency, accountability, and
democratic protection.

6 Conclusion

The regulatory landscape surrounding the use of facial recognition systems within
law enforcement highlights a delicate balance between security imperatives and
individual rights. The EU recognises the sensitivity of deploying such systems and
advocates for stringent regulations to mitigate potential risks. By emphasising the
need to restrict biometric recognition to narrowly defined situations serving substan-
tial public interests, the EU aims to safeguard individual rights and freedoms within
its regulatory framework.

The analysis delves into the challenge of predicting the ‘Brussels Effect’ of the Al
Act and its future impact. Thus, it examines its internal influence within the EU,
particularly in regulating biometric tools. Similar to the GDPR’s narrative, the Al
Act is expected to establish a protective standard for biometrics and identification
tools, reflecting the EU’s commitment to proportionally balancing innovation with
regulation, exemplified in the Digital Identity Wallet.

However, the EU appears to overlook the risks related to enforcing the rule.
Particularly, the Al Act faces technical and legal challenges, notably concerning the
distinction between real-time and ex-post application of biometric recognition and
the authorisation procedure. The AI Act seeks to address these challenges by
requiring prior approval from a judicial or administrative entity for real-time bio-
metric identification systems. Yet, the choice between judicial and administrative
authorisation remains contentious, with significant implications for individual rights
protection. Ensuring judicial oversight is crucial to upholding the rule of law and
preventing arbitrary encroachments on privacy rights, as reaffirmed by the ECtHR’s
jurisprudence, which is of crucial importance for the MS.

On their side, Member States must carefully consider the balance between
security concerns and individual protections in implementing biometric recognition
systems, especially since they must adopt an internal law that establishes the
procedure for using FRT, as clarified by the European Commission in the Guidelines
on Prohibited Practices, released in February 2025. Therefore, respecting principles
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of procedural fairness and judicial independence as well as prioritising the quality of
law and robust safeguards will be all not negotiable imperatives.

While acknowledging the AI Act’s achievements, such as the inclusion of the
Fundamental Rights Impact Assessment framework and procedural rights exercise,
concerns persist regarding inconsistencies in biometric surveillance and potential
inefficiencies in fundamental rights protection mechanisms. The imbalance of power
between public authorities and individuals, along with the inherent risks of
collecting data on vulnerable populations, underscores the necessity of judicial
oversight. In the realm of Al, preserving judicial authority as a guardian of rights,
particularly in authorizing and monitoring the implementation of Al, is crucial to
ensuring that the European standard on FRT becomes paramount not only in digital
regulation but also in the protection of democracy.
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Biometric Data and Facial Recognition )
Technology in the EU e

The Interplay Between Data Protection and
Cybersecurity

Theodoros Karathanasis

Abstract In the European Union (EU), where privacy, data protection and human
rights are at the very heart of the European integration project, there is an important
debate going on about the “red lines” that should be set by regulators to prevent
people’s freedoms being endangered. One emblematic example lies in the regulation
of the use of facial recognition technology (FRT). Drawing on the requirements
imposed by the GDPR on the controller and the processor to carry out appropriate
technical and organisational measures to ensure a level of security appropriate to the
risk involved, the present article highlights the links between facial image data
protection and the cybersecure deployment of FRTs. The results of this analysis
seem to point to a double-layered risk approach to the security of processed, stored
and transmitted facial image biometric data in the EU, by means of the privacy and
cybersecurity legal frameworks.

Keywords Biometric - Cybersecurity - Data - EU - GDPR - Large-scale processing

1 Introduction

Facial (or face) recognition technology refers to a specific set of systems that are
used for different purposes, ranging from the simple detection of the presence of a
face in an image, to more complex verification, identification, and categorisation or
classification of individuals." The use of FRT in cyberspace (i.e. the web) is
becoming more and more popular in critical sectors and processes such as banking
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(e.g., e-banking face authentication?), transport (e.g., facial recognition ticketing
systems), health (e.g., patient screening) and even elections (e.g., e-voting). Data
breaches and leaks are also on the rise. Over the past three years, the European Union
(EU) has tightened cyber security rules for member states by adopting the Cyber
Security Act’ and the NIS 2 Directive® to address cyber threats. New cybersecurity
rules should come to the fore, because of the Commission’s proposal to introduce a
Cyber Resilience Act (CRA)® and a Cyber Solidarity Act.®

A robust cybersecurity policy protects critical or sensitive data by preventing it
from falling into the hands of malicious third parties. Adopting the cybersecurity
measures set out in the NIS 2 Directive enhances the risk-based approach required by
the GDPR, particularly when it comes to the use of FRT and the processing, storage
and transmission of facial image biometric data. In order to demonstrate compliance
with the NIS 2 Directive, significant and important entities may be required to ‘use
certain ICT products, ICT services and ICT processes developed by the significant or
important entity or procured from third parties that are certified under European
cybersecurity certification schemes’.” The security objectives of these certification
schemes will further enhance the security of biometric data.

In addition, the EU’s cyber security framework will be further strengthened by
another piece of legislation, the Cyber Resilience Act, which is currently in the
middle of the legislative process in Brussels. The Cyber Resilience Act is broad in
scope and includes the Commission’s proposal to establish common rules for all
products with digital elements. For example, products used in facial recognition
ticketing systems or mobile phones that access facial recognition applications will
have to comply with the CRA’s essential cyber security requirements.® Protection
against unauthorised access, the use of appropriate control mechanisms or
maintaining the confidentiality of stored, transmitted or otherwise processed data,
personal or otherwise, are all requirements that will have to be met by manufacturers.

The purpose of this paper is therefore to highlight the interplay between the
protection of biometric data, in particular facial image data, collected with FRT, and
their cybersecure transmission, processing and storage. The following developments
go through an analysis of the EU’s approach to defining ‘facial recognition

2Agau'wal et al. (2021).

3Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on
ENISA (the European Union Agency for Cybersecurity) and on information and communications
technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity
Act), (OJ L151/2019, p. 15).

“Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union, amending Regulation
(EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS
2 Directive), PE/32/2022/REV/2, (OJ L333/2022, p. 80).

5 European Commission (2022).
6European Commission (2023).
7 Article 24 NIS 2 Directive.

8 Annex 1 CRA.
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technology’, focusing on the position of FRT and the processing of biometric data in
the EU legal framework (Sect. 2), as well as of how security breaches of facial image
data are impacting FRT (Sect. 3); before to assess whether the EU’s cyber security
legal framework adds value to the protection of biometric data (Sect. 4).

2 The Position of FRT and Biometric Data Processing
in the EU’s Legal Framework

Facial recognition by definition raises concerns about balancing personal data
protection, mass surveillance, commercial interests and national security—issues
that societies must thoughtfully evaluate. While technology is often remarkable,
impressive, and efficient, this should not be mistaken for it being essential, advan-
tageous, or beneficial to society.

Even if it is possible to find a definition for biometric data in Article 4(14) of the
GDPR,’ the term “facial recognition” has not been defined in any EU data protection
law instrument. Neither the GDPR, nor the Law Enforcement Directive (LED),”) nor
any other binding instrument has proposed a definition for this term. The Regulation
(EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024
laying down harmonised rules on artificial intelligence (AI Act)'' also does not
define what “facial recognition” is. Instead, it is expected to focus on the term
“remote biometric identification” (RBI), which is broader than “facial recognition”,
as it potentially includes systems that process elements other than faces, such as a
person’s gait or voice. Therefore, a non-binding definition of facial recognition
should be sought in other areas of the EU legal framework. For example, recent
guidance from the European Data Protection Board (EDPB) defines facial recogni-
tion as “a probabilistic technology that can automatically recognise individuals
based on their face for the purpose of authentication or identification” and therefore
“FRT falls within the broader category of biometric technology”."? The link between

°“Biometric data’ means personal data resulting from specific technical processing relating to the
physical, physiological or behavioral characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopic data.
19European Parliament and of the Council (2016), Directive (EU) 2016/680 of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data by competent authorities
for the purpose of preventing, investigating, detecting or prosecuting criminal offences or executing
criminal penalties, and the free movement of such data, and repealing Council Framework Decision
2008/977/JHA (OJ L119/2016, p. 89).

""Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Aurtificial
Intelligence Act), PE/24/2024/REV/1, OJ L, 2024/1689, 12.7.2024.

2EDPB (2023), p. 9.
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“facial recognition” and “biometric data” is very important because it is not only the
GDPR that defines “biometric data” in the same way, but all existing European data
protection instruments, as well as the proposed EU AI Act.' Therefore, when facial
images are prepared for facial matching, which enables the “unique identification”'*
of a natural person, biometric processing takes place, the result of which is the
creation of “biometric data”.

It should be stressed that contrary to the EU, Facial Recognition Technology is
generally defined across various U.S. state laws and proposed federal legislation.
The Revised Code of Washington (RCW) defines for example FRTs as a “technol-
ogy that analyzes facial features and is used by a state or local government agency
for the identification, verification, or persistent tracking of individuals in still or
video images”.'> The proposed Commercial Facial Recognition Privacy Act of
March 2019,'® which would generally prohibit organizations from using facial
recognition technology to collect facial recognition data without providing notice
and obtaining their consent; defines also FRTs as “technology that—(A) analyzes
facial features in still or video images; and (B) (i) is used to assign a unique,
persistent identifier; or (ii) is used for the unique personal identification of a specific
individual”.!” The Tlinois Biometric Information Privacy Act (BIPA), which is one
of the most notable state laws that defines biometric data, including facial recogni-
tion, does not explicitly define facial recognition technology, but refers to facial
geometry as a biometric identifier.'®

Facial recognition can be therefore used for a variety of purposes, in both the
commercial world and public security and law enforcement. It can be used in many
different contexts (e.g. to monitor entry to a specific location) and on any kind of
data subject (e.g. a customer at a business). However, the processing of biometric
data for the purpose of uniquely identifying a natural person is prohibited by the
GDPR, unless one of the exceptions listed in Article 9§1 GDPR applies. In such a
situation, Article 32 GDPR, which imposes data security obligations on both data
controllers and data processors by requiring them to implement technical and
organisational measures appropriate to the risks of the data processing, would
need to be considered by entities that use FRT.'® Consequently, facial recognition
raises even more concerns, such as the level of security.

3Recital 14 and Article. 3(34) Al Act.

' Article 9§1 GDPR.

PRCW 43.386.010 (3)(a).

168ee US Congress, S.847

17Sec. 2. Definitions, (5).

18(740 ILCS 14/).

191t should be noted here that according to Article 9(4), Member States may maintain or introduce
further conditions, including those that impose limitations, with regard to the processing of genetic
data, biometric data or data concerning health. According to the Commission’s Report on the
implementation of specific provisions of Regulation (EU) 2016/679, BE, BG, DE, EE, FI, FR, HR,
HU, IE, LU, LV, MT, NL, PL, PT and RO impose conditions/limitations in relation to genetic data,
biometric data and data concerning health. For instance, in the Netherlands, according to Article
29 of the Dutch GDPR Implementation Act, the processing of biometric data for the purpose of
uniquely identifying a person is allowed, but it can only be conducted if it involves identity
verification or is needed for security purposes.
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3 Security Breaches and FRT

With facial recognition technologies—whether Al enabled or not—the collected
biometric information is matched to information found in databases. Facial recog-
nition data storage is however a source of worry due to the vulnerability of such
databases. Data breaches involving facial recognition data increase indeed the
potential for identity theft, stalking, and harassment. Hackers may access databases
containing facial scans collected by banks, police departments, and defense compa-
nies. If threat actors obtained facial data linked to a victim’s phone or banking
information, they could escalate the breach and gain access to even more sensitive
data.””

Data breaches involving FRT compromise not only individual security but also
create conditions for mass surveillance and state overreach, which can chill political
participation and deepen social inequality. As FRT evolves, new anti-spoofing and
anti-attack techniques have also emerged (e.g. 3D capture scanners). According to
the Article 29 Data Protection Working Party,?! security breaches are likely to occur
during data transmission in the case of online and mobile FRT, and during data
storage in the case of identification and authentication/verification. Therefore,
implementing appropriate measures and ensuring a level of security appropriate to
the risk are crucial measures that need to be taken in order for Article 32 GDPR to be
adopted appropriately.

Article 32 GDPR requires that controllers and processors implement technical
and organisational measures appropriate to the risks posed by the data processing
(e.g., pseudonymisation and encryption of personal data). These measures should be
carried out when the processing is initiated, which is when the biometric data is
converted into templates or images (i.e. feature extraction). It is crucial that data
controllers acknowledge that “any loss of the integrity, confidentiality and availabil-
ity features (...) would be clearly prejudicial to all future applications (...), as well as
causing irretrievable damage to data subjects”.*

Security measures should be assessed according to whether they are reasonably
likely to achieve their objectives, and whether there are any conflicts of interest.”
This assessment stems from the general principle of proportionality written into EU
law, which requires that EU measures must be (a) suitable to achieve the desired end;
(b) necessary to achieve the desired end; and (c) must not impose a burden on the
individual that is excessive in relation to the objective sought.** Indeed, the GDPR
does not require the use of any particular technology or technical standard with
respect to data security. However, Article 32(1) lists four—non-mandatory—types
of security measures that controllers and processors are advised to implement ‘where

208ee Cifaldi (2022).

2! Article 29 Data Protection Working Party (2012).

22 Article 29 Data Protection Working Party (2003), p. 9.

23Under the general principle of proportionality enshrined in EU law.
2*See Bjorge and Zglinski (2022); Sauter (2017).
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appropriate’, namely: the pseudonymisation and encryption of personal data; ensur-
ing that the confidentiality, integrity, availability and resilience of processing sys-
tems is maintained; restoring availability and access to personal data in a timely
manner in the event of an incident; and regularly testing, assessing and evaluating
the effectiveness of security measures.

GDPR security applies equally to confidentiality, integrity and availability, and
should be seen as adhering to a risk-based approach: the higher the risk (to the rights
and freedoms of data subjects), the more stringent the measures that the controller or
processor must take.”> Most of the ways in which FRT is used and deployed
inherently poses a high level of risk to the rights and freedoms of data subjects,*
and in such cases the processing of biometric data on a large scale will always
require a Data Protection Impact Assessment (DPIA) to be carried out.”’

Examples of large-scale processing operations include the storing of patient
medical records at a hospital, or the travel data of individuals using a city’s public
transport system. However, the term ‘large-scale’ is not defined in the GDPR, and
while the Article 29 Working Party has provided some guidance on what does and
does not qualify as large-scale,”® it has stopped short of providing a specific
numerical threshold.?’ Despite the efforts of Estonia, the Czech Republic and Greece
to provide their own numerical interpretation, the EDPB requested, in its 2018
opinion, that the supervisory authorities of these countries “amend” their list of
processing activities requiring a DPIA by deleting any numerical threshold regarding
what constitutes large scale processing.’

Specifying a numerical threshold for large-scale processing operations is impor-
tant, as more and more cloud environments are being used to handle FRT over the
web. There are more than 20 different types of biometric data, including fingerprints,
face and voice. Each type of biometric data can be compromised in different ways.
As the result of a biometric spoofing attack, hackers can compromise a secure system
by using selfies, photos and videos drawn from social media profiles to create fake
identifiers in the form of faces, voices or even fingerprints. According to a 2023
research study,”' insecure data transmission in cloud environments has been identi-
fied as a potential breach risk. In addition, individual error, data management and
legal oversight are the three main factors associated with data breaches, with data
management being the most problematic. The role of cyber security is to provide the

2SENISA (2017).

2°EDPB (2022).

27 Article 35(1) GDPR.

Z8The number of data subjects concerned—either as a specific number or as a proportion of the
relevant population; The volume of data and/or the range of different data items being processed;
The duration, or permanence, of the data processing activity; The geographical extent of the
processing activity.

2 Article 29 Data Protection Working Party (2017a), pp. 7-8.

°EDPB (2018), p. 7.

*'Meng et al. (2023).
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necessary protection for the user’s data by preventing it from being stolen or
corrupted.

Given the likelihood of facial data being gathered whenever FRT is used, the next
section tries to assess the EU’s cyber security legal framework in relation to data
breaches.

4 Does the EU’s Cyber Security Legal Framework Add
Value in Terms of Protecting Biometric Data?

A robust cyber security policy protects critical or sensitive data and prevents it from
falling into the hands of malicious third parties. The EU’s cyber security legal
framework is based on the Cybersecurity Act®” and the NIS 2 Directive,”” and two
further legal instruments are due in the shape of the Cyber Resilience Act®* and the
Cyber Solidarity Act proposals.®

In order to enable a thorough understanding of the added value provided by the
EU’s cyber security legal framework, but also of the complexity of the interplay
between data protection and cyber security policies, which is shifting from comple-
mentarity to hierarchy in nature, four key cases are analysed: the interplay between
the NIS 2 Directive and the Cybersecurity Act, and FRT (Sect. 4.1); the large-scale
processing of biometric data in relation to law enforcement (Sect. 4.2); the GDPR’s
data protection impact assessment and the large-scale processing of facial image data
by the essential and important entities (Sect. 4.3); and the ‘hierarchy’ that exists
between data privacy and cyber security administrative penalties (Sect. 4.4). The
selected cases provide a comprehensive examination of the regulatory landscape and
potential conflicts that arise at the intersection of data privacy regulations like the
GDPR, the NIS 2 Directive and the Cybersecurity Act, and emerging technology
such as FRT, emphasising the crucial balance between safeguarding individual
privacy rights and ensuring effective cyber security measures.

4.1 The Interplay Between the NIS 2 Directive
and the Cybersecurity Act, and FRT

The EU Cybersecurity Act (CSA) dates back to 2017, when the European Commis-
sion, in light of the lack of recognised cyber security certification schemes across the
EU, proposed a series of measures aimed at ensuring a high common level of cyber

320p. cit. 4.
30y, i
p. cit. 5.
3*European Commission (2022).
35European Commission (2023).
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security across the Union.>® As “Cyber-attacks can be more dangerous to the
stability of democracies and economies than guns and tanks”.*” The core objective
of this regulation is therefore to enhance the EU’s overall cyber security position by
strengthening the mandate of the European Union Agency for Cybersecurity
(ENISA); and by establishing an EU-wide cyber security certification framework.

On the other hand, the NIS2 Directive® has evolved since the original NIS
Directive.*® Both Directives are key pieces of legislation in the European Union’s
cyber security strategy. However, the NIS2 Directive represents a significant evolu-
tion compared to its previous version. The main changes to the new NIS2 directive
are the addition of “important entities” which must comply with the obligations laid
out by the directive and provide reports;*” the attribution of personal liability for
incidents to company executives; more streamlined cooperation between member
states; the implementation of prescriptive cyber risk management measures; man-
datory staff training and audits; and fines and penalties in the event of
non-compliance.

Both the Cybersecurity Act and the NIS 2 Directive have introduced, among
others,*' requirements in relation to data security, that ‘protect the availability,
authenticity, integrity or confidentiality of stored, transmitted or processed data’.**
The link with the GDPR’s data protection requirements can be found under recital
49 of the GDPR, which defines network and information security as ‘the ability of a
network or an information system to resist, at a given level of confidence, accidental
events or unlawful or malicious actions that compromise the availability, authentic-
ity, integrity and confidentiality of stored or transmitted personal data (...)’.

The terms “confidentiality”, “integrity” and “availability” are collectively known
as the “CIA triad”, and they are well established information security concepts.*’

3European Commission (2017).

37 Statement of the President of the European Commission, Jean-Claude Juncker, at the State of the
Union address in September 13, 2017.

3The NIS 2 Directive entered into force on 16 January 2023. By 17 October 2024, the Member
States of the EU will have to have successfully transposed the European directive into national law.
If a Member State fails to notify the Commission that it has implemented the measures within the
deadline, the Commission may require that the Member State pay a penalty (Article 258 TFEU —
Infringement Procedure).

¥ Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016
concerning measures for a high common level of security of network and information systems
across the Union (OJ L194/2016, p. 1).

“OThese cover wastewater processing, public administration, space, postal and courier services,
waste management, chemicals, food, manufacturing, and various IT data centre and digital service
providers.

“Protection against accidental or unauthorised storage, processing, access, disclosure, loss, alter-
ation or lack of availability of processed data during the entire life cycle of the ICT product, service
or process.

2 Article 46 Cybersecurity Act and Article 6(2) NIS 2 Directive.

“ISO/IEC 27000:2018, Information technology—Security techniques—Information security man-
agement systems—Overview and vocabulary.
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Confidentiality measures protect information from unauthorised access and misuse
by individuals, entities or processes, while integrity measures protect information
from unauthorised modification. The level of security required to protect data in
transit is proportional to the impact that the loss of confidentiality or integrity may
have on the organisation. Availability measures protect timely and uninterrupted
access to the information system. The CSA and the NIS 2 Directive add “authentic-
ity” to the three commonly known attributes of the CIA triad.**

The terms “authenticity” and “integrity” represent two core concepts in informa-
tion security. According to the Parkerian hexad,*” which expands on the three classic
security attributes of the CIA triad, authenticity refers to the veracity of the claim of
origin or authorship of the information (e.g., the digital signature). The differences
between them lie in whether the data is stored, transmitted or otherwise processed.
When stored data are processed, it becomes vital to ensure that data have not been
modified in an improper manner (integrity). On the other hand, the authenticity of the
transmitted data refers to whether the sender’s origin has been verified (authentica-
tion).*® Indeed, information may be false or inauthentic but have integrity, or it may
be true and authentic but lack integrity. The development of telecommunications
services makes it essential to protect the authenticity of the data transmitted.
Protecting the integrity (data, algorithms and documents) of the participants during
data transmission is a fundamental requirement for trustworthy usage of FRT over
network systems.

4.2 Large-Scale Processing of Biometric Data in Law
Enforcement

Advanced biometric systems responsible for the storage and comparison of facial
image data are crucial components of many large-scale IT systems used in law
enforcement. The use of FRT for identification purposes*’ within law enforcement
has come ‘under attack from all sides’,48 as FRT processes biometric data. The
confidentiality of big data*® is usually the main concern, making encryption and

access control techniques the main research areas when it comes to big data security.

“4Recital 49 of the GDPR is the only part of the regulation in which the term “authenticity” is
employed.

45 Parker (1998).

461t should be stressed that recital 49 GDPR also makes reference to the concept of authenticity.
However, it continues to be associated with network and information security (cyber security).
“TUse of FRT to identify individuals using photos and/or facial recognition cameras, whether in
real-time or not. See Christakis et al. (2022).

“8Raposo (2022), p. 515.

“Big Data Analytics (BDA) is the term coined by researchers to describe the art of processing,
storing and gathering large amounts of data for future examination. Data is being produced at an
alarming rate.



100 T. Karathanasis

The large-scale processing of biometric data in law enforcement poses several
risks to democratic values, including civil liberties, privacy, and human rights. These
risks stem from the potential for abuse, discrimination, and overreach by government
authorities, as well as broader societal implications of widespread surveillance.
Although the EU has the competence to regulate many issues concerning big data,
‘the protection of national security remains, inter alia, the competence of the national
member states and, despite Title V of the TFEU, most law enforcement activities and
criminal justice in general are regulated by the national states’.”"

The NIS 2 Directive excludes from its scope public administrations that ‘carry out
their activities in the fields of national security, public security, defense or law
enforcement, including the prevention, investigation, detection and prosecution of
criminal offences’.’! In addition, EU Member States reserve the right to exempt
‘specific entities’ that carry out activity in these areas from the NIS 2 Directive’s
obligations regarding cybersecurity risk management measures and reporting
requirements.”® That said, cybercrime analysts believe that regardless of how well
they are protected, all databases can eventually be hacked.’® It is worth noting that
the United States of America recognizes that the privacy and security of its citizens
are at risk when personal data is collected on a broad scale.>

The NIS 2 Directive has a transposition deadline of 18 October 2024. At the time
of writing, most national legislators in EU member states are either in the consulta-
tion phase®” or there are no developments at all, except for Hungary, which has
already transposed the Directive into its national legislation. To transpose the pro-
visions of the NIS2 Directive into Hungarian law, the Parliament enacted Act XXIII
of 2023 on Cybersecurity Certification and Supervision (“Cybersecurity Certifica-
tion Act”), which entered into force on 2 January 2024.°° Section 18 states that the
provisions of Chapter III of the Hungarian transposition act do not apply to, inter
alia, “local government bodies”. Other Member States, such as Belgium, Croatia
and Finland, have already published draft NIS2 transposition laws. The Belgian draft
transposition law also states that the provision it contains will not apply to, inter alia,
the police and judicial authorities.’”

It should be noted that the Council and the Parliament reached an agreement on
20 November 2023 to advance police cooperation in Europe. The forthcoming
regulation on automated data exchange for police cooperation (Prim II) will

S0Raposo (2022), p. 517.

3! Article 2(7) NIS 2 Directive.

2 Article 2(8) NIS 2 Directive.

> Ibid.

540’Connor (2018).

33 Such as Austria, France and Germany.

3Hungarian National Legislation Archive, Act XXIIT of 2023 on cybersecurity certification and
cybersecurity supervision (as in force on 2 January 2024).

57Belgium Center for Cybersecurity, Article 5§4 de 1’avant-projet de loi établissant un cadre pour la
cybersécurité des réseaux et des systémes d'information d’intérét général pour la sécurité publique.
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modernize the technical infrastructure that underpins the exchange of information.”®
This modernization should allow national police forces in the EU to carry out quick
searches, including facial image searches, via law enforcement databases across
Europe. According to the Commission, eleven EU countries currently have national
databases that contain facial images.”® Half of these have provided information on
the number of people stored in the databases, resulting in the fact that 60 million
facial images would be accessible under Priim II. Priim II significantly expands
therefore the type and amount of biometric data shared across borders, especially
facial images. While this increases the scope for mass surveillance not just by
individual countries but across the EU, it also highlights the need to apply high
technical security standards to the automated exchange of data to prevent it falling
into the “malicious” hands.

In general, automated data exchange should be accompanied by high technical
standards, including privacy by design and data protection safeguards. Centralized
or widely accessible biometric databases, such as those envisioned under Priim II,
become indeed high-value targets for cyberattacks. If facial image databases are
hacked or leaked, this would not only compromise sensitive personal data but also
raise the risk of identity theft or other forms of fraud. While Priim II applies to EU
member states, if data-sharing practices expand or data is shared with non-EU
countries, there’s a risk that biometric data could be accessed or misused by
governments that do not uphold the same democratic standards or human rights
protections.

The fact that the Priim framework already covers the exchange of (special
categories of) personal data facilitates the introduction of additional categories of
data, as standards already exist. However, the introduction of a category such as
facial images may require additional safeguards. According to Article 23a of the
Priim IT proposal, which sets out the principles for the exchange and automated
comparison of facial images, ‘the transmission of facial images to other Member
States or Europol shall be carried out in accordance with European or international
standards’. The Commission will be empowered to adopt ‘implementing acts spec-
ifying the relevant European or international standards for the exchange of facial
images to be used by Member States and Europol’ throughout the procedure referred
to in Article 76(2) of the proposal. However, even though it is preferable to adopt
existing internationally accepted standards, Member States ‘tend to follow national
requirements and standards, such as the ISKE standard in Estonia’.?® As far as cyber
security schemes are concerned, the Cybersecurity Act does not make any reference
to law enforcement. It neither excludes nor includes it. This means that these national
authorities are free to decide which standards they wish to adopt. However, such a
situation may lead to a fragmented approach to the cyber security of large-scale IT

58 European Commission (2021a).
5 9European Commission (2021b).
% Jirvsoo et al. (2018), p. 150.
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systems used in law enforcement for the automated processing, exchange and
comparison of facial image data.

It should also be stressed that Article 40 of the Priim II proposal provides that the
European Union Agency for the Operational Management of Large-Scale IT Sys-
tems in the Area of Freedom, Security and Justice (EU-LISA) will have “supervisory
powers” over national law enforcement authorities in relation to data security and
integrity,' throughout the analysis of the logs of data processing operations held in
the Priim I and EPRIS central routers.®> The European Agency for the operational
management of large-scale IT systems in the area of freedom, security and justice
(eu-LISA)®® is not mentioned in the NIS 2 Directive. Nevertheless, eu-LISA’s
Consolidated Annual Activity Report 2022 states that ‘although the NIS 2 Directive
does not directly affect eu-LISA’s core activities, it will enhance cybersecurity in the
EU (...)".** This means that NIS 2 may indirectly affect eu-LISA’s core activities,
which is welcome given the sensitivity of facial image data. Indeed, the Explanatory
Memorandum that was published following the Priim II proposal states that
Chapter 6 on data protection contains, inter alia, provisions that set out ‘the measures
required by eu-LISA (...) to ensure the security of data processing, the appropriate
handling of security incidents and the monitoring of compliance with the measures
in this Regulation [Priim II]’.

The link with the NIS 2 Directive can be found in the term “incident”. Indeed,
Article 3(24) of Priim II refers to the definition contained in the NIS 2 Directive,
which defines it as ‘an event that compromises the availability, authenticity, integrity
or confidentiality of stored, transmitted or processed data or of the services offered
by, or accessible via, network and information systems’. As can be seen, the
principles of availability, authenticity, integrity and confidentiality remain at the
core of not only the NIS 2 Directive, but also the Priim II Directive, and therefore
concern the large-scale processing of facial image data in law enforcement.

5! Article 4083 Priim II proposal.

%The proposal envisages the creation of central routers (the Priim II router and EPRIS) that would
each act as a connecting point between Member States. These routers would serve as message
brokers, forwarding search transactions and replies to national systems, without creating new data
processes, enlarging access rights or replacing national databases.

S3Established by the by Regulation (EU) No 1077/2011 of the European Parliament and of the
Council of 25 October 2011 establishing a European Agency for the operational management of
large-scale IT systems in the area of freedom, security and justice (OJ L286/2011, p. 1). And
repealed by Regulation (EU) 2018/1726 of the European Parliament and of the Council of
14 November 2018 on the European Union Agency for the Operational Management of Large-
Scale IT Systems in the Area of Freedom, Security and Justice (eu-LISA), and amending Regulation
(EC) No 1987/2006 and Council Decision 2007/533/JHA and repealing Regulation (EU) No 1077/
2011 (OJ L295/2018, p. 99).

S4EU-LISA (2023).
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4.3 The GDPR’s Data Protection Impact Assessment
and the Large-Scale Processing of Facial Images Data by
Essential and Important Entities

So far, we have seen that the NIS 2 Directive does not apply to the law enforcement
sector. With regard to the other sectors (e.g. energy and banking), the extension of
the scope of the NIS 2 Directive is a welcome development. However, the lack of a
clearly defined threshold that applies to the large-scale processing of special cate-
gories of data,’> may hamper the protection of facial image data.

It should be recalled that to ensure that all Member States follow a common
approach to the identification of the operator of essential services (OES)®® under the
NIS Directive, Annex II of the Directive provided a list of sectors and subsectors that
serve as a roadmap for the identification process. However, Member States have
been left free to come to a decision on ‘the national measures allowing for the
identification of operators of essential services (.. )% and ‘the thresholds
established to determine the level of supply by reference to the number of users
relying on the service or to the importance of the particular OES’.°® The criteria
deemed necessary to identify the operators of essential services referred to in Article
5(2) are as follows: (a) the entity provides a service which is essential for the
maintenance of critical societal and/or economic activities; (b) the provision of
that service depends on network and information systems; and (c) an incident occurs
which would have a significantly disruptive impact on the provision of that service.
However, the regulatory leeway given to Member States in setting the identification
thresholds has resulted in a fragmented approach to the entities falling within the
scope of the NIS Directive.

In the proposal to revise the NIS Directive published by the Commission at the
end of 2020, it was considered necessary to change the approach to the identification
of covered entities.”” The explanatory memorandum to the NIS2 proposal acknowl-
edges that ‘cybersecurity requirements imposed on entities providing services or
economically relevant activities’ vary considerably across Member States in terms of
the nature of the requirements, the level of detail and the method of supervision. It is
also recognised that one of the reasons for this fragmentation is the unclear definition

5 Special categories of data are regulated under Article 35§3, point b, of the GDPR.

6The terms ‘Operators of Essential Services’ and ‘Digital Service Provider’ are used in the original
NIS Directive. In the revised version of this NIS Directive, the terms used now are ‘Essential’ and
‘Important’ entities.

7 Article 5 §7 (a) of Directive 2016/1148.

%% Article 5 §7 (d) of Directive 2016/1148.

% Proposal for a Directive of the European Parliament and of the Council on measures for a high
common level of cybersecurity across the Union, repealing Directive (EU) 2016/114, COM(2020)
823 final, 2020/0359 (COD), Brussels, 16.12.2020.
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of the scope of the NIS Directive, which was largely left to the discretion of Member
States.”®

The scope of organisations covered by the NIS 2 Directive is now wider than its
predecessor. Although there are specific exceptions, in general all large and medium-
sized organisations’" in the selected sectors, whether public or private, are covered
by the legislation.”” Therefore, the criteria concerning the number of users that rely
on such a service has been replaced by the number of employees and the annual
turnover. However, the interplay between the GDPR and the NIS 2 Directive
remains blurred by the lack of clearly defined threshold criteria concerning when
large-scale processing takes place, which is somewhat questionable in terms of the
DPIA requirement, especially in relation to FRTs and biometric data. But let’s make
this argument clearer.

The GDPR does not define what constitutes large-scale processing. However, the
WP29 DPIA Guidelines,73 which set out nine criteria that should be taken into
account when determining whether a data processing operation is ‘likely to give rise
to high risk’, refer to ‘data processed on a large scale, which can be determined on
the basis of the following factors: (a) the number of data subjects concerned, either as
a specific number or as a proportion of the relevant population; (b) the volume of
data and/or the range of different data items processed; (c) the duration or perma-
nence of the data processing activity; (d) the geographical extent of the processing
activity’. The first observation to keep in mind is the criteria concerning the number
of data subjects identified by the WP29, which is like the NIS Directive criteria
concerning the number of users that rely on an essential service.

The WP29 DPIA Guidelines refer to certain examples of large-scale processing,
such as the processing of patient data by a hospital, or the processing of content,
traffic or location data by telephone or internet service providers. The French data
protection authority (CNIL)”* has provided a more precise example of the large-
scale criteria cited in Article 35(3) GDPR, stating that ‘a small family business active
in the distribution of household appliances in a single town uses the services of a
processor whose core activity is to provide website analysis services and assistance
with targeted advertising and marketing. The activities of the family business and its
customers do not lead to the processing of data on a “large scale”, given the small
number of customers and the relatively limited activities. However, the activities of
the processor, who has many customers like this small business, taken together, do
constitute large-scale processing”.”” Let’s now look at how the DPIA interacts with
the NIS 2 Directive.

" Ibid, p. 13 recital 4.
7 Companies having more than 50 employees and an annual turnover greater than 10 million euros.
"2 Article 2 NIS 2 Directive.

73 Article 29 Data Protection Working Party (2017b), p. 10; Article 29 Data Protection Working
Party (2017a), p. 21.

7*Commission Nationale de I'Informatique et des Libertés, French Data Protection Authority.
3CNIL (2017).



Biometric Data and Facial Recognition Technology in the EU 105

For example, a medium-sized food company engaged in wholesale distribution is
considered an essential entity under Article 2§1 of the NIS 2 Directive. It is therefore
subject to enhanced cybersecurity measures. The company decides to use FRT for
allowing large corporate clients to create their account and have access to online
services. The food company is considered a major wholesaler, and the processing of
facial image data is carried out in this context. Taking into account the CNIL’s
reasoning above, as well as the company’s large customer base and commercial
activity, the company would be required to carry out a DPIA. As a result, it is subject
not only to enhanced cyber security measures, but also to data protection measures.
Suppose the food business now uses the services of a processor whose core business
is to provide facial recognition solutions. The food business remains subject to the
measures of the NIS 2 Directive, but the DPIA obligation under the GDPR now falls
to the external processor. In such a situation, the question arises as to whether the
external processor is subject to enhanced cyber security measures.

However, in both cases the threshold above which the processing of facial images
should be considered large-scale remains unknown. This adds to the complexity of
the issue. Is the external processor providing a facial recognition solution subject to
NIS 27 Is there a company that provides FRT solutions that is not covered by the NIS
2 Directive? And if so, which category does this involve? A cloud computing service
provider? A data centre service provider?

It is also possible to observe a kind of ‘hierarchy’ between privacy and cyber
security policies throughout the NIS 2 Directive. The next section examines this
hierarchy in reference to administrative penalties.

4.4 The ‘Hierarchy’ Between Data Privacy and Cyber
Security Administrative Penalties

Article 3581 of the NIS 2 Directive states that ‘where the competent authorities
become aware in the course of supervision or enforcement that the infringement by
an essential or important entity of the obligations laid down in Articles 21 and 23 of
this Directive can entail a personal data breach’ under the GDPR, their national Data
Protection Authority (DPA) must be informed without undue delay.

The obligations set out in Articles 21 and 23 of the NIS 2 Directive relate to cyber
security risk management measures and reporting obligations. The purpose of both
articles is to (a) manage the risks to the security of network and information systems,
(b) prevent or minimise the impact of cyber security incidents, and (c) deal promptly
with any incident that has a significant impact on the provision of services by
essential and important entities. The common denominator is the notion of an
incident having a significant impact. According to Article 23 of the NIS 2 Directive,
‘an incident shall be considered significant if (a) it has caused, or is likely to cause,
serious disruption of services or financial loss to the entity concerned; (b) it has
affected, or is likely to affect, other natural or legal persons by causing significant
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material or non-material damage’. In the light of these criteria, one might wonder
whether the term “non-pecuniary damage” includes damage caused to a natural
person.

The NIS 2 Directive, as well as the documents that were published following the
proposal, do not provide any information on how the term “non-material” should be
understood.”® However, it is possible to find certain clues in the GDPR. For
example, Article 4(12) of the GDPR defines “personal data breach”, as ‘a breach
of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or other-
wise processed’. Failure to remedy such a breach in an appropriate and timely
manner may result, inter alia, in non-material damage to individuals.”” However,
recital 86 of the same Regulation states that ‘the controller should notify the data
subject without undue delay of a personal data breach where that personal data
breach is likely to result in a high risk to the rights and freedoms of natural persons,
in order to allow the data subject to take the necessary precautions’. It is therefore
reasonable to assume that, when it comes to the GDPR or the NIS 2 Directive, the
term “non-material damage” should be understood as damage to the rights and
freedoms of a natural person. And if we take our research further, it is possible to
discern that both Article 23 of the NIS 2 Directive and Article 33 of the GDPR, under
the umbrella of the notification/reporting obligation, provide for an undue delay in
responding to any personal data breach or cybersecurity incident.

Nevertheless, it should be noted that whenever the supervisory authorities of the
GDPR impose an administrative fine on an essential or important entity under the
provisions of the GDPR for an infringement involving a personal data breach, the
competent authorities of the NIS 2 Directive may not impose an administrative fine
under Article 34 of the NIS 2 Directive for such an infringement.78 In other words, if
the failure to comply with the cybersecurity risk management measures set out in
Article 21 of the NIS 2 Directive or the failure to notify an incident with a significant
impact by an essential or important entity subject to the NIS 2 Directive results in a
personal data breach, the national DPA remains responsible for imposing the
relevant sanction under the GDPR.

The NIS 2 national competent authority reserves the right to enforce the admin-
istrative fine through the enforcement measures provided for in the NIS 2 Directive.”®
Given the sensitivity of facial image data, such an approach is welcome. After all,
sanctions concerning personal data breaches will continue to be imposed in accor-
dance with the GDPR. However, the question arises as to how “jurisdiction” is

761t should be specified that the term ‘non-material damage’ was not figuring at all in the NIS
Directive.

""Recital 85 GDPR.

78 Article 35§2 NIS 2 Directive

7 Article 3582 NIS 2 Directive: “The competent authorities may, however, impose the enforcement
measures provided for in Article 32(4), points (a) to (h), Article 32(5) and Article 33(4), points (a) to
(g), of this Directive’.
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separated between the data protection authority and the national competent authority
in terms of the enforcement of NIS 2, as well as the ability of the data protection
authorities to carry out a cyber security assessment in relation to the penalties
imposed for the cyber security breach that led to the data breach. Given the wording
of Article 35(2) of the NIS 2 Directive, let us assume that any penalty that concerns a
cyber security breach will be assessed by the DPA.

Regarding the Cybersecurity Act, as well as the Cyber Resilience Act and the
Cyber Solidarity Act proposals, there is no mention of personal data breaches in the
body of these documents.

5 Conclusion

The analysis of the interplay between facial recognition technology (FRT), data
protection regulations such as the GDPR, and cybersecurity frameworks revealed
several critical issues and complexities, since the evolution of FRT has brought
about significant challenges, particularly concerning security breaches, data integ-
rity, and privacy infringements.

The implementation of appropriate security measures is crucial to mitigate the
risks associated with FRT, especially during data transmission and storage. How-
ever, the lack of a clear definition of ‘large-scale processing’ complicates compli-
ance, particularly when it comes to the deployment of FRT. Furthermore, the
interaction between data protection and cyber security policies, as highlighted by
the NIS 2 Directive and the GDPR, adds layers of complexity. The absence of
defined thresholds for large-scale processing under the GDPR and the fragmented
approach to identifying covered entities in the NIS 2 Directive exacerbate uncer-
tainty and compliance challenges. Last but not least, the ‘hierarchy’ between data
privacy and cyber security administrative penalties, as outlined in the NIS 2 Direc-
tive, raises questions about jurisdiction and enforcement mechanisms. The delinea-
tion of responsibilities between data protection authorities and national competent
authorities underlines the need for clarity and coordination in addressing cyber
security breaches involving personal data.

While efforts are being made to enhance cyber security frameworks such as the
Cybersecurity Act and the NIS 2 Directive, the intricate interplay between data
protection and cyber security remains a significant challenge. Addressing these
complexities requires comprehensive measures that prioritize the protection of
individual privacy rights while ensuring that there is a robust approach to cyber
security as FRT evolves.

First, it should be ensured that privacy is embedded into the development
lifecycle of FRT and other technologies (e.g., Al-enabled). This requires entities to
minimize data collection to the bare minimum (data minimization) or even use
anonymization or pseudonymization techniques where possible. This is because
incorporating privacy and security considerations from the outset reduces the risk
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of breaches and ensures compliance with data protection regulations, such as GDPR,
without compromising security.

Second, policymakers should build on existing frameworks, such as the NIS
2 Directive and the Cybersecurity Act, by incorporating FRT-specific guidelines to
ensure (a) clear responsibilities for data processors and controllers using FRT, and
(b) compliance with both cybersecurity standards and data protection laws, such as
the GDPR. Introducing a regulatory ‘sandbox’, like the one established under Article
57 of the EU Al Act, to test new security technologies and policies in a controlled
environment. A well-defined regulatory landscape provides organizations with clear
expectations and accountability measures, ensuring compliance without stifling
innovation.

Third, the protection of critical infrastructures, especially those using advanced
technologies such as FRT, should be prioritized by mandating regular cyber resil-
ience audits and conducting vulnerability assessments and penetration tests to
identify weaknesses. This is because ensuring that critical infrastructure has a robust
cybersecurity framework in place reduces the risk of large-scale breaches and
maintains public confidence in technological advances such as FRT.

Finally, more transparent and granular user consent mechanisms, especially for
FRT, should be put in place to give users control over how their biometric data is
used (e.g. ensuring clear and easy to understand privacy policies detailing how data
is collected, processed and stored). Balancing cybersecurity and privacy require
gaining the trust of individuals. Transparent consent processes are the cornerstone
of a democratic society and should be developed to reassure users that their data will
be handled responsibly and securely.
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FRT and Access to Public Services: What = m)
Acceptable Uses in Smart Cities? S

Isadora Neroni Rezende

Abstract Digital technologies are the backbone of the smart city, where local
governments rely on diversified solutions to make public services more accessible
and efficient. Facial recognition technologies (FRT) are also a popular option to
regulate access to public services. However, using FRT in this domain raises many
privacy and data protection issues, for example, in terms of the legitimate legal basis
and proportionality of the processing. Against this background, this chapter aims to
assess what are the legitimate uses of FRT to access public services in smart cities.
Preliminary, existing applications of the technology are mapped and categorized. In
public service provision, FRT contribute to the efficiency of a service (i.e., by
improving crowd flows) or detecting irregularities (i.e., violations of public facility
rules). The legitimacy of such implementations is assessed against two of the legal
bases for biometric processing under the EU General Data Protection Regulation
(GDPR): consent (Article 9(2)(a) GDPR) and public interest (Article 9(2)
(g) GDPR). In particular, firstly, I examine to which extent consent can legitimize
FRT use for accessing public services and assess the role of the proportionality test
in such processing vis-a-vis the determinations of data subjects. Secondly, I analyze
if the employment of FRT to control the regular access to and use of services
complies with proportionality, in light of data subjects’ expectations of privacy in
public venues. In conclusion, I summarise the findings of the legal analysis.

Keywords Smart cities - Public services - Privacy - Data protection - Surveillance

1 Introduction

Digital technologies are the backbone of the smart city, where local governments
rely on diversified solutions to make public services more accessible and efficient.
For example, Blockchain improves data privacy and security in e-government and
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provides greater accountability. Facial recognition technologies (FRT) are also a
popular option to regulate access to public services. In Madrid, for example,
Mastercard partnered with the Empresa Municipal de Transporte EMT to pilot a
face recognition ticketing system in public transportation.' In France and the UK,
FRT was used to monitor school attendance and make payments in canteens.” The
Irish Department of Social Protection planned to employ the technology to identify
welfare fraud.® In the US, instead, FRT systems were installed to monitor entrance in
public housing buildings,* with worrisome implications for residents’ privacy.

The use of facial recognition in the public arena raises a wide range of issues, for
instance for democracy and accountability,” since biometric software is mostly
developed by private companies, and its basic functioning is often opaque and
prone to discrimination against women and dark-skinned people.® These problems
are exacerbated by the threats that these technologies pose specifically to privacy and
data protection rights, which are also instrumental in supplying power imbalances
between individuals and government authorities.”

Against this background, this chapter aims to investigate what are the legitimate
uses of FRT to access public services in smart cities under the European human
rights framework on privacy and data protection. This comprises not only the
Charter of Fundamental Rights of the European Union (CFREU) and relevant EU
secondary law and case law, but also the European Convention on Human Rights
(ECHR), as interpreted by the European Court of Human Rights (ECtHR). Before
delving into the analysis, however, some caveats are necessary to clarify the scope
and method of the research.

Using FRT in this domain raises many data protection problems, for example, in
terms of the appropriate legal basis and proportionality of the processing. In the EU,
data protection authorities (DPAs) have assessed FRT uses for authentication pur-
poses in relation to consent (Article 9(2)(a) GDPR®) and public interest (Article 9(2)
(g) GDPR).? In fact, these appear to be the most relevant legal bases for public
authorities to collect personal data in public venues. Concerning the provision of

Ldel Castillo (2019).

?Baudino (2019); OMurchu (2021).

*Horgan-Jones (2020).

*MacMillan (2023).

50n the impact of FRT on democracy, see Gentzel (2021); Smith and Miller (2022); Palmiotto and
Menéndez Gonzalez (2023). See also chapter ‘Facial Recognition Technologies: Threats or Oppor-
tunities for Democracy?’ in this volume by Mobilio.

SLohr (2018).

70n the role of privacy and data protection in redressing power asymmetries, see in general Clifford
and Ausloos (2018); Malgieri (2020); De Hert and Gutwirth (2006).

8Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)
(Text with EEA relevance) OJ L 119, 4.5.2016, pp. 1-88.

9 As outlined by Christakis et al. (2022).
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services by public authorities, the grounds relating to the performance of a contract
(Article 6(1)(b) GDPR), compliance with a legal obligation (Article 6(1)(c) GDPR),
the protection of a vital interest of the data subject or another natural person (Article
6(1)(d) GDPR) do not sit well with a situation where a local government, while not
complying with a strict legal obligation in terms of means, decides to rely specifi-
cally on FRT to manage relationships that have a public (and not private) nature.'®
Public authorities may, under some circumstances, rely on the legitimate interest
basis, but not when they act “in the performance of their tasks” (Article 6(1)(second
sentence) GDPR). Therefore, this ground will not be considered either in relation to
the analysis of the provision of public services.

When the processing is based on consent, this is considered “free” only if
alternative solutions are proposed,'' meaning that data subjects should always
have the possibility to opt out. Nonetheless, it is problematic to rely on consent as
a legal basis in public spaces'? and in the relations with the public sector.'® In smart
cities, specifically, individuals may not be aware that their data is being collected at
all, especially when such data is gathered by sensors embedded in the infrastructure.
Even where the processing is explicit to the data subject, such as in the case of facial
authentication systems, their consent may not always be considered “freely given”
because it might be impacted by external factors like time constraints and pressure
from public authorities. Besides, when data subjects consent to the processing, they
act as the “arbiters” of the underlying value balancing'* and, in this case, this entails
that they may choose freely whether to access public services more speedily with
FRT. As we will see, this has important consequences for the assessment of the
proportionality of the processing because it remains unclear to which extent DPAs
may censure the decisions of the data subject.

Conversely, if the processing is based on public interest, as required by Recital
41 GDPR, an additional legal basis is needed that shall satisfy both “quality of the
law” and proportionality requirements. Because the consent of the data subject is not

!0For example, in a case involving the installation of a Wi-fi tracking system in the public streets of
the municipality of Enschede, the Dutch data protection authority (Autoriteit Persongegevens, AP)
observed that the only relevant GDPR bases for collecting personal data in such a context where
consent, the performance of a public task, and legitimate interest. See Autoriteit Persoonsgegevens,
Gemeente Enschede, Judgment of 11 March 2021.

“European Data Protection Board (2019), p. 20. This was highlighted too by the Commission
nationale du numérique et des libertés (CNIL), in its decision about the ALICEM project, which
aimed to establish a mobile FRT system to access online administrative services. See Délibération n
© 2018-342 du 18 octobre 2018 portant avis sur un projet de décret autorisant la création d’un
traitement automatisé permettant d’authentifier une identité numérique par voie électronique
dénommé «Application de lecture de l’identité d’un citoyen en mobilité» (ALICEM) et modifiant
le code de I’entrée et du séjour des étrangers et du droit d’asile (demande d’avis n° 18008244),
Judgment of 18 October 2018. Non-biometric gates were also set up at the Molenbeek stadium to
identify season ticket holders who did not consent to the 2019-2020 FRT trial.

12Van Zeeland et al. (2019), p. 8; Christofi and Wauters, pp. 24—28.
3Koops (2014), p. 253.
4 Gellert (2016), p. 485.
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necessary here, relying on this legal basis seems plausible when the system is meant
to monitor every one of interest in a given area. Therefore, a system of this kind may
be useful to control access to public premises such as public housing buildings, but
such indiscriminate surveillance would hardly reconcile with proportionality
requirements, if not in the security domain.

National DPAs have addressed these legal hurdles differently, creating legal
ambiguity.'> At the same time, tech companies are pushing these solutions to the
market and could thus profit from this regulatory uncertainty. To address this
problem, this chapter examines the effect of choosing a specific GDPR basis for
the proportionality assessment of a given FRT processing. The aim is to provide
more legal clarity for data controllers seeking to employ the technology in compli-
ance with EU data protection.

As known, proportionality assessments in data protection are fact-based'® and,
methodologically speaking, this requires contextualizing the analysis and limiting its
scope on multiple levels. At the outset, the investigation focuses only on FRT use to
access to public services, while applications in the security domain (for example, in
crime detection or border control) and in schools are excluded.'” Both applications
raise data protection issues of their own and therefore go beyond the scope of this
chapter. In examining the relevant FRT uses, then, I first consider why the technol-
ogy is employed to authorize users to access a public service. The purpose of the
processing is a key element in assessing its proportionality and should thus be taken
into account in the analysis. In this respect, FRT seek either (i) to improve people’s
experience or (ii) to detect irregularities in service provision. These applications
should be examined separately: face verification systems used to buy tickets or to
speed up crowd flows fall within the first category, while identification systems that
control entries to public venues (e.g., public residences) refer instead to the second
iteration. I shall see below how these objectives affect both the choice of the legal
basis of the processing and the subsequent proportionality assessment.

Furthermore, a contextual approach also imposes to consider not only zow FRT is
used but also where, given that each setting where a given technology is deployed
features specific normative elements that may impact the legal assessment. In this
chapter, I address only applications used in (i) smart cities and (ii) in public places.
This choice entails further preliminary considerations.

Concerning the first aspect, embracing a specific conception of the smart city
plays a crucial role in setting the stage for the analysis. Certainly, there is no agreed
definition of what “smart cities” are, least of all, in the legal domain.'® The core idea
behind this notion is using technologies to increase efficiency and sustainability in

15 Christakis et al. (2022).
16European Data Protection Supervisor (2019), p. 11.

7For examples of FRT use in law enforcement and legal implications, see the contributions of
Levantino and Jasserand in this volume, or if you wish, Neroni Rezende (2022); Neroni
Rezende (2020).

18 Albino et al. (2015); Cocchia (2014); Kummitha and Crutzen (2017).
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cities, as well as citizens’ quality of life. 19 However, on the normative level, there are
diverging approaches as to how technologies shall be used to attain these objectives.
In particular, there is a tension between technology-driven and human-driven con-
ceptions of smart cities.”” The former relies on the assumption that technologies
alone can solve any challenge that cities face, with big corporations sponsoring
technical solutions with a top-down approach and ignoring political, social, and
cultural factors.”' Instead, the latter focuses on the city as a political construct and
looks at technologies as a means to reach broader societal goals,”” meaning that
smart projects are implemented with a bottom-up approach that considers both wider
societal effects and citizens” human rights.”?

For the purposes of this analysis, both outlooks express a specific equilibrium of
values, which may affect the perspective taken in the proportionality assessments in
data protection. For instance, the technology-driven approach prioritizes the need for
innovation and economic attractiveness in the city but may also lead to a careless
implementation of FRT technologies to the detriment of privacy and data protection
rights. On the opposite, the human-driven conception values such instances while
also resulting in a too-restrictive approach to FRT. Against this backdrop, in this
analysis, I will combine elements of both conceptions to resolve some interpretative
hurdles. From technology-driven approaches, I draw the emphasis on the need for
innovation in the urban environment, which entails that no technology application—
including FRT—should be rejected a priori in smart cities. At the same time,
however, the human-driven approach requires keeping privacy and data protection
rights, as well as the opinions of data subjects, at the forefront when implementing
smart city projects.”* This entails also avoiding top-down and paternalistic
approaches, especially when data subjects can express their view on the legitimacy
of the processing.

About the second aspect, deploying FRT in public places™ raises specific chal-
lenges because such venues have always played a crucial role in cities®® as they
create room for political expression in liberal democracies, social integration, and

19 Cardullo and Kitchin (2019), p. 815; Vanolo (2013), pp. 888—889.

*Ziosi et al. (2022).

2! Cardullo and Kitchin (2019); Hollands (2008).

**De Waal (2017).

*Kitchin et al. (2019).

**Christofi et al. (2022).

25 Although the terms “space” and “place” are often used interchangeably, it should be kept in mind
that there is semantic difference the two, as clarified in human geography and other scholarly
disciplines Koops and Galic (2017). On the one hand, in fact, “space” has a rather naturalistic and
empirical connotation and shall be defined as the “backdrop against which human behaviour is
played”, as put it by Hubbard and Kitchin (2011), p. 4. On the other hand, a “place” is any
“meaningful location” Altman and Zube (1989), p. 2; Cresswell (2004), p. 7, that is “a distinctive
(and more-or-less bounded) type of space which is defined by (and constructed in terms of) the lived
experiences of people” (Hubbard and Kitchin 2011, p. 6).

26Madanipour (2003).
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identity-building.>” Nonetheless, not all public places are alike: for example, airports
and public squares do not raise the same privacy expectations or risks for public
order.”® Therefore, the specific nature and function of the place where FRT is
deployed shall be another key element in the legal analysis, as we will see specif-
ically in Sect. 3.

Given these caveats, the chapter is structured as follows. In Sect. 2, I examine to
which extent consent can legitimize FRT use for accessing public services and assess
the role of the proportionality assessment in such processing vis-a-vis the determi-
nations of data subjects. In Sect. 3 instead, I analyze if the employment of FRT to
control the regular access to and use of services complies with proportionality, in
light of data subjects’ expectations of privacy in public venues. In Sect. 4, I
summarise the findings of the legal analysis.

2 FRT and Consent to Improve Service Flow

EU DPAs have consistently found that consent is often the right legal basis for FRT
processing to access a public service. In EU data protection law, Article 4(11) GDPR
defines consent as “any freely given, specific, informed and unambiguous indication
of the data subject’s wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating
to him or her.”.>* When FRT is used to manage access to a public service, then, the
data subject must have a back-up solution allowing to access the service without the
intermediation of the technology, as submitting biometric data to public administra-
tion must be a voluntary choice of the individual. Only if users have an alternative,
their consent can be considered genuinely “free”.

In the smart city context, this legal requirement does not pose particular issues, as
controllers in the EU usually demonstrate that they have implemented alternative
options.>® However, as shown below, other issues remain unsolved. In particular,
relying on this legal basis may be problematic to assess (i) the coherence of consent
with the actual purpose of the processing, raising issues for the specificity of the
wishes expressed by the data subject (ii) the authenticity of consent, and (iii) its
relationship with the proportionality assessment. For each of these problems, some
possible mitigation measures are suggested.

Concerning the first problem, using FRT for authentication purposes logically
serves the objective of improving service experience. Face recognition makes

?"Regan (2015).
28 Ashworth and Zedner (2014), p. 130.

*For an analysis of the requirements of consent in EU data protection, see Article 29 Data
Protection Working Party (2011); European Data Protection Board (2020); Kosta (2013);
Kotschy (2020).

30 Christakis et al. (2022), p. 13.
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identity verification more seamless but only for those that accept such a processing.
In smart cities, FRT could thus facilitate the purchase of tickets on public transport or
speed up queues in public venues such as airports or postal services. Nonetheless,
there are some grey areas, like border control, where it is not clear if the processing
should still be based on consent or rather on public interest. In France, for example,
EU citizens in airports and stations may voluntarily use the PARAFE biometric
system to authenticate themselves while crossing borders.>' The basis chosen for this
processing is consent while its purpose is defined in Article R. 232-6 of the French
Code of Internal Security, which provides that PARAFE “is intended, for voluntary
air, sea and rail travellers, to improve and facilitate police controls at external
borders”.>* In this context, the legal basis does not seem to grasp all the objectives
of the operation, which exceed providing more comfort to travelers but have public
interest (or even law enforcement purposes).>” This ambiguity is further highlighted
by the fact that, while the processing is grounded on data subjects’ consent, it still
needs an additional legal basis as it were based only on a public interest or law
enforcement ground. In fact, foreseeability reasons impose that when authorities use
FRT in public, the sensitive nature of processing and the context of application
require that the operation is grounded in a clear and accessible law>* which
clarifies—inter alia—the voluntary participation in the processing. To satisfy the
requirement of specific consent, however, the legal basis shall clearly inform indi-
viduals of the possible reuses of the data in other domains, in such a way that they
fully understand all the consequences (and dangers) of submitting their
biometric data.

Secondly, selecting consent as the legal basis for data processing in public is
problematic for assessing the authenticity of data subjects’ choices. In smart cities,
FRT could simplify many activities for citizens leading a hectic lifestyle, allowing
for example to buy tickets on public transportation or speed up queues in postal
services and any other venue where identity verification is mandatory. Nonetheless,
data subjects may not really understand the dynamics underlying the processing of
their biometric data in such circumstances. It is unavoidable indeed that tension
exists between improving services and making sure informed consent is granted: the
more the information about the processing is accurate and lengthy, the more time-
consuming authentication becomes. It is true that, differently from data collection by
sensors,” citizens may choose to opt out of FRT processing. However, this may
come at the cost of losing precious time, meaning that people may agree to go on
with FRT authentication for convenience reasons but without a full understanding of
its implications. One solution to this problem could be “anticipating” the provision
of information in various ways. For instance, pre-enrolment in an FRT

*bid., p. 16.

32Emphasis added.

33 Contra Christakis et al. (2022), p. 16.
34 Christofi and Wauters, p- 50.

31bid., pp. 24-25; Kitchin (2016), p. 9.
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authentication program should require assimilating background information (e.g.,
through small videos) a significant timeframe before the processing.>® Likewise,
public-facing initiatives could also assist public authorities in educating citizens on
the implications of FRT and may be crucial for the future success of FRT initiatives.
In fact, as shown by Alphabet’s Sidewalk Labs experience in Toronto,”’ keeping
citizens in the dark about the key features of smart city projects may cause public
backlash and ultimately lead to their failure.

Even where consent is the right legal basis and is genuinely given by the data
subject, a third problem arises with regard to the extent of the proportionality
assessment. It is unclear whether and to which extent DPAs can censure the
proportionality of the processing when data subjects have already assessed its
means and purpose on their own. Any intrusion in this evaluation might conceal
paternalistic attitudes and have problematic implications in smart cities, where
patronizing attitudes toward the use of technologies are widespread.*® Thus, in
order to maximise user consent, it can be argued that DPAs should refrain from
strictly assessing the legitimacy of FRT uses in relation to their purposes, thus
leaving individuals the choice of whether or not to rely on the technology, even
for trivial objectives (e.g. convenience). Conversely, DPAs should retain more
discretion in assessing the means of FRT processing, ensuring that it remains within
the limits of what is strictly necessary. Both aspects are examined below.

About the purpose of the processing, one could wonder whether using FRT at all
merely to improve public services is acceptable in smart cities. In data protection, the
Court of Justice of the European Union (CJEU) has considered that fostering
performance in the public sector is a legitimate goal for the processing.’ In the
commercial domain as well, the French and Belgian DPAs have accepted that using
FRT to achieve user comfort can meet the strict necessity test.*” This could have
ramifications for smart cities too, although in a context where public and private (i.e.,
economic) objectives overlap, as urban services are often delivered with public-
private partnerships (PPPs).*" In this context, indeed, DPAs seem to follow a similar
approach even where the use of the technology in public places has strong

36 A similar solution was proposed in relation to IoT sensors collecting data in public places. In
particular, it was suggested that smart city services may equip lampposts and trams with QR codes
redirecting data subjects to privacy policies or information campaigns. However, it is dubious
whether individuals would dedicate time to read them while rushing to work or to buy groceries, as
suggested by Christofi and Wauters, p. 27, that is why it would be important to anticipate somehow
the provision of such information.

%7 Goodman and Powles (2019).

*®Ranchordds (2020).

3Cf. Judgment in Heinz Huber v Bundesrepublik Deutschland, C-524/06 ECLI:EU:C:2008:724,
§62.

“OThis was the case in the Molenbeek stadium trial and in the MONA project, see Christakis et al.
(2022), pp. 25-26, mentioned above. For more on the strict necessity test, see chapter ‘Facial
Recognition in Public Spaces and the Principle of Necessity’ in this volume by Jasserand.

“10n PPPs, see Savas (2000); Vutsova (2014).
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commercial connotations.** This could translate also for the use of FRT for authen-
tication purposes, where citizens consent to the biometric processing in the frame-
work of public services provided by private actors according to their corporate logic.
In this way, however, citizens may be increasingly treated as consumers who
experience different levels of services depending on how much data they decide to
provide to the administration. Therefore, there might emerge legal and societal issues
on the accessibility and quality of public services,*> which compels public author-
ities to remain attentive to the collective implications of introducing such technol-
ogies to access public services. Specifically, they shall ensure that FRT simply
enhances performance but does not affect the core service for those who do not
consent to biometric processing. Again, to achieve more legitimacy at the collective
level, these issues should be discussed within the citizenship, for instance, through
participatory data protection impact assessments (DPIAs). In fact, Article
35(9) GDPR provides that “[w]here appropriate, the controller shall seek the views
of data subjects or their representatives on the intended processing, without prejudice
to the protection of commercial or public interests or the security of processing
operations”. Although this provision leaves wide discretion to the controllers in
deciding whether to carry out participatory DPIAs,** the Belgian DPA has indicated
that involving data subjects may not be entirely optional: the nature, context, scope,
and purpose of the processing could make the consultation necessary,* although no
further guidelines were given on the modalities of such an initiative. Participatory
DPIAs may be a tool for controllers to be more transparent about the implications of
the processing,*® understand data subjects’ potential concerns,*’ and examine all
possible risks through the inputs of different segments of the population,*® thus
vesting the technology with greater democratic legitimacy.*’ Thus, in smart cities,

“>This emerged, for instance, in a case where the company JCDecaux France lodged an authori-
sation request before the CNIL to implement a Wi-Fi tracking system in the esplanade of La
Défence to measure pedestrian fluxes in the square. The project aimed at optimising the prices to
promote adverts on the billboards in the esplanade, but it had public implications too, as the
billboards also displayed messages for the public and were installed in a public place. In its decision,
the CNIL recognized the legitimacy of the economic goals pursued by JCDecaux France. See
Délibération n° 2015-255 du 16 juillet 2015 refusant la mise en oeuvre par la société JCDecaux
d’un traitement automatisé de données a caractére personnel ayant pour finalité de tester une
méthodologie d’estimation quantitative des flux piétons sur la dalle de La Défense (demande
d’autorisation n® 1833589).

“30n this issue, see Ranchordas (2018).

4 Christofi et al. (2022), p. 504.

*>Commission de la Protection de la Vie Privée (CPVP) (2018), §82.

“6Yrish Data Protection Commission (2019), p. 13; Agencia espafiola de proteccién datos
(2019), p. 149.

“Mrish Data Protection Commission (2019), p- 13; Agencia espafiola de protecciéon datos
(2019), p. 149.

48 Commission de la Protection de la Vie Privée (2018), §82.

“*On the relationship between FRT and democracy values, see chapter ‘Facial Recognition
Technologies: Threats or Opportunities for Democracy?’ in this volume by Mobilio.
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participatory DPIAs may serve not only to inform citizens of the technical features of
the FRT but also of their impact on the accessibility of services. For instance, public
authorities may address citizens’ concerns by showing, preventively, that core
service levels will not be affected for those who will not consent to the processing.
Conversely, proportionality should be strictly assessed when it comes to the
means of the processing.’® Specifically, this could be disproportionate if the
processing involves people other than those who have consented. The EDPB
stressed indeed that facial recognition checkpoints should be separated clearly, for
example, by positioning them in gantries and avoiding that biometric templates of
non-consenting people are collected.”’ Nonetheless, this requirement could make
FRT authentication difficult in crowded venues, such as public transportation or
squares, where other people’s faces could easily be captured. In compliance with the
privacy-by-design and privacy-by-default principles (Article 25 GDPR), such issues
shall be addressed by private and public actors in the design phase of the project.

3 FRT and Public Interest to Detect Irregularities in Service
Provision

Sometimes FRT is used for surveillance purposes beyond the law enforcement
domain, such as to detect irregularities or little misbehavior in public facilities. In
the US, for example, governments install facial recognition systems in public
housing to spot violations of housing rules.’* These aim to identify those who host
guests overnight or misuse common facilities, like laundries, and identification could
lead to negative consequences, such as fines or denied welfare benefits. In smart
cities, we could imagine that biometric identification could be used to detect people
who toss trash in parks and streets or do not respect recycling rules. In China, for
example, FRTs are employed to identify and fine those who commit jaywalking,
although such use would hardly be allowed in the EU under the new rules regulating
artificial intelligence.”

Because in this case people do not consent to the biometric processing, the legal
basis for such operation shall be public interest (Article 9(2)(g) GDPR). The
proportionality assessment thus plays a crucial role when scrutinizing the legitimacy
of the processing. As laid down in Article 52 CFREU, the proportionality assessment

50Christakis et al. (2022), p. 27.

5 lEuropean Data Protection Board (2019), p. 20.

>2MacMillan (2023).

S3Cf. Article 5(1)(h) and (2-8) of the Regulation (EU) 2024/1689 of the European Parliament and
of the Council of 13 June 2024 laying down harmonised rules on artificial intelligence and
amending Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/
858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and
(EU) 2020/1828 (Artificial Intelligence Act).
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first requires that a measure limiting fundamental rights is provided by the law and
genuinely meets objectives of general interests recognized by the Union or the need
to protect the rights and freedoms of others. The measure must also respect the
essence of the rights, and be both necessary and proportionate to the objectives
pursued.”

To establish whether the deployment of FRT to detect irregularities in public
services may be proportionate under a public interest basis, I consider the case of
such technologies applied to control the use of facilities in public housing where
access is restricted to residents only. A preliminary issue to be examined is whether
the right to privacy applies to this specific context™ and, if so, what is the seriousness
of the interference.

In relation to this problem, a relevant factor to take into account is whether the
interference occurs in a public or private setting.’® In the urban geography and
privacy scholarship, the separation between public and private places does not
revolve around the ownership regime of a given location but its accessibility by
individuals.”” Therefore, even if a space—for example, a shopping center—is
privately owned, it should still be considered a public place if it is freely accessible
by everyone. Conversely, individuals may claim to have an expectation of privacy in
their offices, even if these are located in publicly owned premises like university
buildings. In fact, there might be cases where there is an overlap between the public
and private nature of the space, such as in publicly accessible places such as cafés
and restaurants, where people may engage in private activities by retreating into their
mental bubbles or having private conversations with friends.”® Similar semi-private
zones also include closed-off spaces where individuals may have some expectation

S*EU data protection authorities have published studies to guide on the right interpretation of the
essence of the right criterion, see Gonzalez Fuster (2022); the necessity test, see European Data
Protection Supervisor (2017); and the proportionality test, see European Data Protection Supervisor
(2019). On technical solutions to make FRT compliant with the proportionality principle, see
chapter ‘Technical Solutions for a Proportional Use of Facial Recognition Technology’ in this
volume by Menéndez Gonzalez.

55 Conversely, as argued by Edwards (2016), p. 40, data protection law is not affected by “any
crucial private/public distinction”. Moreover, whether this application would be permissible under
the Al Act, is different issue. Article 5 of the Regulation bans this practice only where carried out in
a ‘publicly accessible space and for law enforcement purposes, unless the specific conditions of
paragraphs (2-7) apply. Recital 19 of the Regulation clarifies the notion of ‘publicly accessible
space’ in similar terms as the scholarship outlined above. In particular, a space shall be considered
publicly accessible if, regardless of its ownership regime, it can be accessed by an “undetermined
number of natural persons”. Because in the example proposed the buildings are not accessible by an
indeterminate number of people, the deployment of an identification system shall not be considered
to be per se against the Regulation.

6Since classical times, people have perceived the existence of a dividing line between the public
and private (Westin 2018 original work of 1967) and, in the privacy domain, the separation between
private and public places is still one of the most relevant for establishing the mechanisms of its legal
protection Koops et al. (2017).

57 Altman and Zube (1989); Ruppert (2006).
58Koops (2018), pp. 647-648.



122 I. Neroni Rezende

of secrecy or discretion, such as in toilets, changing cubicles, hotel or hospital rooms,
and library desks.>

In the case under consideration, the common facilities (e.g., the laundry and the
garden) of a public housing building are an example of a space where both private
and public elements converge. Such facilities are located in a closed-off space where
users may expect to carry out their chores or spend their free time privately, away
from the eyes of non-residents. However, the level of secrecy experienced in these
venues is not as high as that of the home, because the facilities are likely located in an
open space within the infrastructure to be shared with the rest of the residents, who
might thus intrude on each other’s private activities. Moreover, there is also a public
interest in the right management of such facilities as far as energy consumption and
facility deterioration are concerned, as the infrastructure is publicly funded. There-
fore, while residents may expect to have some expectation of privacy in such venues,
these cannot be considered very high.

We shall see how such expectations are assessed in the European human rights
framework, and what is their impact on the proportionality assessment, by relying on
the theory of reasonable expectations of privacy endorsed by the ECtHR.

When the applicant claims that a privacy violation occurred in public, Strasbourg
relies on the reasonable expectations of privacy test to establish if, in that specific
case, Article 8 of the Convention applies beyond the strict boundaries of the
‘home’.%” The concept of reasonable expectations of privacy, although elaborated
in the jurisprudence of the United States Supreme Court, has also been integrated
into the case law of the ECtHR.®' The Court acknowledges that there is “a zone of
interaction of a person with others, even in a public context, which may fall within
the scope of ‘private life’”.°> The right to live a “private social life’ extends to a
variety of public settings, including the workplace: for example, in Antovi¢ and
Mirkovi¢ v. Montenegro, the Court contended that two professors could claim an
expectation of privacy against the video surveillance carried out at their university,
as this represented a place “where they not only [taught] students, but also interact
[ed] with them, thus developing mutual relations and constructing their social

identity”.®

*Ibid., pp. 643-644.

%0See, e.g., ECtHR, Peck v. the United Kingdom, judgment of 28 January 2003, App. no. 44647/98,
§58; ECtHR, 5 September 2017, Bdrbulescu v. Romania, App. no. 61496/08, §73; ECtHR, Benedik
v. Slovenia, judgment of 24 April 2018, App. no. 62357/14, §101; ECtHR, Ldpez Ribalda and
Others v. Spain, judgment of 17 October 2019, App. nos. 1874/13 and 8567/13, §89.

S'ECtHR, P.G. and J. H. v. United Kingdom, judgment of 25 September 2001, App. no. 44787/98,
§56; ECtHR, Peck v. the United Kingdom, §57. In the US context, compare USSC, Katz v. United
States, 389 U.S. 347, 351 (1967) and Carpenter v. United States, 585 U.S._(2018).

S2ECtHR, P.G. and J. H. v. United Kingdom, judgment of 25 September 2001, App. no. 44787/98,
§56; ECtHR, Peck v. the United Kingdom, §57.

SSECtHR, Antovié and Mirkovié v. Montenegro, judgment of 28 February 2018, App. no. 70838/13,
§44.
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Although the reasonable expectation of privacy test is not carried out consistently,
areview of the relevant case law highlights that the ECtHR usually relies on a set of
criteria to assess the seriousness of the interference in public, such as: the relevant
regulatory framework (e.g., legal rules, principles, workplace instructions, accept-
able uses of the data); the characteristics of the individual targeted by the surveil-
lance; the activity intercepted by the operation; the means of employed in the
surveillance, as far as they are relevant for how the data will further be used; the
place and time of surveillance.

For instance, concerning the relevant legal framework, the instructions given by
the employer about the surveillance carried out in the workplace are relevant to
determine the level of privacy expectations,”* although they cannot exclude the
applicability of the right to privacy altogether.® Public figures do not enjoy the same
expectations of privacy in public, while people in a situation of vulnerability, such as
in Peck, might claim a higher level of protection.®® The Court also considers the
public or private nature of the activity subject to surveillance, downsizing—or
sometimes even excluding®’—privacy expectations when the actions do not bear
any intimate nature. For example, in the Grand Chamber judgment Ldpez-Ribalda
and Others v. Spain, the Court assessed the legitimacy of a covert video surveillance
system implemented in a supermarket. When assessing the level of privacy expec-
tations of the employees, the Court observed that a “supermarket [...] was open to
the public and [...] the activities filmed there, namely the taking of payments for
purchases by the customers, were not of an intimate or private nature. Their
expectation as to the protection of their private life was thus necessarily limited”.®®
This assessment suggests that also the physical features of the space where the
surveillance occurs are relevant in the test, as further argued by the Court: “[The
expectation of privacy] is very high in places which are private by nature, such as
toilets or cloakrooms, where heightened protection, or even a complete ban on
video-surveillance, is justified [...]. It remains high in closed working areas such
as offices. It is manifestly lower in places that are visible or accessible to colleagues
or, as in the present case, to the general public”.®” As for the means of surveillance,
Strasbourg arguably tends to take a neutral approach, making no distinction between
surveillance through analogical and digital means. What seems to be relevant is
whether the technologies used rely on the (automated) processing of personal data

S4Cf. ECtHR, 25 June 1997, Halford v. United Kingdom, App. no. 20605/92, §45; ECtHR, 3 April
2007, Copland v. United Kingdom, App. no. 62617/00, §42; ECtHR, Bdrbulescu v. Romania, §78;
ECtHR, Ldpez Ribalda and Others v. Spain, §93; ECtHR, Akhlyustin v. Russia, §39.

65 Cf, ECtHR, Bdrbulescu v. Romania, §80; ECtHR, Antovi¢ and Mirkovié v. Montenegro, §44.
SSECtHR, Peck v. the United Kingdom, §62.

§7Cf. ECommHR, 19 May 1994, Friedl v. Austria, App. no. 15225/89 (referred to the participation
to anti-government demonstration) and ECtHR, 24 November 2009, Friend and Others v. United
Kingdom, App. nos. 16072/06 and 27809/08, §43 (referred to the case of a fox hunt carried out in
open fields).

S®ECtHR, Ldpez Ribalda and Others v. Spain, §89.

SECtHR, Ldpez Ribalda and Others v. Spain, §125.
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and if they can generate a permanent record of the operations.”’ In Glukhin,
specifically, the ECtHR found that privacy considerations arise especially when a
person’s picture is captured by the camera, as the image represents one of the chief
attributes of the personality.”' For an interference with privacy to arise, however, it
might also be necessary that the data is further used to identify the target of
surveillance.”?> This emerged, for instance, in Friedl, where the Commission
excluded that the applicant’s right to private life had been at stake because police
forces had never taken the initiative to identify him from his photographs.”

Continuing with the example proposed, it is important to highlight that, although
public housing regulations may forbid the presence of non-residents or the unrea-
sonable use of common facilities, such rules cannot reduce to zero the privacy
expectations of the residents in relation to their social interactions and daily chores.
Activities such as doing the laundry or spending free time with friends still bear a
private nature with regard to the other residents and public administrators, even if
they are carried out in open spaces within the infrastructure. Moreover, it should be
underlined that, although there is a public interest in the right management of the
facilities, these do not raise the same concerns as high-risk areas like airports,
stations, and other overcrowded venues. Surveillance in public housing may also
systematically target people belonging to the poorest segments of the population,
who could be further penalized due to the violation of housing rules.

Against this background, the interference with privacy rights shall be considered
serious and calls for a strict approach in the proportionality assessment.

Under the proportionality principle, biometric processing of several
non-consenting individuals would not be justified only to detect minor irregularities
and improve resource management in public housing facilities. At the outset, it
might be difficult to assess whether such interference violates the essence of the
residents’ privacy rights, as this requirement is assessed only on a case-by-case basis
by the CJEU,”* and was never analyzed in this context. It may be argued that, as long
as the interference occurs in a semi-public setting and not within a fully private
space, this might not violate the essence of the right to privacy of those involved.
Regardless of the outcome of this first evaluation, however, the lack of proportion-
ality of FRT surveillance in this context emerges with the other requirements of the
test. In fact, even admitting that FRT is an appropriate means to attain the public

7OECtHR, Perry v. United Kingdom, §38; ECtHR, P.G. and J. H. v. United Kingdom, §57; ECtHR,
Peck v. the United Kingdom, §59 (and cited jurisprudence).

"VECtHR, Glukhin v. Russia, App no 11519/20, 4 July 2023, §66, commented by Neroni Rezende
(2023); Palmiotto and Menéndez Gonzalez (2023).

72ECtHR, Perry v. United Kingdom, §38; ECtHR, Leander v. Sweden, judgment of 26 March 1987,
App. no. 9248/81, §48; ECtHR, 16 February 2000, Amann v. Switzerland, App. no. 27798/95,
§§65-67; ECtHR, 4 May 2000, Rotaru v. Romania, App. no. 28341/95, §§43-44.

73 See ECtHR, Peck v. the United Kingdom, §61.

74Brkan (2018); Gonzalez Fuster (2022), p. 8; Ojanen (2016), p. 326. Conversely, this requirement
is not mentioned in Article 8(2) ECHR and is rarely used by the ECtHR.
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interest pursued, the processing would fall short of the strict necessity and propor-
tionality stricto sensu requirements, as argued below.

Concerning the first aspect, to argue that FRT is strictly necessary, public
authorities should demonstrate that CCTV surveillance, as well as other tracking
instruments like RFID cards, are not enough to address entry control and efficiency
needs in resource management. Likely, it would be difficult to provide such evidence
in restricted environments like public housing facilities, where residents are regis-
tered and known to the administrators. Such venues do pose the same risks as
unrestricted environments, where security needs may require identifying people in
large crowds. Moreover, in terms of strict proportionality, a human-rights approach
to the smart city would require prioritizing fundamental rights in the balancing
between privacy expectations and the need for efficiency. For instance, for an
identification system to work, a centralized database of residents’ pictures would
have to be created and fed to the machine. Arguably, such invasive surveillance
would be disproportionate if used only to detecting minor misbehavior. In addition,
an identification system may disproportionally target vulnerable people, like the
poor, the undereducated, the homeless, and those belonging to ethnic minorities,
who might be overrepresented in similar venues. As known indeed, FRT performs
badly with women and people of color,”® posing a significant risk of discrimination
that may not be counterbalanced by the public interest pursued.

In conclusion, differently from the examples shown in Sect. 2, the use of FRT to
regulate access to public services would hardly reconcile with proportionality when
the surveillance pursues a public interest beyond the law enforcement domain.
Overall, then, this analysis suggests that FRT may be implemented very differently
in smart city scenarios and that the assessment of its legitimacy should be molded
accordingly.

4 Conclusions

This chapter aimed to shed light on the legitimate uses of FRT to access public
services. The context chosen for the analysis was the human-rights smart city, which
aims to reproduce an adequate balance of values between innovation needs and
fundamental rights like privacy and data protection. The assessment further consid-
ered how FRT contribute to the efficiency of a service, i.e., by improving crowd
flows or detecting irregularities. From a data protection perspective, this choice
affects the legal basis and subsequent proportionality assessment. The analysis
conducted highlights that FRT can be leveraged only to improve the “customer
experience” of those who agree with the processing. This, however, does not exempt
smart city bodies from all responsibilities. These should continue to make efforts to
gather meaningful consent and exclude the fortuitous collection of other biometric

73 Castelvecchi (2020), p. 348.
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templates. Conversely, using FRT to detect irregularities in welfare services imposes
a stricter proportionality assessment that excludes its legitimacy in democratic
societies. Ultimately, it seems that such initiatives implement surveillance mecha-
nisms that are incompatible with the human-rights approach to the smart city.
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From Identity to Emotional Dominance? )
“Early Warnings” on Emotion Recognition %
Uses by Police Forces

Francesco Paolo Levantino

Abstract While Al-based technologies designed to analyse inner states—including
human emotions—are spreading across different domains, this chapter points at
some “early warnings” regarding the use of emotion recognition technology by
police forces. The chapter opens by emphasising key factors contributing to this
emerging trend, including the growing use of facial recognition and other biometric-
based tools in the post-09/11 security era. In fact, these technologies have signifi-
cantly shifted police forces’ approach from reactive responses to crimes that have
already been committed to proactive monitoring and surveillance practices. In this
context, the integration of emotion recognition and similar technologies into existing
surveillance infrastructures could serve well public authorities by flagging suspi-
cious individuals and behaviours. However, such technologies and their uses in this
sensitive domain create significant interferences with international and European
human rights law standards. This chapter proceeds by identifying a broad range of
interferences through the concept of “emotional dominance” and presents the risks it
poses to democratic societies. It then uses the right to privacy and the right to the
protection of personal data as a framework to highlight the severity of these
interferences, suggesting that they may challenge the inviolable core of these rights,
as well as the respect for human dignity. In framing these issues, the chapter draws
on relevant definitions and provisions in EU secondary legislation that is functional
to the protection of these rights, including the recently adopted AI Act. This
contribution concludes by emphasising that, while there is a strong case for asserting
the inconsistency of emotion recognition used for monitoring purposes by police
forces with the frameworks discussed, reactive approaches may be inadequate in
light of the rapid adoption of these tools and the severity of the risks they pose. In
this regard, there is a growing interest towards complementary ex ante protection
mechanisms, such as fundamental rights impact assessments and Al literacy obliga-
tions. Although these mechanisms are highly regarded, at this stage, they do not
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seem to be adequate solutions to prevent individuals and democratic societies from
sleepwalking into a reality where even our emotions could become a source of
discrimination, criminalisation, and social control.

Keywords Emotion recognition - Surveillance - Security - Law enforcement -
Fundamental rights

1 Biometrics in Action: Setting the Stage

The question “how do you feel today?”” embodies several assumptions about human
nature. It presupposes that humans are generally aware of their feelings and emo-
tions, recognises that these states can change over time, and acknowledges that
others can perceive our emotional states and their variations by observing physical
and behavioural clues. Yet, as technology advances, humankind seems to no longer
have any monopoly on the perception and interpretation of feelings and emotions.
Today, different sub-fields of Artificial Intelligence (Al)—affective computing, in
particular—enable the “recognition” of emotional states such as anger, disgust, fear,
happiness, sadness, and surprise through the analysis of physical, physiological or
behavioural attributes." Among others, these attributes encompass our characteristic
facial features or expressions, voice prints, gait, and eye movements>—or a combi-
nation of these or other factors.

As these technologies increasingly permeate various domains, the degree of
intrusiveness associated to their deployment by Law Enforcement Agencies
(LEAs) can be considered as contributing to blurring the lines that separate their
powers and activities from those traditionally reserved for the military or intelligence
agencies.” In this connection, it is essential to recognise that these public bodies
perform inherently different functions. And some of their operations are guided by
distinct paradigms and logics, sometimes even falling under different bodies of law,
such as international human rights law and international humanitarian law.*

The converge among these and other elements—analysed in more detail later—
finds symbolic expression in urban environments increasingly equipped with sen-
sors, also for security purposes.’ In that context, this analysis sees the Al-driven

'McStay (2018), pp. 20-21; Clifford (2024), p. 3.

’Tenca and Malgieri (2022), p. 3.

*Haggerty and Ericson (1999); Malgieri and De Hert (2017).

*Melzer and Gaggioli Gasteyger (2015); see also Levantino (forthcoming).

5Sadowski and Pasquale (2015); see also Melgaco and van Brakel (2021) on the symbolic use of
surveillance practices in smart cities, turning them into “surveillance theatres”. See chapter ‘FRT
and Access to Public Services: What Acceptable Uses in Smart Cities?’ in this volume by Neroni
Rezende.
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“disembodiment”® and parallel “objectification”” of inner states—like emotions,

mental states, personality traits or intentions—as intensifying the traditional tension
between security needs and fundamental freedoms, civil rights, and democratic
values. Thus, calling into question the very foundations of the international and
European human rights frameworks, especially in relation to human dignity as a
legal concept, a meta-principle,® and a standalone right” which ‘is [also] to be
considered while interpreting other human rights’, including the right to privacy.'”

From these premises, this chapter aims at providing some “early warnings” on
risks associated with deployments of emotion recognition and similar tools by LEAs.
In Sect. 2, it examines some paradigm shifts following events like 09/11 and other
factors shaping the evolution of LEAs’ surveillance and security practices. With
these changes being considered as conducive to the growing interest in, and adoption
of, biometric-based tools by LEAs. Section 3 opens by briefly highlighting the
critical role of Facial Recognition Technology (FRT) in military operations under
the Global War on Terrorism (GWQOT). In fact, it will draw connections between the
military concept of “identity dominance” consisting in armed forces’ capacity to
deny enemies anonymity and its application in domestic settings through LEAs uses
of FRT. This Sect. will specifically link “identity dominance” with the chilling
effects of widespread deployments of FRT, while examining broader implications
for democratic societies. Considering potential variations of the “identity domi-
nance” concept in view of the diffusion of Emotion Recognition Technology (ERT),
Sect. 3 also outlines key components of a shift that could be defined as “‘emotional
dominance”. In Sect. 4, the implications of this development will be framed through
the lenses of international and European human rights law, focusing specifically on
the rights to privacy and the protection of personal data in relation to human dignity.
These rights and relevant provisions of the recently adopted AI Act'' will be used to
point out critical issues surrounding ERT uses by police forces. Section 5 concludes
the chapter by critically drawing together the most relevant threads and findings from
the discussion, offering some final thoughts.

5Teo (2023), pp. 26 ff.

7On the concept of “objectification” in feminist theory, see Nussbaum (1995).
8Bublitz (2024).

°Teo (2024), p. 9.

197 ¢ Moli (2021), p. 241.

llRegulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No
300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Aurtificial
Intelligence Act).
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2 Mixed Factors in the Materialisation of Surveillance
and the Datafication of the Body After 09/11

Western conceptions of security were significantly impacted by dramatic events such
as 09/11 and the terrorist attacks that struck Europe in the early 2000s.'> These
events demonstrated that threats to public and national security can materialise
through actions involving “ordinary individuals”, amidst the weaves of ordinary
days. Initially conceived as emergency responses, surveillance and security mea-
sures have since stabilised in daily practices—*[t]he war on terror came home, and it
walked in like it owned the place’.'? Heightened vigilance became the status quo,
and reactive investigative paradigms shifted towards vast-scale pre-emptive moni-
toring activities.'* Nowadays ‘peace is a coded [state of] war’,'” be it the general
“war” against crime or the ever-emerging sector-specific “wars” on drugs, irregular
migration, terrorism, and so forth.'®

Surveillance practices now involve also ‘groups which were previously exempt
from routine surveillance’,'” making individuals more familiar with security rituals
shaping daily life."® Among these, “visual surveillance” has gained momentum,"
also encompassing the possibility of ‘techno-visualis[ing] the intangible and invis-
ible: mental thoughts directed at prospective or potential acts’.?’ In this direction,
recent studies suggest that within 5-10 years, biometric-based systems will be more
and more used to infer future behaviours and emotional states.”’ This trend already
includes ERT applications for security purposes>> or the assessment of the emotional
states of customers and users in various settings—such as art exhibitions® and
workout sessions.”* Additionally, emotion recognition capabilities can be applied
more extensively among users of headsets for Extended Reality (EX),> Brain-
Computer Interfaces (BCI),*® or Al-powered smart glasses.”’

121 yon and Haggerty (2012); De Hert (2005).
13Lozada (2021).

MWilson and McCulloch (2017).
1SFoucault (1997), pp. 50-51.

18Cf. Andreas and Price (2001).
"Haggerty and Ericson (2000), p. 606.
18 Balzacq et al. (2010).

'9De Hert and Bouchagiar (2022).
2Opugliese (2012), p. 108.

2! Stockwell et al. (2024), p. 3.
22Wright (2023).

2 Hermes Center (2021).

24 AlgorithmWatch (2021).

2 Hammond-Errey and Barrett (2024).
261bid.

27 Ashworth (2024).
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Despite growing awareness of these developments, individuals actively contrib-
ute to their own monitoring and surveillance®® through “wearable” smart devices
allowing the direct “extraction” of biometrics, vital metrics, and health-related
data.”® As an example of this continually evolving landscape, the company Emteq
Labs recently developed the “Sense (smart)glasses” to monitor users’ emotional
states and link specific feelings to particular moments or events. Thus, allegedly
making it easier for mental healthcare professionals to “understand” their patients’
emotions and associate them with potential triggers for specific conditions.*® Func-
tions of this device, such as capturing images of what people are eating and
monitoring the speed at which they chew, could also support nutrition specialists
in treating patients with eating disorders.>'

For now putting aside privacy and data protection concerns related to these
developments, it is important to emphasise how the widespread integration of
these technologies into consumer-grade devices is “acclimating” people to intrusive
technologies, surveillance practices, and their normalisation.>? At the same time, the
benefits of advanced Al-based technologies in combating crime push for their
adoption,33 while some sectors of civil society have raised serious concerns, includ-
ing calls to ban biometric mass surveillance.** In fact, given the significant impact of
Biometric Identification Systems (BISs) on protected rights and freedoms, expert
opinions on their use by LEAs remain divided.*® Similarly, the views of both law
enforcement professionals and the general public appear fragmented, with surveys
revealing sharply opposing perspectives, even within the same respondent groups.
Overall, these findings suggest increasing acceptance of biometric-based tools in the
security sector.*

Yet, the mainstreaming of biometric-based tools—such as FRT—in this domain
is not solely related to its widespread adoption among the general public, as also
states’ obligations under international law have driven the increased use of bio-
metrics in law enforcement. This is the case of a binding resolution adopted under
Chapter VII of the UN Charter by the Security Council of the United Nations
(UNSC). In its 2017 Resolution 2396, the UNSC ‘[d]ecide[d]—inter alia—that:

Member States shall develop and implement systems to collect biometric data, [including]
fingerprints, photographs, facial recognition, and other relevant identifying biometric data,

28Lyon (2018).

2Deerwater and Scarff (2021).

30 Ashworth (2024).

3 bid.

3 Hartzog et al. (2024); Selinger and Rhee (2021).
33 Gikay (2023).

34Reclaim your face (n.d.).

35Policing Insight (2024).

36Cf. Ada Lovelace Institute (2019); McStay (2020); Urquhart and Miranda (2021); AP4AI (2022);
Policing Insight (2024); IE University (2024).
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in order to responsibly and properly identify terrorists, including foreign terrorist fighters, in
compliance with domestic law and international human rights law L..1%7

In this connection, the former UN Special Rapporteur on the promotion and protec-
tion of human rights while countering terrorism, Fionnuala Ni Aoldin, reported to the
UN General Assembly (UNGA) that before Resolution 2396 ‘States had no previous
obligation under international law to set up watch lists [and] develop biometric
databases’.*® In this sense, specific criticisms emerged regarding the UNSC’s inad-
equacy in addressing the human rights implications of similar measures—except for
scattered references to international human rights law and “responsible practices”.*”
In fact, as it will be briefly specified in the following Section, counter-terrorism
efforts following 09/11 contributed to the expansion of biometric technologies uses
from military contexts to national security uses, acting as a bridge for their further
diffusion in general LEAs’ practices. Today, many initiatives align with Resolution
2396 and go even further. Examples include INTERPOL and EUROPOL’s creation
of biometric databases for ‘criminals, fugitives, [and] persons of interest’,* while
EU Member States such as Germany, the Netherlands, Poland, Belgium, France,
Hungary and Italy are reported to have both legal and technical infrastructures for
deploying FRT.*!

After having mapped just some key factors contributing to the growing diffusion
of biometric technologies in the post-9/11 security landscape and given the role such
technologies played in the GWOT, the next Section connects the notion of chilling
effects generated by FRT use in LEAs’ practices with the heightened intrusiveness
and deterrent impact that the mainstreaming of ERT by police forces could give
rise to.

3 Beyond “Identity Dominance” in Military Deployments:
Towards the Rise of “Emotional Dominance”?

In the military context, the concept of “identity dominance” originated as the
‘operational capability to achieve an advantage over [...] adversar[ies] by denying
[them] the ability to mask [their] identity [.. 1.* The latter was widely
operationalised in Afghanistan through the use of several BISs by US armed forces.
Concerns over the large amount of sensitive data of local informants, activists, and
journalists left in the hands of the Taliban following the US withdrawal of 2021 are,

3TUNSC (2017), para. 15.

8 Report of the Special Rapporteur on the promotion and protection of human rights and funda-
mental freedoms while countering terrorism (2018), paras. 29 ff.

F1bid.

4OINTERPOL (2020); Avramopoulos (2018).

41EDR; (2021); Ragazzi et al. (2021); Coluccini et al. (2024).
“2CALL (2011), p. 71.
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to some extent, side-effects of this phenomenon.*® In that setting, FRT was origi-
nally deployed to enhance the safety of the US-led coalition by verifying identities
before access to sensitive facilities, or to obtain “actionable intelligence” by identi-
fying enemies, detecting threats, and disrupting their networks and actions.**

As BISs are increasingly used also by LEAs, the prism of “identity dominance” in
domestic settings could entail both positive and negative implications for funda-
mental human rights. These could include the denial of anonymity to current or
potential criminals, thus fulfilling states’ obligations ‘to protect the lives and security
of individuals under their jurisdiction’,** while generating unintended consequences
also affecting common citizens . Let us consider the vulnerabilities the disclosure of
certain habits or the mere association with specific locations—such as places of
worship, clinics for alcohol or substance abuse, abortion facilities, or places from
which political/social views can be inferred—that uncontrolled uses of FRT could
expose us to. Indeed, empowering public authorities with the ability to remotely and
silently*® identify passersby, track their activities, companions, interests—and
more—can lead to broader systemic consequences,”’ particularly considering the
lack of transparency surrounding who, when, how, and for what purposes deploys
such instruments. The balance among these elements is crucial in assessing power
dynamics within democratic societies,48 whereas instances of “digital authoritarian-
ism” advance through the (ab)use of technology to control, manipulate, and repress
political opponents, activists, minorities or other “troublemakers”.*’

In fact, besides providing potential for targeted repression, one of the major risks
associated with widespread deployments of BISs is the exacerbation of traditional
“chilling effects”—i.e., behavioural restrains or changes due to the consciousness of
“being watched” by others,”® even when the exercise of protected civil rights and
fundamental freedoms is at stake.”' Empirical research indicates that individuals
may modify their behaviour to avoid even indirect associations with groups, ideas, or
individuals potentially monitored by public authorities.’> While chilling effects may
have positive implications when they deter unlawful or undesirable behaviours, the
psychological impact of pervasive surveillance should not be underestimated.
Recent studies reveal that awareness of being monitored not only influences

“3Human Rights Watch (2022).

4“CALL (2011).

“Nowak and Charbord (2018), p. 60 and references therein.

460On the notion of ‘silent technologies’, see Introna and Nissenbaum (2010), p. 183.
47Murray (2023).

“8Rudschies (2022).

“Dragu and Lupu (2021).

¢t diffusely Rautenberg and Murray (2024) and references therein.

5'Roy (2022).

52Stevens et al. (2023).
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‘controlled behaviours’ but also affects ‘basic [brain functions of] human cognition’,
potentially implicating public mental health.>

At this point, considering how surveillance-related chilling effects may evoke
negative feelings such as fear and anxiety,”* or phenomena like self-censorship, one
could argue that instances of “emotional dominance” are already among us. In this
connection, recent news reveal that states are aware that the general population feels
intimidated when deployments of FRT are publicised to actively discourage the
participation in demonstrations viewed unfavourably by the government.”> And
these concerns could be further aggravated if one considers that FRT and similar
instruments are increasingly designed to delve “beyond the surface” of the body.
With highly debated academic papers asserting the possibility of making ‘Auto-
mated Inference[s] on Criminality using Face Images’,>® and Al systems on the
market to identify terrorists or paedophiles from video streams.’’

Building on the definition of “identity dominance” provided above, for the
limited purposes of this contribution, the concept of “emotional dominance” refers
to public authorities’ practices involving the use of biometric-based data and
behavioural analytics to infer emotional states, intentions, or personality traits for
detecting, investigating, prosecuting and preventing criminal offences—even
through enhanced forms of deterrent effects.”® This phenomenon could affect liberal
democracies in two ways: [1] by hindering the free development and exchange of
ideas® and “emotions”, thus constraining individual autonomy and self-
representation, core concepts tied to privacy rights and human dignity;*° and
[2] by enabling the exploitation of “emotional states” to gain ‘political or social
control’, hence ‘providing greater [...] potential for a fascist or totalitarian regime’.°"

In this respect, while assessing the intrusiveness of ERT uses for security
purposes, it is important to consider that in high-risk areas, such as train stations
and airports, the use of sensors to detect passengers ‘concealing weapons, explosives
or drugs and other contraband’®* could even be considered as a form of “ethical
surveillance”. In this sense, such practices allow the pursuit of security goals while
preserving bodily integrity, avoiding the more intrusive impact of traditional

33 McNicoll et al. (2024), p. 2.

54Svenonius (2018).

35 AlgorithmWatch (2024).

56Wu and Zhang (2016).

57 Faception (n.d.).

S8Cf. Levantino (forthcoming).

S9Cf. Richards (2008, 2015).

SOCf. Teo (2023), pp. 36 ff.; Rautenberg and Murray (2024).

6! Andalibi and Buss (2020), pp- 9-10. See also Teo (2023), p. 37, with reference to the limitations
to personal autonomy, as a component of human dignity, occurring when ‘choice architectures’ are
tailored on individuals to influence them.

2 Adey (2012), p. 195.



From Identity to Emotional Dominance? “Early Warnings” on... 137

searches.®> However, given the manifold problematic nature of ERT, this reasoning
does not seem to extend to biometric-based instruments that scan and analyse human
bodies to infer emotions, intentions, or personality traits.

Such states are subjective and hard to interpret, even for those directly experienc-
ing them. Numerous factors—including past experiences and cultural background—
influence how we perceive and express our emotions.** For instance, describing our
emotions to others, including people close to us, often involves ‘insurmountable
difficulties [in] adequately [expressing] thoughts or feelings’.®®> Moreover, the main
psychological theories underlying ERT have been recently refuted. Empirical studies
challenge the reliability of using micro-expressions to assess emotions.®® Conse-
quently, the detection of “suspicious behaviours or emotions” that deviate from rigid
and/or arbitrary Al-readable patterns risks leading to highly discriminatory out-
comes.®” Following this line of reasoning, there seem to be low chances of having
training data and processes able to take into account the diverse factors—including
clinical conditions—that could influence individual “emotional attitudes”.®® Even
attempts to behave in a non-suspicious manner could inadvertently trigger false
positives and “‘self-fulfilling prophecies”. This is the case of the psychological
phenomenon known as “Othello error”, where a “watcher” may mistakenly interpret
truthful individuals as lying due to visible stress under observation.®’

Additionally, it is important to consider the implications that similar Al-based
determinations may have on someone’s life. For instance, LEAs interventions
prompted by ERT outputs might shift the burden of proof onto those flagged by
the system through an “emotional lead”. This potentially undermines the respect of
basic defence rights, such as the presumption of innocence.’® Individuals may feel
under constant scrutiny, akin to being in a “perpetual line-up”.”!

All of this considered, the first component of “emotional dominance” could, in
the long run, foster instances of behavioural and emotional standardisation towards
“accepted/imposed” forms of “emotional expression”. This raises serious concerns
on possible interferences with fundamental human rights as enshrined—inter alia—
in the Charter of Fundamental Rights of the European Union (CFREU) and the
European Convention on Human Rights (ECHR). This broad set of rights includes
various dimensions of human dignity, for instance, as it relates to the prohibition of
discrimination, freedom of expression and information, the respect for private life,72
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the protection of personal data—as well as each of these rights taken individually. In
particular, all these rights would be affected from an unprecedented “emotional
perspective”. This includes the possibility of being discriminated against when
stopped by the police based on inner states and emotions, having to limit the free
expression and socialisation of our emotions with others for fear of being “noticed”
by public authorities, or, once again, feeling compelled to self-reflect on our emo-
tional states and responses due to the awareness of having them constantly
monitored—thereby de facto violating our autonomy and self-determination,
i.e. the innermost spheres of our privacy.

These significant constraining effects can be linked to the second component of
the concept of “emotional dominance”, consisting in the possible exploitation of
“emotions”—also in their inferred and “datafied” form—for manipulative purposes
aiming at gaining or maintaining political or social control. In many jurisdictions,
instances of ‘participatory authoritarian persuasion 2.0’”* already involve “emo-
tional engineering” through data collection, analysis, and targeted propaganda.’*
Some ERT deployments are also part of broader ‘ideological campaign[s] to encour-
age certain kinds of expression and limit others’.”> And analogous deployments have
been reported in some workplaces, where companies like Canon have equipped their
facilities with ERT to foster an environment where ‘everyone would be, or appear to
be, happy at work all the time’.”® Even clinical Al applications, although conceived
to predict diseases or mental health conditions,”” such as psychosis, suicidal idea-
tion, or self-harm’® could actually broaden the spectrum, granularity and intrusive-
ness of possible Al-based inferences, corresponding vulnerabilities, and possibilities
for their exploitation by malicious actors, including authoritarian governments.

At this point, it seems that by putting into relation the original deployment of
biometric-based tools aiming at achieving “identity dominance” in military opera-
tions with the chilling effects of surveillance practices, there are reasons to argue that
applications of ERT in law enforcement would likely intensify the impact of such
effects on the enjoyment of several fundamental human rights in a previously
unexamined emotional dimension. In this sense, two limbs of a new concept referred
to as “emotional dominance” have been proposed: one concerning the influence of
“emotional surveillance” on the unconditioned development and exchange of human
emotions in democratic societies, the other referring to the possible use and manip-
ulation of emotional states for social control.

Given the potential for ERT and its use by LEAs to conflict with democratic
principles and European human rights standards, the next Section will offer just
some “early warnings” regarding its use in law enforcement. This analysis will draw
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upon relevant dicta by the European Court of Human Rights (ECtHR) and the Court
of Justice of the European Union (CJEU) in the context of interferences and
violations of the rights to privacy and data protection from surveillance practices
conducted by public authorities through analogue and technological means. More-
over, given the recent adoption of the EU Al Act, which explicitly addresses some
uses of ERT and other biometric-based tools by LEAs, Sect. 4 will also explore how
some of its key provisions intersect with international and European human
rights law.

4 Beyond Privacy and Data Protection: Intricacies
in LEAs’ Uses of ERT

Uses of ERT could support LEAs in conducting anticipatory interventions,
apprehending criminals in the act or even preventing certain serious offences—as
in the case of acts of terror.”® In fact, unlike traditional Closed-Circuit Television
systems (CCTV), the use of ERT and similar tools in public spaces would allow the
detection and monitoring of individuals flagged by emotion recognition systems as
presenting “a suspicious behavior”.*® However, considering that LEAs are state-
authorised and/or controlled bodies empowered to use force and/or special powers to
maintain public tranquility, law and order, prevent, detect and combat crime,?! the
fact that ‘respect for human rights is part of public order’ should not be
underestimated.®® In turn, as the ECtHR has noted, public order also inherently
‘consists of the respect for human dignity’.®* This raises the question of how to
reconcile these complementary yet seemingly opposing imperatives in the context of
LEAs’ activities.

On this matter, human rights law provides mechanisms that allow for flexibility
through deviations from the full enjoyment of certain rights considering factors such
as the imminence, likelihood, and severity of a threat, the potential harm and societal
impact posed by a particular offence, the public interests a certain police action
protects, and whether these actions target minor offences, serious crimes, national
security challenges, or intervene in the context of counter-terrorism efforts. In fact,
all these variables contribute to balancing security needs with respect for, and the
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protection of, fundamental human rights. Importantly, irrespective of the purpose of
a police operation, the degree of intrusiveness of any interference must never
compromise the essence or core of any given right, which remains inviolable
under international and European human rights law.** Since ERT in law enforce-
ment presents unprecedented challenges to the rights to privacy and data protection,
it is crucial to consider whether interferences linked to forms of “emotional domi-
nance” threaten the core of these rights. However, identifying the exact essence of
these interconnected civil rights in abstracto is not a simple task and considerations
regarding their relationship to values such as ‘human development, [...] autonomy,
creativity, [and] social identity experimentation’® will help in understanding how
ERT challenges core elements underlying the rights mentioned above,*® as well as
human dignity as the mother-right of every human right.®’

Building on these premises, the rights to privacy and data protection are consid-
ered as “qualified rights”"—i.e., they may be limited under certain conditions.*® Any
limitations must comply with the law, serve legitimate purposes—including public
and national security—and meet standards of necessity and proportionality.®
Reviewing relevant cases by the ECtHR suggests that blanket uses of ERT would
likely integrate violations of the right to privacy. For instance, in Kopp v Switzer-
land, surveillance practices as such were considered as constituting interferences
with Article 8 ECHR.” The ECtHR has also recognised the existence of private
spheres even in public spaces, mentioning ‘the right to live a “social private life”,
that is the possibility for an individual to develop his or her social identity’ ®" Then,
in counter-terrorism investigations, the Court acknowledged ‘reasonable expecta-
tions’ of privacy in public spaces and expressed particular concerns over the
‘systematic or permanent record of video material’.”* At this stage, the ECtHR has
already labelled some basic uses of FRT as creating risks of arbitrariness, rendering
the exercise of state powers ‘obscure’.”> Moreover, considering that general moni-
toring entails the processing of data of various subjects, such as individuals without
criminal records, witnesses, known offenders, or those that are deemed as potential
threats, it is likely that similar deployments would not adhere to the “data subject
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categorisation” principle established in S. and Marper v the United Kingdom. In that
case, the indiscriminate processing of sensitive data of different categories of people
created risks of stigmatisation, conflicts with the presumption of innocence, and
resulted in a disproportionate interference—i.e., a violation of Article 8 ECHR.*

Other forms of indiscriminate data processing, which lack proportionality or
necessity, have been deemed by the CJEU to exceed the limits of “legitimate
interferences”, as established in cases such as Digital Rights Ireland and Tele2—
among others.”” Here, it is essential to distinguish between schemes of mass
surveillance, as exposed by Snowden’s 2013 revelations, which involved the
pre-emptive and indiscriminate monitoring of private communications and data
flows,”® and forms of targeted surveillance, which are based on pre-identified
suspicion or ongoing criminal investigations, thus involving one or more specific
individuals.”” In this light, deploying ERT for monitoring purposes would not only
fall into the category of pre-emptive dragnet surveillance but—considering how such
uses would screen emotions, feelings, and intentions of each passersby—also the
nature of what is actually surveilled should be taken into account.

Leaving aside for now reflections on the nature of the data ERT processes—
covered in more detail later—and focusing instead on how “emotional dominance”
through the use of ERT might reshape traditional conceptions of surveillance, it
seems interesting to underline that some surveillance practices vary in intrusiveness
depending on whether they involve the interception of “external” or “internal”
dimensions of communications and data flows. Typically, content data—pertaining
to the substantive content of a communication—is regarded as more sensitive,
whereas metadata—the “external” facet of that communication that includes details
like sender, receiver, timing, location, devices used, etc.—is generally considered as
less sensitive.”® From this perspective, it is both intriguing and somewhat disturbing
to reflect on how biometric technologies, such as FRT, enable the identification of
individuals and the association of their “recognition” with the spatial and temporal
coordinates at which their identification occurs, offering metadata-like insights into
people’s lives in the physical word and turning them into living sources of meta-
data.”® By the same token, emotion recognition and related technologies go even
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further by analysing beneath the body’s surface, thus allowing the interception and
analysis of elements akin to the content data of our emotional lives and interac-
tions.'® These points serve as a basis for understanding the heightened intrusiveness
of mass scale deployments of ERT, particularly when compared to the use of FRT in
analogous contexts. Based on the jurisprudence reviewed thus far, there are indeed
reasons to consider pre-emptive uses of ERT by LEAs as even more intrusive than
current uses of FRT, particularly in light of the broader “enabling function” that
privacy rights play within the system of human rights protection by allowing
individuals possibilities to freely enjoy other civil rights that are fundamental for
the correct functioning of pluralistic and democratic societies.

While also the deployment of ERT would be required to occur in force of an
adequate legal basis, when necessary in a democratic society, respecting the princi-
ple of proportionality—also through the provision of adequate safeguards, in
connection to the specific circumstances and the gravity of the offences involved,
the view of this author is that a crucial consideration in assessing the seriousness of
the interferences that LEAs’ uses of ERT could imply lies in the very intimate nature
of human emotions.

Particularly when it comes to the operationalisation of the right to the protection
of personal data through data protection law, the sensitive nature of emotions
deserves further attention. On this point, if one considers that ERT detects and
analyses emotions on the basis of biometric features, and that biometric data is
granted a particularly protective discipline also when processed by LEAs, one might
intuitively consider the analysis of emotional or other intimate states as even more
sensitive than that of biometric data. However, from a purely technical standpoint,
these conclusions should not be taken for granted, and further investigation is needed
to understand the limits of this reasoning, especially in light of some specific aspects
related to current EU law provisions governing biometric data processing and
emotion recognition systems.

It is true, in Glukhin v Russia, the ECtHR recently emphasised the sensitive nature
of biometric data, also referencing EU data protection law, and found the deploy-
ment of both retrospective and real-time FRT by LEAs to identify and arrest a “solo
demonstrator” to be in violation of Articles 8 and 10 ECHR. With these violations
being linked to broader implications for democratic societies,'®" particularly through
considerations on the chilling effects generated by such technologies.'”* Yet, the
application of the EU data protection provisions on biometric data processing to
ERT is more complex than it appears, and an analysis of this issue calls into question
the innovations introduced by both the definitions of biometric data and that of
emotion recognition systems provided in the AI Act. On this issue, initial scepticism
surrounded the direct applicability of provisions on biometric data processing to uses
of ERT, since the processing of biometric data technically occurs only when it
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allows or confirms the unique identification of natural persons.'®® With that
being something that largely depends on what “identification” actually means
under the same regime. In fact, the interpretation of this definition has a variable
scope, ranging from the association of persons to their “civil identity” to merely
‘individualising’ a given person among a crowd.'® By applying these variables to
the use of ERT in public spaces to detect “suspicious behaviours”, intentions, or
emotions, uncertainty could surround the suitability of EU data protection law to
limit the widespread use of such technologies, as the analysis of sensitive inner states
does not automatically involve the unique identification of those individuals an
emotion recognition systems has flagged as worth of further attention. An identifi-
cation in the broad sense of individualising a person among many is certainly what
would occur in most cases, while e.g., coupling ERT with facial recognition
capabilities is the case that would imply the association of natural persons to their
civil identity and corresponding identifiers.

In this connection, a few steps of the legislative process behind the adoption of the
final text of the Al Act, which includes specific provisions on ERT, also merit further
attention. In fact, different approaches followed one another, including the European
Parliament’s proposal (EP) for a ban on LEAs’ uses of ERT—as these practices were
deemed to pose an unacceptable level of risk to EU values and fundamental rights.
Provided that, according to the final text of the Al Act, only uses of such technol-
ogies in ‘the areas of workplace and education institutions’ are prohibited,'® while
uses in the security sector are not, an analysis of some relevant provisions in the Al
Act will help in shedding light on some critical issues both of definitional and
substantive nature affecting LEAs uses of this technology. A case in point is the
definition of “emotion recognition systems” in Article 3(39) Al Act, the latter has
changed several times as this regulation moved towards its final version. Initially
referring to Al systems used to identify or infer ‘emotions or intentions of natural
persons on the basis of biometric data’, this definition saw variations including
references to ‘psychological states’, or ‘thoughts, states of mind ’of ‘individuals or
groups on the basis of their biometric and biometric-based data’.'® Ultimately, the
final text published in the Official Journal of the European Union (OJEU) on 12 July
2024, largely reflects the Commission’s proposal.'®’

Nevertheless, the fact that the draft text put forward by the EP explicitly distin-
guished between biometric and biometric-based data demonstrated a certain degree
of sensitivity on the loopholes presented above concerning the applicability of the
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biometric data processing regime to Al systems that analyse biometric characteristics
without directly “allowing or confirming the unique identification” of natural per-
sons. And this distinction could have paved the way to introducing a new category of
data potentially encompassing the Al-based analysis of emotional states. However,
even this approach would have left considerable uncertainty regarding the substan-
tive regulatory framework applicable to the processing of biometric-based data.

Although the final Al Act text does not seem to unequivocally resolve these
issues, it reduces the uncertainty surrounding how emotion recognition systems
relate to the application of data protection provisions concerning the processing of
biometric data. This is largely due to the broader definition of ‘biometric data’
provided in Article 3(34) Al Act compared to corresponding GDPR and LED
provisions. While it maintains the requirement for a ‘specific technical processing’
of certain ‘physical, physiological or behavioural characteristics [...]’, it omits the
reference to the ‘purpose of uniquely identifying a natural person’.'%® This omission,
combined with other definitions and provisions in the AI Act'”’ suggest that, at this
stage, processing biometric data merely serves as a ‘proxy’''" to infer what are
considered as manifestations of a given emotion—e.g., through specific facial
expressions, thereby triggering the application of a regime analogous to that data
protection law traditionally affords to biometric data.

Still, if the intersection of relevant provisions in the Al Act and the EU data
protection framework would seem to allow the application of the biometric data
processing regime to the performance of ERT, a few additional observations are
necessary. As a matter of fact, considering the Al Act’s definitions of emotion
recognition systems (which reference both “identification or inference” of human
emotions) and that of biometric data (which now refers also to the “recognition” of
emotions of natural persons), in this author’s opinion greater precision towards what
seems to be the interchangeable use of concepts such as identification, recognition,
and inference applied to the functions of ERT would have been beneficial. Indeed,
the reasoning connecting biometric data to the inference of “emotions”—or their
representation—may not apply equally to cases where the actions performed are
defined as “identification” or “recognition” of emotions. Considering that Al sys-
tems designed to assess human emotions are generally referred to as emotion
recognition technology or emotion recognition systems, terms like identification
and recognition seem to imply that emotions are something objectively identifiable/
recognisable. In contrast, the concept of inference acknowledges that the Al system
merely assigns an assumed emotional state to a specific expression, such as a facial

18 Cf. Article 3(39) AI Act, Articles 3(13) and 10 LED; Articles 4(14) and 9 GDPR as well as
corresponding Recitals.
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cue. On this point, the formulation of these provisions and their overly vague
language create some discrepancies.

The decision to adopt a broad definition of the activities emotion recognition
systems can perform likely reflects both the challenges encountered by EU
policymakers in fully understanding an emerging technology like emotion recogni-
tion and an effort to account for several technologies that could analyse human
emotions. This approach can be interpreted as functional to ensure the effectiveness
of Al Act’s provisions by preventing tech companies from bypassing them due to
narrowly tailored definitions. However, if the rationale for applying data protection
provisions concerning biometric data to ERT hinges on the idea that such systems
infer emotions and other states from the processing of biometric characteristics, then
references to activities such as the recognition and identification of emotions or
intention are inconsistent with this reasoning and suggests that the protections from
the Al-based assessment of inner states through these mechanisms may be inade-
quate. In this connection, also the fact that Recital (18) Al Act defines “emotions” as
encompassing ‘happiness, sadness, anger, surprise, disgust, embarrassment, excite-
ment, shame, contempt, satisfaction and amusement’,!!! but excludes the ‘mere
detection of readily apparent expressions, gestures or movements’, such as ‘basic
facial expressions, [...] a frown or a smile, or gestures such as the movement of
hands, arms or head [...] unless they are used for identifying or inferring emo-
tions”''? is problematic. Taking into account the main argument that—as also the Al
Act explicitly acknowledges—*[t]here are serious concerns about the scientific basis
of Al systems aiming to identify or infer emotions, particularly as expression of
emotions vary considerably across cultures and situations, and even within a single
individual’,'"? and with the scientific validity of such tools being disputed to the
point of being considered “pseudoscience”,''* the exclusion from the scope of
relevant provisions in the Al Act of “basic facial expressions” or other simple
actions, like movements of the head, is at odds with the premise that a broad
definition of what tasks ERT can perform would enhance the protection afforded
by the AI Act.

To begin with, it seems challenging to distinguish and verify in practice the
difference between Al systems that detect facial movements, like a frown or a smile,
to identify or infer emotions, and those that perform these activities for other
purposes. To elaborate further, precisely these movements serve as proxies for
inferring or allegedly identifying inner states, such as emotions. Additionally,
Al-based tool that analyse micro-movements, including head and facial vibrations,
have already been developed and deployed—even for security purposes—to assess
inner states like emotions, mental states, or personality traits.' "> Finally, also the lack
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of a specific definition of what intentions are according to the Al Act opens a
significant regulatory gap, which can be analysed in conjunction with the exclusion
of other gestures and bodily movements from the definition provided above. Bearing
this in mind, it seems worth reflecting on whether the deployment of increasingly
diffused automated surveillance systems e.g., for ‘the [...] purpose of detecting, in
real time, predetermined events that may present or reveal [risks]’''® foreseen by
France in view of the 2024 Olympics would fall under this definition and
corresponding discipline or not. In fact, official sources specify that while this
surveillance system is designed to identify ‘unusual behaviours’ or ‘anomalies’,'"”
it is neither a BIS nor it uses FRT—and it does not process biometrics.''® Once
again, the interpretation of the concept of ‘identification’ adopted could play a
crucial role at least when it comes to the application of the discipline on biometric
data processing in the lack of a specific regime on certain “behavioural analytic
systems” designed to detect “risks”, “unusual behaviours” or “anomalies”, whose
functionalities may overlap significantly with ERT uses for security purposes.

Rather recently, considering how the definition of biometric data seems already
outdated in the face of ever-evolving technological advancements''*—like ERT and
similar tools, substantive proposals have been introduced to shift the focus of
possible regulation from the centrality of elements like the specifical technical
means used to process certain data, the purposes of such processing or the kind of
activities specific Al systems can perform, to the “nature” of the inferences that such
Al systems can make. In this sense, the category of “cognitive biometrics” has
emerged within parallel yet increasingly convergent areas of study, where tools such
as ERT, EX headsets, BCIs, neurotechnologies, or Al-powered smart glasses are all
grouped together due to the possibilities these offer to interpret cognitive states. In
that context, the term “cognitive” has to be interpreted latu sensu, as it includes
‘cognitive, affective, and conative states’.'?® In turn, each of such sub-categories
specifically encompasses ‘processes related to knowledge, understanding, and think-
ing, [...] emotions and feelings, and [...] desires, volition, and related behavioural
intentions’, respectively.'?'

If these proposals partially address some of the definitional challenges presented
so far, it is important to specify that this debate is currently focused primarily on
issues related to the processing of sensitive data by private companies. As a result, it
has not yet been adapted to the unique challenges posed by the deployment of ERT
by police forces. Nevertheless, these reflections offer valuable insights that may also
benefit the objectives of this contribution. In fact, current EU secondary law sources,
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including the frameworks governing the processing of personal data and some
provisions in the AI Act, can be understood as operationalising the right to the
protection of personal data which, in turn, originated from the evolutive interpreta-
tion of the right to private life, home, and correspondence. From this perspective,
also discussions on how to protect cognitive, affective, and conative states may
similarly be interpreted as operationalising debates premised on the assertion that
current fundamental human rights standards are inadequate in the face of the
unprecedented interferences and challenges posed by emerging technologies. In
this sense, these debates advocate for either evolutive interpretations of existing
rights, such as the right to privacy, the right to the protection of personal data, and
freedom of thought, or the introduction of new rights, specifically the right to the
protection of mental privacy.'**

Now, what stands out is that even those more moderate viewpoints maintaining
that stretching the interpretation of current rights would be preferable—as some of
them have not seen their protective potential fully realised yet—link concerns on
ever evolving technologies designed to “read” human emotions and other inner
states with the concept of mental privacy.'?® According to those opinions, the latter
could be viewed as constituting the inviolable core or essence of privacy rights, or
again, could be associated with the forum internum of the right to freedom of thought
which, under international and European human rights law, is also regarded as
inviolable.'**

Retracing the key findings of this Section, it seems that an analysis aiming at
verifying the compatibility of some “early warnings” on the use of ERT connected to
its deployment by police forces—especially given the unprecedented interferences it
may pose to the rights to privacy and data protection—reveals significant concerns.
These interferences, including chilling effects on the free expression and exchange
of emotional states—here described as “emotional dominance”, reflect consider-
ations emerging from relevant caselaw from supranational courts on surveillance
matters, including cases involving the use of Al-based tools like FRT. Moreover,
also definitional issues concerning ERT, as identified through relevant provisions of
EU secondary law, and ongoing debates calling for substantive changes in interna-
tional and European human rights frameworks highlight the severe challenges
emerging technologies and their use pose to the effective protection of such rights
in their current understanding—to the point of suggesting that these practices may
infringe upon the core, inviolable aspects of these rights. Given that reforms—
whether through amendments to existing human rights frameworks, changes to EU
law, or judicial interpretation—would require a considerable amount of time, a
pressing question remains: how can we prevent individuals and democratic systems
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from sleepwalking into a reality where even our emotions could become a source of
discrimination, criminalisation, and social control?

Drawing on considerations that see Al-powered tools and their use progressively
eroding possibilities for the protection of fundamental human rights and how,'?
particularly the automated analysis of emotional and other inner states raises doubts
about its coherence with key elements of the whole system of protection, including
the core of enabling rights, such as the rights to privacy and to the protection of
personal data, and human dignity, which stands at the core of the entire human rights
protection system, the next Section will present some final reflections.

5 Taking “Emotion Recognition” and Its Regulation
Seriously: Is a Shift from Reaction to Pre-emption
Enough?

After having explored just some intersections between the Al Act and the use of ERT
by LEAs, it is now time for some concluding remarks. As a recent contribution on
the role of emotions in international law advocated, we must ‘acknowledge that
emotions are not biases or untruths that need to be weeded out, [...] rather [they]
ought to be understood and embraced as a central component of reasoned decision-
making’.'?® This reflection certainly denotes that emotions and other intangible
human traits might well become increasingly relevant in supporting decision-making
processes, including through the use of Al systems by LEAs. In this regard, this
chapter has attempted to highlight different dimensions of risk posed by the rise of
“emotional dominance”—where secondary effects of advanced surveillance prac-
tices hinder the spontaneous development and exchange of social interactions and
emotions—exposing vulnerabilities that our multilayered system of fundamental
rights protection present when facing modern and emerging technologies. Indepen-
dently of the technical relevance of certain open issues concerning ERT, that create
favourable conditions for its deployment, international and European human rights
law frameworks should, in the first place, constitute a compass guiding the
flourishing of our societies rather than merely setting limits to possible interferences
with individual rights. Although current regulations might technically allow pseu-
doscientific claims on the possibility of detecting, analysing, or otherwise inferring
emotions and other sensitive attributes of human beings, deploying these tools for
surveillance and security purposes seems to raise questions about the compatibility
of such uses with the core or essence of some fundamental human rights. This
chapter has highlighted the rights to privacy and the protection of personal data as
just two paradigmatic examples of how emerging technologies challenge the very
foundations of these rights in ways that were previously unimaginable. Considering

125Teo (2024).
126Saab (2021), p. 10.
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factors including sector-specific frameworks permitting the use of ERT by LEAs, the
proliferation of related tools like FRT, and the expansion of ERT in civilian
applications, it seems that risks associated with the rise of “emotional dominance”
should not be relegated to the realm of science fiction fantasy.

This is because the automated scrutiny of cognitive, affective, and conative states,
personality traits, predispositions, or assessments of individuals as “threats” or
“anomalies” to be monitored confronts the core of the right to privacy, whose respect
has to be granted even in public spaces and in relational terms. Precisely from similar
reflections, what emerges is the potential ERT has to undermine values essential to
individual and societal flourishing, 127 such as autonomy, self-determination, the free
development of one’s personality, or again, of opinions, ideas, emotions, and their
exchange with others. Beyond privacy, these frictions also impact the right to the
protection of personal data, which helps in understanding how the issue is not only
one that has to do with the freedom to be oneself, but it is also ‘‘representational’’.I28
In fact, while interferences with the core of the right to privacy allow to reflect on the
detrimental effects that being “emotionally surveilled” could have on the authentic
development of our identities, doubts on the effectiveness of basic data protection
rights—such as the right to rectification, or the principle of data accuracy'*—
undermine and erode the foundations that have made EU data protection law a
global standard, especially when individuals are misrepresented through the
processing of personal data. In other words, whenever an emotion recognition
system flags someone as warranting public authorities’ attention, with the serious
implications this might entail—particularly if individuals do not recognise them-
selves in an Al-based assessment—is our freedom to be humans that is questioned.
In this respect, such practices challenge the very notion of “human dignity”, which,
in turn, constitutes the core of international and European human rights law, the
mother right of every human right and, at the EU level, the first right enshrined in the
CFREU. In this light, it seems crucial to further stimulate open debates on the
opportunity, necessity, and desirability of deploying these tools. At this point in
time, considering their current level of technical (im)maturity and scientific validity,
uses of ERT—as discussed in this chapter—seem not to respond to any pressing
social need. As there seem to be reasonable grounds to argue that the risks they could
pose might outweigh the potential benefits deriving from their deployment in very
sensitive domains, like the law enforcement area.

If reactive approaches to these issues might be inadequate for addressing the rapid
proliferation of controversial technologies, such as the use of ERT in sensitive
domains, a growing trend consists in the adoption of ex ante mechanism to identify,
mitigate, and prevent the implications arising from the deployment of certain Al
systems. While also this chapter has aimed at contributing to a deeper understanding
of the risks of ERT use by police forces through an interdisciplinary analysis

127Cf. Rautenberg and Murray (2024).
128Cf. Teo (2024).
129Cf. Custers and Vrabec (2024); Duchotiova (2023).
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revolving around the concept of “emotional dominance”, the Al Act establishes
some mechanisms intended to guide pre-deployment practices, including those for
the use of ERT by LEAs. For example, Article 27 Al Act introduces a new tool
complementary to the Data Protection Impact Assessment (DPIA) that competent
authorities should carry out according to Article 27 LED."*° Prior to the first use of a
“high-risk” Al system, deployers are required to perform a Fundamental Rights
Impact Assessment (FRIA) by taking into account several factors including expected
duration, frequency, and context of use of a given Al system, as well as the
corresponding risk of harm for the specific subjects that could be affected by such
uses. This process also entails the identification of oversight measures, as well as
response mechanisms in case such risks materialise.'*' Despite recent efforts to
develop methodologies and approaches for assessing the impact socio-technical
advancement can have on fundamental rights and our societies,'*” at this stage,
diffused scepticism remains on the capacity of deployers, their organisations and
procedures to effectively identify the full scope of affected rights and individuals,
thus establishing effective monitoring mechanisms and reactive measures.'>* In this
connection, a potentially impactful yet overlooked provision that has so far received
limited attention and that could fill this gap is Article 4 Al Act, which mandates that
Al providers and deployers ensure Al literacy for system operators—as well as
affected persons—considering their individual characteristics and those of the Al
system being deployed, in any given context of use, and with in mind ‘opportunities
and risks of AI and possible harm it can cause’.'**

However, while the introduction of FRIAs and Al literacy obligations—also
involving LEAs as deployers of “high-risk” Al systems—is intended to prevent
interferences with protected rights and freedoms, it does not seem that similar
mechanisms would account for the risks associated to the rise of “emotional dom-
inance” as described here. In this direction, it suffices to recall the lack of clarity
revolving around what protections does data protection law afford in the face of ever
evolving technologies designed to “read” human emotions, or the vague and impre-
cise definitions of key terms in relevant Al Act provisions, such as what constitutes
“intentions”. All these considerations urge a renewed focus on the impact of ERT
uses in law enforcement on the protection of fundamental human rights as such, and
their role in democratic societies. In this context, mitigating mechanisms such ex

OCf. Arts. 27 AT Act and 27 LED, Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free movement of
such data, and repealing Council Framework Decision 2008/977/JHA (Law Enforcement Directive
or LED).
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132Mantelero (2024).

133Cf. Waem et al. (2024); De Capitani (2024).

134Cf. Arts 3(56) and 4 and Recitals (20), (91), (165) AI Act.
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ante FRIAs or basic Al literacy requirements are not new and should already inform
LEAs’ practices. In the law enforcement area, the introduction of new technologies
inherently heightens risks to fundamental rights and demands specific safeguards,'*”
especially for intrusive and debated instruments like ERT. Past cases, including the
deployment of controversial tools like Clearview Al by both Member States’ LEAs
and EUROPOL,136 Snowden’s 2013 revelations,137 or even recent cases adjudicated
by the CJEU,138 tell us a lot on how, in many instances, we are still far from being
fully protected through the ex ante respect of substantive and procedural safeguards.
Ultimately, while the substantive issues associated with those identified here as
shortcomings in the protection against intrusive technologies fuelling unprecedented
forms of surveillance can be framed as fundamental human rights issues, envisioning
complimentary forms of protection consisting in ex ante FRIAs and Al literacy
obligations seem like a tiger paper in the face of the broader rule of law issues Europe
and its democratic foundations are currently facing—as the examples just presented
illustrate. More broadly, if a regulation aiming at protecting fundamental rights while
fostering innovation has been adopted with EU legislators implicitly accepting the
materialisation of technologies that screen, abstracts, and analyse inner states for
security purposes, what is at stake is something much greater: namely, the ambitions,
aims, effectiveness, and current state of fundamental rights protection in the EU.
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