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Quantum key distribution (QKD), the distribution of quantum secured keys
useful for data encryption, is expected to have a crucial impact in the next
decades. However, despite the notable achievements accomplished in the last
20 years, many practical and serious challenges are limiting the full
deployment of this novel quantum technology in the current
telecommunication infrastructures. In particular, the co-propagation of
quantum signals and high-speed data traffic within the same optical fiber is
not completely resolved, due to the intrinsic noise caused by the
high-intensity of the classical signals. As a consequence, current
co-propagation schemes limit the amount of classical optical power in order
to reduce the overall link noise. However, this ad-hoc solution restrains the
range of possibilities for a large scale QKD deployment. Here, a new method,
based on up-conversion assisted receiver, for co-propagating classical light
and QKD signals is proposed and demonstrated. In addition, its
performances are compared with an off-the-shelf quantum receiver, equipped
with a standard single-photon detector, over different lengths of an installed
fiber link. The authors’ proposal exhibits higher tolerance for noise in
comparison to the standard receiver, thus enabling the distribution of secret
keys in the condition of 4 dB-higher classical power.

1. Introduction

Quantum key distribution (QKD) aims
at distributing unconditional secure
keys, wuseful for protecting our data
communications.l"?) By exploiting the
properties of quantum mechanics, it is pos-
sible to deliver information theoretic secure
keys which can be used for the encryption
and decryption of data and messages. A
conspicuous number of implementations
(e.g., discrete variable, continuous variable,
differential phase-shift modulation) and
in-field experiments have been carried
out in the last decades, demonstrating the
feasibility of such technology.>~*! However,
multiple open problems are still limiting
the full deployment of QKD in real-world
applications. For example, the low key
generation rate and the co-existence with
the already existing infrastructure for
optical communication, are the central
points for a successful implementation
of this technology on a large-scale. The
first limitation can be surmounted either
by improving the state-of-art devices (i.e.,
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Figure 1. Schematic of classical and quantum communication channels in a dense wavelength multiplexing scheme. Multiple classical transmitters
are combined with a quantum one in a dense wavelength division multiplexing (DWDM) scheme. After the propagation through the communication

channel, the different wavelengths are separated and measured.

by employing higher repetition rate transmitters or better per-
forming single-photon detectors), or by adopting novel quantum
communication schemes with multidimensional modulation.!*"’
In particular, multiple degrees of freedom of light can be em-
ployed simultaneously to enlarge the Hilbert space dimensions,
thus increasing the information capacity of single photons and
enhancing the secret key rate.[''1%] Among the various degrees
of freedom to be adopted for quantum communication, time-
bin encoding is the most suitable for propagation in single-mode
fiber links.['”18] The second open problem, the compatibility with
existing telecommunication infrastructures, is still very challeng-
ing although many solutions have been tested. For example, in
order to co-propagate classical and quantum signals within the
same fiber, various approaches can be adopted: time-division
multiplexing, space-multiplexing, polarization multiplexing, and
wavelength division multiplexing (WDM).['>22] Both time and
space approaches are interesting and promising for future de-
velopment, but the most common and versatile in the current
telecommunication networks is the frequency multiplexing for
serving multiple users.?)! In the WDM technique, different
wavelengths in the C-band are used for sending different data or
to distribute communication between different users. The gen-
eral idea is depicted in Figure 1, in which multiple transmitters
(classical TX A, ) are combined in a dense wavelength division
multiplexing (DWDM) filter and sent over an optical fiber link.
Within the N transmitters, A, is used for quantum communi-
cation and in particular for QKD. At the other end of the fiber
link, a similar filter is used to separate all the different wave-
lengths. Although this configuration is very convenient from a
practical point of view, the quantum signal seriously suffers from
the proximity of the high-intensity classical light, which gener-
ates a large amount of extra noise and thus it limits the overall
performance of the quantum communication. To be more pre-
cise, the interaction of high-intensity laser with the optical de-
vices and fiber link generates photons at different wavelengths
(scattering Raman, Brillouin, and Rayleigh) which can survive
to the DWDM filter, thus resulting in a source of noise for the
fragile quantum signal.**] In addition, the standard components
for optical communication (i.e., optical filters, attenuators, iso-
lators, etc..) are designed and tested for classical intense sig-
nals, which have less requirements in terms of loss and extinc-
tion ratio. We believe that a proper design of new components
(quantum custom components) would help in the development
of large-scale quantum networks. As a matter of that, the co-
propagation of classical and quantum light is very challenging
and the most common and practical solution is lowering the
amount of classical power which is injected in the fiber, in order
to reduce the scattering effects. However, this solution cannot al-
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ways be adapted since in many classical networks the required
input power is 0 dBm, which is the standard value for classical
optical communication. An alternative solution is represented by
the wide-range wavelength multiplexing, in which it is possible
to combine the already existing data traffic in the C-band with a
quantum transmitter in the O-band, as demonstrated in previous
works.[?!l Another effective approach is to employ continuous-
variable (CV) QKD protocols, where homodyne and heterodyne
detection schemes are exploited instead of single-photon detec-
tors, thus enabling a powerful and intrinsic filter of the opti-
cal mode related to quantum signals.[?>*?”] However, CV-QKD
is still limited in terms of secret key rate achievable and trans-
mission distances, as well as of practical security proofs, with
respect to the more advanced and long-studied discrete-variable
(DV) QKD. Therefore, the challenge of exploiting the existing in-
frastructure for dense wavelength division multiplexing of quan-
tum and classical signals in the C-band, for DV-QKD protocols,
is still unsolved. In this work, we propose and demonstrate the
possibility of co-propagating classical and quantum light through
adjacent channels in a dense-wavelength multiplexing approach,
by exploiting the intrinsic filter of a frequency up-conversion re-
ceiver at the single-photon level, combined with the timing per-
formances of silicon single-photon avalanche detector. In addi-
tion, we compared our new scheme with an off-the-shelf quan-
tum receiver, equipped with a standard indium gallium arsenide
(InGaAs) detector, over different channel lengths of a metropoli-
tan deployed fiber.

1.1. Protocol

The QKD protocol used in this experiment is the three-
state Bennett-Brassard 1984 (BB84) protocol with time-bin
encoding.[*?] The quantum states belonging to Z basis are used
for the key generation process, and the X basis is used for the se-
curity check. More specifically, in the Z basis, one of the two time
bins (early and late) is occupied by a weak coherent state, while
the third state in the X basis is the equal superposition of the Z
basis states with zero relative phase, as reported in the top-left
corner of Figure 2. The security of the three-state protocol using
finite-key analysis against general attacks has been demonstrated
and combined with a very efficient one-decoy state scheme, in or-
der to detect photon number splitting attacks.?*3% The secret key
rate (SKR) length (¢) per privacy amplification block is given by:

£ < Df + DE1-h(¢9)] - A o
- 610g2(19/€sec) - logz(z/scorr)
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Figure 2. Setup of the experiment. In the top left corner we report the encoding scheme adopted in the experiment. Legend: Laser C, classical laser;
ISO, isolator; ATT, attenuator; PC, polarization controller; BS, beam splitter; PD, photodiode; DWDM, dense wavelength division multiplexing filter; M,
fiber mirror; Laser Q, quantum laser; IM, intensity modulator; PM, phase-modulator; CIRC, circolator; PBS, polarization beam splitter; PC, polarization
controller; F, filter; UC, up-conversion scheme (full setup in the Supporting Information), InGaAs, single-photon detector based on indium gallium

arsenide; Si, silicon based single-photon detector.

where D and D7 are the lower bounds of vacuum events and
single-photon events in the Z basis, h(-) is the binary entropy
function, ¢7 is the upper bound on the phase error rate and Agc
is the number of bits that are publicly announced during error
correction.!?] Finally, e,.. and e_,,, are the secrecy and correctness
parameters. In our computations we used a block size of 107 bits

= — 109
and e, = €., = 107°.

2. Experimental Setup

In order to validate our hypothesis (i.e. up-conversion detection
is more robust to spurious effects), we have tested the three-state
time-bin protocol (as described above), exploiting weak coherent
pulses and one-decoy method, combined with a classical laser
co-propagating in the same fiber link. As illustrated in Figure 2,
the experimental setup consists of two optical transmitters (clas-
sical CC and quantum-Alice) and three receivers (one classical,
and two quantum: Bob 1 and Bob 2) connected by a metropoli-
tan dark-fiber link in a loop-back configuration. A fiber mirror
is used to reflect the light back to the European Laboratory for
Non-linear Spectroscopy (LENS), where the transmitters and re-
ceivers are located.[’! The installed fiber link is part of a fiber back-
bone provided by the Italian National Institute of Metrological
Research (INRiM). In particular, we have used a QKD transmit-
ter composed of a telecom laser at 1555.70 nm (channel 27 of
the ITU-T (International Telecommunication Union - Telecom-
munication Standardization Sector) 200 GHz grid) followed by
two intensity modulators and a phase modulator.*!! The two in-
tensity modulators (IMs) are used for carving out the different
time-bins and to implement the decoy state method. The phase
modulator (PM) is used to set a random phase between different
time-slots in order to assure the security against coherent attacks.
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The electrical outputs used to drive the IMs are provided by a field
programmable gate array (FPGA), giving a state preparation rate
of 595 MHz. Electrical pulse width is ~80 ps, whereas the ob-
tained optical pulse width is around 100 ps. The PM is driven
by a digital-to-analog converter which uses 8 bit to obtain 28 — 1
different phase values. Furthermore, a pseudo random binary
sequence of 2!2 — 1 bits is used as a key generator, although a
quantum random number generator should be adopted in a real
implementation.?3] Subsequently to the IMs and PM, a vari-
able optical attenuator (ATT) is employed to decrease the mean
photon number per pulse to the quantum regime. The second
transmitter (classical, CC in Figure 2) consists of a continuous
wave (CW) laser at 1557.36 nm (channel 25 of the ITU-T 200
GHz grid) to emulate a classical communication link. The CC
transmitter is then composed by an optical isolator, a variable op-
tical attenuator, and a beam-splitter (BS), which allows to moni-
tor in real-time the optical power co-propagated in the fiber link.
To be noted that although we did not encode any data transmis-
sion on the classical channel, a CW laser is perfectly able to emu-
late such a system for our proof-of-concept experiment. The clas-
sical and the quantum light are then combined by means of a
DWDM filter, whose output is connected to the deployed fiber.
After being reflected back by the fiber mirror, the light passes
again through the same DWDM device, which separates the two
different wavelengths (quantum and classical). The classical light
is then measured at the output of the BS using a photodiode. As
illustrated in Figure 2, the experimental setup consists of two op-
tical transmitters (classical CC and quantum-Alice) and three re-
ceivers (one classical, and two quantum: Bob 1 and Bob 2). On
the contrary, the quantum light passes through the optical circu-
lator (port 2) and is propagated through the exit (port 3). Here,
we performed projective measurements in the Z and X bases.
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In particular, in the Z basis, the fiber is connected directly to
one of the two detection schemes (Bob 1 or Bob 2), while and
in the X basis the quantum states are sent to a free-space delay-
line interferometer (with 4 dB loss) before reaching the detector,
in order to monitor the relative phase within the two time-bins.
The two single-photon detection schemes are, respectively, an up-
conversion module B (from 1555.70 to 631.90 nm), followed by a
silicon-based photon counter from Micro Photon Devices [33 and
a free-running fiber-based InGaAs single-photon detector from
ID Quantique (ID221). The detailed scheme of the up-conversion
setup is reported in the Supporting Information. Finally, a time-
tagging unit, which is synchronized with the FPGA through an
electrical clock signal, collects the measurement outputs from
the detectors.

Although the total length of a round-trip in the fiber is about
40 km, with an overall loss of 21 dB, we have decided to use only
a portion of this fiber as a quantum channel, in order to emulate
different link configurations (i.e., 3, 5, and 8 dB of channel loss).
In addition, the loss of the two detection systems, combined with
the loss of the interferometer, has limited our ability to distribute
the quantum signals over the entire link. It is important to notice
that these restrictions are not limiting the overall idea, but the
same principle can be tested in longer fiber links by accurately
designing the QKD setup. Another important point to be men-
tioned is that although the actual quantum channel is shorter
than the overall length of the fiber, the noise introduced by the
the classical light is generated over the entire fiber link. In this
condition, the noise level is overestimated with respect to the typ-
ical case of application.

3. Up-Conversion Assisted Detector

The up-conversion module is built with a high-finesse laser cav-
ity (confined by mirrors DM1-DM3) in which a Nd:YVO4 crys-
tal emitting at 1064 nm is pumped by an external laser diode at
808 nm.[*®] Inside the cavity, a 40 mm nonlinear crystal is located
in such a way that the intra-cavity field propagates in the direction
of the poling. The quantum light at 1555.70 nm (corresponding
to channel 27 of the ITU-T grid) is focused into the nonlinear
crystal, where it is up-converted into 631.90 nm, which exits the
cavity through DM2. More details on the up-conversion setup are
reported in the Supporting Information. In Figure 3 we report
the phase-matching profile of the up-conversion process, which
acts as an intrinsic wavelength filter with a 3 dB bandwidth of
0.8 nm. In order to filter out the noisy nonlinear emission gen-
erated by the pump laser, four off-the-shelf optical filters (short-
pass 650 nm, long-pass 600 nm, and two band-pass with 10 and 5
nm of bandwidth) are inserted before the free-space silicon-based
single-photon counter (Micro Photon Devices, with a quantum
efficiency of 40% around 632 nm.*”!) In our experiment, the over-
all efficiency of the up-conversion detector (including the conver-
sion efficiency, filtering, coupling, and silicon detector) is 2%,
with an overall dark count rate of 11 kHz. With respect to our
working point, the pump power at 1064 nm could be further in-
creased to enhance the conversion efficiency (although, in this
way, the dark count noise would be raised as well). On the con-
trary, the commercial InGaAs detector exhibits 20% efficiency
and 700 Hz of intrinsic dark count rate. However, even though
the conversion process adversely affects the signal-to-noise ra-
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Figure 3. Phase matching profile. Up-converted power (normalized) as a
function of the input wavelength in the nonlinear crystal. The phase match-
ing condition of the up-conversion process is optimized by 1555.70 nm of
wavelength (channel 27 of the ITU-T grid), with a 3 dB bandwidth of 0.8
nm.

tio of the silicon detector, the up-conversion receiver still out-
performs the InGaAs detector in terms of timing performances,
thanks to the higher count rate (77 ns dead time) and ultra-low
timing jitter (34 ps) of the Micro Photon Device module.”! By
contrast, the InGaAs detector requires a longer dead time (20 ps)
in order to avoid the high after-pulsing noise, which is further
enhanced in the working condition of 20% detection efficiency
(condition which, on the other hand, is necessary to optimize the
timing jitter to ~ 200 ps).

4. Noise Evaluation and Filtering

In order to set the wavelength of the classical laser, we have de-
cided to characterize the noise generated in our experimental
setup, including the metropolitan fiber link and the DWDM de-
vice. Based on the assumption that the quantum laser was fixed
at channel 27 due to the up-conversion module (see Figure 3), we
have decided to evaluate the amount of spurious light scattered
within the bandwidth of channel 27, as a function of the wave-
length of the classical laser in input. The experimental setup for
this characterization is reported in Figure 4a. By using the 200
GHz DWDM filter and a tunable laser source, we have tested
one-by-one all the different ITU-T channels from 21 to 51 (at
0 dBm of input power) and we have measured the count rate at
the output of channel 27 with an InGaAs single-photon detector.
The normalized noise counts (after removing the averaged dark
counts of the detector) are reported in Figure 4b. It is clear that
channel 25 was found to introduce the highest noise counts in the
quantum channel. The reason of this could be the specific con-
figuration of our experimental setup, including device imperfec-
tions of the DWDM filter. Anyway, the noise counts were found
to be independent from polarization. Based on this result, chan-
nel 25 was selected as the wavelength of the classical laser in our
experiment, in order to test the QKD protocol under the worst
condition of noise.
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Figure 4. Noise characterization of the experimental setup. Noise counts

within the bandwidth of channel 27 are reported as a function of the dif-

ferent wavelength (b) of a tunable laser entering the DWDM device (a).

Furthermore, since the up-conversion unit is both polarization
dependent (due to the nonlinear process) and wavelength depen-
dent (see Figure 3), we have decided to include analogous advan-
tages also in the InGaAs receiver, as depicted in Bob 1 setup, by
adding off-the-shelf devices in front of the InGaAs single-photon
detector. Specifically, we employed a polarizing beam splitter
(PBS) and a 100 GHz band-pass filter of channel 27, exhibiting
0.64 nm of 3 dB bandwidth and >40 dB of extinction ratio be-
tween channels 25 and 27. In addition, we decided to test both
receivers in the condition of orthogonal polarization directions
of quantum signals and residual classical noise incoming at the
QKD detector. To do so, we have included a polarization controller
(PC) in the CC transmitter, and we have tuned it in order to min-
imize the amount of noise counts into both detection systems.
In Bob 1 setup, the PBS and the 100 GHz filter are used to filter
out the noise from classical light before the InGaAs detector, with
an overall insertion loss of 6 dB. In Bob 2 setup, polarization and
wavelength filtering are provided inherently by the up-conversion
process. Another PC is put in front of both receivers, in order to
align the polarization of quantum light with the filtered direction.

Adv. Quantum Technol. 2021, 2000156
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To be noted that the polarization drift in a deployed fiber is slow
with respect to the typical QKD acquisition time, as demonstrated
by the long-term acquisitions reported in previous works.(*38

Finally, temporal filtering of the time-bin windows is used to
post-select the acquired clicks from both detectors.

5. Results

In order to test the QKD protocol, the experimental parameters
(such as the mean photon number of signal and decoy states, and
their probability of preparation) were mathematically optimized
for the two types of receiver, in order to maximize the secret key
rate achievable at the different channel lengths. The detailed val-
ues that we set are reported in the Supporting Information. We
experimentally measured the quantum bit error rate (QBER) ex-
hibited by the two receivers in the two mutually unbiased bases,
for different classical power levels at the DWDM input, ranging
from —20 to +8 dBm. The results are reported in Figure 5a,b,d e.

After the collection of the data, by using Equation (1) we esti-
mated the secret key rate achievable with the two receivers, that is
reported in Figure 5¢,f. The black line represents the numerical
simulation of the QKD performance in the back-to-back configu-
ration, that is, without using the metropolitan fiber as transmis-
sion channel and without co-propagating the classical laser. The
experimental data acquired in this configuration are given by the
filled circles in Figure 5.

6. Discussion

In this proof-of-concept experiment, we tested the ability of the
up-conversion-assisted QKD to tolerate more noise in the quan-
tum channel, as compared to a standard detector. The final fig-
ure of merit is represented by the secret key rate, which is a
fundamental parameter in the telecommunication system (the
higher the key generation rate, the faster is the key refresh rate
for data encryption). More specifically, we reported in Figure 5c,f
the amount of secret key (bit per s) as a function of the channel
losses for different classical power levels. It is quite clear that, al-
though the up-conversion scheme is inherently affected by high
dark count rate (about 11 kHz) and low overall detection effi-
ciency (around 2%), which also limit the transmission distance
of QKD, the amount of tolerable classical power is 4 dB larger for
this receiver, both at 3 and 5 dB channel loss. As an example, by
considering 5 dB channel loss, Bob 1 can tolerate up to —12 dBm
of input power, as shown in Figure 6b. Since the 5 dB quantum
channel is only a portion of the overall 21 dB attenuation in the
loop-back fiber link, the actual launch power of classical light in
the quantum channel is —28 dBm, corresponding to —12 dBm
of power at the DWDM input. On the other hand, at the same
channel loss of 5 dB, the up-conversion assisted Bob 2 can toler-
ate up to —8 dBm of input power (corresponding to —24 dBm of
launch power in the quantum channel). An overall gain of 4 dB in
telecommunication systems is a big step since it makes possible
at least to double the amount of data transmitted into the single
mode fiber, in order to enhance the signal-to-noise ratio, thus de-
creasing the amount of errors. The same behavior is reported in
the case of 3 dB quantum channel, as reported in Figure 6a. This
figure gives a clear indication that the up-conversion receiver for
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Figure 5. Experimental results. Each point represents the averaged quantum bit error rate and secret key rate, as a function of channel loss, experimentally
acquired in the back-to-back configuration (B2B) and for the different power levels of the classical laser entering in the DWDM device, ranging from
—20to +8 dBm. a,b,d,e) Quantum bit error rate in the Z and X basis, measured with the InGaAs detector and the up-conversion unit, respectively. c,f)

Secret key rate achievable by the two different QKD receivers.

QKD can tolerate more optical power in the quantum channel, at
least for short-link configurations.

The advantage of the up-conversion unit, as compared to the
standard QKD receiver, is the intrinsic filter in polarization and
wavelength provided by the non-linear crystal, that is combined
also with the silicon-based single-photon detector, exhibiting far
better timing performances than the InGaAs detector. In partic-
ular, the ultra-low timing jitter (35 ps) provided by the silicon
detector, allows for a more efficient post-selection filter of the
time-bin windows, thus reducing the impact of dark and noise
counts. In addition, the shorter dead time of silicon detector
(77 ns) enables a higher click rate than the InGaAs detector,
which is typically limited by saturation effect. Conversely, the
up-conversion detector exhibits very high intrinsic noise, due to
the multiple nonlinear effects and scattering generated by the in-
tense laser pump at 1064 nm. With this setup, our up-conversion
receiver can work only for short-distance QKD, below 6 dB chan-
nel loss, as shown in Figure 5f. Nonetheless, state-of-the art sys-
tems for up-conversion detectors of single-photon signals in the
C band, have demonstrated a very high overall efficiency above
30%, with a dark count rate as low as 100 Hz, thus enabling
quantum communication up to 45 dB of channel loss.***! Fur-
thermore, it is important to notice that although we have used
a bulky and custom home-made system (which requires the pre-
alignment of the free-space silicon detector), the nonlinear crystal
could be integrated in photonic platforms for a more efficient and
stable solution.[*?]

Regarding the InGaAs detector, we would like to stress once
again that we have used a commercial device, equipped with
an off-the-shelf band-pass filter of 100 GHz bandwidth, com-
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bined with a polarization beam splitter for polarization filter-
ing. Ad-hoc components could be used and designed for im-
proving the signal-to-noise ratio of the InGaAs detector, but our
idea was to compare the up-conversion unit, which intrinsi-
cally offers a filter action, with a standard commercial quantum
receiver.

Finally, another important point to be considered in the key
generation process, is the amount of time required for the key es-
tablishment. In particular, the acquisition time necessary to col-
lect a block size of raw key bits depends on the click rate of the
detector, thus the acquisition is expected to be faster with the up-
conversion receiver. In our experiment, to collect a block size of
107 bits at 5 dB channel loss, the acquisition takes about 3 min
with the up-conversion unit, and 10 min with the standard re-
ceiver.

In conclusion, we have demonstrated that by exploiting an up-
conversion unit, in a quantum key distribution scheme, is possi-
ble to tolerate higher classical power in the optical channel com-
pared to a standard InGaAs detector equipped with off-the-shelf
filtering devices. This proof-of-concept experiment represents a
pivotal step toward the full integration of quantum and classi-
cal light within the same infrastructure. Furthermore, we believe
it can pave the way to wider quantum applications in the de-
ployed infrastructure.
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