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Abstract: Quantum key distribution (QKD) allows the distribution of cryptographic keys
between multiple users in an information-theoretic secure way, exploiting quantum physics.
While current QKD systems are mainly based on attenuated laser pulses, deterministic single-
photon sources could give concrete advantages in terms of secret key rate (SKR) and security
owing to the negligible probability of multi-photon events. Here, we introduce and demonstrate
a proof-of-concept QKD system exploiting a molecule-based single-photon source operating at
room temperature and emitting at 785 nm. With an estimated maximum SKR of 0.5 Mbps, our
solution paves the way for room-temperature single-photon sources for quantum communication
protocols.

© 2023 Optica Publishing Group under the terms of the Optica Open Access Publishing Agreement

1. Introduction

Quantum key distribution (QKD), i.e. the distribution of cryptographic keys exploiting the
principle of quantum mechanics, is the most advanced technology in the field of quantum
communication and represents the first concrete step towards the realization of the quantum
internet [1–3]. In particular, QKD allows two or more users to exchange cryptographic keys
which are used to ensure secure data communication in an information-theoretic-secure way.
Although a few companies and startups are already active in the worldwide market, there are
multiple factors that are currently limiting a full deployment of QKD technology. These can be
cast in four different categories: the maximum link distance [4–6], the amount of key generation
[7,8], the coexistence of quantum signals with classical communication channels [8,9] and the
security parameters of the implemented QKD systems [3].

In fact, current QKD systems (considering only discrete variable systems) are mainly based on
so-called weak coherent pulses (WCP), where a coherent quantum state is prepared with a strongly
attenuated laser approaching the single-photon regime to emulate quantized light emission. Since
multi-photon events in coherent states are still possible, it is necessary to decrease the amount of
information which can leak to the eavesdropper. A possible solution was put forward by using
decoy states (i.e., a random change of the laser intensity over time) [10,11]. Despite being well
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established in the community, the decoy state method brings a relevant risk through the opening
of back doors in the quantum communication systems [12]. In contrast, high purity single-photon
sources (SPS) bring advantages both with regard to the secret key rate (SKR) and in terms of
security. This is due to the very low probability of multi-photon events.

Despite the great advancements achieved by SPSs in the solid-state, the application to quantum
communication remains barely explored, with only few experiments showing the ability to
generate quantum keys by exploiting a deterministic SPS. The examples in the literature involve
quantum dots [13–24], transition metal dichalcogenides (TMDCs) [25] and color centers in
diamond [26], where promising results were obtained in terms of key generation rates as
compared to standard QKD systems. The interest in the field is also confirmed by recent
theoretical studies which explore the advantage of non-standard excitation schemes for enhanced
quantum cryptography performances [27]. However, the systems used in most of the above
mentioned experimental QKD demonstrations need cryogenic temperatures, which involve high
costs and limited portability. In this context, it is worth highlighting the experiments employing
single-photon sources working at room temperature [26,28,29], all exhibiting emission in the red
or near-infrared band. Among these demonstrations, we point out Zeng et al. [28], who have
achieved the most promising results in terms of secret key rate and link-budget up to about 29 dB,
exploiting a passive transmitter source based on hexagonal boron nitride (hBN), and Leifgen et al.
[26], only authors to have implemented a real-time polarization-encoding technique, achieving
an overall link-budget of about 15 dB.

Here, we characterize a single-molecule as a triggered SPS operating at room temperature
for QKD experiments. In particular, we demonstrate the feasibility of a BB84 protocol with
polarization encoding of the single-photon states generated by the molecule, in a free-space
laboratory link. We report better or competitive results with respect to the state-of-the-art-
experiments at cryogenic or room temperature [13–15,26,28], both in terms of source efficiency
and of expected SKR. Furthermore, we present a detailed calculation of the achievable SKR
upon optimization of the optical setup, of the nano-photonic configuration and of the integrated
molecular emitter, demonstrating a competitive solution even against protocols using decoy states.
Considering the maximum expected SKR of 0.5 Mbps resulting from the reported measurements
and the potential for future improvement, this technology could boost the deployment of single-
photon sources for QKD applications and more generally for different quantum communication
protocols.

2. Single-photon source and experimental setup

Single molecules of polyaromatic hydrocarbons (PAH) in suitable host matrices have proven to be
excellent quantum light sources [30–33]. Certain guest:host systems show bright single-photon
emission of high purity even at room temperature [34–37] and excellent photostability in long-term
measurements [38]. At cryogenic temperature, PAH molecules emit highly indistinguishable
photons [31,39], enabling more complex quantum communication protocols [40] or linear optic
processing [41]. Molecular quantum emitters are suitable for the integration in hybrid photonic
structures too, allowing for an almost 100% collection efficiency [42,43]. Furthermore, their great
advantage in quantum photonics arises from the simple recipes used for the device preparation,
producing large ensembles of nominally identical molecules at low cost.

In our experiment, single dibenzoterrylene molecules are embedded in anthracene nanocrystals
(DBT:Ac) and used as room-temperature SPS (see Ref. [35] for details on the nanocrystals
growth). In the zoom-in of Fig. 1 the molecular structure of the DBT:Ac system and the sample
configuration is shown. The nanocrystals are dispersed on a silica substrate, covered with a thin
film of polyvinyl alcohol (PVA) for protection against matrix sublimation, and finally coated with
gold. This photonic scheme, in combination with an oil-immersion objective on the substrate
side, allows for an enhanced collection efficiency in a robust and planar geometry with a simple
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fabrication process [44], which is limited to thin-film deposition and metal coating and results in
an overall sample preparation time of about one hour.
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Fig. 1. Experimental testbed for room temperature QKD: Alice: Single dibenzoterry-
lene molecules embedded in anthracene nanocrystals (DBT:Ac) are integrated in a planar
multi-layer photonic structure for collection enhancement (zoom-in). An epifluorescence
confocal microscope with oil-immersion objective is used to trigger and collect the emission
of single-photon packets with 50-picosecond long laser pulses at 766 nm and 80 MHz
repetition rate. The pump laser is filtered-out with a long-pass filter (LP), four quantum
states are encoded in the single-photon polarization (|H⟩, |V⟩, |D⟩ and |A⟩) by means of
a half-wave (HWP) and a quarter-wave plate (QWP). Variable attenuators (VA) emulate
channel losses. Bob) At the reflection of a beam splitter (BS), a HWP and a polarizing
beam splitter (PBS) are used to discriminate between |D⟩ and |A⟩ at the free SPAD D1. At
the BS-transmission port, photons are fiber-coupled and a fiber polarization control (PC)
is optimized to route the |H⟩ and |V⟩ states at the two outputs of a fiber PBS, respectively
connected to fiber SPADS D2 and D3.

The home-made and compact optical setup developed for this work is shown in Fig. 1, where
the source, the transmitter (Alice) and the receiver (Bob) parts are highlighted. An electron-
multiplying CCD (EMCCD) camera is used to initially image the sample and select the optimal
DBT:Ac nanocrystals in terms of fluorescence intensity. Single DBT molecules are then excited
confocally through a vibrational state of the electronic transition with a linearly polarized pulsed
laser, operating at a central wavelength of 766 nm and with a 80 MHz repetition rate. The laser
polarization is optimized to match the induced molecular dipole, which is typically parallel to the
substrate plane [38], and fluorescence in the range 780 − 830 nm is collected and separated from
the pump light via a combination of a 30 : 70 (R:T) beam-splitter and a long-pass filter. In this
experiment, the excitation laser is also employed directly as a WCP source for comparison with
the decoy state method.

Alice station makes use of an achromatic half-wave plate and a quarter-wave plate for the
preparation of the quantum state, encoded in the polarization of each single-photon pulse. For
this proof-of-concept demonstration the waveplates are manually rotated to switch among the
horizontal (H), vertical (V), diagonal (D) and anti-diagonal (A) polarizations, in order to realize
the four-state BB84 QKD protocol. The polarization-encoded photons are then sent through a set
of neutral density filter attenuators to emulate the effect of channel losses over a broad dB range,
hence mimicking the transmission over long distances.
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The photons received by Bob are analyzed with a passive choice of the measurement basis. A
beam splitter (BS) is used to reflect photons into a free-space channel, where the combination of
a half-wave plate, a polarizing beam-splitter and a free-space Single-Photon Avalance Detector
(SPAD, D1) is used for the discrimination between |D⟩ and |A⟩ states. In particular, a manual
rotation of the half-wave plate is applied to switch the detection between the two states. The
transmission of the BS is coupled to a single-mode fiber polarizing beam-splitter (PBS) where
fiber polarization controls (PC) are optimized to discriminate state |H⟩ and |V⟩ at one or the other
fiber SPAD connected at the outputs, respectively (D2 and D3). Such fiber setup is also employed
in a Hanbury-Brown-and-Twiss (HBT) configuration for the measurement of the second-order
correlation function, during the preliminary SPS characterization. Finally, the detected photon
counts and arrival times in the four channels are recorded via a multi-port time-tagging system.

3. Results

As a first step, we characterize the DBT SPS in terms of multi-photon probability and collected
photon rate, by analyzing the second-order correlation function g(2)(τ) and the collected photon
flux as a function of pump power. This is done for different molecules and the results are
shown in Fig. 2. In panel (a), the normalized histogram of the inter-photon arrival times,
which approximates g(2)(τ) for small time delays, is reported for the photon streams collected
at D2 and D3 in the HBT configuration. The suppressed peak at zero-time delay gives
evidence of the extremely low multi-photon emission probability. Considering the expression
g(2)(τ) = g(2)(0)exp(−|τ |/τc)+

∑︁
n exp(−|τ+nT |/τc), where the n-index runs on the order number

of the lateral peaks, τc is the dip characteristic time and T the laser repetition period, we retrieve
from the best fit to the data τc = (3.6±0.1)ns. For a more accurate evaluation of the single-photon
emission purity we fit the data measured for the same molecule at half of the laser repetition rate
(see inset of Fig. 2(a) where the suppressed peak can be clearly distinguished, and we obtain
g(2)(0) = 0.02±0.01. This result is compatible with the characterization of the nanocrystal source
reported in Ref. [35]. Considering only Bob’s side in Fig. 1, the overall collected single-photon
rate is measured at D1 by summing the contributions from states |D⟩ and |A⟩ and accounting for
the BS reflection and to the losses of Bob free space channel, namely the optics ηopt,B ∼ 80%
and detector efficiency ηdet = (30 ± 2)%. Owing to the broad molecule’s emission spectrum at
room temperature (∼ 50 nm), ηdet is experimentally estimated by calibration against power-meter
measurements for different laser wavelengths and calculating the weighted average, based on the
spectral-intensity distribution. Bob’s efficiency is then given by the product ηBob = ηopt,B · ηdet. A
typical result for the collected photon rate as a function of laser power is shown in Fig. 2(b). The
experimental data follow a characteristic saturation behaviour, yielding a maximum collected
count rate of R∞ = (10 ± 2)Mcps (see Supplement 1 for the fit Eq. S1). In particular, the
operational pump power P selected for the QKD experiments discussed below is chosen so
as to optimize the trade-off between single-photon purity, quantum bit error rate and source
efficiency (see Supplement 1). The resulting mean photon number is obtained by dividing the
corresponding collection rate by the laser repetition rate, which for the case of the saturation
curve in Fig. 2(b) yields µmol = 0.08 ± 0.01 and is among the best values reported for solid-state
single-photon sources for QKD [13,15,26]. Repeating the procedure on 16 molecules in different
nanocrystals leads to the distribution displayed in the inset of Fig. 2(b). The inherent variability is
likely due to different factors, such as the different local crystalline environment at the molecular
dipole position (i.e. different distance to the nanocrystal surface and interface effects), as well
as the distance to the gold film (see inset of Fig. 1), which provides optimal enhancement for a
value of ∼ 100 nm (see also the Discussion section).

We employ here the previously characterized single-photon pulses as polarization-encoded
qubits in a four-state BB84 QKD protocol for the key generation [3]. For each of the four
discrimination channels described in the previous section, the quantum bit error rate (QBER)

https://doi.org/10.6084/m9.figshare.21842973
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Fig. 2. Characterization of single-photon emission: a) Normalized histogram of photon
coincidences in HBT configuration (red dots) and fit to the data (solid black line) for the
second-order correlation function g(2)(τ). inset) Zoom-in of the central suppressed peak
for data measured under 40 MHz repetition rate (purple dots) and associated fit (solid black
line). b) Collected single-photon rate as a function of laser pump power (black dots) and
fitted saturation function (black solid line). Distribution of mean photon number values for
16 molecules in different nanocrystals (inset).

is evaluated after state preparation of |H⟩, |V⟩, |D⟩ and |A⟩, yielding an average QBERmol of
3.4 ± 0.2% in the back-to-back configuration. In Fig. 3(a), the matrix of the normalized counts,
using single-photon emission in each output channel for a given input channel (equivalent to
the outcome distribution for the four set of states), is presented in a 3D colour map for the best
case scenario of zero channel losses, corresponding to having no attenuator in Fig. 1. In panel
(b), we report the state preparation matrix using an attenuated laser (i.e., WCP) with a mean
photon number per pulse of µWCP = 0.50 ± 0.03. To quantify the fidelity of the states and the
transmission effects we resort to the expression of fidelity F(p, r) = ⟨

∑︁
i(piri)

1/2⟩ [45], where
pi and ri are the experimental and theoretical elements of the probability distribution for each
polarization state, and ⟨·⟩ stands for the average over the four considered states. We note here,
that pi is obtained from the matrix shown in Fig. 3 (experimental outcome distribution) upon
normalization (probability distribution). Hence, the fidelity yields, (99±1)% and (99.78±0.03)%
for the single-photon state and the WCP with µWCP = 0.5, respectively. This result attests to the
robustness of the molecule-based proposed testbed.

To determine the expected SKR as a function of the channel loss we can experimentally
evaluate the corresponding QBERs by inserting a varying set of attenuators (see Fig. 1). The
weighted average QBER is shown in Fig. 4(a) as a function of the channel loss, ηchannel. We show
the experimental results for a WCP source at µWCP = 0.5 and two different molecules exhibiting
different µmol = 0.08 and µmol = 0.04. By using the total loss η = ηBob · ηchannel, we can fit the
QBER of the molecule-based source using

QBERmol =
PD/2 + edet Pmol

PD + Pmol
(1)

to extract a value for the detector dark counts (PD) and the detection error probability (edet). The
signal is given by Pmol = η µmol. The best fits give a PD in the range 0.4 − 4 × 10−6 counts per
pulse, while edet = (3.9 ± 0.5)% for a molecule with µmol = 0.08 ± 0.01 counts per pulse. In
particular, a relevant contribution to edet can be ascribed to the non-optimal efficiency of the
wave-plates and fiber PC over the molecules’ broadband emission spectrum at room temperature.
This can be improved by adding a band pass filter (40 nm – see blue results in Fig. 4), which
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a) b)

Fig. 3. Outcome distribution in the output discrimination channels for the set of four
input states |H⟩, |V⟩, |D⟩ and |A⟩, in the case of zero channel losses (a) for the single-
photon emission - fidelity F = (99 ± 1)% (b) and for the WCP with µWCP = 0.5 - fidelity
F = (99.78 ± 0.03)%, respectively.

yields edet = (2.0 ± 0.2)% but to the detriment of µmol = 0.04 counts per pulse. Similarly, for the
WCP case we can fit the QBERWCP by replacing Pmol in Eq. (1) by PWCP = 1 − exp(−η µWCP)

to take into account the Poisson distribution of the photon number per pulse [46]. The best fit
leads to a similar PD as above and to edet = (0.8 ± 0.1)%. We are now in the position to evaluate
the expected SKR as a function of channel loss. For the SPS case with molecules, multi-photon
events are strongly suppressed, as characterized by the second order correlation at zero time delay
g(2)(0) ≃ 0.02 discussed in more detail above. This leads to a small multi-photon probability
given by Pm = µ

2
molg

(2)(0)/2 [47]. To evaluate the SKR in this case we use the expression derived

0 10 20 30 40

102

104
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Fig. 4. QKD channel characterization: a) QBER as a function of total losses for two
different molecule-based SPSs (with and without band pass filter) and for a WCP source.
Scattered points stand for the experimental data while the corresponding lines are fits to
Eq. (1). b) The lines show the extracted SKRs based on the experimentally determined
detection error probability (edet) and dark counts for the molecule source and for the WCP
SKR, without decoy and with decoy [46] (see Supplement 1). The scattered points are
based on the measured QBERs for different channel attenuations. In addition, we show
with the gray and black lines and shaded area the expected SPS-source SKR with an ideal
µref = 0.3 − 0.5 (assuming the same QBERmol as in the left figure).

https://doi.org/10.6084/m9.figshare.21842973
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in Ref. [14] (see Supplement 1 for details, Eq. (S2)). The SKRSPS together with the experimental
data points obtained with single molecule sources at room temperature are shown in Fig. 4(b).

As a comparison, we show the SKR that would be obtained using a WCP laser. We also
compare the efficient vacuum and weak decoy state method proposed by Ma and co-workers
[46], assuming an optimal choice of µdec ≃ 0.5 and decoy νdec ≃ 0.05 (see Supplement 1 for
further details on the employed equations). We show in the same figure the case, where no decoy
state is used for the attenuated laser source. This situation is more relevant to the comparison
with the SPS, which does not require decoy states to be secure. To compute the simulation of
the weak-coherent QKD protocol without decoy, we have used the results from Ref. [48] (see
Supplement 1 for more details).

For the purpose of illustrating the potential of our room-temperature molecular SPS platform,
the expected SKR for an average number of photons per pulse between µref = 0.3−0.5 is depicted
in Fig. 4(b) as an ideal case scenario (assuming the same QBERmol as in the left figure).

4. Discussion

We observe that the developed SPS is already competitive with respect to the attenuated laser
case. Moreover, the current experimental results appear very promising when compared to
other state-of-the-art experiments employing solid-state quantum emitters [13–15,26]. The
proposed molecular source can be advantageous especially when considering its room-temperature
operating condition, as opposed to semiconductor epitaxial quantum dots that are used at cryogenic
temperatures.

A protocol implementing decoy states with attenuated lasers offers higher SKRs compared to
our 8%-efficiency source. In Fig. 4(b), the almost one order of magnitude difference between
the SKR achieved with the SPS versus the WCP with decoy state, clearly shows that the use of
our SPS platform for QKD applications would benefit from further optimization. The picture
changes quickly if one considers higher efficiency values, albeit with the same g(2)(0). The
SKR extrapolated for the ideal case scenarios of molecules exhibiting a µref between 0.3 and
0.5 demonstrates that molecule-based SPSs could bring a key advantage upon optimization, as
discussed in more detail below. If we focus on the single-photon case, we already achieved an
expected SKR of ∼ 0.5 Mbps for the back-to-back configuration (green circles) and, as a second
reference point, ∼ 80 bps for 27 dB channel losses (blue circles). These values are already better
or competitive with the best ones obtained in the literature for cryogenic SPSs [13–15] or room
temperature SPSs [26,28,29]. In some of these implementations, longer telecom wavelengths are
used and include quantum dots, nanowire quantum dots, colour centers in diamond and epitaxial
quantum dots. Longer wavelengths lead to larger losses on Bob’s side due to less efficient photon
counting at these wavelengths [13]. They are instead optimal for fiber-based communication
networks.

As discussed above, to achieve an even higher SKR with a SPS the mean photon number
has to be increased, as illustrated by µref in Fig. 4(b). The molecular mean photon numbers
can be enhanced upon realistic optimization of the experimental configuration. First, we need
to consider the different contributions to µmol = ηopt,Aηcolηmol, which are the efficiency of the
optics on Alice side (ηopt,A - see Fig. 1), of the collection (ηcol) and of the molecule emission
(ηmol), respectively. In particular, ηopt,A = 0.54 ± 0.02 is given by the measured transmittivity of
all the components along the optical path from the sample to the attenuators (Alice side). The
evaluation of ηcol is a geometrical factor based on the simulation of the angular emission profile
and is calculated numerically by modelling the sample multilayer presented in the inset of Fig. 1.
The molecule emission dipole is placed into a nanocrystal with thickness of 500 nm. In Fig. 5(a),
the resulting collected flux is compared to the total flux including also non-radiative losses for
two values of the dipole distance from the gold layer, i.e. the optimal condition d1 = 90 nm for
enhanced collection, and a worst case d2 = 300 nm. Bigger values are not considered because of

https://doi.org/10.6084/m9.figshare.21842973
https://doi.org/10.6084/m9.figshare.21842973
https://doi.org/10.6084/m9.figshare.21842973
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the occurrence of interface effects due to the vicinity of the crystal surface, which would result in
non-optimal photophysical properties of the molecule’s emission which are instead not observed.
Correspondingly, we can extrapolate the two bounds for the collection efficiency for our objective
numerical aperture (NA=1.3 - grey vertical line in the figure) yielding ηcol,1 = 0.74 ± 0.06 and
ηcol,2 = 0.44 ± 0.08. As final contribution to µmol to consider, ηmol = QYηpumpON% depends
on the quantum yield of the emitter QY , on the pumping efficiency ηpump and on the ON-times
of the molecule ON%, defined as percentage of emission events over excitation cycles. This
latter parameter can be evaluated from the g(2)(τ) at long times, which is shown in panel (b)
and is measured under CW excitation for clarity. In particular, from the drop of normalized
counts at long times we can extrapolate the average trapping time in the dark triplet state and
hence ON% = 0.77 ± 0.05 [49,50]. Secondly, the pumping efficiency can be expressed as
ηpump = Pe,∞

R(P)
R∞

, with Pe,∞ excitation probability and R(P)
R∞

ratio between the collected rate at the
operational laser power and the maximum rate. Assuming as excitation probability Pe,∞ = 0.75,
which is the maximum value at room temperature [51], we obtain ηpump = 0.47±0.07. Hence, we
can extrapolate the quantum efficiency for the two considered cases of dipole distance, yielding
QYex,1 = 0.6 ± 0.1 and QYex,2 = 0.9±0.1

0.3. These values are lower than the almost unitary QY
displayed by several PAH molecules [52], but this is motivated by the room-temperature operation
at which the QY can be strongly reduced owing to temperature dependent non-radiative decay
pathways.
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Fig. 5. a) Normalized photon flux as a function of the objective numerical aperture NA.
The photon flux is calculated for the sample multilayer shown in Fig. 1 and composed of
120 nm of gold film and 500 nm-thick nanocrystals in PVA on a glass substrate, and is then
normalized to the emission in a homogeneus medium of anthracene. The collected flux
(solid line) is compared to the total flux (dashed line) integrated in the full 4π solid angle
around the dipole emitter. Colours stand for different dipole distances di from the gold layer.
b) Experimental data (dots) for the g(2) at long times and fit (line) describing a three-level
system dynamics [50].

Finally, based on the estimation of all the involved experimental parameters contributing
to µmol, we can extrapolate the reference value µref in the ideal case scenario in terms of
sample configuration and setup optimization. If we consider the demonstrated 99% collection
efficiency for organic molecules in Ref. [43], a realistic improvement of the optics efficiency
up to η∗opt,A = 90%, and the upper bound to the pumping efficiency η∗pump = Pe,∞, we can obtain
µref = η

∗
opt,Aη

∗
colη

∗
pumpQYexp,iON%, yielding µref ,1 = 0.31 ± 0.06 and µref ,2 = 0.5 ± 0.2 for the two

estimated values of the QYexp,i.
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This considered, the combination of molecule-based emitters and an optimal optical configura-
tion would bring beyond the break-even point and become advantageous with respect to the use
of weak coherent pulses and decoy states.

5. Conclusion

In conclusion, we successfully implemented a proof-of-concept QKD setup employing a
deterministic single-photon source operating at room temperature. The results, in terms of
expected SKRmol (0.5 Mbps at zero losses), are competitive with state-of-the-art experiments - at
cryogenic and room temperature - and can be further improved in the near future by optimizing
the nano-photonics of the sample configuration and the optical setup. In this regard, taking
into account all the experimental contributions to the overall source efficiency and analyzing in
detail the margin for improvement, we have evaluated the achievable SKRmol of the molecular
emitter demonstrating the potential advantages in using the generated single-photon states even
compared to the decoy state performances.

Thanks to the room-temperature operation and long-term photostability of the emitter, the
proposed hybrid technology is especially interesting for satellite quantum communication. An
ultra-compact and cost-effective QKD setup configuration can be envisioned for the integration in
a next-coming satellite quantum-encrypted network, or in a CubeSat for preliminary testing and
experiments. Moreover, upon down-conversion to telecom wavelengths [53,54] the system can
also be efficiently operated in fiber communication networks. Considering a future upgrade to
real-time state-preparation and -measurement, this platform paves the ground towards a practical
use of truly single photons for QKD applications, both in terrestrial and spatial links, and for
quantum communication protocols in general.
Funding. European Metrology Programme for Innovation and Research (17FUN06 (SIQUST), 20FUN05 (SEQUME));
H2020 Future and Emerging Technologies (899587 (project STORMYTUNE)); QuantERA (731473 (project ORQUID)).

Acknowledgments. D.B. and C.T. conceived the research, M.C., C.T. and P.L. designed the experiment. G.M.
performed the measurements; M.H and M.C performed the data analysis; C.T. supervised the experiment. M.C, M.H.
and D.B wrote the manuscript with critical feedback from all authors. This work was supported by MUR infrastructural
funding through CNR-PASQUA initiative.

Disclosures. The authors declare no conflicts of interest.

Data availability. The data that support the findings of this study are available from the corresponding author upon
reasonable request.

Supplemental document. See Supplement 1 for supporting content.

References
1. J. Preskill, “Plug-in quantum software,” Nature 402(6760), 357–358 (1999).
2. S. Wehner, D. Elkouss, and R. Hanson, “Quantum internet: A vision for the road ahead,” Science 362(6412), 1

(2018).
3. S. Pirandola, U. L. Andersen, L. Banchi, M. Berta, D. Bunandar, R. Colbeck, D. Englund, T. Gehring, C. Lupo,

C. Ottaviani, J. L. Pereira, M. Razavi, J. S. Shaari, M. Tomamichel, V. C. Usenko, G. Vallone, P. Villoresi, and P.
Wallden, “Advances in quantum cryptography,” Adv. Opt. Photonics 12(4), 1012–1236 (2020).

4. J.-P. Chen, C. Zhang, Y. Liu, C. Jiang, W. Zhang, X.-L. Hu, J.-Y. Guan, Z.-W. Yu, H. Xu, J. Lin, M.-J. Li, H. Chen,
H. Li, L. You, Z. Wang, X.-B. Wang, Q. Zhang, and J.-W. Pan, “Sending-or-not-sending with independent lasers:
Secure twin-field quantum key distribution over 509 km,” Phys. Rev. Lett. 124(7), 070501 (2020).

5. A. BBoaron, G. Boso, D. Rusca, C. Vulliez, C. Autebert, M. Caloz, M. Perrenoud, G. Gras, F. Bussières, M.-J. Li, D.
Nolan, A. Martin, and H. Zbinden, “Secure quantum key distribution over 421 km of optical fiber,” Phys. Rev. Lett.
121(19), 190502 (2018).

6. H.-L. Yin, T.-Y. Chen, Z.-W. Yu, H. Liu, L.-X. You, Y.-H. Zhou, S.-J. Chen, Y. Mao, M.-Q. Huang, W.-J. Zhang,
H. Chen, M. J. Li, D. Nolan, F. Zhou, X. Jiang, Z. Wang, Q. Zhang, X.-B. Wang, and J.-W. Pan, “Measurement-
device-independent quantum key distribution over a 404 km optical fiber,” Phys. Rev. Lett. 117(19), 190501
(2016).

7. N. T. Islam, C. C. W. Lim, C. Cahall, J. Kim, and D. J. Gauthier, “Provably secure and high-rate quantum key
distribution with time-bin qudits,” Sci. Adv. 3(11), e1701491 (2017).

https://doi.org/10.6084/m9.figshare.21842973
https://doi.org/10.1038/46434
https://doi.org/10.1126/science.aam9288
https://doi.org/10.1364/AOP.361502
https://doi.org/10.1103/PhysRevLett.124.070501
https://doi.org/10.1103/PhysRevLett.121.190502
https://doi.org/10.1103/PhysRevLett.117.190501
https://doi.org/10.1126/sciadv.1701491


Research Article Vol. 31, No. 6 / 13 Mar 2023 / Optics Express 9446

8. D. Bacco, B. Da Lio, D. Cozzolino, F. Da Ros, X. Guo, Y. Ding, Y. Sasaki, K. Aikawa, S. Miki, H. Terai, T. Yamashita,
J. S. Neergaard-Nielsen, M. Galili, K. Rottwitt, U. L. Andersen, T. Morioka, and L. K. Oxenløwe, “Boosting the
secret key rate in a shared quantum and classical fibre communication system,” Commun. Phys. 2(1), 140 (2019).

9. B.-X. Wang, Y. Mao, L. Shen, L. Zhang, X.-B. Lan, D. Ge, Y. Gao, J. Li, Y.-L. Tang, S.-B. Tang, J. Zhang, T.-Y.
Chen, and J.-W. Pan, “Long-distance transmission of quantum key distribution coexisting with classical optical
communication over a weakly-coupled few-mode fiber,” Opt. Express 28(9), 12558–12565 (2020).

10. H.-K. Lo, X. Ma, and K. Chen, “Decoy state quantum key distribution,” Phys. Rev. Lett. 94(23), 230504 (2005).
11. D. Rosenberg, J. W. Harrington, P. R. Rice, P. A. Hiskett, C. G. Peterson, R. J. Hughes, A. E. Lita, S. W. Nam, and J.

E. Nordholt, “Long-distance decoy-state quantum key distribution in optical fiber,” Phys. Rev. Lett. 98(1), 010503
(2007).

12. Y.-L. Tang, H.-L. Yin, X. Ma, C.-H. F. Fung, Y. Liu, H.-L. Yong, T.-Y. Chen, C.-Z. Peng, Z.-B. Chen, and J.-W. Pan,
“Source attack of decoy-state quantum key distribution using phase information,” Phys. Rev. A 88(2), 022308 (2013).

13. K. Takemoto, Y. Nambu, T. Miyazawa, Y. Sakuma, T. Yamamoto, S. Yorozu, and Y. Arakawa, “Quantum key
distribution over 120 km using ultrahigh purity single-photon source and superconducting single-photon detectors,”
Sci. Rep. 5(1), 14383 (2015).

14. T. Kupko, M. von Helversen, L. Rickert, J.-H. Schulze, A. Strittmatter, M. Gschrey, S. Rodt, S. Reitzenstein, and T.
Heindel, “Tools for the performance optimization of single-photon quantum key distribution,” npj Quantum Inf 6(1),
29 (2020).

15. P. Chaiwongkhot, S. Hosseini, A. Ahmadi, B. L. Higgins, D. Dalacu, P. J. Poole, R. L. Williams, M. E. Reimer,
and T. Jennewein, “Enhancing secure key rates of satellite qkd using a quantum dot single-photon source,” arXiv,
arXiv:2009.11818 (2020).

16. D. A. Vajner, L. Rickert, T. Gao, K. Kaymazlar, and T. Heindel, “Quantum communication using semiconductor
quantum dots,” arXiv, arXiv:2108.13877 (2021).

17. Y. Arakawa and M. J. Holmes, “Progress in quantum-dot single photon sources for quantum information technologies:
A broad spectrum overview,” Appl. Phys. Rev. 7(2), 021309 (2020).

18. E. Waks, K. Inoue, C. Santori, D. Fattal, J. Vuckovic, G. S. Solomon, and Y. Yamamoto, “Quantum cryptography
with a photon turnstile,” Nature 420(6917), 762 (2002).

19. C. L. Morrison, R. G. Pousa, F. Graffitti, Z. X. Koong, P. Barrow, N. G. Stoltz, D. Bouwmeester, J. Jeffers, D. K. L.
Oi, B. D. Gerardot, and A. Fedrizzi, “Single-emitter quantum key distribution over 175 km of fiber with optimised
finite key rates,” arXiv, arXiv:2209.03394 (2022).

20. T. Heindel, C. A. Kessler, M. Rau, C. Schneider, M. Fürst, F. Hargart, W.-M. Schulz, M. Eichfelder, R. Roßbach, S.
Nauerth, M. Lermer, H. Weier, M. Jetter, M. Kamp, S. Reitzenstein, S. Höfling, P. Michler, H. Weinfurter, and A.
Forchel, “Quantum key distribution using quantum dot single-photon emitting diodes in the red and near infrared
spectral range,” New J. Phys. 14(8), 083001 (2012).

21. M. Rau, T. Heindel, S. Unsleber, T. Braun, J. Fischer, S. Frick, S. Nauerth, C. Schneider, G. Vest, S. Reitzenstein,
M. Kamp, A. Forchel, S. Hoefling, and H. Weinfurter, “Free space quantum key distribution over 500 meters using
electrically driven quantum dot single-photon sources - a proof of principle experiment,” New J. Phys. 16(4), 043003
(2014).

22. R. J. Collins, P. J. Clarke, V. Fernandez, K. J. Gordon, M. N. Makhonin, J. A. Timpson, A. Tahraoui, M. Hopkinson,
A. M. Fox, M. S. Skolnick, and G. S. Buller, “Quantum key distribution system in standard telecommunications fiber
using a short wavelength single photon source,” J. Appl. Phys. 107(7), 073102 (2010).

23. T. Aichele, G. Reinaudi, and O. Benson, “Separating cascaded photons from a single quantum dot: Demonstration of
multiplexed quantum cryptography,” Phys. Rev. B 70(23), 235329 (2004).

24. P. M. Intallura, M. B. Ward, O. Z. Karimov, Z. L. Yuan, P. See, P. Atkinson, D. A. Ritchie, and A. J. Shields,
“Quantum communication using single photons from a semiconductor quantum dot emitting at a telecommunication
wavelength,” J. Opt. A: Pure Appl. Opt. 11(5), 054005 (2009).

25. T. Gao, M. V. Helversen, C. Anton-Solanas, C. Schneider, and T. Heindel, “Atomically-thin single-photon sources for
quantum communication,” arXiv, arXiv:2204.06427 (2022).

26. M. Leifgen, T. Schröder, F. Gädeke, R. Riemann, V. Métillon, E. Neu, C. Hepp, C. Arend, C. Becher, K. Lauritsen,
and O. Benson, “Evaluation of nitrogen- and silicon-vacancy defect centres as single photon sources in quantum key
distribution,” New J. Phys. 16(2), 023021 (2014).

27. M. Bozzio, M. Vyvlecka, M. Cosacchi, C. Nawrath, T. Seidelmann, J. C. Loredo, S. L. Portalupi, V. M. Axt, P.
Michler, and P. Walther, “Enhancing quantum cryptography with quantum dot single-photon sources,” npj Quantum
Inf 8(1), 104 (2022).

28. H. Z. J. Zeng, M. A. P. Ngyuen, X. Ai, A. Bennet, A. S. Solntsev, A. Laucht, A. Al-Juboori, M. Toth, R. P. Mildren,
R. Malaney, and I. Aharonovich, “Integrated room temperature single-photon source for quantum key distribution,”
Opt. Lett. 47(7), 1673–1676 (2022).

29. Ç. Samaner, S. Paçal, G. Mutlu, K. Uyanik, and S. Ateş, “Free-space quantum key distribution with single photons
from defects in hexagonal boron nitride,” Adv. Quantum Technol. 5(9), 2200059 (2022).

30. D. Wang, H. Kelkar, D. Martin-Cano, D. Rattenbacher, A. Shkarin, T. Utikal, S. Götzinger, and V. Sandoghdar,
“Turning a molecule into a coherent two-level quantum system,” Nat. Phys. 15(5), 483–489 (2019).

31. M. Rezai, J. Wrachtrup, and I. Gerhardt, “Coherence properties of molecular single photons for quantum networks,”
Phys. Rev. X 8(3), 031026 (2018).

https://doi.org/10.1038/s42005-019-0238-1
https://doi.org/10.1364/OE.388857
https://doi.org/10.1103/PhysRevLett.94.230504
https://doi.org/10.1103/PhysRevLett.98.010503
https://doi.org/10.1103/PhysRevA.88.022308
https://doi.org/10.1038/srep14383
https://doi.org/10.1038/s41534-020-0262-8
https://doi.org/10.48550/arXiv.2009.11818
https://doi.org/10.48550/arXiv.2108.13877
https://doi.org/10.1063/5.0010193
https://doi.org/10.1038/420762a
https://doi.org/10.48550/arXiv.2209.03394
https://doi.org/10.1088/1367-2630/14/8/083001
https://doi.org/10.1088/1367-2630/16/4/043003
https://doi.org/10.1063/1.3327427
https://doi.org/10.1103/PhysRevB.70.235329
https://doi.org/10.1088/1464-4258/11/5/054005
https://doi.org/10.48550/arXiv.2204.06427
https://doi.org/10.1088/1367-2630/16/2/023021
https://doi.org/10.1038/s41534-022-00626-z
https://doi.org/10.1038/s41534-022-00626-z
https://doi.org/10.1364/OL.454450
https://doi.org/10.1002/qute.202200059
https://doi.org/10.1038/s41567-019-0436-5
https://doi.org/10.1103/PhysRevX.8.031026


Research Article Vol. 31, No. 6 / 13 Mar 2023 / Optics Express 9447

32. Th. Basché, W. E. Moerner, M. Orrit, and H. Talon, “Photon antibunching in the fluorescence of a single dye molecule
trapped in a solid,” Phys. Rev. Lett. 69(10), 1516–1519 (1992).

33. M. Orrit and J. Bernard, “Single pentacene molecules detected by fluorescence excitation in a p -terphenyl crystal,”
Phys. Rev. Lett. 65(21), 2716–2719 (1990).

34. P. Lombardi, M. Trapuzzano, M. Colautti, G. Margheri, I. P. Degiovanni, M. López, S. Kück, and C. Toninelli, “A
molecule-based single-photon source applied in quantum radiometry,” Adv. Quantum Technol. 3(2), 1900083 (2020).

35. S. Pazzagli, P. Lombardi, D. Martella, M. Colautti, B. Tiribilli, F. S. Cataliotti, and C. Toninelli, “Self-assembled
nanocrystals of polycyclic aromatic hydrocarbons show photostable single-photon emission,” ACS Nano 12(5),
4295–4303 (2018).

36. B. Lounis and W. E. Moerner, “Single photons on demand from a single molecule at room temperature,” Nature
407(6803), 491–493 (2000).

37. C. Toninelli, I. Gerhardt, A. S. Clark, A. Reserbat-Plantey, S. Götzinger, Z. Ristanovic, M. Colautti, P. Lombardi, K.
D. Major, I. Deperasińska, W. H. Pernice, F. H. L. Koppens, B. Kozankiewicz, A. Gourdon, V. Sandoghdar, and M.
Orrit, “Single organic molecules for photonic quantum technologies,” Nat. Mater. 20(12), 1615–1628 (2021).

38. C. Toninelli, K. Early, J. Bremi, A. Renn, S. Götzinger, and V. Sandoghdar, “Near-infrared single-photons from
aligned molecules in ultrathin crystallinefilms at room temperature,” Opt. Express 18(7), 6577–6582 (2010).

39. P. Lombardi, M. Colautti, R. Duquennoy, G. Murtaza, P. Majumder, and C. Toninelli, “Triggered emission of
indistinguishable photons from an organic dye molecule,” Appl. Phys. Lett. 118(20), 204002 (2021).

40. D. Llewellyn, Y. Ding, and I. I. Faruque, et al., “Chip-to-chip quantum teleportation and multi-photon entanglement
in silicon,” Nat. Phys. 16(2), 148–153 (2020).

41. E. Knill, R. Laflamme, and G. J. Milburn, “A scheme for efficient quantum computation with linear optics,” Nature
409(6816), 46–52 (2001).

42. K. Lee, X.-W. Chen, H. Eghlidi, P. Kukura, R. Lettow, A. Renn, V. Sandoghdar, and S. Götzinger, “A planar dielectric
antenna for directional single-photon emission and near-unity collection efficiency,” Nat. Photonics 5(3), 166–169
(2011).

43. X.-L. Chu, S. Götzinger, and V. Sandoghdar, “A single molecule as a high-fidelity photon gun for producing
intensity-squeezed light,” Nat. Photonics 11(1), 58–62 (2017).

44. S. Checcucci, P. Lombardi, S. Rizvi, F. Sgrignuoli, N. Gruhler, F. B. Dieleman, F. S. Cataliotti, W. H. Pernice, M.
Agio, and C. Toninelli, “Beaming light from a quantum emitter with a planar optical antenna,” Light: Sci. Appl. 6(4),
e16245 (2017).

45. D. Cozzolino, D. Bacco, B. Da Lio, K. Ingerslev, Y. Ding, K. Dalgaard, P. Kristensen, M. Galili, K. Rottwitt, S.
Ramachandran, and L. K. Oxenløwe, “Orbital angular momentum states enabling fiber-based high-dimensional
quantum communication,” Phys. Rev. Appl. 11(6), 064058 (2019).

46. X. Ma, B. Qi, Y. Zhao, and H.-K. Lo, “Practical decoy state for quantum key distribution,” Phys. Rev. A 72(1),
012326 (2005).

47. E. Waks, C. Santori, and Y. Yamamoto, “Security aspects of quantum key distribution with sub-poisson light,” Phys.
Rev. A 66(4), 042315 (2002).

48. V. Scarani, H. Bechmann-Pasquinucci, N. J. Cerf, M. Dušek, N. Lütkenhaus, and M. Peev, “The security of practical
quantum key distribution,” Rev. Mod. Phys. 81(3), 1301–1350 (2009).

49. J. Bernard, L. Fleury, H. Talon, and M. Orrit, “Photon bunching in the fluorescence from single molecules: A probe
for intersystem crossing,” J. Chem. Phys. 98(2), 850–859 (1993).

50. A. A. L. Nicolet, C. Hofmann, M. A. Kol’chenko, B. Kozankiewicz, and M. Orrit, “Single dibenzoterrylene molecules
in an anthracene crystal: Spectroscopy and photophysics,” ChemPhysChem 8(8), 1215–1220 (2007).

51. R. C. Schofield, K. D. Major, S. Grandi, S. Boissier, E. A. Hinds, and A. S. Clark, “Efficient excitation of dye
molecules for single photon generation,” J. Phys. Commun. 2(11), 115027 (2018).

52. B. C. Buchler, T. Kalkbrenner, C. Hettich, and V. Sandoghdar, “Measuring the quantum efficiency of the optical
emission of single radiating dipoles using a scanning mirror,” Phys. Rev. Lett. 95(6), 063003 (2005).

53. B. D. Lio, C. Faurby, X. Zhou, M. L. Chan, R. Uppu, H. Thyrrestrup, S. Scholz, A. D. Wieck, A. Ludwig, P.
Lodahl, and L. Midolo, “A pure and indistinguishable single-photon source at telecommunication wavelength,”
arXiv, arXiv:2201.02465v1 (2022).

54. S. Zaske, A. Lenhard, C. A. Keßler, J. Kettler, C. Hepp, C. Arend, R. Albrecht, W.-M. Schulz, M. Jetter, P. Michler,
and C. Becher, “Visible-to-telecom quantum frequency conversion of light from a single quantum emitter,” Phys. Rev.
Lett. 109(14), 147404 (2012).

https://doi.org/10.1103/PhysRevLett.69.1516
https://doi.org/10.1103/PhysRevLett.65.2716
https://doi.org/10.1002/qute.201900083
https://doi.org/10.1021/acsnano.7b08810
https://doi.org/10.1038/35035032
https://doi.org/10.1038/s41563-021-00987-4
https://doi.org/10.1364/OE.18.006577
https://doi.org/10.1063/5.0048567
https://doi.org/10.1038/s41567-019-0727-x
https://doi.org/10.1038/35051009
https://doi.org/10.1038/nphoton.2010.312
https://doi.org/10.1038/nphoton.2016.236
https://doi.org/10.1038/lsa.2016.245
https://doi.org/10.1103/PhysRevApplied.11.064058
https://doi.org/10.1103/PhysRevA.72.012326
https://doi.org/10.1103/PhysRevA.66.042315
https://doi.org/10.1103/PhysRevA.66.042315
https://doi.org/10.1103/RevModPhys.81.1301
https://doi.org/10.1063/1.464249
https://doi.org/10.1002/cphc.200700091
https://doi.org/10.1088/2399-6528/aaf09a
https://doi.org/10.1103/PhysRevLett.95.063003
https://doi.org/10.48550/arXiv.2201.02465
https://doi.org/10.1103/PhysRevLett.109.147404
https://doi.org/10.1103/PhysRevLett.109.147404

