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The design of SAE Level 4 autonomous driving systems requires architectures that can tolerate hardware
and software faults to maintain dependable operation. To achieve fail-operational behavior, these systems
rely on redundancy and fault-tolerance mechanisms that guarantee continuous and resilient operation over
time. This study presents a quantitative dependability assessment of four architectural solutions for an
SAE Level 4 Highway Pilot: Triple Modular Redundancy, Channel-Wise Doer/Checker/Fallback, Layer-Wise
Doer/Checker/Fallback, and AD-EYE. The analysis employs Stochastic Activity Networks (SAN) to model both
independent and common-cause failure scenarios, evaluating probabilistic safety and reliability metrics over
transient and asymptotic system behavior, along with a temporal indicator represented by the mean time
to failure. A comprehensive sensitivity analysis investigates the influence of critical model parameters on
these measures to assess the robustness of the results and highlight the main architectural trade-offs. The
results provide quantitative evidence of each architecture’s strengths and limitations under different operating
conditions, supporting the design of dependable and fail-operational autonomous systems.

functional decomposition to achieve fail-operational capabilities, but
they exhibit different dependability trade-offs that remain insufficiently

1. Introduction

Dependability (Avizienis et al., 2004) has become a central concern
in the design of autonomous driving systems, whose increasing software
complexity and autonomy levels demand safe functionality and service
continuity in the presence of faults. At SAE Level 4 (SAE International,
2021), the system must operate without human supervision within
a defined operational design domain while ensuring fail-operational
capability—i.e., the ability to maintain essential functionality after
failures occur.

A variety of architectural approaches have been proposed in both
industry and academia to support fail-operational capability in au-
tonomous driving systems, often inspired by fault-tolerance strategies
used in aerospace and industrial automation. These can be broadly
classified into monolithic, symmetric, and asymmetric designs (Escuela
et al., 2023). Monolithic solutions, relying on a single computing chan-
nel, are rarely acceptable for Level 4 applications, as they represent a
single point of failure and lack inherent fault tolerance. In contrast,
symmetric and asymmetric architectures implement redundancy and

quantified in the literature.

To address this gap, this study performs a model-based depend-
ability analysis of representative fault-tolerant architectures for an SAE
Level 4 Highway Pilot. A preliminary version of this work appeared in
the 25th IEEE International Conference on Software Quality, Reliability
and Security! (Drago et al., 2025). This article extends the previous
study in several directions: it introduces a new asymmetric architecture
(AD-EYE); updates the existing architectural models; broadens the sen-
sitivity analysis to include additional critical parameters; incorporates
the mean time to failure as a temporal measure; and extends the
probabilistic evaluation to both transient and asymptotic system behav-
ior. Each architecture is modeled using Stochastic Activity Networks
(SAN) (Meyer et al., 1985; Sanders and Meyer, 2000) in the Mdbius
framework (Daly et al., 2000; Clark et al., 2001; Deavours et al., 2002)
to capture both independent and common-cause failures, and to charac-
terize system evolution towards safe or unsafe states. The objective is to
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provide quantitative insight into how different architectural principles
affect the capability of an autonomous driving system to remain safe
and operational in the presence of failures.

The remainder of this paper is organized as follows. Section 2
reviews related work on architectural approaches and dependability
modeling for autonomous driving systems. Section 3 presents the refer-
ence architectures and their corresponding models. Section 4 presents
and discusses the quantitative results. Threats to validity are addressed
in Section 5, and Section 6 concludes the paper.

2. Related work

Structural redundancy is a well-established strategy to enhance the
dependability of safety-critical systems in domains such as aerospace,
railway, and industrial automation. In recent years, similar principles
have been increasingly adopted in the automotive domain to support
fail-operational behavior in autonomous driving systems (Ishigooka
et al., 2018; Schmid et al., 2019; Sari, 2020; Stoffel et al., 2024). Several
architectural solutions have been proposed — ranging from symmetric
redundancy schemes to asymmetric decompositions — with the common
goal of maintaining essential functionality in the presence of failures.
Given the variety of these solutions, quantitative evaluation is essential
to understand the architectural trade-offs and guide system-level design
decisions.

A Markov-based comparison of single- and multi-ECU configura-
tions designed for SAE Level 4 automated driving is presented in Julitz
et al. (2022), showing how redundancy patterns and component diver-
sity affect overall system reliability under assumptions of independent
and common-cause component failures. A Markov reliability model is
developed in Kohn (2017) to compare a fail-operational 2002 Diagnos-
tic Fail Safe (DFS) steering system with a non-redundant alternative,
highlighting the dependability gains achievable through diagnostic
diversity and hardware replication. A computer-aided method to syn-
thesize and evaluate hardware redundancy schemes (M-out-of-N) for
autonomous driving platforms is proposed in Julitz et al. (2023). The
approach combines fault tree modeling with numerical Markov anal-
ysis to assess compliance with ISO 26262 (International Organization
for Standardization, 2018) reliability targets and to explore trade-offs
between redundancy complexity and safety. A model-based approach
to the functional safety analysis of autonomous driving system architec-
tures is presented in Ko6lbl and Leue (2018), enabling the quantitative
evaluation of architectural variants and hardware-software mappings
using probabilistic fault trees to verify compliance with ISO 26262
safety goals. Similarly, Frigerio et al. (2021) investigates the impact
of different automotive architecture topologies, such as domain-based
and zone-based solutions, by applying ASIL decomposition techniques
to quantitatively evaluate safety-related metrics including failure prob-
ability, resource costs, and communication load. In addition, Boubakri
and Gamar (2021) proposes redundancy-oriented system architectures
for SAE Level 5 vehicles, combining hardware, software, and com-
munication mechanisms to manage ECU failover, thereby highlighting
how coordinated redundancy strategies can improve availability and
operational safety in connected autonomous vehicles.

These contributions underline the relevance of quantitative evalu-
ation in fault-tolerant automotive design. However, they are typically
limited to hardware-level configurations or specific subsystems, and do
not examine architectural principles at the system level. In contrast, the
present work introduces a comparative dependability study of four full-
system architectures using a unified stochastic modeling framework. By
covering both failure behavior and model sensitivity, the study aims to
support architecture-level decision-making for SAE Level 4 autonomous
systems.
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3. System architectures and models

This section presents the fault-tolerant system architectures consid-
ered in this study and describes how they are modeled for quantitative
comparison in an SAE Level 4 Highway Pilot scenario. The analyzed
architectures include Triple Modular Redundancy (TMR), Channel-
Wise Doer/Checker/Fallback (CDCF), Layer-Wise Doer/Checker/Fall-
back (LDCF), and the newly introduced AD-EYE architecture. TMR rep-
resents a symmetric solution based on redundancy and voting, whereas
CDCF, LDCF, and AD-EYE follow asymmetric design principles that em-
phasize functional decomposition through different mechanisms. These
architectures correspond to the reference set identified by the Safety &
Architecture working group of The Autonomous (Escuela et al., 2023),
which provides a structured selection of representative fail-operational
design solutions. In this work, this reference set is used as a common
basis to perform a consistent quantitative comparison within a unified
modeling framework.

To enable a uniform and comparable analysis across architec-
tures, each system is modeled using Stochastic Activity Networks
(SAN) (Meyer et al.,, 1985; Sanders and Meyer, 2000), a formal-
ism widely adopted for dependability analysis and extending classical
Petri Nets. In all models, timed activities are assumed to follow an
exponential distribution, implying constant failure rates over time.
No restoration or repair mechanisms are included, as the analysis
focuses exclusively on the system’s degradation behavior and transition
towards failure. Each model captures how the state of individual
components determines the global state of the system, which can reside
in one of three mutually exclusive conditions: working, safe, or unsafe.
The working state corresponds to nominal operation, the safe state
represents a controlled system stop, and the unsafe state denotes a loss
of control or hazardous outcome. Transitions among these conditions
are driven by the occurrence of both independent and common-cause
failures of system component, which are explicitly represented in the
models. Common-cause failures are assumed to affect only complex
components,” which may share software, design, or execution envi-
ronments, whereas simple components® are assumed to be sufficiently
isolated and therefore subject only to independent failures. Moreover,
for complex components, which may be subject to Byzantine behavior,
failures are classified as silent (loss of availability) or erratic (loss of
integrity due to incorrect outputs). Simple components, characterized
by deterministic and fully verifiable behavior, are instead assumed
to fail only silently. These modeling assumptions are intentionally
adopted to ensure model tractability and to enable a consistent and
controlled comparison focused on architectural design choices. The
SAN models are derived from the architectural descriptions provided in
the original sources, preserving their main functional components and
failure-handling mechanisms while abstracting implementation-specific
details.

The following subsections describe each architecture together with
its corresponding SAN model, highlighting how architectural design
choices are reflected in the modeling abstractions. Complete model
definitions are provided as supplementary material.

3.1. Triple Modular Redundancy (TMR)

Triple Modular Redundancy (TMR) is a concrete instance of the N-
Modular Redundancy (NMR) pattern (Lyons and Vanderkulk, 1962),
in which three parallel subsystems perform the full driving task and
submit their outputs to voting logic. The TMR architecture considered
in this work is based on the reference model defined in Escuela et al.
(2023) (Fig. 1), and includes three complex and two simple subsystems:

2 Complex subsystems must be assumed to exhibit Byzantine faults,
characterized by inconsistent or arbitrary behavior in the presence of failures.

3 Simple subsystems are fully verifiable — preferably through formal
methods — and deterministic in behavior.
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Fig. 1. Block diagram of the TMR architecture.

Table 1

Voters behavior in the TMR architecture.
Channel 1 Channel 2 Channel 3 Voters
A B~A C~A A
A B~A C A
A B~A None A
A B C None
A B None None
A None None A
None None None None

» Channels 1-3: each channel implements the entire autonomous
driving processing pipeline—from sensor data acquisition to tra-
jectory planning and actuator setpoint computation. The channels
are designed to be functionally equivalent but exhibit software
diversity to reduce susceptibility to common-cause failures. This
diversity may lead to non-deterministic outputs across channels
even under fault-free conditions. To address this, the architecture
employs an inexact majority voting strategy.

Voters 1-2: each voter compares the similarity of the outputs of
the three channels and determines the result based on inexact
voting. If a majority agreement is found, the selected output
is forwarded to the actuator system. Otherwise, the voters re-
main silent and trigger a pre-buffered Minimal Risk Maneuver
(MRM) (SAE International, 2021) (e.g., a controlled deceleration
to stop the vehicle). To avoid single points of failure, the voter
logic is implemented on two identical, simple, and verifiable
units operating in parallel. The complete behavior of the voters
is summarized in Table 1, which lists all relevant permutations
(for brevity, not all possible permutations are shown; however,
the table is designed to be symmetric).

3.1.1. TMR model

The SAN model of the TMR architecture is shown in Fig. 2. The
model captures the behavior of the three replicated channels and the
two voters described above, focusing on how component failures and
output disagreements propagate to the system level.

All components are initially assumed to operate correctly (1 token
in each place Channell, Channel2 and Channel3, 2 tokens in the place
Voters). As time progresses, both channels and voters may fail according
to exponential rates. For the replicated channels, the overall failure
rate is partitioned into two contributions: a fraction pj,giviqua COTTE-
sponding to independent failures affecting individual channels (timed
activities Channell/2/3Failure), and a remaining fraction corresponding
to common-cause failures (timed activity CCF) that may simultaneously
impact two (output gate CCF20f3) or three (output gate CCF3o0f3)
channels. When a channel fails, the model distinguishes between differ-
ent failure modes (instantaneous activities Channell/2/3FailureType). A
failed channel may become erratic with probability pg ..., in which
case it generates unsafe control commands (place ErraticChannels), or
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silent with the remaining probability, in which case it ceases to produce
output (place SilentChannels). In the presence of multiple erratic chan-
nel failures (input gate CheckMajorityErratics), the model distinguishes
between cases in which unsafe outputs diverge and cases in which they
coincide (instantaneous activity ErraticResults). The latter corresponds
to a bad majority (place BadMajority), i.e., an incorrect decision sup-
ported by multiple failed channels, which represents a critical hazard
for voting-based architectures. Another aspect explicitly captured by
the model is the possibility of output disagreement among correct
channels, arising from non-determinism even in fault-free conditions
and occurring with rate rgigoreemen: (timed activity Disagreement). Such
disagreement may prevent the voting logic from reaching consensus
(place NoMajority).

A transition to an unsafe state (place UnsafeState) occurs when an
unsafe decision is accepted, due to a bad majority or because a single
erratic channel is the only one still active (input gate CheckCatas-
trophicFailure). Conversely, when no decision can be produced — due
to output disagreement, lack of outputs, or voter failures (input gate
CheckNonCatastrophicFailure) — the execution of a pre-buffered Minimal
Risk Maneuver (MRM) potentially brings the system to a safe state
(place SafeState) with probability pyry, Otherwise leading to an unsafe
state.

A breakdown of the TMR failure scenarios is provided in Table 2 (for
brevity, not all permutations are shown, but the table is symmetric).
All system configurations not explicitly listed correspond to a working
system state and are implicitly represented by the model. The complete
model documentation is available at https://github.com/Manuel985/
AutomotiveArchitecturesSANModels-2-/blob/main/TMR/TMR.pdf.

3.2. Channel-Wise Doer/Checker/Fallback (CDCF)

The Channel-Wise Doer/Checker/Fallback (CDCF) architecture is
structured around two architectural design patterns (Koopman, 2020):
the Control/Monitor pattern, which separates nominal control from
safety monitoring to ensure integrity, and the Duplex pattern, where
two control paths operate in parallel to preserve availability, with one
designated as primary and the other as backup. The proposed concep-
tual architecture (Kopetz, 2022) (Fig. 3) consists of three complex and
two simple subsystems:

» SAE L2 System: controls the vehicle under nominal conditions.
It periodically produces actuator data — such as timed waypoints
and corresponding control commands for steering, powertrain,
and braking — and sends these outputs to the Monitoring System
and to both Decision System instances. If notified that the Fall-
back Systems is failed, it enters a degraded mode in which only
Minimal Risk Maneuvers (MRMs) are produced.

Monitoring System: receives actuator data from both the SAE L2
and the Fallback Systems. It checks the safety of the received
trajectories against its own environment model, and verifies that
the actuator data received by the Decision System matches that
sent by the control subsystems. This validation process allows
the Monitoring System to detect both unsafe behavior and poten-
tial Byzantine faults. It sends validation results to the Decision
Systems to guide selection.

Fallback System: operates continuously and generates alterna-
tive actuator data aimed at executing a Minimal Risk Maneuver
(MRM). Like the SAE L2 System, it transmits this data to the
Monitoring System and both Decision Systems. It is only intended
to control the vehicle when the SAE L2 System is deemed unsafe.
Decision System: composed of two identical and simple instances
to avoid single points of failure. Each instance receives actuator
data from both the SAE L2 System and Fallback System, and
echoes it back to the Monitoring System to allow consistency
checks. Based on the validation results from the Monitoring Sys-
tem, the Decision System selects which control path to follow and
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Table 2

TMR failure modes.
Channel 1 Channel 2 Channel 3 #Voters available Consequence System state
None None None >1 Pre-buffered MRM Safe with probability pygry
None A B >1 Pre-buffered MRM Safe with probability pyrum
A B C >1 Pre-buffered MRM Safe with probability pyrum

0 Pre-buffered MRM Safe with probability pyry

None None A (unsafe) >1 Catastrophic Unsafe
A (unsafe) A (unsafe) >1 Catastrophic Unsafe
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Monitoring
™)

SensorControl

Interface to Sensor System
Interface to Actuator System

Fallback
(G)

Interface to Diagnostic System

DiagnosticsData SystemStatus

Fig. 3. Block diagram of the CDCF architecture.

forwards the corresponding commands to the Actuator System. By
default, the actuator data from the SAE L2 System is selected, but
if the Monitoring System detects unsafe behavior, the Decision
System switches to the output provided by the Fallback System.

3.2.1. CDCF model

The SAN model of the CDCF architecture is shown in Fig. 4. The
model represents the SAE L2, Monitoring and Fallback Systems, and
the duplicated Decision modules described earlier, and captures how
component failures and incorrect monitoring decisions propagate to the
system level.

Initially, all subsystems operate correctly (1 token in each place
SAEL2, Fallback, and Monitoring, 2 tokens in the place Decision) and
the system is in the working state. As time progresses, each subsystem
may fail according to exponential rates. For the SAE L2, Monitoring and
Fallback Systems, the overall failure rate is partitioned into a fraction
Pindividual cOTresponding to independent failures affecting individual
components (timed activities SAEL2/Fallback/MonitoringFailure), and a
remaining fraction accounting for common-cause failures (timed activ-
ity CCF) that may simultaneously impact two (output gate CCF20f3)
or three (output gate CCF30f3) subsystems. When a failure occurs, the
driving units may produce unsafe control commands (places SAEL2/
FallbackErratic) with probability p,, ., or become silent (places SAEL2/

FallbackSilent) with the remaining probability. The same failure mod-
eling applies to the Monitoring System, for which erratic behavior
corresponds to the issuance of incorrect validations of the SAE L2
System, the Fallback System, or both (instantaneous activity Validation-
Error), leading to false negatives and false positives. A false negative
occurs when an unsafe trajectory generated by an erratic driving unit
is incorrectly deemed acceptable, potentially leading to the selection
of a dangerous control path. Conversely, a false positive results in the
rejection of a correct trajectory, which may unnecessarily inhibit a
driving unit and trigger degraded behavior.

At the system level, a transition to an unsafe state (place UnsafeS-
tate) occurs when the vehicle relies on an unsafe trajectory that has
been incorrectly validated by the Monitoring System, i.e., when a
false negative affects the driving unit controlling the vehicle (input
gate CheckCatastrophicFailure). Conversely, when the system cannot
determine a safe course of action — due to loss of validation feed-
back, inhibition of both driving units (because they have become
silent or have been assessed as unsafe), or failure of both Decision
modules (input gate CheckNonCatastrophicFailure) — the execution of
a pre-buffered Minimal Risk Maneuver (MRM) may bring the sys-
tem to a safe state (place SafeState) with probability pyrp, Otherwise
leading to an unsafe state. The model also captures degraded but
safe operation: when one driving unit is detected as failed (input
gates CheckSAEL2/FallbackMRM), the remaining module takes over
and executes a controlled MRM for a defined period (timed activities
SAEL2/FallbackMRM), allowing the vehicle to stop safely.

A breakdown of the CDCF failure scenarios is provided in Table 3.
All system configurations not explicitly listed correspond to a working
system state and are implicitly represented by the model. The complete
model documentation is available at https://github.com/Manuel985/
AutomotiveArchitecturesSANModels-2-/blob/main/CDCF/CDCF.pdf.

3.3. Layer-Wise Doer/Checker/Fallback (LDCF)

The Layer-Wise Doer/Checker/Fallback (LDCF) architecture fol-
lows a hierarchical decomposition based on stacked Control/Monitor
pairs (Koopman, 2020), arranged in distinct layers. Each layer inte-
grates a functional unit and a safety monitor, allowing operation to
gracefully degrade in case of failures. Specifically, the architecture in-
cludes a Primary Layer, which governs nominal operation, and a Safing
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Table 3
CDCF failure modes.

SAE L2 system Monitoring system Fallback system

Decision system Consequence System state

None
None/Deemed unsafe None/Deemed unsafe
None/Deemed unsafe B accepted B (safe)
A (safe) A accepted None/Deemed unsafe
None/Deemed unsafe B accepted B (unsafe)
A (unsafe) A accepted

Available Pre-buffered MRM Safe with probability pyry
Available Pre-buffered MRM Safe with probability pygpy
Unavailable Pre-buffered MRM Safe with probability pyrm
Available Fallback MRM Safe

Available SAE L2 MRM Safe

Available Catastrophic Unsafe

Available Catastrophic Unsafe

Layer, which ensures minimal risk maneuvers (MRMs) if the Primary
Layer fails. The proposed conceptual architecture (Wagner et al., 2017)
(Fig. 5) consists of four complex and two simple subsystems:

Primary System: controls the vehicle under nominal conditions.
It periodically generates trajectories and actuator setpoints and
transmits these to the Primary Safety Gate.

Primary Safety Gate: complements the Primary System to form a
Control/Monitor pair. It checks the outputs of the Primary System
and sends validation results to the Priority Selectors.

Safing System: controls the vehicle when the Primary System
is deemed unsafe, ensuring the vehicle reaches a safe state by
executing a Minimal Risk Maneuver (MRM). Like the Primary Sys-
tem, it periodically generates trajectories and actuator setpoints,
transmitting them to the Safing Safety Gate.

Safing Safety Gate: complements the Safing System to form an-
other Control/Monitor pair. It checks the outputs of the Safing
System and sends validation results to the Priority Selectors.
Priority Selectors 1-2: decide which setpoints to forward to the
vehicle’s Actuator System, based on the verdict of the Safety
Gates. The Primary System output is the default, but they switch
to the Safing System output when the Primary Safety Gate de-
tects an unsafe trajectory generated by the Primary System. To
ensure availability, this module consists of two identical instances
working in parallel.

3.3.1. LDCF model

The SAN model of the Layer-Wise Doer/Checker/Fallback (LDCF)
architecture is shown in Fig. 6. The model represents the Primary
and Safing Layers described above, including the corresponding con-
trollers, safety gates, and Priority Selectors, and captures how compo-
nent failures and incorrect validation decisions propagate to the system
level.

Interface to Ul System

Primary Safef
Gate (PSG)

ActuatorData

SensorControl

Interface to Sensor System
Interface to Actuator System

Interface to Diagnostic System

DiagnosticsData SysemStatus

Fig. 5. Block diagram of the LDCF architecture.

At the beginning, all subsystems are considered to function properly
(1 token in each place Primary, PrimarySG, Safing and SafingSG, 2
tokens in the place PrioritySelectors) and the system is in working
state. Over time, each subsystem may experience a failure accord-
ing to exponential rates. For controllers and safety gates, the overall
failure rate is partitioned into a fraction p;,giqua COrresponding to
independent failures affecting individual components (timed activities
Primary/PrimarySG/Safing/SafingSGFailure), and a remaining fraction
accounting for common-cause failures (timed activity CCF) that may
simultaneously impact two (output gate CCF20f4), three (output gate
CCF30f4) or four (output gate CCF40f4) subsystems. When the Primary
or Safing System fails, it may become erratic (place Primary/Safin-
gErratic) with probability pg,.ic, or silent (place Primary/SafingSilent)
with the remaining probability. The same logic applies to Primary and
Safing Safety Gates, where erratic failures can cause false negatives or
false positives of the corresponding controller. A false negative occurs
when an unsafe trajectory is incorrectly validated as safe, allowing
dangerous commands to pass through. Conversely, a false positive leads
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Table 4
LDCF failure modes.

Primary layer Safing layer

# Priority selectors available

Consequence System state

None/Deemed unsafe None/Deemed unsafe >1
0
None/Deemed unsafe B (safe) accepted >1
A (unsafe) accepted >1
None/Deemed unsafe B (unsafe) accepted >1

Pre-buffered MRM
Pre-buffered MRM

Safe with probability pyry
Safe with probability pyrm

Safing MRM Safe
Catastrophic Unsafe
Catastrophic Unsafe

to the rejection of a valid trajectory, potentially triggering unnecessary
degraded behavior.

A catastrophic failure is triggered when a false negative affects
the layer controlling the vehicle (input gate CheckCatastrophicFailure),
resulting in an unsafe trajectory being selected. In such cases, the
vehicle transitions to an unsafe state (place UnsafeState). If the system
cannot determine a valid control path — due to both layers being
inhibited (because their controllers or monitors have become silent,
or the controllers have been assessed as unsafe), or due to the failure
of both Priority Selectors (input gate CheckNonCatastrophicFailure) — a
pre-buffered Minimal Risk Maneuver (MRM) is executed in an attempt
to bring the vehicle to a safe state (place SafeState) with probability
Pvryms Otherwise leading to an unsafe state. When the Primary Layer
becomes inhibited (input gate CheckSafingMRM), the Safing Layer as-
sumes control and executes a controlled MRM for a predefined time
window (timed activity SafingMRM) to bring the vehicle to a safe stop.

A breakdown of the LDCF failure scenarios is provided in Table 4.
All system configurations not explicitly listed correspond to a working
system state and are implicitly represented by the model. The complete
model documentation is available at https://github.com/Manuel985/
AutomotiveArchitecturesSANModels-2-/blob/main/LDCF/LDCF.pdf.

3.4. AD-EYE

The AD-EYE architecture is another variant of the Control/Mon-
itor combined with Duplex pattern (Koopman, 2020). It adopts an
asymmetric structure composed of two independent channels that as-
sume distinct functional roles: nominal control, behavioral supervision
through constraint enforcement, and fallback execution. To reinforce
separation of concerns, the supervisory and fallback responsibilities
are structurally decoupled within one of the channels. The proposed
conceptual architecture (Mohan and Torngren, 2019) (Fig. 7) consists
of three complex and two simple subsystems:

» Channel 1: controls the vehicle under nominal conditions. It
periodically produces actuator data and sends these outputs to
the Selectors. If notified that Channel 2 is failed, it enters a

degraded mode in which only Minimal Risk Maneuvers (MRMs)
are produced.

» Channel 2: includes two structurally independent components
that fulfill supervisory and fallback functions.

— Channel 2a: monitors the behavior of Channel 1 by eval-
uating environmental conditions and platform diagnostics
through a simplified perception stack. It defines and con-
tinuously updates a permissive envelope—a set of dynamic
constraints that bound the operating conditions under which
Channel 1 is allowed to function. If Channel 1 does not meet
these constraints, Channel 2a instructs the system to transfer
control to Channel 2b.

— Channel 2b: provides fallback functionality when Channel
1 is considered no longer safe or operational. It gener-
ates Minimal Risk Maneuver (MRM) trajectories based on
prevalidated paths and simplified perception.

* Selectors 1-2: decide which actuator data is forwarded to the
Actuator System. The output of Channel 1 is used by default;
however, if Channel 2a detects a violation of the permissive
envelope, the Selector switches to the output from Channel 2b.
The module consists of two identical instances working in parallel
to ensure fault tolerance and continuous operation.

3.4.1. AD-EYE model

The SAN model of the AD-EYE architecture is shown in Fig. 8. The
model represents the two-channel structure described above, including
Channel 1, the supervisory and fallback units of Channel 2, and the
Selector modules, and captures how component failures and incorrect
supervisory decisions propagate to the system level.

Initially, all components operate correctly (1 token in each place
Channell, Channel2a and Channel2b, 2 tokens in the place Selectors),
so the system is in the working state. Over time, each subsystem may
experience a failure according to exponential rates. For the channels,
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Table 5
AD-EYE failure modes.
Channel 1 Channel 2a Channel 2b # Priority selectors available Consequence System state
None >1 Pre-buffered MRM Safe with probability pyry
None/Envelope violation None >1 Pre-buffered MRM Safe with probability pyry
0 Pre-buffered MRM Safe with probability pyrm
A (safe) A meets the envelope None >1 Channel 1 MRM Safe
None/Envelope violation B (safe) >1 Channel 2b MRM Safe
A (unsafe) A meets the envelope >1 Catastrophic Unsafe
None/Envelope violation B (unsafe) >1 Catastrophic Unsafe

Interface to Ul System

ActuatorData

Channel 2¢
Envelope for C1
4

SensorControl

Interface to Sensor System
Interface to Actuator System

Channel 2b
Redundant control

Interface to Diagnostic System

DiagnosticsData

Fig. 7. Block diagram of the AD-EYE architecture.

the overall failure rate is partitioned into a fraction p;,giyiqua COITE-
sponding to independent failures affecting individual channels (timed
activities Channell/2a/2bFailure), and a remaining fraction accounting
for common-cause failures (timed activity CCF) that may simultane-
ously impact two (output gate CCF20f3) or three (output gate CCF30f3)
channels. Channel 1 and Channel 2b can exhibit erratic behavior by
producing unsafe trajectories with probability p. .., or fail silently
with the remaining probability. Channel 2a follows the same failure
modeling approach, where erratic behavior can introduce two poten-
tial hazards: a permissive envelope that is too restrictive, which may
wrongly inhibit a safe trajectory from Channel 1, and an envelope that
is too permissive, which may allow unsafe behavior to go unchecked.

A catastrophic failure occurs in two situations: when Channel 1
produces an unsafe trajectory that is incorrectly accepted due to an
overly permissive envelope from Channel 2a; or when Channel 1 is
inhibited (either because it has become silent or has violated the
envelope) and Channel 2b, though active, generates an unsafe out-
put (input gate CheckCatastrophicFailure). In both cases, the Actuator
System executes a hazardous command, driving the vehicle into an
unsafe state (place UnsafeState). A non catastrophic failure is trig-
gered when no eligible driving unit is available, there is a loss of
permissive envelope, or because both Selectors have failed (input gate
CheckNonCatastrophicFailure). In these scenarios, the system falls back
to executing a pre-buffered Minimal Risk Maneuver (MRM) in an
attempt to reach a safe state (place SafeState) with probability pyrus
otherwise leading to an unsafe state. The model also supports controlled
degradation. If one of the driving units is notified as failed (input gates
CheckChannell/2bMRM), the remaining driving unit takes over and
performs a controlled MRM for a defined time window (timed activities
Channell/2bMRM), ensuring the vehicle reaches a safe stop.

A breakdown of AD-EYE failure scenarios is provided in Table 5.
All system configurations not explicitly listed correspond to a working
system state and are implicitly represented by the model. The complete
model documentation is available at https://github.com/Manuel985/A
utomotiveArchitecturesSANModels-2-/blob/main/ADEYE/ADEYE.pdf.

4. Results & discussion

This section presents the results of the comparative assessment of
four fault-tolerant architectures — Triple Modular Redundancy (TMR),

Channel-Wise Doer/Checker/Fallback (CDCF), Layer-Wise Doer/
Checker/Fallback (LDCF), and AD-EYE — modeled for an SAE Level
4 Highway Pilot scenario. All results and observations discussed in
this section are therefore specific to the considered operational design
domain and associated assumptions.

We first introduce the dependability metrics adopted for the evalu-
ation, followed by a description of the evaluation setup. The analysis
builds on the SAN models introduced earlier and implemented in
Mobius (Daly et al., 2000; Clark et al., 2001; Deavours et al., 2002), and
concludes with a discussion of the main results and the architectural
trade-offs that emerge from the comparison.

4.1. Metrics of interest

To ensure a consistent and meaningful comparison across the ar-
chitectures, we adopt a unified set of dependability metrics applicable
to all models. These metrics capture both the system’s transient and
asymptotic behavior:

Pyusagestae(®): Probability of reaching the unsafe state within the
interval [0,7]. It is obtained through an instant-of-time reward
variable that returns 1 upon entering the absorbing unsafe state,
and represents the likelihood of catastrophic failure over time.
Pg,resiae(t): Probability of reaching the safe state within the
interval [0,¢]. It is obtained through an instant-of-time reward
variable that returns 1 upon entering the absorbing safe state, and
represents the likelihood of non-catastrophic termination over
time.

S(t): Probability that the system has not reached the unsafe state
in the interval [0,7]. This reflects the notion of safety, i.e., ab-
sence of catastrophic consequences (Avizienis et al., 2004), and
is derived as:

S =1- PUnsafeSmte(t)

R(1): Probability that the system has remained operational within
[0,7]. This corresponds to reliability,* i.e., continuity of correct
service (Avizienis et al., 2004), and is derived as:

R(n=1- PUn:afeStare(t) - PSafeSmte(t)

In addition to probabilistic metrics, we evaluate a temporal indicator
that characterizes the time dynamics of system degradation:

* MTTF (Mean Time To Failure): Expected time for the system to
lose its operational capability, indicated as:

MTTF = IE[TTFSafeOrUnsafe]
where TT Fg,/00runsare denotes the time to absorption in either the

safe or unsafe state. This metric provides a compact summary of the
expected operational lifetime of each architecture under the considered

4 In the absence of repairs, reliability also coincides with availabil-
ity (Avizienis et al., 2004).
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Fig. 8. SAN model of the AD-EYE architecture.

failure assumptions and is computed using standard techniques for
mean time to absorption in stochastic models (Trivedi, 2016).

All probabilistic and temporal dependability metrics were computed
using the analytic solvers provided by the Mobius modeling framework.
Specifically, the Transient Solver was used for transient probabilistic
metrics, the Takahashi Steady-State Solver for asymptotic probabilistic
metrics, and the Iterative Steady-State Solver for the temporal metric.
The solver configuration parameters were set to the default values rec-
ommended by Mobius, as provided by the tool, and were consistently
applied across all evaluated architectures to ensure comparability of
the results. Additional details on the numerical solvers available in
Mobius are reported in https://www.mobius.illinois.edu/wiki/index.
php/Solving_Models#Numerical_Solvers.

4.2. Evaluation setup

To enable a fair and meaningful comparison across the four fault-
tolerant architectures, the SAN models were configured with a shared
set of parameters, ensuring that observed differences in dependability
metrics stem from the architectural design rather than inconsisten-
cies in modeling assumptions. When needed, additional architecture-
specific parameters were included to capture relevant behavioral nu-
ances.

All architectures were modeled using the same failure rates for their
constituent components. Complex subsystems, responsible for functions
such as trajectory generation, monitoring, and fallback execution, were
assigned a failure rate of 10~ per hour. This rate accounts for both
independent and common-cause failures. Simple subsystems, including
voters and selectors, were modeled with a lower failure rate of 10~°
per hour. Moreover, simple subsystems do not directly influence the
system’s decision-making logic; when a failure occurs, they simply
initiate execution of a pre-buffered Minimal Risk Maneuver (MRM).
Since this behavior is consistent across all architectures, their failure
rates were held constant. The use of identical failure rates across
architectures reflects the absence of established reference data for
assigning architecture-specific reliability values to such subsystems. In
real systems, components in different architectures may exhibit differ-
ent failure rates due to implementation and design choices. However,

Table 6
Parameters and value sets used in the sensitivity analysis.
Parameter Applies to Values
Pindividual All architectures {0.80, 0.875, 0.95}
Perratic All architectures {0.10, 0.30, 0.50}
PMRM All architectures {0.75, 0.85, 0.95}
{

TMR only 1074, 1073, 1076}

¥ disagreement

without reliable data to support such distinctions, introducing differ-
entiated values would require arbitrary assumptions and could bias the
comparison. For this reason, homogeneous failure rates were adopted
to ensure a fair and controlled evaluation of architectural design effects.
Building on this common configuration, a systematic sensitivity
analysis was performed to evaluate how variations in key modeling
parameters affect the performance and robustness of the proposed
architectures. The selected parameters represent the main sources of
uncertainty and variability in the system models—factors expected to
have the strongest influence on dependability over time, and include:

+ p_individual (all architectures): Fraction of complex component
failures that occur independently, with the remaining portion
corresponding to common-cause failures.

« p_erratic (all architectures): Probability that a failed complex com-
ponent generates incorrect outputs instead of failing silently.

* p.MRM (all architectures): Probability that the pre-buffered Min-
imal Risk Maneuver (MRM) successfully brings the vehicle to a
safe stop.

« r.disagreement (TMR only): Rate of output divergence among
non-deterministic TMR channels in nominal conditions.

Table 6 summarizes the values adopted for each parameter. This con-
figuration space provides a coherent basis for comparing the architec-
tures and analyzing their performance trends, robustness, and design
trade-offs.

System behavior was evaluated at five representative time points
- 5000, 15,000, 25,000, and 35,000 operating hours — as well as
in an asymptotic regime. These horizons span short-, medium-, and
long-term operating conditions, providing a comprehensive view of the
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Fig. 9. Safety of the four architectures under the baseline configuration.

architectures’ dependability evolution, from initial operation to their
long-term behavior.

4.3. Baseline analysis

This subsection establishes a baseline comparison among the four
architectures — TMR, CDCF, LDCF, and AD-EYE - by fixing all common
configurable parameters to representative values. The objective is to
provide a consistent reference point for assessing their dependability
behavior before introducing parameter sensitivity in the following anal-
yses. Specifically, the proportion of independent component failures,
i.e., Pindividual» Was set to 0.875; the probability of erratic component
behavior upon failure, i.e., p qic> to 0.3; and the success probability of
the pre-buffered MRV, i.e., pyry, to 0.85. For the TMR architecture,
which additionally models disagreement among correct channels due to
non-determinism, i.€., Fgisagreement> W€ considered three distinct per-hour
failure rates—high (10~#), medium (10~%), and low (107°).

The safety analysis (Fig. 9) reports the safety evolution of all con-
sidered architectures over the selected mission time horizon. LDCF
achieves the highest safety overall, followed by CDCF, which shows a
stable behavior and becomes superior to TMR with low disagreement
as mission time progresses. The other architectures follow with lower
safety values: AD-EYE, TMR with medium disagreement, and TMR with
high disagreement, which attains the lowest safety. A key outcome
is that LDCF and TMR with low and medium disagreement exhibit
a more pronounced decline over time, reflecting their tendency to
prioritize availability by prolonging operation under degraded condi-
tions. In TMR, continued operation with reduced redundancy increases
the probability of unsafe decisions, e.g., due to a bad majority or to
the erroneous behavior of the last remaining channel. Similarly, in
LDCF, failures in the safing layer may still allow operation through the
primary layer, but subsequent failures can lead to unsafe conditions, ex-
plaining the visible reduction in safety. Conversely, CDCF shows a more
constant trend, since any single failure triggers an emergency action,
limiting exposure to degraded states. AD-EYE exhibits an intermediate
trajectory, consistent with a less aggressive failure-handling policy than
CDCF. Finally, TMR with high disagreement yields the lowest safety
and shows a step-wise decrease, due to the frequent activation of the
pre-buffered MRM induced by its difficulty in forming a majority. Since
the pre-buffered MRM may fail, repeated emergency maneuvers can
occasionally lead to unsafe states, causing safety drops. Over time,
the curve stabilizes as the vehicle progressively loses availability and
remains stopped, limiting further exposure to unsafe decisions.

The reliability results (Fig. 10) complement the safety analysis
by highlighting the different levels of operational continuity across
architectures. TMR configurations with low and medium disagree-
ment clearly dominate, achieving the highest reliability throughout the
considered horizon. This behavior is expected, as TMR is explicitly
designed to ensure operational continuity under partial degradation
by exploiting redundancy and majority voting. LDCF follows with the
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Fig. 10. Reliability of the four architectures under the baseline configuration.
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Fig. 11. Mean time to failure of the four architectures under the baseline
configuration.

next highest reliability, for similar reasons: its layered design enables
continued operation as long as the primary layer remains functional,
allowing the vehicle to tolerate a subset of failures without immediately
stopping. AD-EYE achieves intermediate reliability and remains supe-
rior to CDCF, which exhibits lower values due to its more aggressive
failure-handling policy, which prioritize conservative behavior at the
expense of operational continuity. Finally, TMR with high disagreement
attains the lowest reliability, as frequent interruptions lead to early loss
of operability, thus significantly reducing availability.

The mean time to failure (Fig. 11) provides an additional per-
spective on the operational longevity of the considered architectures.
The TMR variants with low and medium disagreement achieve the
highest MTTF, confirming the benefit of redundancy and voting-based
continuity. LDCF follows with intermediate performance, thanks to its
layered design. Conversely, AD-EYE and CDCF exhibit shorter mission
durations, consistent with more conservative failure-handling strate-
gies. Finally, TMR with high disagreement attains the lowest MTTF,
indicating that this configuration is more prone to early termination
and thus provides the shortest operational lifetime among the analyzed
solutions.

The asymptotic behavior analysis (Fig. 12) compares the long-term
termination outcome of the considered architectures, reporting the
probability of converging to a safe versus unsafe terminal state as
t - oo. The results show that AD-EYE achieves the highest probabil-
ity of safe termination, followed by CDCF, indicating that these two
architectures are the most likely to eventually end the mission in a
safe condition. The fact that AD-EYE slightly outperforms CDCF sug-
gests that, despite CDCF’s conservative and aggressive failure-handling
strategy, frequent emergency transitions may expose the system more
often to termination-related unsafe outcomes, slightly increasing the
unsafe terminal probability with respect to AD-EYE. Among the TMR
variants, TMR with high disagreement exhibits a higher probability
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Fig. 12. Asymptotic behavior of the four architectures under the baseline
configuration.

of safe termination than the medium- and low-disagreement cases,
whereas TMR with low and medium disagreement show larger unsafe
terminations. This behavior is consistent with the fact that, when
disagreement is limited, the TMR system tends to remain operational
for longer under degradation, increasing long-term exposure to unsafe
terminal outcomes. Conversely, higher disagreement leads to more fre-
quent interruptions, which reduces prolonged operation and shifts the
asymptotic outcome towards safe termination. Finally, LDCF exhibits
an asymptotic behavior comparable to TMR with low disagreement.
This suggests that architectures enabling continued operation under
partial degradation — while beneficial for operational continuity — may
increase the probability of unsafe termination over very long horizons.

Taken together, the transient and asymptotic probabilistic indica-
tors, together with the temporal metric, provide a complete baseline
characterization of the dependability of all architectures under the
selected parameter settings within the considered SAE Level 4 Highway
Pilot scenario. This baseline will serve as the reference point for the
upcoming sensitivity analyses, in which the impact of varying key
parameters will be assessed relative to the behaviors observed here.
For readability, the transient evolution is not reported in the main
text for the sensitivity analyses, as comparing multiple architectures
across multiple parameter values would require an excessive number
of curves and figures. The discussion in the main text is therefore
limited to aggregated indicators (MTTF and asymptotic termination
probabilities), while the corresponding transient results are reported in
Appendix.

4.4. Effect of the independent failure proportion

This subsection analyzes how varying the fraction of independent
component failures (p;,giviqua) affects the dependability behavior of the
four architectures. Three representative values — low (0.85), medium
(0.875), and high (0.95) — were considered to capture the sensitiv-
ity to the balance between common-cause and independent failure
mechanisms.

In terms of mean time to failure (Fig. 13), all architectures show a
clear decreasing trend: as p;,giviqua iDCreases, the MTTF systematically
decreases. Although this behavior may appear counterintuitive at first,
it can be explained by observing that lowering p;,qiviqua inCreases the
fraction of common-cause failures, but such failures still represent a
relatively smaller component of the overall failure process and tend
to occur later over time. In the adopted failure model, the rate of
individual failures scales as A X p;nqividual» Whereas the rate of common-
cause failures scales as 4 X (1 — pigividual)- SINCe Pingividual 1S typically
high, increasing it significantly raises the effective rate of indepen-
dent component failures, causing earlier degradation and therefore
reducing the mean time to failure. Conversely, when p; 4 iqua iS lower,
the increase in common-cause failures does not compensate for the
reduction in independent failures, resulting in a longer operational
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lifetime and higher MTTF. Importantly, while the absolute MTTF val-
ues change with p;4iqua» the relative ordering among architectures
remains unchanged with respect to the baseline MTTF results. This
indicates that varying the balance between individual and common-
cause failures mainly affects the overall failure timescale, without
altering the intrinsic robustness ranking of the considered architectures.
A further insight emerges when focusing on the three TMR variants. The
high-disagreement TMR shows an almost negligible variation, and the
medium-disagreement TMR exhibits a much milder decrease than the
other architectures. This suggests that, for these configurations, mis-
sion termination is often driven by disagreement-related events, which
may occur even in the absence of component failures, making MTTF
less dependent on the balance between individual and common-cause
failures.

The asymptotic behavior analysis (Fig. 14) indicate that the asymp-
totic safe/unsafe termination split remains essentially unchanged across
low, medium, and high p; 4iiqua for all architectures. This confirms that
the sensitivity on this parameter does not affect the failure-handling
logic of the architectures, but mainly rescales the time to failure, i.e., it
accelerates or delays the occurrence of failures without altering the
long-term termination outcome.

4.5. Effect of erratic behavior probability

This subsection investigates how the probability of erratic behavior
upon failure (pg; qc) influences the dependability behavior of the four
architectures. Three representative values — low (0.1), medium (0.3),
and high (0.5) — were considered to capture different proportions of
erratic versus silent failure modes.

The mean time to failure results (Fig. 15) show different trends
across all architectures. A notable outcome is that AD-EYE and CDCF
surprisingly exhibit an increase in MTTF as p.,, 4. grows. This behavior
can be explained by the different emergency responses triggered by
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Fig. 15. Mean time to failure of the four architectures by varying p, ;.-

distinct failure manifestations. In particular, in these architectures some
silent failures tend to directly activate the pre-buffered emergency ma-
neuver, which stops the vehicle immediately and therefore causes early
mission termination. For instance, in CDCF, a silent failure affecting the
monitoring function can trigger the pre-buffered MRM, resulting in an
immediate stop and reduced MTTF. Conversely, when failures manifest
as erratic behavior, the system may execute a controlled emergency
maneuver over a finite time window, slightly delaying termination and
thus increasing the operational lifetime. A similar rationale applies to
AD-EYE, where the increase in MTTF can be further justified by the
monitoring design assumptions: the logical correctness of the fallback
channel is not explicitly verified. As a consequence, an erratic failure
in the second channel may remain undetected, allowing the vehicle to
continue operating for longer and therefore increasing the measured
MTTEF. In contrast, LDCF remains nearly unchanged, suggesting that the
termination time under erratic or silent failures is equivalent. Finally,
TMR performance degrades with increasing pe .., With the effect be-
coming progressively stronger when moving from high-to medium- and
especially low-disagreement configurations. This is consistent with the
fact that erratic failures more easily induce channel disagreement, ac-
celerating mission termination, whereas silent failures can be tolerated
more effectively as long as at least one channel remains operational.

Regarding the asymptotic behavior (Fig. 16), for architectures with
aggressive failure-handling, such as AD-EYE and CDCF, the variation
is minimal: since these solutions attempt to stop at the first failure
regardless of its manifestation, the long-term terminal distribution is
only marginally affected. Conversely, for architectures that allow fail-
ures to accumulate over time, such as LDCF and the TMR variants, the
effect of pe, i becomes more pronounced. In these cases, increasing
the likelihood of erratic behavior results in a higher probability of
converging to an unsafe terminal state, as expected. Moreover, the
sensitivity is more pronounced for LDCF than for the TMR variants:
in TMR, unsafe termination is mainly associated with relatively rare
voting-related events (e.g., bad majority), whose probability remains
low even when p .. increases, resulting in only mild variations in
the asymptotic terminal distribution.

4.6. Effect of pre-buffered MRM success probability

This subsection analyzes how varying the success probability of the
pre-buffered Minimal Risk Maneuver (pyry) affects the dependability
across the four architectures. Three representative values — low (0.75),
medium (0.85), and high (0.95) — were considered to capture the
transition from less reliable to highly effective emergency maneuvers.
This parameter is only relevant when the system is unable to reach
a decision, as the pre-buffered MRM provides a last-resort fallback
response in such situations.

Variations in pyry have no impact on the mean time to failure for
any of the considered architectures, since this parameter affects only
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Fig. 17. Asymptotic behavior of the four architectures by varying pyru-

the outcome of the pre-buffered emergency maneuver and not the time
of mission termination. For this reason, the corresponding mean time
to failure plot is not reported.

Conversely, the impact of pyry; becomes apparent when considering
asymptotic probabilistic metrics (Fig. 17). As expected, changing pyirm
directly affects the safe/unsafe terminal split: higher pyry; increases the
probability of converging to a safe terminal state, whereas lower pyru
increases unsafe termination. A key observation is that the impact of
this parameter is not uniform across architectures. In particular, the
effect is much more visible for AD-EYE and CDCF, which rely more
heavily on the pre-buffered emergency maneuver as termination mech-
anism. As a consequence, variations in the probability of successful
MRM translate into a stronger shift in their asymptotic safe/unsafe
distribution. Conversely, for architectures where termination is less
directly dominated by the pre-buffered MRM, the sensitivity to pyry is
noticeably weaker, resulting in only marginal changes in the terminal
split.

5. Threats to validity

The validity of this study is influenced by several modeling and
methodological assumptions that should be considered when interpret-
ing the results.

First, the proposed dependability analysis relies on Stochastic Ac-
tivity Networks with exponentially distributed failure times. While
this assumption enables tractable analysis, it implies constant failure
rates and therefore does not capture phenomena such as component
aging, which may affect failure behavior over long-term operation.
The adopted modeling framework further abstracts system behavior
by excluding repair and maintenance actions and by not explicitly
representing the complete fault-error—failure propagation chain. As a
consequence, failures are modeled as direct transitions to system-level
failure conditions, without capturing how faults are activated, detected,
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propagate through intermediate error states, or may be mitigated be-
fore reaching a system-level outcome. As part of this abstraction,
mechanisms such as recovery actions, diagnostic latency, and inter-
mediate degraded states are not explicitly modeled. In practice, these
mechanisms can influence how failures evolve and are handled over
time. For example, recovery actions may allow the system to return to
an operational state, diagnostic latency may delay fault detection and
handling, and degraded states may introduce intermediate operating
conditions (e.g., with reduced functionality or performance) before a
system-level condition is reached. Overall, these modeling choices may
affect both the timing and the evolution of failures, and consequently
the quantitative values of the evaluated metrics. Nevertheless, the
adopted framework captures the primary failure-handling mechanisms
of each architecture, which are the main focus of this study. Therefore,
although more detailed models could refine the quantitative results,
the comparative trends observed across architectures are expected to
remain representative of their underlying design characteristics.

Another aspect concerns the choice and interpretation of model
parameters. Parameters were selected to represent plausible operating
conditions and explored over representative ranges through a dedicated
sensitivity analysis. It is worth noting that the specific parameter
values adopted in this study are based on preliminary estimates and
on guidelines agreed with the Safety & Architecture working group
of The Autonomous (Escuela et al., 2023). While the sensitivity study
confirms that the main trends remain stable across the explored ranges,
some uncertainty in the exact quantitative parameter values naturally
persists. The model further assumes homogeneous failure rates within
each component class (complex/simple) used across all architectures.
While this abstraction supports a controlled architectural comparison,
it may not capture potential differences in failure behavior across ar-
chitectures in real implementations. However, the conducted sensitivity
analysis shows that the relative trends and ranking among architectures
remain stable under uniform variations of the failure rates, support-
ing the robustness of the presented conclusions. In addition, simple
components are assumed to experience only independent failures and
to fail exclusively in a silent manner. While this is consistent with
their intended design as fully verifiable and deterministic units, it
does not explicitly capture additional failure behaviors that may arise
in practice. Regarding generalizability, the comparison deliberately
abstracts away from hardware- and software-specific implementation
details, focusing on architectural principles. While this design choice
enhances generality and supports architecture-level reasoning, it limits
the direct applicability of the numerical results to specific platforms
or products. In addition, the analysis is conducted within a specific
operational design domain, namely an SAE Level 4 Highway Pilot sce-
nario. While this enables a focused and consistent comparison, different
operational contexts — such as urban driving or low-speed automated
mobility applications — may involve different assumptions. As a result,
the observed comparative trends should be interpreted with respect to
the considered operational context, and may vary under different ODD
conditions.

Finally, the conclusions drawn from this study are inherently com-
parative and relative in nature. The results are intended to highlight
trade-offs and trends among architectural solutions rather than to
provide absolute guarantees of dependability. In addition, the absence
of empirical cross-validation against real systems or experimental data
means that the findings should be interpreted as model-based insights
rather than predictive estimates of real-world performance, and the
observed quantitative differences may be influenced by the adopted
modeling assumptions.

6. Conclusions
This study examined four representative fail-operational architec-

tures using a unified SAN-based modeling framework, focusing on how
their structural principles influence system behavior under failures. The
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analysis highlights distinct mechanisms through which redundancy,
isolation, and fallback strategies shape system-level dynamics.

At the architectural level, the comparison highlights that TMR be-
havior is shaped by redundancy management and disagreement dynam-
ics. Low/medium-disagreement TMR maximizes operational continuity
but, by prolonging operation under degradation, increases exposure
to unsafe outcomes. High-disagreement TMR is instead dominated
by disagreement-driven interruptions and frequent pre-buffered MRM
activations, resulting in the lowest safety, reliability, and MTTF. CDCF
follows a conservative strategy driven by immediate reaction to fail-
ures, stabilizing safety at the expense of continuity. LDCF sustains oper-
ation through layered redundancy, but becomes increasingly vulnerable
when failures accumulate across layers. AD-EYE shows intermediate
behavior, producing a more balanced response under failure.

Sensitivity analyses refine these conclusions. Varying the fraction
of independent versus common-cause failures mainly rescales the fail-
ure timescale: MTTF changes consistently across architectures, while
asymptotic termination remains largely unchanged. In contrast, vary-
ing the probability of erratic behavior yields different architecture-
dependent effects. In terms of MTTF, AD-EYE and CDCF increase as the
probability of erratic failures grows, because silent failures more often
trigger an immediate pre-buffered MRM, whereas erratic failures may
lead to a controlled emergency maneuver over a finite time window.
LDCF remains nearly unchanged, indicating that erratic versus silent
manifestations have limited impact on its termination time. Conversely,
all TMR variants degrade with increasing probability of erratic fail-
ures, as they more easily induce disagreement and accelerate mission
termination. In the asymptotic regime, AD-EYE and CDCF are only
marginally affected because they tend to stop at the first failure, while
LDCF and TMR show a clearer shift towards unsafe termination as
erratic behavior becomes more likely, since failures can accumulate
over time. Finally, varying the pre-buffered MRM success probability
does not affect operational longevity, but directly shifts the asymptotic
safe/unsafe termination split, most visibly for architectures relying
more heavily on this last-resort mechanism, such as AD-EYE and CDCF.

These results extend current understanding of fail-operational de-
sign, which has often relied on qualitative arguments or architecture-
specific studies. By offering a directly comparable quantitative view,
the analysis shows how design choices shape probabilistic and tem-
poral dependability, including sensitivity to parameter uncertainty.
The observed behaviors offer an evidence-based interpretation of the
architectures’ dependability characteristics and a coherent foundation
for supporting informed reasoning on fail-operational design choices in
automated driving systems. However, these results are derived from a
model-based analysis and have not been empirically validated against
real systems or experimental data; therefore, the observed quantitative
differences should be interpreted as indicative rather than definitive,
while still providing a consistent basis for comparing the relative
behavior of the considered architectures.
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Appendix

This appendix reports additional results to complement the aggre-
gated indicators presented in Section 4. The following figures show the
evolution of safety and reliability over time under different parame-
ter settings, providing a direct view of the transient behavior of the
analyzed architectures.

For the sensitivity analysis in Section 4.4, where the independent
failure proportion (p;,giviqua) is varied, Figs. A.18-A.20 and A.21-A.23
report, respectively, safety and reliability results for low, medium, and
high values of the parameter. Similarly, for Section 4.5, where the
erratic behavior probability (p. ;) is varied, Figs. A.24-A.26 and
A.27-A.29 report the corresponding results. Finally, for Section 4.6,
where the pre-buffered MRM success probability (pyry) is varied, Figs.
A.30-A.32 report the corresponding safety results (no reliability plots
are included, as pyry does not affect the reliability metric).

Each figure shows how the considered metric evolves over time for
a given parameter setting, enabling a direct comparison across archi-
tectures under the same conditions. These results provide additional
insight into how performance differences develop over the considered
time horizon.

Overall, the observed trade-offs among architectures are consistent
with those identified in the baseline analysis in Section 4.3, while the
trends emerging as time increases are aligned with the aggregated indi-
cators such as MTTF and asymptotic termination probabilities discussed
in Sections 4.4-4.6.
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Data availability

The artifacts used in this study are available in the GitHub reposi-
tory cited within the manuscript.
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