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Abstract

The sixth generation (6G) of mobile networks envisions a hyper-connected,
intelligent, and immersive digital ecosystem in which also human body will
become a node of the network.

This ambitious vision, as outlined in the IMT-2030 framework, imposes
exceptionally stringent requirements on 6G networks, particularly in achiev-
ing hyper-low latency and enabling the seamless integration and modeling
of the human body as a functional node within the network.

To fulfill these demanding requirements, the adoption of novel transmis-
sion technologies is essential. Among the most promising candidates for en-
abling hyper-low latency communication are All-Optical Processing (AOP)-
based Optical Communication via Fiber (OCvF) and Terahertz (THz) Com-
munications. In parallel, Wireless Body Area Networks (WBANS) are envi-
sioned to bridge in-body and on-body devices with the broader 6G infras-
tructure. Within the WBAN domain, emerging paradigms such as Molecu-
lar Communications (MCs), Galvanic Coupling (GC) Communications, and
Visible Light Communications (VLCs) are being developed to acquire and
transmit a diverse array of human-body-related data. These technologies
aim to support a holistic representation of the human body, enabling its
integration as a dynamic and intelligent node within the network.

However, these technologies introduce novel vulnerabilities and opera-
tional constraints. Traditional encryption techniques may prove excessively
time-consuming and thus unsuitable for hyper-low latency transmission sys-
tems. Moreover, sensors and devices employed within the WBAN context
are typically resource-constrained and not equipped to support complex and
computationally intensive security techniques. Finally, considering the re-
cent advancements of generative Al-algorithm in terms of complexity and
usage, an additional challenge emerge in WBANSs: the need to determine
whether signals, data, and multimedia content truly originate from a human
body.

Physical Layer Security (PLS) emerges as a promising solution to these
challenges. By leveraging the inherent characteristics of communication
channels, PLS enables fast and lightweight security mechanisms that operate
directly at the physical layer. These techniques are particularly well-suited to
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the computational and energy constraints of resource-limited devices and the
stringent latency requirements of next-generation communication systems.

This thesis applies Physical Layer Security (PLS) techniques for con-
fidentiality and authentication to address the security challenges posed by
emerging transmission technologies in 6G networks. A unifying theme across
all contributions is the need to secure communication systems that are both
latency-sensitive and resource-constrained, particularly in the context of
human-centric networking enabled by WBANs. The research spans mul-
tiple layers of the 6G architecture, from high-speed backbone technologies
to body-level communications, and includes:

e Confidentiality for AOP-based OCvF and THz Communications [1}2].
These technologies are key enablers of ultra-low latency transmission in
6G, and the proposed PLS techniques ensure data protection without
compromising speed.

o Confidentiality of VLC-based Implantable Medical Devices (IMD) in
WBANS [3]. Within WBANSs, VLC offers a promising channel for intra-
body communication. The thesis asses reliability and security for VLC-
based implantable devices.

e Authentication in GC Coupling communications in WBANs [4]. GC
is a low-power technique for on-body data exchange. The work intro-
duces PLS-based authentication methods that respect the energy and
computational limitations of wearable devices.

e Security threats modeling of diffusion-based MCs in WBANs [5]. MCs
represent a novel paradigm for intra-body data transmission. This
contribution identifies and models potential vulnerabilities, laying the
groundwork for future PLS applications.

e Authentication of Al-generated content in WBANs [6]. As genera-
tive Al becomes increasingly capable of mimicking human signals and
behavior, this work proposes methods to distinguish genuine human-
originated data from synthetic content, ensuring trust in human-body-
as-a-node systems.
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Chapter 1

Introduction

Following the recommendation expressed by the International Mobile Com-
munications (IMT), known as IMT-2030 [7], the sixth generation (6G) of
mobile networks are currently under development. IMT-2030 recommenda-
tions concern two main aspects: extend the key pillars defined by previous
IMT-2020 (8] for 5G networks and the introduction of three novel capabilities
envisioned for the 6G networks (see Figure[L.T).

The extension of 5G key pillars aims to provide better coverage, data-
rates and lower latencies. In this context, several key components are un-
dergoing significant transformation. In particular, the Ultra Reliable Low
Latency Communications (URLLC) in 5G are extended to Hyper Reliable
Low Latency Communications (HRLLC), the enhanced Mobile Broadband
(eMBB) is extended to immersive communications and massive Machine
Type Communications (mMTC) are extended to massive communications
[9]. The three novel capabilities envisioned by IMT-2030 for 6G are the
realization of an Ubiquitous Connectivity and the integration of Integrated
Sensing and Communication (ISAC) and of Integrated AT and Communi-
cation (IAAC). Ubiquitous Connectivity is the capability of 6G network of
providing seamless connection to the users, regardless of their position or
mobility. ISAC refers to the fusion of advanced sensing technologies and re-
liable communication systems. Finally, ITAAC involves Artificial Intelligence
(AT) in communication to enable optimized spectrum and resource usage and
enhance network security.

By satisfying the recommendations expressed by IMT-2030, the very con-
cept of the network is expected to undergo a significant transformation:
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Figure 1.1: Representation of IMT 2030 capabilities, extensions and chal-
lenges.

rather than referring to a traditional network, we will talk about a connective
fabric. This concept highlights not only the immense scale and heterogeneity
of interconnected devices, but also the envisioned integration of the human
body as an active node within the network. In this paradigm, individuals
will not only be users of the network, they become embedded components
of a pervasive digital ecosystem, contributing directly to data generation,
transmission, and reception.

1.1 6G Requirements

To achieve the IMT-2030 vision, it will be necessary to establish very strin-
gent requirements for 6G networks. In this thesis two compelling require-
ments are considered:

e Achieving the extremely low latencies needed to realize HRLLC.
e Modeling and integrating human body as a node of the network.

In order to satisfy these requirements is necessary to introduce new trans-
mission technologies.
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To realize HRLLC two promising transmission technologies are proposed:
All Optical Processing (AOP)-based Optical Communications via Fiber (OCvF)
and THz Communications.

e OCVF is a transmission technology, classified under Optical Commu-
nications (OCs), that exploits light waves, that propagates through
fiber-optic cables, instead of traditional RF waves to transmit infor-
mation. OCvF are already a cornerstone of communication networks
since they are used to connect the backbone of current mobile net-
works. In order to reach the hyper-low latencies required for 6G, the
introduction of AOP will be crucial. AOP is a technology in which
signals are manipulated exclusively in the optical domain. Hence, the
processing, storage, and transmission of information are performed us-
ing optical devices alone, without any intermediate electrical conver-
sions. Exploiting AOP, optical signals are processed at the same speed
as they travel in the optical fiber, allowing higher transmission speeds
and lower latencies [10].

e THz communications refer to a transmission paradigm that leverages
the 0.1-10 THz frequency band for data exchange. The vast spectral
availability in this range enables a substantial reduction in commu-
nication latency, supporting ultra-fast transmission. Due to their ex-
tremely short wavelengths, THz waves are emitted in highly directional
beams. This property contributes to interference mitigation and im-
proved security. A heterogeneous network architecture incorporating
high-performance, short-range THz links is therefore capable of meet-
ing the IMT-2030 requirements for ultra-high data rates and extremely
low latency.

Modeling human body and integrating it as a node of the network re-
quires to realize an holistic vision of human being, which encompasses its
physiological, psychological and social components. These components are
defined by the data gathered by the devices and sensors placed both inside
and on human body. However, many in-body and on-body sensors, lack the
computational capabilities, energy resources, or physical space to support di-
rect connectivity to 6G network. To bridge this gap, an intermediate gateway
layer is required. In this thesis, Wireless Body Area Networks (WBANSs) are
proposed as a promising solution. WBAN architecture is composed by sen-
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sors and devices placed inside and on human body which are connected to a
central hub, such as a Smartphone, positioned on the body. The central hub
collects and aggregates data from the sensors while providing gateway func-
tionalities towards external network, in this case the 6G mobile network [11].
To realize the holistic vision of the human being needed to model it as a node
within the 6G network, it is essential to collect a broader and more diverse
range of physiological, psychological, and contextual data. Achieving this re-
quires the adoption of novel transmission technologies specifically suited for
intra-body and body-centric communications. Three promising approaches
within Wireless Body Area Networks (WBANSs) are considered here: Visi-
ble Light Communications (VLCs), Molecular Communications (MCs) and
Galvanic Coupling (GC).

e VLCs are a transmission technology, classified within Optical Wireless
Communications (OWCs), which exploits the visible light frequency
spectrum. In the context of WBAN, VLC can be exploited as a new
transmission technology for sensors and devices placed inside and on
human body, as they offer unique advantages for short-range, high-
speed and interference-resilient communications. A compelling use case
for VLC in this framework are Implantable Medical Devices ([MD5),
which refer to health-related sensor and actuators implanted inside
human body. An implantable device, e.g., a subcutaneous sensor, can
leverage VLC to transmit signals, or relay in-body communication, to
an on-body node.

e MCs are a novel transmission technology in which molecules, i.e., a
chemical signal, rather than electromagnetic or optical waves, serve
as information carriers. Within the context of Wireless Body Area
Networks (WBANSs), MCs offer a compelling solution for scenarios
where the artificial nature of current nano-scale devices, such as those
based on nano-materials like graphene, raises concerns regarding bio-
compatibility and potential health risks. These limitations can be mit-
igated by replacing artificial devices with biological entities, such as
biological cells. MCs are uniquely suited to facilitate communication
between biological entities, thereby enabling access to a rich spectrum
of physiological data from within the human body.

o GC is a promising technology proposed as an alternative to RF commu-
nication in the context of WBANs. GC exploits electrodes placed on
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the skin or implanted inside the body to transmit and receive low-
power electrical signals which propagates through biological tissues
[12]. This communication technology offers intrinsic advantages in
terms of reliability, as signals propagating through biological tissues
are less susceptible to external interference. Finally, since GC exploits
low-power electrical signals, it is a very suitable technology for low-
resourced devices, e.g., sensors, placed inside and on human body.

While these emerging transmission technologies are essential to meet the
stringent performance and integration requirements of 6G, they also intro-
duce a new layer of complexity in terms of security. The very features that
make these technologies suitable for ultra-low latency and human-centric
networking also render them vulnerable to novel attacks.

1.2 6G Security Challenges

The challenges raised by the introduction and implementation of the new
transmission technologies, described in Sec[T-] primarily concern two key
aspects:

e Security challenges for HRLLC transmission technologies To
ensure robust security while preserving the ultra-low latency character-
istics of AOP-based OCvF and THz Communications it is imperative
to adopt fast and lightweight security mechanisms which introduce
only minimal latency. Classical encryption techniques could result too
time-consuming to meet this requirements. Therefore, new security
solution are needed.

e Security challenges for WBANSs transmission technologies The
data gathered and transmitted by devices and sensors placed inside or
on the human body, via VLCs, GC Communications, and MCs, to
achieve the holistic vision of the human being to model it as a node
within the 6G network, are highly sensitive and demand a high level
of protection.

The devices involved in GC Communications and VLC-based IMDs are
typically resource-constrained and unable of implementing complex,
computation-intensive security mechanisms.

Concerning MCs, very low attention has been given to security in
current literature, which is mainly focused on modeling propagation
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mechanisms and new modulation schemes. Nevertheless, MCs are vul-
nerable to various attacks that could not only put very sensitive data
at risk, but also the life of a person itself. Therefore, it is mandatory
to define a security framework also for MCs.

Furthermore, the outputs of human body, i.e., signals and data that
flow through WBANS, need to be identified as verifiably originate from
a human being. In this context also multimedia products, like artworks
or music, can be interpreted as a special kind of output of human body
since they derive from the necessity of a human being of communicating
its psycho-physical condition, e.g., its thoughts or emotions. The re-
cent increase in complexity and adoption of generative Al models rises
the problem that AI models could attempt to emulate sensory, psy-
chological and physiological outputs of human body. As a result, the
boundary between human and machine will be blurred to the point
of near invisibility. In this context, it is essential to define methods
capable for distinguishing whether an output has been emitted by a
human being or generated by an Al model.

As a result, the evolution of 6G must be accompanied by a rethinking of
security paradigms where lightweight and adaptive solutions can be deployed
to safeguard both data and identity. In this context, Physical Layer Security
emerges as a promising approach, offering lightweight, channel-aware tech-
niques that operate directly at the physical layer to ensure confidentiality
and authentication without relying on traditional encryption.

1.3 Physical Layer Security as a Strategic Re-
sponse

This thesis investigates how Physical Layer Security (PLS) can be a potential
solution to address the security challenges, described in[l.2] raised by the
introduction of new transmission technologies in 6G networks.

PLS encompasses a set of techniques that implement security mechanisms
directly at the physical layer of the ISO/OSI stack, leveraging the inherent
properties of the communication channel to protect data transmission. Se-
curity mechanisms are enabled to be tailored to the specific computational
and energy constraints of the devices and environments in which they are de-
ployed. Therefore, PLS techniques are suitable to address the security chal-
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lenges derived by meeting the stringent requirements of 6G, both in terms of
need of fast security techniques for HRLLC transmission technologies and of
light-weight security solutions for low-resourced devices and authentication
of the outputs of human body in WBANS.

Physical Layer Security techniques can be regrouped in three main appli-
cation fields: confidentiality, physical layer authentication (PLA]) and phys-
ical key extraction (PKE). Confidentiality refers to the techniques aimed
to protect the privacy of the transmitted information. PLA techniques are
aimed to verify the identity of the nodes connected to a network. Finally,
PKE refers to techniques applied for the extraction of secret keys used for
encryption algorithms. However, in this thesis only confidentiality and au-
thentication techniques have been developed.

1.3.1 Advantages of Physical Layer Security Compared
to Traditional Cryptography

The approach provided by PLS offers several distinct advantages over tra-
ditional cryptographic methods, particularly in the context of 6G networks
and resource-constrained environments such as WBANSs [13].

e Lightweight and Low-Latency Operation. Traditional crypto-
graphic algorithms, such as AES, RSA, or ECC, require significant
computational resources and introduce latency due to key exchange,
encryption, and decryption processes. In contrast, PLS techniques
operate directly at the physical layer, often relying on simple signal
processing operations (e.g., modulation). Therefore, the usage of PLS
would allow the adoption of lighter cryptographic mechanisms with re-
duced computational complexity, since the missing security guarantees
can be provided by PLS itself through low-latency physical-layer tech-
niques which are more suitable to latency-sensitive applications, such
as HRLLC in 6G [14}/15].

e No Need for Key Distribution or Management. Cryptographic
systems rely on secure key distribution and management. These pro-
cesses are complex and vulnerable to attacks, especially in dynamic or
decentralized networks. PLS eliminates the need for pre-shared keys
by exploiting channel reciprocity or randomness to derive security fea-
tures. This simplifies protocol design and reduces the attack surface,
particularly in mobile or ad hoc scenarios [12}|16].



8 Introduction

o Adaptability to Resource-Constrained Devices. WBANs de-
vices often have limited processing power, memory, and energy. Imple-
menting complex cryptographic protocols on such devices is imprac-
tical. Unlike cryptographic algorithms that may require specialized
hardware or high processing power, PLS can be realized through sim-
ple signal processing operations.

PLS techniques are well-suited to these environments, as they can be
implemented with minimal hardware and computational overhead, en-
abling the implementation of lighter cryptographic mechanisms while
keeping the communication secure [17}/1§].

e Resilience Against Computational Attacks. Cryptographic se-
curity is based on computational hardness assumptions, which may
be invalidated by advances in computing power, especially quantum
computing. In particular, asymmetric cryptographic algorithms are
particularly vulnerable to quantum-based attacks, since a sufficiently
powerful quantum computer can exploit Shor’s algorithm to enable the
decryption of protected communications [19]. In contrast, symmetric
cryptography is not directly broken by quantum computation but is in-
stead weakened: Grover’s algorithm effectively halves the security level
of a symmetric key by providing a quadratic speed-up in brute-force
search [20]. This reduction, however, can be mitigated by doubling
the key length, for example by transitioning from AES-128 to AES-
256, which restores an adequate security margin even in the presence
of quantum adversaries. PLS relies on information-theoretic princi-
ples rather than computational hardness assumptions [21], therefore it
provides security guarantees that are intrinsically independent of the
adversary’s computational capabilities, whether classical or quantum.

o Context-Aware and Environment-Sensitive Security. PLS can
adapt to the physical context of the communication environment. For
example, channel fingerprinting and proximity-based authentication al-
low systems to dynamically adjust security levels based on spatial,
temporal, or behavioral cues. This context-awareness is difficult to
achieve with traditional cryptography, which treats the channel as a
transparent medium [22}[23].

To conclude, while cryptography remains essential for many applications,
PLS offers a complementary and often superior approach for securing next-
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generation networks, especially where latency, low complexity, and adapt-
ability are critical. In the context of 6G, PLS emerges not only as a technical
solution but also as a strategic enabler of security.

1.3.2 Main Contributions

The main contributions of this thesis are the PLS solutions developed to
address the security challenges outlined in[I.2] which are listed below:

e PLS solutions for HRLLC transmission technologies:

— PLS confidentiality in AOP-based OCvF - Since it operates at
the first level of the ISO/OSI stack, PLS represent a quite natural
approach to define security solutions for AOP-based OCvF, which
also operates at the physical layer.

Leveraging an AOP approach, the Noise-Loop (NI modulation,
previously applied exclusively to RF systems, has been imple-
mented in an OCvF system, resulting in the development of Op-
tical Noise-Loop ([ONIJ)) modulation. ONL is a robust PLS tech-
nique that enhances confidentiality in optical networks by inject-
ing random phase noise into the transmitted signal. The legiti-
mate receiver can reliably recover the original information through
a feedback loop, while any eavesdropping attempt fails, regardless
of the attacker’s location or computational capabilities.

— PLS confidentiality in THz communications - The implementation
of the NL modulation has been evaluated also for THz Commu-
nications. Since THz communication channels present additional
noise sources, with respect to RF and OC, a modeling of the
THz-specific noise and analysis of its effects on the performance,
in terms of reliability and security, of the NL modulation has been
carried out.

e PLS solutions for WBANSs transmission technologies:

— Security threats analysis in Molecular Communication - Since only
the physical layer have been considered and modeled in MCs by
current literature, PLS is the best approach to study how to pro-
tect information sent through this transmission technology. Fo-
cusing on Molecular Communication via Diffusion (MCvD]), the
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four main security threats known in classical telecommunications,
i.e., Jamming, Eavesdropping, Man in the Middle (MITM) and
Spoofing, have been mapped in a diffusion-based MCs scenario.
Additionally, an analysis of the complexity required by the hostile
node to carry on these attacks is conducted.

Confidentiality for VLC-based IMD - Considering both a single
LED and a 2 x 2 Multiple Input Multiple Output (MIMO)) sce-
nario, the In-to-Out Body channel between an implanted trans-
mitter to an out-body receiver has been modeled. Reliability and
security performance of the system have been analyzed in terms
of BER and secure area.

PLA in GC Communications - In GC Communications the prop-
agation channel presents a subject-specific nature, which means
that they are linked to the individual’s physiological and anatom-
ical features and varies from person to person. PLS techniques
can be implemented to exploit the features to enhance the secu-
rity of the communication between low resourced devices placed
on or inside human body

A biometric-based PLA protocol has been applied to GC context.
A Long Short-Term Memory (LSTM) neural network has been
implemented to analyze raw GC data and authenticate the nodes
of the system. Two typical types of attacks for GC Communi-
cations have been considered: Over-The-Air (OTA) and Direct
Contact. The performance of the authentication protocol have
been evaluated in terms of reliability and security.

Authentication of outputs of the body - The information theoretic
approach defined by PLS is implemented to define new methods
to distinguish human created or Al generated products. The chal-
lenge of distinguishing between human-created and Al-generated
outputs of human body has been addressed starting from the field
of visual arts. Grounded in the theoretical framework of Infor-
mational Aesthetics (InfAes) [24], the creative process has been
conceptualized as an information channel linking the artist to the
viewer, with the hypothesis of an 'aesthetic gap’ that Al systems
are unable to fully bridge. Empirical analyses based on clustering
and classification tasks to demonstrate that selected InfAes met-
rics are effective in differentiating human art from Al-generated
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counterparts has been conducted. This contribution has been
framed within the context of security in WBANSs, since the art-
works have been considered and modeled as a particular type of
signals generated by the human body, and the authentication of
their origin is consequently addressed as a PLS problem. More-
over, the integration into the WBAN scenario is motivated by the
observation that, in future developments, the techniques devised
for artworks may be adapted and extended to other categories of
physiological signals.

Having established the strategic advantages of PLS, this chapter con-
cludes by positioning PLS as a lightweight, adaptive, and context-
aware alternative to traditional cryptographic approaches, particularly
suited to the stringent requirements and novel architectures of 6G net-
works. The following chapters build upon this foundation by applying
PLS techniques to a range of emerging transmission technologies and
use cases. Together, the following chapters illustrate the versatility
and relevance of PLS as a foundational security paradigm for 6G.
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1.4 Organization of the Thesis

The rest of the thesis is structured:

e Chapter [2|- reports the outcomes of the works conducted concerning
the application of PLS solutions to HRLLC transmission Technologies
(AOP-based OCvF and THz communications) [1}2].

e Chapter [3| - reports an analysis of security on WBANSs, including a
comparative evaluation of the approaches proposed by IEEE and ETSI
standards |11]. It also reports the analysis of security threats in MCs [5]
and the outcomes of the works concerning PLA in GC communications
and the authentication of outputs of the body [4}/6].

o Chapter [4]- Concludes the thesis.



Chapter 2

Physical Layer Security
Solutions for HRLLC
Transmission Technologies

In this chapter PLS confidentiality techniques are applied to the
HRLLC transmission technologies envisioned for 6G. In partic-
ular the application of the NL modulation, originally developed
for RF systems, to AOP-based OCvF and THz communication
systems is investigated.

The results presented in this chapter have been published in the
following papers:

e S. Caputo, S. Viciani, S. Gherardini, G. Borghini, F. Catal-
iotti, L. Mucchi. “Noise Level Modulation for Secure Op-
tical Communications”, IEEE Access, vol. 12, pp. 148693-
148705, 2024 [1].

e S. Caputo, G. Borghini, G. Pasolini, N. Longhi, G. Cuozzo,
L. Mucchi. “Physical layer security at THz communications:
the effects of phase and molecular noise”, in Proc. of 2024
IEEE International Workshop on Metrology for Industry 4.0
& IoT (Metrolnd 4.0 & IoT), Florence, Italy, May 29-31,
2024 |2].

13
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2.1 Confidentiality in OCvF: the Optical Noise-
Loop Modulation

Optical Noise-Loop is an [AQPlbased PLS confidentiality technique applied
to OCvVF systems. Using the ONL modulation, confidentiality is achieved by
leveraging the inherent noise of transmitting and receiving devices to mod-
ulate the information. The objective of ONL modulation is to prevent an
unintended receiver to correctly demodulate the information from the re-
ceived signal. As a result, the need to rely on encryption algorithms, which
are time-consuming and whose security depends on the computational power
of potential attackers, can be eliminated. This means that information sent
with ONL are secure also from quantum attacks that could break conven-
tional encryption schemes [19].

To develop the ONL, an AOP-based approach is exploited. Therefore,
all the operations needed to implement the ONL modulation are carried on
by optical devices operating directly on the optical signal. Therefore this
security technique introduces minimal latency and it’s suitable for HRLLC
applications.

The benefits of this technique can be summarized as follows:

e The proposed technique does not require any prior secret key exchange
or key management between the sender and the receiver, as the noise
is generated randomly and locally at the transmitter. Therefore, it
simplifies the security protocol and reduces the cost and complexity of
key distribution.

e The proposed technique does not suffer from physical attacks, such as
fiber cutting, tapping, or jamming, as the noise masks the information
and makes it indistinguishable from the background noise. Therefore,
it enhances the resilience and robustness of the communication system.

The Noise-Loop modulation has already been investigated in current lit-
erature, although it has been applied only to RF domain [14]. Anyway,
in current literature there are no attempts to adapt this technique to the
context of OCvVF.

The main challenge to realize ONL consists in modifying the classical
Noise-Loop system in order to move from the Additive White Gaussian
Noise (AWGN) used in RF, to the phase noise used in fiber optics. Also
an insight on the equipment, materials and scheme to realize the ONL in
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OCvF is presented, since its implementation as an AOP-based solution is
not straightforward.

Related Works. In the current literature on Optical Communications,
Physical Layer Security (PLS) is predominantly proposed to address security
concerns in Optical Wireless Communications (OWCs), while its application
to Optical Core via Fiber (OCvF) remains relatively limited [25]. In [26], the
authors examine the trade-off between information rates and confidentiality,
referred to as secrecy capacity in optical fiber systems, taking into account
various channel dynamics.

The authors in [27] propose a new physical layer technique for secure
key generation and distribution in passive optical networks, leveraging ran-
domness and error correcting codes (ECC) to overcome vulnerabilities in
standard upstream key handling. By intentionally inducing short bursts of
random errors and exploiting ECC theory, the optical line terminal can re-
liably reconstruct the specific error pattern of the optical network units and
derive secret keys that remain inaccessible to potential eavesdroppers.

Although in radio frequency (RF) communications, the noise (intrinsic
in the equipment or in the channel or artificially generated) is often used to
produce confidentiality, in optical fibers this method is not fully explored.
In the following a review of papers in literature that propose a security
mechanism for fiber optics communications, using any kind of noise sources
is reported.

The work presented in 28] introduces a novel data encryption method in
the physical layer using a broadband optical noise-like signal shared between
Alice and Bob. This signal is employed to create a secret key for secure in-
formation transmission via the one-time-pad technique. The paper evaluates
the scheme’s features and assesses its compatibility with current fiber-optic
communication infrastructure.

In [29], a novel scheme combining chaotic encryption and noise mask-
ing key-accompanying transmission is proposed to achieve high security and
capacity over seven-core fiber. It uses a dual-polarization 1Q modulator to
generate a 3D-OFDM signal, encrypted by a chaotic signal and masked by a
noise signal, which also carries the key information extracted at the receiver
using a correlation algorithm.

The authors in [30] investigate an optical chaotic-based secure fiber-optic
communication system using an externally modulated laser to generate a
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chaotic optical signal that hides the data signal. The study in [31] focuses
on secure communication in modern fiber optic networks, specifically with a
multi-mode fiber (MMF) channel and a potential eavesdropper, leveraging
artificial noise (AN) and statistical knowledge of the eavesdropper’s channel
to maximize the average secrecy rate.

An overview of physical-layer attacks in optical networks can be found in
[32], and the fundamentals of PLS in optical wireless networks are discussed
in [33}34].

Current security approaches for optical communications are based on
mathematical algorithms that assume the computational complexity of break-
ing the encryption is too high for any attacker to achieve. However, this
assumption may not hold in the future, as quantum computers could poten-
tially break these algorithms in polynomial time [20] [?].

Other approaches rely on the secure distribution and management of
keys, which can be challenging and costly in large-scale networks [35]. More-
over, the keys can be compromised by various attacks, such as eavesdropping,
interception, or tampering. In addition, these methods introduce overhead
and latency in the encryption and decryption processes, which can affect the
performance and efficiency of the optical communication systems.

2.1.1 System Model

The ONL system model is depicted in Fig.[2.1] while the legitimate receiver
scheme is reported in Fig.2.1D] and the eavesdropper receiver scheme is in
Fig.2.1d The laser source, i.e., the orange block in Fig.2.Ia] produces
the optical signal which undergoes a phase shift (the dark green block).
This signal is then added to the incoming signal from the optical channel
transmitted by the other terminal). Subsequently the signal is modulated
with the information bit of the terminal (the light green box) and then
transmitted over the fiber optic to the other terminal. As it can be seen
from Fig.2.Ta] the two legitimate terminals Alice and Bob exchange their
bits at the same time over the fiber optic. Each bit, together with the received
signal, is modulated by a phase noise generator before transmission. This
mechanism draws a loop, where the two information bits are merged together
and modulated by the two independent phase noises.

It is important to note that both legitimate terminals are transmitting
(Tx) and receiving (Rx) at the same time. For the sake of simplicity, we can
denote the Terminal 1 as Alice and the Terminal 2 as Bob, but both of them
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can be either the Tx or the Rx.
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(a) Optical Noise Loop system

model. (b) Receiver scheme for Terminal 1.

(c) Receiver scheme of the eavesdrop-
per (Eve). Eve is attempting to de-
modulate the bit transmitted from
Alice to Bob. The parameter 73 de-
notes the delay between Alice and
Eve.

Figure 2.1: ONL modulation scheme: (a) general scheme; (b) receiver scheme
for the legitimate terminal Alice; (c) receiver scheme for the eavesdropper
Terminal 3 (Eve).

Referring to the system model in Figure let’s assume that the laser
amplitude is constant, i.e., E(t) = E and that the laser frequency is constant,
i.e., w(t) = w. Moreover, let’s assume that the constant phase of the laser
source is negligible. Then, we define the signal transmitted by Alice and
Bob, initially without closing the loop, as:

z1(t) = ap Eel@tel#1(t) i (2.1)

29(t) = apEel@tel?2(t) gibe (2.2)
where:

e E: electric field intensity of the laser source.
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e by, by: information symbol (which takes the values 0 and 7) exchanged
by the legitimate nodes.

e (1, as: channel’s attenuation.
e 7: channel’s delay.
® (1, P2: noise processes introduced by the phase modulators.

The phase noise from both the laser and the fiber, which includes fluc-
tuations in the optical phase due to the laser’s output and the fiber’s trans-
mission, is assumed to be included in the phase noise ¢;(t) and ¢o(t) of the
ONL loop scheme. The parameters a; and as attenuate the signal and they
will play the role of loop stability controllers that can be implemented by
using a splitter or a dissipating mirror.

Let’s now close the loop between Alice and Bob. The signal received by
Alice can be written as

r1(t) = age?®? |roy(t — 7) 4+ Bl (=T i2(t=7) (2.3)

where r2(t — 7) denotes the signal received by Bob, delayed by the time 7
that is proportional to the physical distance from Bob to Alice (and vice
versa in our setting). In addition, for Alice, the decision variable is

yi(t) = r1(t) + Be?¥tedn® (2.4)

After some calculations, and after one complete loop (L = 1), the expres-
sion of y;(t) becomes

y1(t) = ozlozgejbl eI02 peiw(t—=27) jj¢1 (t—27)

+ el el (=) gi92 (t-T) | peiwteion®) | (9.5)
Hence, if the following assumptions hold

E{e—j¢1(t)ej¢2(t)} - 0 (2.6)
E{e 701 ®eitr(t=1y  —  §(7),

then the autocorrelation Ry, ,, (27) = E{y}(t)y1(t — 27)} in the single loop
becomes

Ry iy (27) = ajanel®el®2 B2 (2.8)
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Taking the real part
Re{R,,,, (27)} ~ a1azE? cos (by + ba); (2.9)

thus, since Alice knows the value of by, it can easily estimate the angle
by in the range [0, 7], i.e.,

by = arccos (sgn (Ref{e 7" Ry, (27)})) . (2.10)

After L loops, adopting a more comfortable notation, we have

L—1
yi(t) =Y (&162) na(t — 26r)
e=1
L—1
+ 3 (G16) M ma(t — (20— 1)7) +ma(t)  (2.11)
&=1

where & = a;e’% and n;(t) = Ee/*tel® () with i = 1,2.

2.1.2 Reliability Analysis

In this section a theoretical analysis of the reliability performances of the
ONL modulation is provided, i.e., it’s proven that Alice and Bob are able to
correctly demodulate also after L loops.

Without loss of generality, let’s assume that Alice is trying to demodulate
the symbol by sent by Bob.

In order to demonstrate the reliability of the system, let’s express y;(t)
as an auto-regressive signal:

y (t) = araged® ey, (t—27)

+ aerszejw(t—T)ej%(t—T) + Eelwteior(t) (2.12)

Thus the autocorrelation of y; () becomes:

Ry, 27) =E{y; (t)y1 (t — 27)} = gl eﬂ’zail (t) (2.13)

where also o2 (t) = E{yj(t)y1(t)} obeys an auto-regressive equation of
order 1, i.e.,

oo (t) = E*> + o3 E* + ajajo, (t — 27) (2.14)
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under the assumptions (2.6) and (2.7). Thus, by introducing E? + a3 E? = \
and afa3 = u, one obtains

L
oo QLT) = A (L4p+...+p") =2> pk. (2.15)
k=0

The geometric series Zi:o u* is convergent for [u| < 1 and equal to

L+1

L 1—p
k
EH*7~

k=0 1=p
Accordingly, one finally has that

(E2 + Ck%EQ) (1 _ (a1a2)2(L+1))

3 32
1095

7y, (t) =

2 (2.16)

11—«

with |afa3| < 1 for convergence purposes. It can be observed that, for L
(number of loops) large, the value of o7 (t) converges to the stationary value

E?(1+a3)

From , since Terminal 1 knows b1, the angle by can be estimated using
as in the L = 1 case.

This demonstrate that Alice is able to demodulate correctly the informa-
tion bit sent by Bob, also in the generic case of L sufficiently large.

2.1.3 Security Analysis

In this section a theoretical analysis of the security performances of the
ONL modulation is provided. It’s proven that the information leakage to
the eavesdropper is negligible, i.e., the amount of information that Eve is
able to extract from the received signal is zero. Two cases are considered
here:

1. Steady-state analysis - Eve overhears the channel between Alice and
Bob when the loop is already on.

2. Transitory-state analysis - Eve overhears the channel from the very
first round of the loop.
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The analysis of the two cases is carried on under the assumption of a
single eavesdropper scenario and that Eve has full knowledge of the ONL
system. Finally, a brief analysis of the vulnerability of the poposed system
to the Man in the Middle (MITM) attack is provided.

Case 1: Steady-state Analysis

Let’s assume, without loss of generality, that Eve is overhearing the channel
between Alice and Bob (see Figure , after the loop has started (L >> 0).

Since both Alice and Bob decode information by performing the autocor-
relation of the received signal, here is assumed that also Eve opts to compute
the autocorrelation of the signal taken from channel. The received signal for
Eve would be

y3(t) = are?®ry (t — 13) (2.18)
which can also be written as an auto-regressive signal

yd(t) _ alejbl ed$1(t—73) pojw(t—Ts)
+a1agejb1 eJb2 i b2 (t—7—73) projw(t—7—73) (2.19)
+arageltielb2ys (t — 27)

under the hypothesis that Eve’s receiver has no noise and that, without
loss of generality, Eve is listening at the channel from Alice to Bob. The pa-
rameter 73 indicates the propagation delay between Alice and Eve, and thus
denotes the asynchronism between the time when Alice sends information to
Bob and the time when Eve takes y3(t).

The best that Eve can do is to extract the autocorrelation of the received
signal. First of all, Eve has to try to get the autocorrelation peak, which is
unknown. In such a case,

Rysys (T + 7_3) = E{y3(t)y§ (t - 72)} =0,
V7 # 2kt with k=1,2,--- (2.20)

However, if Eve is able to estimate exactly the propagation delay T between
Alice and Bob, thus by setting 7 = 27, then the autocorrelation that Eve
can extract for L large is

Ryyys (27) = E{ys(t)yz(t — 27)}

_ jb1 jb2 2 __ 3 jb1 ,jb2 2
= ajaze’” e’ oy = ajaze’e ayl(oo). (2.21)
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Even in this worst case, the output is proportional to the XOR of the bits,
thus it is not possible to come up with the value of each specific bit, without
knowing one of them.

In order to try different strategies, Eve could decide to participate to
the loop by injecting its own phase noise. Thus, if Eve injects the noise
n3(t) = Ezel¥stei?s(t) its received signal becomes:

y3(t) _ Oqejbl ed$1(t—73) pojw(t—Ts)
+ajagel edb2 pib2(t—T7—73) pojw(t—7—Ts)
+arapei el ys(t — 27) + Eael@stei?s(®)
ns(t)

Let’s assume that the noises ¢;(t) and ¢2(t) are random stochastic pro-
cesses that cannot be replicated by an adversary. Since the noise process
¢3(t) is uncorrelated to those injected by Alice ¢4 (t) and Bob ¢o(t), Eve
would not have any additional benefit, thus meaning that holds. In
addition, if Eve injects noise, it performs basically an active attack and the
legitimate nodes could detect the presence of an attacker.

(2.22)

Information Leakage to Eve Let’s assume that, after overhearing the
channel between Alice and Bob, Eve tries to demodulate the symbol b; sent
by Alice by exploiting the autocorrelation Ry, (27), expressed as in (2.21)).
The symbols b; and by are both independent binary random variables which
takes values in {0,7} with equal probability, which are used to map the
bits By and B, respectively. B; and By are independent Bernoulli (0.5)
(Ber(0.5)) random variables. Eve tries to demodulate the bits by extracting
the phase Z of R,,,,(27), which is expressed as:

7 = (bl + b2) mod 27 . (2.23)

Since the symbols b, and by are binary binary random variables which takes
values in {0,7} with equal probability, so is Z. Eve demodulates the bits
from Z by using a threshold comparator which maps Z € {0,7} into the
decision variable Y5 € {0,1}. Since, once the bits are demodulated, (b; +
by) mod 27 correspond to the XOR of By and Bs, Y3 can be expressed as:

Y3 =B, & B,. (2.24)

Since B; and By are Ber(0.5) random variables, also Y3 is a Ber(0.5) random
variable.
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The amount of information on the bit By that the eavesdropper can get
from the decision variable Y3, is given by the mutual information:

where H(-) and H(-|-) denotes the Shannon entropy and conditional entropy,
respectively [36]. I(By;Ys) is also known as information leakage to the eaves-
dropper. The Shannon entropy of the decision variable Y3 is expressed as:

H(Ys)=— Y p(Ys=y)logp(Ys =y), (2.26)
y€{0,1}

where p(-) denotes a probability and y denotes a possible realization of the
decision variable Y3. The entropy of Y3 conditioned by the value of the bit
By is expressed as:

H(Ys|Bi)= > p(Bi=pB)H(Ys|Bi=p), (2.27)
B1€{0,1}

where ;1 denotes a possible realization of the random variable Bj.
Since Y3 is a Ber(0.5) random variable, p(Y3 = y) = 1 thus logp(Y; =
y) = —1 for all y. Tt follows that the entropy expressed in (2.26)) becomes:

1
H(Y;)= > 5=1 (2.28)
yE{O,l}
Since B is a Ber(0.5) random variable, p(B; = 81) = % for all 3;. Therefore,
(2.27) becomes:

1
H(Ys | Bi)= Y, SH(Ys|Bi=p), (2:29)
B1€{0,1}

The entropy of Y3 conditioned by B; = 81 can be expressed as:

H(Y3 | By =p1) =— Z p(Ys =y | B1=p1)logp(Ys =y | B1 = p1)
y€{0,1}

p(Yszy):% p(Yszy):%
(2.30)

= > %:1. (2.31)
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Where is obtained from the fact that if Y3 is conditioned to the obser-
vation By = 1 then:

p(Ys=y|[B1=p1) =p(B1® By =y | By = 1) (2.32)
= p(61 & By =) =p(By =) = 5 =p(¥s =),
(2.33)

Therefore, conditioning the decision variable Y3 to the observation of the bit
Bj does not change the probability distribution of Y3. By substituting (2.31))

in (2.29) it follows that:

1
H(Y;|B)= > S HYs | Bi=5) =1, (2.34)
| —
B1€{0,1} 1
Comparing (2.34) and ([2.28]), it follows that:
H(Ys | By) = H(Ys) = 1. (2.35)

Substituting this result in (2.25|) yields:
I(Bi;Ys) = H(Yy) — H(Ys | B) = 0. (2.36)

This demonstrate that the mutual information I(B;1;Y3) is zero for the eaves-
dropper, i.e., Eve cannot recover any information about the legitimate bit
from the decision variable Y3, no matter the computational power owned
by the eavesdropper. This result also highlights that the proposed system
provides a full secrecy rate, i.e., each transmitted bit is a secure bit.

Case 2: Transitory-state Analysis

Let’s assume, without loss of generality, that Eve is overhearing the channel
between Alice and Bob, starting from the beginning, i.e., when the loop is
just started (L = 0). If the eavesdropper is overhearing the ONL channel
from the very beginning of the transmission, it is able to get also the first
sending from Alice to Bob, where only b; is modulated.

In this case, considering the worst case scenario where Eve equipment
adds a negligible phase noise, the signal observed by Eve is

y£L=0] (t) = alejblej¢1(t*"'3)Eejw(t*TS) - alej(ti’l(t*T3)+b1)E€jw(t*T3) (2.37)
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where 73 is the propagation delay of the eavesdropping channel from Alice
to Eve. As it can be seen, depends only on one bit by, thus Eve
could analyze this signal to extract the information sent by Alice to Bob.
In order to see if Eve can extract information from that signal, the mutual
information is derived.

In this case, Eve cannot use the autocorrelation as decision variable be-
cause it would be not proportional to the bit. In fact, under the assumptions

(2.6) and (2.7, the autocorrelation is expressed as:
L=0 «[L=0
Byl " ()3~ (¢ = 7)}rmo = 0} E7 (2.38)

The best Eve can do is to extract the phase of the signal y[LZO] (t), expressed
as in (2.37)), and use it as decision variable Y3[L=0]. YB[LZO is expressed as:

V=Y = (4, + by) mod 2 (2.39)

where ¢ is an independent random variable uniformly distributed in [—m, 7)
and by is a binary random variable which takes values {0, 7}, the time index
is omitted for simplicity. The mutual information can be expressed in terms
of Kullback-Leibler divergence:

(2.40)

_ v
I(bl;Y:,’[L 0]) :E(blyyﬁ‘[L:O]) |}ogp< 3 | b1)

p(Y37=%)

For any measurable set A C [—m, ), the conditional probability p(Y; € A |
by = b), where b is a possible realization of the random variable by, can be
expressed as:

p(Yd € A1 by = b) = p((é1 + br) mod 27 € A |by =)
= p((¢1 +b) mod 2 € A) (2.41)
= p(¢1 € (A —b) mod 2n) (2.42)

where (2.41) follows from the fact that both ¢; and b; are independent
random variables and (2.42)) is a change of variables. Therefore:

PV e Ab =0) =p(¥y" T € A b =7) =p(ryF € 4)  (243)

As a consequence of (2.43)), eq. (2.40) becomes:
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L=
I(by; Y= =& log% = (2.44)
p(vir=%eq) L p(YIF=e ) 1
[L=0] PN eratap [L=0] PN e
— Eflog P " €A[bi=0)plbr =0)+p(Yy~ "€ A[br =) p(br = 7r)]
p(v3" ™ € 4)
=E[logl] =0 (2.45)

Therefore, Eve is unable to retrieve any information about the legitimate bit
from the signal, including during the transient regime.

Additional possibilities for Eve to try to detect the information bits could
be to correlate the start signal (2.37)) with the steady-state signal (e.g., after
one loop) (2.19).

Let’s assume without loss of generality that Eve tries to correlate the
very first signal coming from Alice to Bob (L = 0) with the signal in the
same channel once a complete loop is ended (L =1) .

E {ygLZO] (t— T3)y§[L:1] (t — 21 — 7-3)} — E{ [Oélejbl €j¢1(t—73)Eejw(t—Ts)]
[Ozlejbl eI ®1(t=73) pojw(t—73) 1 a1a2ejb1 eIb20i¢2(t=7—73) pojw(t—T—73) |
+ alageitr it (t=2T-13) peult=27-m2)]* }

et i91(t=73) ei(t=3)] . [alejbleml(t—Ts)Eejw(t—m)]*}

=a?E?

E{[
i E{[alejbleml(t—m)Eeyw(t—m)] _ [alazejblejbzem<t—r—rs>Eejw<t—T—m)]*}
dl

=0 since
+ E{ [aeitretr(t=m) geiwt=ms)] | [af%emem(t—zr—mEejw(t—zr—m)]*} = a2E?

=0 since
(2.46)

Since a?E? does not depend on the bits, Eve cannot recover any infor-
mation.
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(a) First MITM attack scheme: Eve
position herself between Alice and
Bob and tries to modify the bit sent
by Alice to Bob.

N N

ALICE EVE BOB

(b) Second MITM attack scheme:
Eve establish a separate loop with
both Alice, impersonating Bob, and
Bob, impersonating Alice.

Figure 2.2: Possible MITM attack scheme in a ONL context.

Possible Vulnerabilities to MITM

While this work primarily focuses on analyzing the capability of NL mod-
ulation to enhance privacy in AOP-based OCvF networks by countering
eavesdropping, a brief assessment of the vulnerability to MITM attacks is
also provided.

Conducting a MITM attack requires the adversary not only to intercept
but also to modify and relay the signals exchanged between legitimate nodes,
which remain unaware that their communication has been compromised.
Consequently, whereas eavesdropping constitutes a passive attack, a MITM
attack is inherently active [37].

There are two possible attack strategies (see Figure that Eve can
employ to carry out a MITM attack in the context of ONL modulation.

The first possible MITM attack strategy is showed in Figure 2:2al Let’s
assume that Alice and Bob have already established a loop and are commu-
nicating exploiting the ONL modulation. Without loss of generality, Eve is
considered to be positioned between Alice and Bob, attempting to modify
the bit B; transmitted from Alice to Bob. As described in the previous sec-
tions, by demodulating the phase of Eve can obtain, in the worst case,
the XOR of bits By and By, expressed as in . Since Eve doesn’t know
the value of By that she would need to decode the XOR and then modify
the bit By, the best she can do is to alter the value of the XOR received
by Bob by adding her own bit Bz, where Bs is an independent Ber(0.5)
random variable. In practice, Eve multiplies its symbol b3 to the received
signal y3(t), where bs is an independent binary random variable which takes



28 PLS Solutions for HRLLC Transmission Technologies

values in {0, 7} with equal probability. Therefore, assuming the worst case
that Eve’s equipment adds negligible phase noise and delay, Bob will receive
a signal expressed as:

Y2 (1) = yage?®telb2e1bs i (t=27) pida (t=27) 4 (2.47)

4 a2ejb1 eIb3 peiw(t—7) pid1(t—7) 4 Eeiwteit2(t) (2.48)

In this case, the autocorrelation R,,,,(27) computed by Bob can be ex-
pressed as:

Ry,y, (27) = E{y2(t)y5(t — 27)} = araged™eleds g2 (00) (2.49)

In order to demodulate the signal, as in (2.10]), Bob compute the product
between its symbol by and R,,,, (27):

e 2Ry, (27) = aage?® el 03 (o) . (2.50)

This means that, after demodulating the phase of R,,,,(27), Bob does not
obtains the bit B; sent by Alice but By @ Bs. Therefore, with this first
possible MITM attack scheme, the best Eve can achieve is a Denial of Service
attack, preventing Bob from correctly receiving the bits sent by Alice. In
fact, B; @ Bs have the same properties of and it has already been
proofed that no information on B; can be recovered by .

In the second MITM attack strategy (see Figure, it is assumed that
Eve is able to authenticate herself to Alice by impersonating Bob, and to
Bob by impersonating Alice, thereby establishing a separate loop with each
of them. Given that, in this case, Eve is treated as a legitimate node, she
can effectively perform a MITM attack: she receives from Alice the bit B
intended for Bob and forwards a modified bit B3 to him, without Bob having
any knowledge of the alteration.

In conclusion, it is worth emphasizing that ONL is a physical-layer confi-
dentiality technique and does not provide authentication by itself. Therefore,
resistance to MITM attacks mainly relies on the presence of authentication
mechanisms at higher layers; in their absence, as discussed earlier in this
section an active adversary may cause denial-of-service (first MITM attack
scheme) or even achieve to modify the information exchanged by Alice and
Bob (second MITM attack scheme).
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Figure 2.3: Real-world fiber optic based implementation scheme of the full
ONL modulation system.

2.1.4 Hardware implementation

This section presents how the ONL modulation described in the previous
section can be realized through as an All Optical Processing system, which
is based on polarization-maintaining fiber components at telecom wavelength
(1550 nm). The hardware implementation scheme is shown in Figure

The light source used to carry the information is a single frequency diode
laser, emitting at 1550 nm, thermally stabilized and controlled by a low-noise
current driver, to provide a laser field with constant amplitude and frequency.
The optical source is equipped with an isolator to mitigate feedback noise
resulting from back-reflected light re-entering the device, which can disrupt
its stable operation.

The optical signal is injected, by means of a 1 x 2 fiber coupler, into
two terminals (Alice and Bob) that can be used both as transmitters and
receivers. Before starting the communication loop, a phase noise ¢ is intro-
duced in both terminals. The phase noise is inserted into the fiber network
by using 2 fiber-coupled phase modulators (MOD1 for Alice and MOD3 for
Bob) driven by a random signal. The loop is realized by two 2 x 2 fiber
couplers, with 50:50 coupling ratio, which combine the signal coming from
Alice with the signal coming from Bob. The contribution of phase noise due
to both the laser and the fiber is included in the phase noise intentionally
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inserted into the loop.

Alice and Bob encode two different information bits (b; and bs respec-
tively) in the optical signal by changing its phase through two additional
fiber-coupled phase modulators (MOD2 for Alice and MODA4 for Bob). Specif-
ically, a binary 0 is represented by a phase shift of 7 degrees, while a binary
1 is represented by no phase shift.

In Fig. the detection of the received message is shown only for the
Alice terminal. A 2 x 2 fiber coupler, with 99:1 coupling ratio, is inserted
inside the loop to collect a small portion of the signal and to send it to a
phase-sensitive detection scheme that allows the measurement of the optical
autocorrelation function. The auto-correlator setup is a Michelson interfer-
ometer, realized with two 2 x 2 fiber couplers with 50:50 coupling ratio, and
a moving stage equipped with a corner cube mirror to introduce a variable
path difference between the two interferometric arms. The received message
by is extrapolated by the measured autocorrelation when the time difference
between the two interferometric paths is equal at 27.

The eavesdropping is simulated by the terminal Eve, where a phase-sensitive
detection scheme (equal to the auto-correlator used by Alice) is employed to
eavesdrop the signal transmitted by Alice and Bob.

Hardware implementation: Reliability analysis

It is worth observing that there is a small difference between the theory
exposed in Secs.2.1.22.1.2] and the hardware implementation of the ONL
scheme in Fig.[2.3] This difference is due to the fact that, in the real im-
plementation, the optical receiver can only extract the square module of
the incoming signal. In the implementation scheme, the photo-diode at the
legitimate node, e.g., Alice, receives as input the signal

ly (t) + 1 (t — 27) ]2,

which is different from receiving y; () only, as in Sec.[2.1.2] Thus, the suc-
cessive expectation yields E{|y; () +y1 (t —27)|*} and not E{y; (t)y1(t —27)}
as in (2.13)). However, this difference can be easily overcome by noting that

y1(t) +y1(t —27) = (1 + alagejbleﬂ”) y1(t —27)
+ a2ejb2Eejw(t—T)ej¢2(t—T) + Eelwteiti(t) (2_51)
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Thus, reminding Egs. and (| .7 we have

E{|y1(t) +y1(t — 27)]*} =2 ajazRe {ejbleij} 051 (t) +

real part of Ry, 4, (27) as in (2.13] -
+(L+ataz)oy (1) + E*(1+a3) (2.52)

K>0

where K is an always positive bias. In order to recover the decision variable,
whose sign is related to the bit transmitted by the other node, it is enough
to remove both the constant bias from and the contribution of the
own symbol by, i.e.,

5 E{lyi(t) +31(t —27)]*} - K
by = —by. 2.53
5 = arccos ( 2010207 (0 1 (2.53)

Therefore, the theory described in Sec.[2.1.2]is still valid.

The bias K can be either calculated as (1+afa3)oy, (t) + E*(1+a3) or
estimated at the receiver. It is important to note that K is not constant but
it becomes constant after some loops, such that 051 (t) is well approximated
by o2 (c0) as in and (2.17).

This means that the first estimated bit has to be neglected since it could
be not reliable.

Actually, the expectation in cannot be realized in a real-world
scenario. In fact, the decision variable can be written as in .

Taking the expectation E{} of would make the undesired terms
to vanish, thanks to assumptions and (2.7). Unfortunately, in a real
scenario, the expectation has to be replaced by a time average. In a time
average, in particular if it is calculated over a short amount of time (number
of loops), the undesired terms cannot be neglected completely.

In addition, let’s note that the desired term is summed to an always
positive constant term EZ(1 + a2), which has no relevance, and a term
(1 4+ a2a3)|y1(t — 27)|? that is an always positive [RV] with a Chi-Square
distribution (since it comes from a product of two Gaussian RVs). This
means that the probability density function (PDF) of the observed received
signal is not symmetric. Thus, the optimal threshold to decide on the sign
of the transmitted symbol is not in the middle of the PDFs, as we can see

in Fig.244]
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2= @+t -20F =[O +n-20)] - o +ne-20)

- [ (1+ anazed® 3 yy (£ — 27) + agedt? Bei(t=7)eiba(t=7) 4 Eejwtej¢1(t)]

[ (1 + arapei® =) yy (t — 27) + apedts Bede(t=)eiba(t=r) 4 Eejwtej¢1(t)]

- (1 + ozlagejblejb2)2 ly1(t — 27)|2 + a3 E? + E?

+  Boasel® (1+ ayagel®el) . [yl (t — 27)ed2 (=) 4y — 27-)6—J¢2(75—7'):|

undesired term 1

+ E(1+ajane®eit). [yl(t —2r)el () Ly — QT)gml(t)}

undesired term 2

+ 4+ 2E%aycos (by + ¢o(t —7) — ¢1(t))

undesired term 3

= 20q00¢’" e |yi (t — 27) P+ (1 + afad)|yi(t — 27) P + E*(1 + o) +

desired term always positive RV constant term
+ undesired terms 1, 2 and 3.
(2.54)

Let’s figure out how to find the optimal threshold in case of non symmet-
ric PDFs of the two symbols. Let’s note that our decision variable, after the
time average, assumes the form

1

Z =

L
Zzl:(a~b+c)051+d+w (2.55)
=1

|

where z; is the decision variable at the end of the [th loop, L is the number of
loops, a = 2ar; o is a constant, b = e7°17%2 is a binary random variable which
takes values in {—1,1} with equal probability, ¢ = 1 + a?a2 is a constant,
d = E?(1+a3) is a constant, and w is a Gaussian RV that takes into account
the non vanished contribution of the undesired terms in after the time
average. Since our goal is to find the sign of by knowing the sign of by, we can
draw two hypothesis with equal probability: Hg:b=1and H; : b= —1. In
this case, the decision rule is to choose the hypothesis that has the highest
posterior probability, i.e., decide for b = +1 if P(Z|b = +1) > P(Z|b = —1),
and decide b = —1 otherwise. The optimal threshold can be defined as the
value of Z that makes the posterior probabilities of both hypotheses equal,
i.e., P(Z|lb = +1)P(b = +1) = P(z|b = —1)P(b = —1), which indeed is
equivalent to P(Z|b = +1) = P(Z|b = —1) since the prior probabilities are
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equal.
Let’s focus on the case b = —1. In this case, we decide correctly if
zZ—d < e, where ¢, = (a — ¢)o;, +w. The RV ¢ is the sum of two

independent RVs, a Chi Square (a — c)o*g1 and a Gaussian w. Assuming that

the threshold is zy, we decide correctly if Z — d < zp, whose probability is
given by
P(Z—dSZQVJZ—l) :P(El SZQ‘b:—l). (256)

Analogously, in the case b = +1 we have a correct decision if Z — d > 2z,
whose probability is given by

P(Z—d>2’0|b:1):P(€2>Zo|b:1) (257)

where €5 = (a + 0)051 + w is again the sum of two independent RVs, a Chi
Square (a+c)cr§1 and a Gaussian w. The optimal threshold zo can be derived
by imposing that

P(€1 < Zo|b = 71) = P(GQ > Zo‘b = 1) (258)

Taking in mind that the two RVs €; and €5 both have a non symmetric PDF,
the threshold zg is not in the middle point of the PDFs. To compute the
threshold, it’s necessary to impose that

/ZO fe (e1)der = /OO fe,(€2)des (2.59)

where fe, (e1) and fe,(e2) denote the PDF of ¢; and ea, respectively.

Eq. does not have a closed-form solution, but it can be evaluated
numerically. To simplify the evaluation, four possible approximations about
the distribution of the RVs €; and ey are proposed, based on which type of
assumptions are made on the RVs 051 and w:

1. The decision is computed as in (2.53)), i.e., we consider the RV 051
as constant and the RV w (the undesired terms) as negligible. This
approach is analogous to the approach defined for radio communication
systems [14].

2. We consider the RV w negligible, and thus €; and e; are Chi Square
distributed RVs; the optimal threshold is computed as in (2.59)).

3. We consider 051 approximated as a Gaussian RV (for the central limit
theorem); thus, €; and ez are both Gaussian distributed RVs; the op-
timal threshold is computed as in (2.59).
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4. We consider that €; is a Gaussian RV (if w dominates the joint PDF
€1 = (a—c)og, +w when b = —1), while €, is a Chi Square RV (in the
2

case o, dominates the corresponding joint PDF when b = +1); the

optimal threshold is computed as in ([2.59)).

The accuracy of the proposed assumptions are compared with the optimal
threshold in Monte Carlo simulations as reported in Sec.[2.1.5]

Hardware implementation: Security analysis

Analogously, in the experimental scheme (Fig. 7 let’s consider that Eve
detects, in the very worst case, the quantity |yz(t) + y3(t — 27)|* and not
y3(t)ys(t — 27) as in (2.21)). Again, this is not a problem, in fact

E{|ys(t) + ys(t — 27')|2} = 20109 Re {ejblejb2 } 053 (t)
+(1+afad)oy (t) + afE* (1 +a3) . (2.60)

After some loops, UZS (t) converges to

2772 2
_oqEf(l+ae3) 5,

Tys (00) = 1— a%a% =10y, (00).

Therefore, even if Eve could remove the bias from (2.60]), it will still ob-
tain something that is related to the XOR of the two information bits. In

conclusion, the theory described in Sec.[2.1.3]is still valid.

2.1.5 Results

In this section the numerical results of the proposed AOP-based ONL system,
are presented. In particular, the performances of the system in terms of both
reliability and security are showed. Let’s start with the reliability results for
the decision variables given, respectively, by the theoretical analysis
and the implementation scheme (2.55)). The numerical results are taken from
Monte Carlo simulations, implemented in MATLAB, with 100000 bits sent
and a variable number L of loops. We recall that in the ONL scheme, to
produce the decision variable, the loop is run L times for each bit.

Figures and show the occurrences of the values of the decision
variable Z in over 100000 bits. The optimal thresholds are reported in
the figures, in order to show that as the number of loops L increases, the two
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Figure 2.4: Histogram of the decision variable’s values (2.55)) with a number
of loops L =5 (a) and L = 100 (b), for 100000 bits sent. For each approxi-
mation method, we report the optimal thresholds in Table

Table 2.1: Threshold for the 4 approximation methods to compute the opti-
mal decision threshold as in ([2.59)).

Number of Loops [L]
Methods ) 10 20 50 100 250 400
(1) 20.51 20.51 20.51 20.51 20.51 20.51 20.51
(2) 2.45 2.45 2.5 2.5 2.5 2.5 2.5
(3) 3.6 3.3 3.156 3.06  3.05 3 3
(4) 4 405 405 4.05 405 405 4.05

branches of the PDF of Z shrink and any threshold between 2.5 and 20.51
becomes optimal (Table, since for a large L the two branches of the PDF
are very well separated (see Fig. in comparison with Fig.|2.4a)).

Let us now discuss briefly the thresholds shown in Figures 2.4b

e Threshold (1) is calculated as the mean point of the two mean points
of the distributions of b = —1 and b = +1; this threshold is located
much more towards the mean point of the distribution of b = +1 (see

Fig.;

e Threshold (2) is located more towards the mean of the distribution of
b = —1 since the undesired terms w is not negligible when b = —1;

e Threshold (3) considers both the distribution as Gaussian, while the
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Table 2.2: Bit Error Rate for the 4 approximation methods to compute the
optimal decision threshold as in (2.59).

Number of Loops [L]

Methods 5 10 20 50 100 250 400
(1) 6.2-102 1.8-102 1.7-1002 1.0-10°2 4.0-10°° 1.5-10°7 <10°°
(2) 1.2-107'  8.4-1072 3.3-1072 4.3-107% 1.9.107* <107° <107°
(3) 44-107% 1.6-107% 1.5-107% <107° <107° <107° <107°
(4) 7.2-107%  1.0-107° <107° <107° <107° <107° <107°
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Figure 2.5: Histogram of the values of Alice’s [subfigs. (a) and (b)] and Eve’s
[subfigs. (¢) and (d)] decision variable ([2.55]) with a number of loops L = 100
and 100000 bits sent by Bob. The occurrences of the decision variable’s
values refer to the bits “+1” [subfigs. (a) and (c)] and “-1” [subfigs. (b) and
(d)] sent by Bob.
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distribution of b = +1 tends to be Chi-Square instead of Gaussian since
the contribution of w is negligible;

e Threshold (4) is set considering the accurate distribution of b = —1
(Gaussian) and b = 41 (Chi-Square).

Table[2.1] shows the optimal threshold for each of the four proposed ap-
proximation methods (1)~(4) described after Eq. (2.59). It is worth noting
that for large L the method (1) is equivalent to the theoretical decision vari-
able (2.53), in fact when L > 400 the term o2 (¢) in converges to

1

02 ,(00) in and becomes constant. As we can appreciate in Table
method (4) converges very quickly to the final optimal value of the thresh-
old, compared to the other methods apart method (1) whose threshold is
constant since it considers the PDF of Z as symmetric.

Table[2.2|shows the Bit Error Rate (BER) over 100 000 bits for each of the
methods (1)—(4) by using the thresholds depicted in Table2.1} Method (4)
is the most accurate, even for low number of loops L, as expected. Method
(1) requires L = 400 to reach the best performance (BER < 1x 1075), while

method (4) just requires L = 20.

Let us now show the security performance of the proposed ONL system
and let us assume the worst case scenario, i.e., Eve is able to recover the
exact propagation delay between Bob and Alice. Bob sends 100000 bits, half
of those are +1, other half are -1, both randomly distributed.

Figs.[2:5a and [2.5d show the occurrences of the values of Alice’s and Eve’s
decision variable (2.55|), respectively, over the bits “+1” sent by Bob and with
L =100.

Analogously, Figs.[2.5b] and shows the occurrences of the values of
Alice’s and Eve’s decision variable 7 respectively, over the bits “-1” sent
by Bob.

As it can be appreciated, the PDF of Alice’s decision variable in Figures
[2:5a][2.51] has only one region, while the PDF of Eve’s decision variable in
Figs.[2.5¢[2.5d) has always two regions. This means that Eve can only apply
a threshold and decide which bit has been sent by Bob. Since the two regions
spanned by the PDFs have the same integral, Eve decides for +1 or -1 with
equal probability, although only +1 or -1 are sent by Bob to Alice. This
entails that Eve experiences a BER ~ 0.5, when a binary signaling is used
by the legitimate nodes.
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2.1.6 Discussion

As a summary, the following conclusions can be derived from the numerical
results:

o Reliability (the capacity of Alice to correctly demodulate the bit sent
by Bob):

— Methods (4) can lead to a very low BER (over 100000 bits sent)
even with a low number of loops L > 10.

— Method (1) can lead to a very low BER (over 100000 bits sent)
only with a large number of loops L > 250; this means that the
theoretical result is valid only for large L, as expected.

e Security (the capacity of Eve to correctly demodulate the bit sent by
Bob to Alice):

— Even in the very worst-case scenario, Eve is not able to correctly
recover the sign of the bit sent by the legitimate nodes.

— Eve experiences a BER = 0.5, while Alice can reach a BER < 107°
over 100000 bits sent with L > 10.

— The ONL modulation can be regarded as a full secrecy rate scheme,
i.e., each transmitted bit is secure.

2.1.7 Conclusion

A novel security technique, known as Optical Noise-Loop (ONL), is intro-
duced as a PLS approach that ensures confidentiality by modulating infor-
mation with locally generated noise. Unlike traditional encryption, ONL
modulation does not depend on attacker’s computational limits and elimi-
nates the need for the prior exchange of a secret key, thus simplifying security
protocols and reducing costs. ONL also enhances system resilience by mak-
ing data indistinguishable from background noise, protecting them against
physical attacks. While the [NI] concept is known, the theoretical foundation
for AOP-based NL modulation are established, demonstrating its reliability
and security in a OCvF system. The challenges in adapting NL modula-
tion to fiber optical channels are identified, providing insights on necessary
equipment, materials, and schemes.
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2.2 Confidentiality in THz communications:
effects of phase and molecular noise on
Noise-Loop modulation

NL represents a promising PLS technique capable of enhancing the confiden-
tiality also of THz communication systems, providing reliable security while
preserving the extremely low latency properties of this transmission tech-
nology. The general properties of the Noise-Loop modulation are consistent
with those described in Sec. of this thesis. In general, NL modulation
exploits the inherent thermal noise of the transmitting and receiving devices
to modulate the transmitted bits [14]. However, in THz communication sys-
tems there are two relevant additional noise sources alongside thermal noise,
namely, molecular noise and phase noise. Each of these noise source exhibits
unique features within the THz band, the understanding of which is crucial
for the design and optimization of secure and efficient THz communication
systems. To demonstrate the effectiveness of [NLImodulation in THz systems,
its essential to consider the effects of all three noise sources in the reliability
and security performances of NL modulation.

Here, the effects of the aforementioned THz noise sources on the NL
modulation are investigated, considering a THz link operating with a carrier
frequency fo = 237.7 GHz and a bandwidth B = 5 GHz. This carrier
frequency corresponds to the reference oscillator frequency used in 38|, while
the chosen bandwidth aligns with the IEEE 802.15.3d standard [39], which
covers nearby carrier frequencies.

Related Works. The state of the art in physical layer security for ter-
ahertz communications encompasses a variety of cutting-edge techniques.
These approaches, collectively contribute to the robustness of THz commu-
nication security. As technology continues to evolve, these innovations play
a pivotal role in safeguarding data transmission, ensuring the privacy and
integrity of information in an increasingly interconnected world.

In [40], ultra-narrow beams and multipath communication, which employ
highly focused directional beams to reduce the risk of signal interception
and enable redundancy and diversification of signal routes, are exploited,
making it extremely challenging for unauthorized entities to compromise the
communication link.

The authors in [41] exploit Intelligent reflecting surfaces (IRS), which
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manipulate the propagation of THz signals by intelligently reflecting and
controlling them, thereby reducing the risk of eavesdropping. These surfaces
can adapt to changing communication conditions, making them a powerful
tool in ensuring the security of data transmission.

2.2.1 Noise Sources in THz Communications
Thermal Noise

In general, wireless communications are susceptible to thermal noise, which
deserves specific discussion when dealing with THz communications. This
type of noise, characterized by Gaussian statistics, adds to the useful signal
at different points between the source and the destination. However, here a
single originating source of thermal noise is considered and it’s added to the
useful signal at the receiver’s input. The of Gaussian noise is [42]:

N(f) =

5 (e:%l; _ 1) {Hz

where h;, is the Planck’s constant, k is the Boltzmann’s constant, and Ty is
the system noise temperature When |f| <k h , an approximated, simpler,
expression of (2.61]) is obtained, which is usually denoted as Ny:

(2.62)

1 W
No = SkTiys { ]

Hz

Since is independent of f, thus being spectrally white, and con-
sidering the Gaussian and additive nature of this noise contribution, the
thermal noise is commonly referred to as AWGN. However, under reason-
able values of Ty, the condition |f] <k SV“ is not met in the THz band,
rendering (2.61) the sole accurate exprebsmn for thermal noise PSD within
this frequency range.

However, when considering a practical system operating within the THz
band with a carrier frequency fo, it may still be reasonable to assume a
constant [PSD] N(f) =~ N(fo), provided that remains relatively con-
stant within the signal bandwidth. For example, if N(f) ~ N(fo) is as-
sumed with a noise figure F' = 12dB and a bandwidth B of 5 GHz cen-
tered around the carrier frequency fo = 237.7 GHz, as considered in this
work, the maximum relative variation within this bandwidth is calculated
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(2.63)

to be maxsep w -100 = 0.0013%, confirming that the dependence
on the frequency can be neglected under the given conditions. Therefore,
our numerical results are based on the assumption of a flat spectrum for
Gaussian thermal noise.

Molecular Noise

The molecular noise arises from the interactions between electromagnetic
waves and the molecules of the medium through which it propagates. Specif-
ically, the energy of the wave is partially absorbed by the molecules and then
re-emitted into the channel, creating a disturbance. The extent of this phe-
nomenon varies with frequency, resulting in a spectrum with distinct peaks
at specific frequencies (known as resonance frequencies). Since the num-
ber of molecules, as well as the number of resonances per molecule, satisfies
the assumptions of the central limit theorem, this noise exhibits Gaussian
statistics. Its two-sided is expressed as shown in equation [43],
where:

e d is the Tx-Rx distance,

e ¢ is the speed of light in vacuum,

Ty is the reference temperature of the atmosphere,

r. is the index of refraction referring to the carrier frequency fjy,

e S(f) is the one-sided PSD of the THz signal,

r is the index of refraction seen by the THz wave,

k(f) is the medium absorption coefficient, representing the medium’s
absorption area of molecules per unit volume.

Fig. shows an example of N,,(d, f) for positive frequencies up to 10
THz. The parameter settings used for this plot are detailed in Table 2.3
where:
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Figure 2.6: Molecular noise PSD.

Table 2.3: Parameter Settings for Fig.

Parameter Value

fo 237.7 GHz

B 5 GHz

d 1m

To 290 K

Pr -10 dBm

E(fo) ~ 591-10"4m~!
T, Tc 1

e considering an array of CMOS-based THz sources utilizing frequency
multipliers, capable of emitting around -10 dBm at 0.4 THz, a conser-
vative approach sets Pr = —10 dBm at 0.2377 THz [441|45];

e the value of k(fy) represents the average molecular absorption coefi-
cient across a bandwidth of B = 5 GHz centered around a carrier fre-
quency of fo = 237.7 GHz. Its value has been taken from the TeraSim

simulator [46].

In Figure the THz band is highlighted by a dashed red box. It
is evident that, unlike the thermal noise spectrum, N, (d, f) exhibits an
increase within the THz band. For completeness, it should be noted that
N,.(d, f) approaches 0 for f >> 103, which lies outside the THz band.

Let’s focus on the spectrum characteristics within the band relevant to
the presented work, i.e., the 5 GHz band centered at fy = 237.7 GHgz,
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showed in Figure Within this band, it was found that the maximum
deviation of the molecular noise’s spectrum from N,,(fo) is approximately
2.1%, calculated as maxycp W -100. Given the small deviation
within the considered band, it was deemed reasonable to assume Np(f) =
Ny (fo) within the bandwidth B that is of interest for this paper. Similar to
the case of thermal noise, therefore, our numerical findings are based on the

assumption of a flat spectrum for the Gaussian molecular noise.

Phase Noise

A key challenge in the design of THz communication systems is the need
for high-frequency oscillators with low phase noise. The solution typically
involves Phase-locked loop (PLL), which lock the output of a voltage con-
trolled oscillator (VCO) with a highly stable reference input signal. This
synchronization ensures that the oscillator’s output matches the precision
of the reference input [38,/47,|48]. However, despite their increased preci-
sion compared to free-running oscillators, PLL also exhibit pn. Specifically,
when the oscillator experiences white noise, the phase noise is determined
by the combination of a cumulative Wiener process (a continuous-time, one-
dimensional Gaussian random walk) and an uncorrelated Gaussian process.
The first type, characterized by a Lorentzian spectrum, i.e., 1/f? [49], arises
from the integration of white noise within the PLL. The second type, on
the other hand, stems from its amplification and is characterized by a white
spectrum [50L(51].

In this regard, Fig. depicts the PSD of the PLL-based frequency
synthesizer operating at 237.7 GHz that serves as a reference in the pre-
sented work [38]. Notably, the spectrum exhibits a colored portion that
decreases with frequency, along with a flat, i.e., white, section, noticeable
from approximately 30 MHz onwards. This shape is typically modeled as
illustrated in Fig. This model employs two parameters: K, and Ky,
which respectively determine the slope of the PSD of the Wiener PN and of
the uncorrelated, i.e., white, portion of the spectrum, respectively [51].

Since the PN here considered is the result of both a cumulative Wiener
process and an uncorrelated Gaussian process, each p-th PN sample in our
simulator is determined by

®p = Gwp + Daps (2.64)

where:
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Figure 2.7: PN characteristics.

o ¢y~ N(O, UgQ) represents the uncorrelated Gaussian PN at instant p,
with of = KoB ;

® ¢y, p represents the Wiener PN at instant p and is given by ¢y, = ¢wp—1 + 0dw p,
with 8¢y, ~ N (0, 02), 02 = 4r2K>T, [49,)p1], being T, the sampling
interval.

Considering Fig. it’s noteworthy that the variances 03 and o2 are
constrained by the corner frequency f. = \/ K2/ K.

As anticipated, the oscillator described in , designed to operate at
237.7 GHz, was taken as a reference in this work to model the PN. The
corresponding PN spectrum, shown in Fig. [2.7a] was modeled as shown in
Fig. In particular, comparing Fig. and Fig. it is clear that,
for this oscillator, it is f. = 30 MHz and Ky = —110 dBc/Hz. These values
served as a reference for our investigation. Further details on phase noise
modeling can be found in [52].

2.2.2 System Model

The Noise Loop in the THz communications scheme considered in this pa-
per is illustrated in Figure2.8] Without loss of generality, in Figure[2.8] the
detailed models of phase noise and demodulation are shown for Alice, not-
ing that Bob employs an analogous architecture. The working principle of
NL modulation for RF systems has already been described in [53]. Here,
the focus is solely on the novel mathematical treatment introduced by the



2.2 Confidentiality in THz communications: effects of phase and molecular
noise on Noise-Loop modulation 45

CHANNEL Y BOB

= .

Figure 2.8: Noise Loop modulation scheme. The THz channel noise sources
are included.

specific characteristics of noise sources in THz communications, as applied
to the noise loop technique.

The system model is composed of two legitimate nodes, Alice and Bob,
which simultaneously transmit their respective bits b; and bs. FEach termi-
nal receives a signal, i.e., y1(t) and y2(¢) for Alice and Bob respectively, that
is a combination of the signal sent by the other terminal and the thermal
noise (n). The channel’s effects include an attenuation (a) and a time de-
lay (7). The received signal is modulated with binary phase-shift keying
(BPSK) modulation, where b; and b2 can be either 0 or 7. In the context of
THz communications, the signal, prior to being re-transmitted by another
terminal, is also affected by a phase noise (e/9).

Without loss of generality, let’s focus the terminal Alice. To demodu-
late the information bit transmitted by Bob, Alice must first calculate the
autocorrelation function, as described in the following subsection 2:2.3] In
a discrete NL system, the expectation is defined as the average of a finite
number of samples, corresponding to the finite number of loops that the two
transmitters must repeat the same bit.

2.2.3 Reliability analysis

As discussed in Sec. the molecular noise ny, (t) is modeled as additional
white Gaussian noise, which can be incorporated into the NL modulation
scheme by adding it to the thermal noise n¢,(t), whose characteristics have
been discussed in Sec. In other words, in the NL scheme, our white
Gaussian noise source consist of two components, i.e., n;(t) = nn i (t) + nm,i(t),
where 7 = 1,7 = 2 denotes Alice and Bob, respectively. The phase noise, on
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Figure 2.9: BER as a function of the number of loops L.

its hand, is modeled with two components: an uncorrelated Gaussian noise
¢ (t) and a Wiener noise ¢y (t), which are included into the information bits
(see Figure as a noise source ¢;(t) = dw,i(t) + ¢gi(t), with i = 1,2.
Without loss of generality, let’s focus on Alice receiving stage. The signal
y1(t) received by Alice at time ¢ can be written as an auto-regressive model

y1(t) =n1(t) + agejbzej‘”(t_ﬂng(t —T)+
a1a2ejb1 edb2 ej¢1(t—27')ej¢2(t—7')y1 (t —27). (2.65)

In order to demodulate the information bit by sent by Bob, Alice has first to
compute the autocorrelation function

Ry, (27) = E{pa(t)yi (¢ — 27)} =

a1042€jb1 edb2 ej¢1(t—27)ej¢2(t—7)o—§l ) (2.66)

The expectation operator E{-}, in practical implementation, is replaced by an
average over a pre-determined number of loops L, i.e., E{y; (t)yi(t —27)} =

1 L
LS -2,

After multiplication by e™7%' to remove its own information bit, Alice
can estimate Bob’s bit by simply extracting the sign

sgn{z1} =sgn{e "R, (27)} =
sgn {alageﬂ‘baei%<t*27>eﬂ‘¢2<t*7>g§1 } (2.67)
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where z; is the decision variable used by Alice to extract the information bit
sent by Bob. Since a1, as and 051 are always positive, the sign of
depends only by Bob’s information bit bs (which can assume only values 0
or 7), but it is corrupted by the THz phase noise e7¢1(t=27)¢i#2(t=7) of Alice
and Bob.

Let us observe that the term 05 ,» which appears in (2.67)), can be written

as follows

02 +a202
L 2T (2.68)

op, = Byt ()} = o, + oo, + afajo;, = 1—2a
1~2

where 07 = o3y, ; + 0%, with 4 = 1,2 is the sum of the variances of the
thermal and molecular noise at node i, E{-} is the expectation operator and
* is the conjugate operator. As it can be seen, 051 is not affected by the
phase noise, but only by the thermal noise and by the molecular noise.

Still focusing on , in order to better understand the numerical re-
sults provided in the following, let us recall, that each phase noise contribu-

tion is composed of two components

$1(t)
P2 (t)

as described in Sec.2.2.1]

P1w(t) + 01,4(t) (2.69)
P2,w(t) + G2,6(t) (2.70)

2.2.4 Results

This section describes the numerical results of the NL scheme. The re-
sults are focused on the reliability performance in order to check the robust-
ness against the THz noise sources. Simulations have been carried on with
Simulink on Matlab 2023b.

The numerical simulation parameters are the shown in Table[2:4]

In Figure[2.9] the performance in terms of BERI (Bit Error Rate) as a
function of the number of loops of the NL modulation is reported. Basically,
the graph shows two group of curves: the red lines are related to low thermal
and molecular noise in both the NL nodes 02 = 0, = 02 = 1072, while
the black lines are related to high thermal and molecular noise o2 = 1.

When the additive white Gaussian noise (sum of thermal and molecular
noises) is high, the presence of a phase noise of any kind (Wiener and/or
Gaussian) degrades the performance of the legitimate NL receiver (black
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Table 2.4: Simulation Parameters Setting.

Parameter Value

« 0.7 or 0.9
o2 1or 1073
B 5 Ghz

Ko -110 dB

fe 30 MHz
o2 5.1072
o2 ~7-107°

solid lines). The Wiener phase noise component ¢,, affects the performance
more than the Gaussian phase noise component ¢4,. Changing the loop gain
a1 = ag = « from 0.7 to 0.9 (black dashed lines) improves the performance,
making the BER lines closer to each other without changing the previous
conclusion.

When the additive white Gaussian noise is low and the loop gain « is
0.7, any type of phase noise does also deteriorate the performance of the
legitimate NL receiver (red solid lines). The Wiener phase noise component
¢ affects the performance more than the Gaussian phase noise component
¢4. Otherwise, changing the loop gain « from 0.7 to 0.9 (red dashed lines), it
makes the presence of a phase noise beneficial for the legitimate NL receiver.

The benefits of this are illustrated in Fig.[2.10} which depicts the system’s
behavior with 12 loops (L = 12). In Fig.[2.10b] the impact of phase noise
increases the imaginary component of the decision variable z1, more so than
the real part of the decision variable. This effect narrows the distribution
width of the decision variable’s real part, as demonstrated in Fig.[2.10a] and
more clearly in the enlarged. Another consequence of phase noise is the shift
of the distribution curve towards 0.

In summary, if the shift of the distribution curves exceeds the reduction
in their width, as observed when a equals 0.7 or o2 is high, the phase noise
impairs the performance of the legitimate NL receiver. Otherwise, when
the additive noise is low and the decrease in the distribution width is more
significant than the shift of the distribution curves, the phase noise actually
enhances the performance of the NL system.
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Figure 2.10: The representation of the decision variable z; in the particular
case where o = 0.9, the thermal and molecular noise (02 = 1072) is compa-
rable to the phase noise. (L = 12)
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2.2.5 Discussion

In general the presented results can be summarized by defining two noise
regimes:

e Low additive gaussian noise: receiver performances are degraded by
phase noise, in particular by the Wiener component ¢,,. Increasing
the loop gain from a = 0.7 to a = 0.9 mitigates this degradation
slightly, but does not reverse the trend.

e High additive gaussian noise Phase noise degrades the performances of
the receiver. However, raising the attenuation from a = 0.7 to a = 0.9
BER is improved by the effect of phase noise. This behavior is due
to the increase of the imaginary component of the decision variable z;
caused by the phase noise, which narrows the distribution of its real
part and shifting it toward zero. If the narrowing outweighs the shift,
performance improves.

Concerning security performances of NL in THz communications sys-
tems, the capability of the NL modulation to produce full secrecy rates has
been already demonstrated in [14]. The presence of additional noise sources
of the THz channel can only worse the demodulation capabilities of the
eavesdropper (Eve).

2.2.6 Conclusion

The implementation of the NL modulation for THz communications channels
have been investigated, by analyzing the effects of THz communications-
specific noise sources, i.e.,[AWGN] molecular noise and phase noise. Through
simulations and mathematical analyses, the conducted study reveals that
molecular noise exhibits gaussian statistics, hence it is incorporated in the
AWGN source. The main effects on the reliability of NL modulation in
THz systems are associated to phase noise. Depending on the magnitude
of AWGN and on the loop gain the degradation caused by the phase noise,
expressed in terms of [BER] performance, varies. In case of a high AWGN
and loop gain the BER of the system results improved.



Chapter 3

Physical Layer Security
Solutions for WBANS
Transmission Technologies

In this chapter the application of PLS to WBANSs transmission
technologies is investigated.

In particular, an analysis of the security framework of WBANSs
including a comparison of the security approaches proposed by
IEEE and the European Telecommunications Standards Institute
(ETSI) is provided.

An analysis of the physical layer security threats in MCvD is
presented. The main security threats known in classical telecom-
munications are mapped in MCvD context. Specifically, the anal-
ysis focuses on how these security threats may manifest within
the main modulation schemes of MCvD. Finally, an analysis of
the complexity of these attacks, with reference to the various
MCvD schemes, is provided.

The modeling of in In-to-Out Body channel model for a VLC-
based IMD system is presented. The performance of reliability
and PLS confidentiality of the system have been evaluated in
terms of Bit Error Rate and Secure area, respectively.

The results of the application of a new GC-based biometric au-
thentication protocol, based on the usage of an LSTM neural

o1
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network, are presented.

Finally, the problem of authenticating outputs of human body
is approached. A PLS-based approach which exploits tools of
the information theory is implemented to address the problem of
distinguish AT and Human artworks.

The results presented in this chapter have been published or sub-
mitted in the following papers:

e G. Borghini, S. Caputo, L. Mucchi, A. Rashid, S. Jay-
ousi, M. Hamalainen, T. Paso, M. Hernandez. “Security
of wireless body area networks for healthcare applications:
Comparison between ETSI and IEEE approaches”, in Proc.
of IEEE 17th International Symposium on Medical Infor-
mation and Communication Technology (ISMICT), Lincoln,
Nebraska (USA), May 10-12, 2023 [11].

e G. Borghini, S. Caputo, S. Jayousi, M. Magarini, M. Pier-
obon, L. Mucchi. “Security Threats in Diffusion-based Molec-
ular Communication Systems”, in Proc. of IEEE 19th Inter-
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3.1 Security framework for Wireless Body Area
Networks: Comparison Between ETSI and
IEEE approaches

WBANSs are among the key technologies for 6G mobile networks, as they are
considered a potential candidate to serve as an intermediate gateway layer
between in-body and on-body devices and the broader mobile network.

As a contribution of this thesis an overview of how security is approached
in WBANs-related standards is presented, realizing a comparison between
the standard TR 103.638, also known as SmartBAN, defined by the European
Telecommunications Standards Institute (ETSI) for WBANSs, and the other
IEEE standards.

WBAN is a network used to monitor and track data gathered by various
sensors positioned inside or outside the human body.

The general WBAN architecture is depicted in Fig.[3.1] In WBANS,

communications are divided in three tiers:

e Body Tier - It is responsible for managing the communications between
in-body or on-body sensors and the hub. The hub node collects and
aggregates data from the in-body or on-body sensors. The body tier
is responsible for ensuring that the data collected from the sensors is
transmitted accurately and efficiently to the coordinator device which
is located at the Edge tier.

e Fdge Tier - The tier between the Body and Cloud tiers in WBANS is
responsible for initial data processing, real-time analysis, data filter-
ing, and compression. It includes coordinator nodes such as laptops,
smartwatches, and smartphones. This tier reduces latency and power
consumption and enables quick response to critical events, making it
crucial for patient safety in healthcare applications.

e Cloud Tier - This tier is where the WBAN data flows through a gate-
way and Internet connection. It provides additional processing power,
storage capacity, long-term analysis, data backup, and visualization.
This tier is crucial in medical applications, where substantial amounts
of data need to be processed and analyzed for diagnosis and treatment
purposes. It enables the development of advanced applications and
algorithms for processing the data and enables the sharing of data and
information between healthcare providers, caregivers, and patients.
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The above mentioned tiers present various security challenges and threats,
which can compromise the security of personal health data. The body tier
presents unique security challenges, due to the low processing, low memory,
low power capabilities of the devices. Security threats could involve threats
such as eavesdropping, tampering, cloning, DoS, spoofing, and others. The
other two tiers (edge and cloud) are considered to be significantly more se-
cure than the body tier because in these tiers such constraints are not present
on the participating devices and efficient cryptography and authentication
techniques can be applied.

3.1.1 Standards Suitable for WBANSs

Various standards can be used for WBANSs, although not all of them have
been developed explicitly for such kinds of networks. These standards may
specify features, such as encryption algorithms, authentication protocols,
access control policies, and data integrity mechanisms. Here is a list of
relatable standards from the IEEE :

e IEEE 802.15.1/Bluetooth : This standard specifies the Blue-
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tooth wireless communication protocol, which can be used for short-
range communication in WBANSs.

e IEEE 802.15.4 [55]: This standard defines the physical and Media
Access Control (MAC]) layer specifications for low-power, short-range
wireless communication, which may be used in WBANS.

e IEEE 802.15.6 [56]: This standard specifies the requirements for
wireless communication in WBANSs, including physical and MAC layers
specifications, and security protocols.

e IEEE 802.11 [57]: This standard specifies the Wi-Fi wireless commu-
nication protocol, which may be used as an access point for WBANS.

e IEEE 11073 [58]: family of standards provides real-time plug-and-
play interoperability for medical devices external computer systems,
including personal devices, independent of the data link, which may
be wired or wireless.

SmartBAN is an ETSI standard developed for wireless personal com-
munication networks for medical and non-medical applications. [59]. The
SmartBAN and IEEE 802.15.6 standards target the same personal network
applications, including medical and healthcare use cases. The SmartBAN
defines the physical and MAC layer specifications for wireless communica-
tion between medical devices, including body-worn sensors and implants,
and gateways or other medical devices. SmartBAN is designed to support
low-power and low-latency communications, with a focus on minimizing in-
terference and power consumption. SmartBAN aims to include specific secu-
rity measures for healthcare applications, such as a standardized mechanism
for authenticated device pairing and encryption. Moreover, it aims to include
data confidentiality, data integrity, and data origin authentication, to ensure
that medical data is transmitted securely and protected from unauthorized
access or malicious attacks.

These standards provide a framework for the development of WBAN
devices, ensuring that they can communicate with each other effectively and
securely. They are continually being updated and expanded to keep pace
with the latest technological advancements and address emerging challenges
in the field of healthcare.

The study proposed in this thesis is limited to the IEEE 802.15.4 and
IEEE 802.15.6 standards, because they both share the 2.4 GHz Industrial,
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Scientific, and Medical (ISM) frequency band with the ETSI SmartBAN
standard. A comparison between security approaches of ETSI SmartBAN
and IEEE 802.15.4 and 15.6 standards is reported in Section.[3.1.6]

3.1.2 Security in IEEE BAN-related standards
IEEE 802.15.4 Security

This standard defines the physical and MAC layers, two communications
modes, and three security modes such as unsecured mode, secured mode,
and Access Control List (ACL) mode, where a list of devices allowed to
communicate with the node is exploited to filter incoming data, for Low-
Rate Wireless Personal Area Networks [55]. The communications mode is
based on a non-beacon-enabled mode where each node operates indepen-
dently and does not require time synchronization with other nodes. The sec-
ond communications mode is the beacon-enabled mode which requires time
synchronization, with the coordinator periodically transmitting beacons to
maintain network synchronization.

In the unsecured mode, no security services are provided by the devices.
Limited security services for communications are provided in ACL mode
where the higher layer may choose to reject frames based on whether the
MAC sublayer indicates that a frame is aimed to originate from a specific
device, but cryptographic protection is not provided in the MAC sublayer.
The higher layer should implement other mechanisms to ensure the identity
of the sending device. In the Secure mode, devices are fully secure at the
MAC layer by using the conventional Advanced Encryption Standard (AES)
algorithm, which encrypt and decrypt data using the same secret key which
can have a length of 128,192 or 256 bit. Security services such as access
control, data encryption, data authenticity, data integrity, replay protection,
and sequential freshness are provided in this mode. Security services such
as access control, data encryption, data authenticity, data integrity, replay
protection, and sequential freshness are provided in this mode.

IEEE 802.15.9 [60] Note that [55] supports only datagram security, which
is security techniques applied at the transport layer of the ISO/OSI stack.
This standard defines Key Management Protocol (KMP) approaches that
meet the critical needs of an effective security framework. It specifies the
transportation of KMP datagrams within the IEEE 802.15.4 network. It
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also provides guidelines for KMPs such as the Internet Engineering Task
Force (IETF) host identity protocol (HIP), Internet Key Exchange version 2
(IKEv2), Protocol for carrying Authentication for Network Access (PANA)

IEEE 802.15.4y [61] This standard provides a mechanism for using other
encryption algorithms in the IEEE Std 802.15.4 than AES-CCM-128. De-
pending on the KMP to be used this standard can be used to negotiate the
algorithm.

In addition to the above work, the 802.15.4 standard has other noteworthy
network capabilities such as CSMA-CA (Carrier Sensing Multiple Access -
Collision Avoidance) mechanism, a multiple access protocol designed to avoid
collisions by verifying the absence of any other transmission on the channel,
reliability by using frame acknowledgments, where the receiver sends a confir-
mation message that the data has been received correctly , data verification
by using ITU-T Cyclic Redundancy Check (CRC), exploited to check the
integrity of the data and verify they have not been modified by an hostile
node. It is important to note that this standard does not provide security
at the physical layer.

IEEE 802.15.6 Security

This standard is based on three distinct levels of security, each offering unique
security features, protection levels, and frame structures [56] [62].

The first is the unsecured communication level in which the exchange of
frames is unsecured. This level is vulnerable and provides an opportunity for
malicious actors to perform malicious activity in the network. The second
is known as authentication without encryption level. It provides a moderate
level of security such as authentication of the transmitted data. This level
provisions message authenticity, integrity, and replay protection, but there
is no confidentiality and privacy. The third level is known as authentication
with encryption level. 1t offers the highest level of security at the MAC level.
Frames are sent authenticated and encrypted by using the AES algorithm.
This level provides message authenticity, integrity, confidentiality, privacy,
and replay protection.

The security mechanisms of IEEE 802.15.6 are typically based on the
Diffie-Hellman key exchange. 256-bit integers that are unique and indepen-
dent should be used as private keys. To derive Key Message Authentication
Codes (KMAC) and master key (MK), the Cipher-based Message Authen-
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tication Code (CMAC) is utilized. Initially, a pre-shared MK is available
to both the node and hub to facilitate the security association procedure.
The node initiates the process by transmitting a security association frame
request to the hub. The hub can choose to either join or abort the associa-
tion procedure. If the hub responds by aborting, the node stops the current
association procedure. On the other hand, if the hub responds by joining,
the pre-shared MK is activated and shared between the node and hub after
mutual agreement, which is then employed to generate a pairwise temporary
key (PTK). It is important to note that IEEE 802.15.6 either does not pro-
vide security at the physical layer.

Both standards provide different levels of security at the MAC level but
there is no mechanism to secure the data at the physical level. In addition
to this, IEEE 802.15.4 [55] can form a star or peer-to-peer topologies, and
together nodes can establish the cluster tree network where a single node Co-
ordinator is responsible for network security and management of the whole
network. Similarly, IEEE 802.15.6 |63] can form the star topology where a
HUB is responsible for the entire network. According to [64], the Availabil-
ity which is the fundamental security requirement is not addressed in both
standards and the central node is at security risk because both standards
have a single point of failure (SPoF).

3.1.3 Security in ETSI SmartBAN

The ETSI SmartBAN architecture is first outlined, after which attention is
directed to the associated security mechanisms.

3.1.4 SmartBAN Architecture

Currently, the SmartBAN network topology is organized as a single-hop star.
The center of the topology is the SmartBAN hub which acts like a sink node
and gathers data from all sensing node and carries out an initial analysis
and processing of those data. Then the hub is connected to the Smart-
BAN coordinator which acts as the gateway of the SmartBAN and provides
connection with external networks, e.g., 6G network. As a special case, a
single device can contain both the hub and the coordinator. SmartBAN
standard also provides for the creation of communication channels between
neighboring hubs (for BAN to BAN communication). At the moment, hubs
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communicates directly with each other without involving the coordinator.
According to current development of SmartBAN standard, the hub imple-
ments the functionalities of the first two levels of the ISO/OSI stack, physical
and MAC, and the coordinator implements the higher levels.

The sensor nodes are in general very low complex devices: in the simplest
configuration, a node may include only the radio-frequency communication
equipment and the dedicated sensing functionalities. It is important to no-
tice that the presence of a central coordinator and a hub who deal with all
the elaboration and the connections outside the SmartBAN allows updat-
ing of the SmartBAN functionalities simply by updating the coordinator.
SmartBAN reference architecture also identifies four communications layers
(ComLayer) placed between the network tiers as depicted in Fig.[3.2

1. ComLayer-1: Given that WBAN envisions the presence of nano-scale
devices or implants placed inside a body, this ComLayer includes the
links between devices placed inside the body, which may also need to
communicate with each other.

2. ComLayer-2: Similarly to ComLayer-1, this layer includes communi-
cations between devices of body tiers. In particular, ComLayer-2 con-
tains communications between in-body and on-body devices. It can be
imagined as a communication layer that allows data exchange between
nano-devices or implants and a hub node placed outside the body.

3. ComLayer-3: This ComLayer comprehends the communications be-
tween on-body and off-body devices. It can be represented as com-
munications between the sensors on-body or in-body, through a hub
node, and the coordinator/gateway. In other words, this ComLayer
interfaces the Body tier with the edge tier.

4. ComLayer-4: Through this ComLayer the data gathered in or on the
body are sent outside the BAN to a cloud (e.g. a medical server). So,
this layer links the Edge tier to the Cloud tier.

ETSI SmartBAN also defines two main categories to subdivide the Com-
Layers. i) intra-WBAN: includes communications between the sensors and
the gateway; extra- WBAN: includes communications directed from the gate-
way outside the WBAN, to the Internet [65].
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Figure 3.2: SmartBAN Architecture.

3.1.5 ETSI SmartBAN Approach to Security

The security specification for SmartBAN is currently under development. In
this chapter, the current state of the work is reported. SmartBAN follows the
security requirements defined on ETSI EN 303 645 developed by TC Cyber,
which deals with baseline security requirements for consumer Internet of
Things ([T)). The most relevant security requirements contained in ETSI
EN 303 645 standards are listed below:

o No uniwersal default password - When passwords are used to authen-
ticate an IoT device, every consumer IoT device password must be
unique per device or defined by the user. In the first case, it’s also
requested that the password generation procedure must be such to
reduce the risk of automated attacks against a class or type of device.

e Minimize exposed attack surfaces - In accordance with the ’'principle
of least privilege’ (a device should have access only to the resources
it needs to complete its task), TC Cyber standard provides that the
unused network and logical interfaces shall be disabled. Also, only
software services used or required for the intended use or operation of
the device must be enabled.
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o Ensure that personal data is secure - Some IoT applications involve
the transit of potentially sensitive information (such as medical infor-
mation or payment information). So the devices must be designed in
order to protect that information by means of best-practice crypto-
graphic techniques.

o Make system resilient to outages - System resilience is another impor-
tant aspect taken into account by TC Cyber. Firstly the design of
IoT devices shall take into account the possibility of outages of data
networks and power. The system shall be able to remain operational
and locally functional in case of a loss of network access and should
recover cleanly in the case of restoration of loss of power.

Starting from ETSI EN 303 645, the coming SmartBAN standard is defin-
ing additional security features. In particular, the SmartBAN standard is
mainly focused on ComLayer-1 and ComLayer-2, which are less investigated
in the current literature. In particular, a very critical aspect of the security
of ComLayer-1 and ComLayer-2 is to thwart eavesdropping, which is one of
the main security threats at the Body tier in WBAN.

Devices used to gather data from inside and outside the body may be
simple and low-resourced and unable to implement high-level security tech-
niques for data confidentiality, such as encryption. At the same time, the
information sent or received at this level is extremely sensitive and needs
a high degree of protection. Also, authentication is a security issue for
the WBAN body layer. A strong security protocol should require devices
connected to a HUB to be authenticated more than once, periodically. Fi-
nally, in order to reach a higher level of security, it’s necessary to implement
lightweight techniques for the generation and distribution of secret keys. To
address this problem, SmartBAN standard envision the implementation of
Physical Layer Security techniques. However, PLS techniques envisioned by
the SmartBAN standard offer a new perspective that will help to solve those
security issues.

Another very interesting feature envisioned in the ETST SmartBAN stan-
dard is the integration of the Molecular Communications (MC) paradigm in
the context of in-body communications.

SmartBAN security considerations Here are briefly listed and ex-
plained some other security features envisioned by the ETSI SmartBAN
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Table 3.1: Security Features Comparison of WBAN-related Standards

Security Features

Standards Encryption 7 Message Integrity 7 Secure Authentication 7 Availability 7 Security mode only | Physical Layer Security
IEEE 802.15.1 v x v b 3 v 3
IEEE 802.15.4 v x v 3 ® 3
IEEE 802.15.6 v 4 v x ® b 3
ETSI TR 103 638 v v 4 v v 4
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standard.

o Perfect forward security - In general, in IEEE 802.15.6 standard the
device and the coordinator of the WBAN establish a symmetric session
key. This can cause problems if it does not provide perfect forward
security. Since a key identifies the user, in case of disclosure of the
long-term secret key, a hostile node may impersonate a legitimate node
or decrypt messages. SmartBAN should prevent the above scenarios.

e Device anonymity - An adversary node that is observing communi-
cations, should not be able to learn the identity of any device in a
SmartBAN network.

o Session unlinkability - An adversary node that is observing commu-
nications should not be able to link a communication session of any
device to another completed session of the same device.

3.1.6 Comparison of security approaches: ETSI Smart-
BAN Vs IEEE 802.15.1, 15.4 and 15.6 standards

In this section a comparison between the IEEE standards analyzed in Sec-
tion[3.1.2] and the ETSI SmartBAN showed in Section[3.1.3]is presented. A
summary of the comparison can be found in Table3.] Let’s start with
a direct comparison of the standards that deal specifically with WBANS,
ETSI SmartBAN, and IEEE 802.15.6. The first aspect that emerges is the
fact that 802.15.6 provides three different security modes, including a no-
security mode where no security measures are applied to communications.
In ETSI there is no such thing as security is always active. A second aspect
that differentiates ETSI and IEEE approach to security in WBAN is that the
SmartBAN standard envisions the implementation of Physical Layer Security
techniques.Finally, a third difference is that the ETSI SmartBAN standard
envisions an extended view of in-body communications as it provides for the
implementation of the Molecular Communications paradigm.

3.1.7 Conclusion

Security threats, solutions, and challenges in WBANSs for healthcare are
critical areas of concern as WBANSs are often used to collect and transmit
sensitive personal health information. It’s important to note that security
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in WBAN technology is an ongoing process, as new threats and vulnera-
bilities emerge over time. The presented work focuses on analyzing how
current telecommunications standards applied to WBAN approach security
problems. In particular the analysis carried out concerns two of the major
WBAN standards, i.e., ETSI SmartBAN and IEEE 802.15.6. Also in this
work are analyzed other communications standards which may be involved
in the design of a WBAN system. The comparison of the security features,
as well as the future directions, reveals how SmartBAN is trying to answer
to the challenges that current and future in- and on-body communications
will have to face.
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3.2 PLS threats analysis in Molecular Com-
munications

Molecular Communications are an emerging transmission technique where,
unlike traditional telecommunication systems, signals are transmitted through
optical or radio-frequency waves, information is conveyed through molecules,
i.e., a chemical signal.

A general MCs system model is presented in Figure [3.3] The transmit-
ted information is carried by molecules. The molecules are emitted by a
bio-nanomachine (BnM)), e.g., a biological cell, which operates as a trans-
mitter, and gathered by another bio-nanomachine which operates as the
receiver. Both the transmission and the reception of molecules happens
through chemical interactions. The communication channel consists of the
environment on which the information molecules flow.

Molecules flow
-~

-/ v ——r

Communication
Channel

—c = Molecule Receptor

‘—— = Molecule Emitter

Figure 3.3: Molecular Communication system model.

To control the communication process, and thus being able to transfer
information, the bio-nanomachine should have a predictable and controllable
behavior. The transmitting bio-nanomachine should be capable of synthesiz-
ing, storing and emitting the information molecules of interest. Analogously,
the receiving bio-nanomachine should be able to sense these information
molecules. Such a bio-nanomachine can be obtained by the following meth-
ods [66]:

o Modified biological cells - Existing biological cells can be modified in
order to let them provide additional functions, such as the emission or
reception of specific molecules.

e Artificial cells - Another possible approach is to create a completely
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artificial cell, designed to perform pre-determined tasks.

Molecular communications can be classified based on how information
propagates from transmitter to receiver, that is how the molecules emitted by
the transmitting bio-nanomachine reach the receiving bio-nanomachine.Three
main propagation mechanisms have been identified [67]:

e Walkway-based - The walkway-based mechanism is the least sponta-
neous among the three. Also known as active transport, this propaga-
tion mechanism is carried out by exploiting chemical energy to generate
movement, e.g., by using the movement of cilia or rotation of flagella.
Alternatively, molecules can move along filaments or tracks, by means
of molecular motors.

e Flow-based - In this propagation scheme, the transport of information
molecules happens through the movement of the fluid mass where these
molecules are located. The flow directs the molecules towards the
receiver. A perfect example of this is the human circulatory system.

o Diffusion-based - This is the most spontaneous propagation mecha-
nism. A transmitting bio-nanomachine emits the information molecules
inside the medium, generally a fluid, where they diffuse with a random
Brownian motion. In this type of propagation, the molecules flow in
the opposite direction of the concentration gradient. MCs which ex-
ploits diffusion as propagation mechanism are referred to as Molecular
Communication via Diffusion (MCvD]).

In the 6G framework, molecular communications (MC) are envisioned as
an enabling technology to realize the holistic vision of the human body, in
order to integrate it as a node of the network. As introduced in Sec.
the [BaM] involved in MCs are expected to replace artificial nano-devices in
contexts where the latter are unsuitable due to lack of bio-compatibility and
health-related side-effects. The use of BnMs will provide access to a wide
range of novel information gathered directly from within the human body,
directly related to body signals enabling a wide range of applications, e.g.,
new diagnostic techniques. They will also enable new forms of interaction
with human body, e.g., smart drug delivery.

Given the extreme sensitivity of the data flowing within MCs, security is
a major concern. However, current literature on MCs extensively explores
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various modulation schemes and channel models for different propagation
mechanisms, it offers limited insight into security-related aspects.

This thesis contributes to address this gap in current literature by iden-
tifying potential threats in MC scenarios. The problem is approached by
mapping the main known security threats in classical telecommunications in
a MCs context. Since networking in MCs remains in an embryonic stage of
development and upper ISO/OSI layers have not been defined yet, this in-
vestigation focuses exclusively on the physical layer with a PLS perspective.

Current literature is mainly focused on MCvD, therefore the presented
analysis of security threats is focused on this propagation mechanism. Specif-
ically, the analysis focuses on how these security threats may manifest within
the main modulation schemes of MCvD.

Current literature mainly focuses MCvD. Accordingly, the presented anal-
ysis of security threats centers on this propagation mechanism. In particu-
lar, it examines how such threats may arise within the primary modulation
schemes employed in MCvD.

3.2.1 Modulation schemes in MCvD

In a MCvD system two [BnMk communicate by emitting molecules which dif-
fuse by following a random Brownian motion. In free diffusion, the molecule
flow in the opposite direction of the concentration gradient, i.e., they move
from a location with a higher concentration of them to a location with a
lower concentration, see Figure The molecule flow constitutes a chemi-
cal signal [68].

MOLECULE FLOW

Figure 3.4: Representation of the diffusion process.

To define a communication system it’s necessary to define how informa-
tion are modulated inside the signal and to design the receiver to correctly
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demodulate the information from the received signal. In classical telecom-
munication systems, there are several modulation schemes that can be used
to transmit information. Analogously, in MCs the information can be trans-
mitted by varying one or more physical properties of the chemical signal.

The physical properties that can be exploited to modulate the chemical
signal can be divided in two main groups: extensive properties, such as emis-
sion rate, and intensive properties, such as molecule type. If the modulation
exploits an extensive property, the demodulation phase would require an
amount of molecules to correctly demodulate the signal. If the modulation
exploits an intensive property, ideally a single molecule could be enough.
The main modulation types developed for MCvD are listed below:

Concentration-based modulation. This modulation exploit an exten-
sive property of information molecules: the concentration of the molecules
emitted by a BnM. Both analog and digital concentration-based modulation
can be considered in MCvD. Concerning analog modulation, amplitude mod-
ulation (AM) and frequency modulations (FM) have been considered [69).
Here is considered the digital domain, where concentration-based modulation
rely on transmitting information bits through the concentration of released
molecules over distinct time slots [68]. Different concentration levels can rep-
resent sequences of bits, thus realizing a multi-levels modulation. In [70], a
particular M-ary Concentration Shift Keying (M-CSK) scheme is presented,
considering multiple transmitters.

Type-based modulations. In this modulation scheme, the transmitting
BnM has the ability to release various types of information molecules. The
receiving BnM is equipped to detect these molecules. The emitted molecules
share similar characteristics, such as size or diffusion rates, but they are
uniquely identifiable because each type of molecule can be recognized by a
specific receptor located on the surface of the receiving BnM. In [71] a D-
MoSK (Depleted Molecular Shift Keying) modulation scheme is presented.
For an M-ary MoSK, are required M different types of molecules to modulate
information. D-MoSK modulation aims to lowering system complexity by
reducing the required types of molecules.

Timing-based modulations. In timing-based molecular communications,
the information symbol is encoded inside the emission time of a molecule.
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A symbol time Ty is defined and the information symbol is encoded into
the molecules emission time tg, with ¢, < T,. The information molecule
reaches the receiver at time t, = t; + t,, where ¢,, represents random noise
introduced during molecule propagation. In a 1-D environment, the distri-
bution of ¢,, depends on the type of diffusion: free diffusion, i.e., t,, follows a
L]\@vy distribution, and diffusion with drift, i.e., the distribution of ¢,, is an
inverse Gaussian [72]. In 73| the authors show how high order timing-based
modulation can outperform CSK and other modulation schemes.

Spatial modulations. This modulation technique exploits an intensive
property of the chemical signal. Multiple spaced molecules emitting sources
are involved at the transmitter side, and multiple spaced receptors are in-
volved at the receiver side. The receiver is thus able to calculate the direction
of arrival of the molecules and thus the index of the emitting source. The
information symbol is encoded in the index of the emitting source. In [74]
a Space Shift Keying (SSK) modulation is proposed and inter-symbol and
inter-link interference is addressed.

3.2.2 Security Threats Analysis

In this section, the main physical level security threats are mapped into the
molecular communications context. In other words, we aim here to detail
how a known security attack can be carried out in MCs scenario.

Let’s consider a system model composed of two legitimate BnM, Al-
ice and Bob, and a malicious BnM Eve that tries to carry on an attack.
The system model is showed in Figure [3.5] The diffusive channel has a
strong similarity with a wireless channel: the signal can be overheard by any
node in the environment, due to the broadcast nature of the channel. Alice,
Bob, and Eve are positioned within the body, maintaining appropriate spa-
tial separation to enable effective molecular communication. It is assumed
that the information-carrying molecules used in the described modulation
schemes and attack scenarios are entirely distinct from those naturally oc-
curring within the biological environment. The security threats that are here
considered are the followings: jamming, eavesdropping, MITM, and spoofing.
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Figure 3.5: General model of a MCvD system.

Jamming

In classical telecommunications, jamming refers to the deliberate interference
by Eve to a transmitted signal to prevent Bob from correctly receiving the
information signal sent by Alice. This interference can be accomplished by
transmitting a noisy signal into the communication channel, thereby reduc-
ing the signal-to-noise ratio (SNR) of the legitimate receiver. The frequency
band of the jamming signal should include the frequency band of the legiti-
mate signal.

Jamming is a very simple attack to carry out in diffusion-based MCs.
For concentration-based, timing-based, and spatial modulations there are
two possible techniques to alter (increase or decrease) the concentration of
the information molecules (Figure(3.6). The first possibility is that Eve emits
a large amount of information molecules in order to saturate the channel.
The second possibility is that Eve emits molecules that bond with infor-
mation molecules so that they form altered molecules that Bob’s receptors
are not capable to collect. In type-based modulations, the attack can be
successful by saturating the channel with only one information molecule so
that Bob receives constantly more than one symbol at the same time. More
complex is the case of altering the information molecules, since it would re-
quire Eve to emit more than one type of molecule that is able to bond with
the information molecules. In Figure[3.6] it is shown a jamming attack to a
concentration-based modulation. Eve emits molecules that binds to the one
emitted by Alice altering them so that Bob’s receptor are unable to collect.
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Figure 3.6: Example of jamming attack in a diffusion-based MC system.

The concentration of molecules received by Bob is reduced and corresponds
to a different symbol.

In |75] is addressed the problem of a jamming attack in a concentration
based modulation. The legitimate transmitter emits type A molecules with
an OOK (On-Off Keying) modulation technique. The jammer is able to emit
type A or B molecules to respectively increase concentration or decrease it
(type B molecules react with type A molecules to form type C molecules).
The authors also present a coding scheme capable of improving jamming-
resistance of the system.

Eavesdropping

This type of attack is a direct consequence of the broadcast nature of the
channel: an unintended user (the eavesdropper) could potentially receive
the signal and try to extract the bits from the intercepted signal. This is a
passive attack, as all happens without the legitimate nodes being aware of
it.

In all the described diffusion-based modulation schemes Eve can eaves-
drop the information signal sent by Alice to Bob, by simply standing close
enough to receive the signal correctly and being equipped with receptors
capable of collect information molecules.

Assuming that Eve’s receptors absorb the information molecules dur-
ing the eavesdropping, it would alter the concentration of the information
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Figure 3.7: Example of eavesdropping attack in a diffusion-based MC system.

molecules, and Bob can detect the attack attempt. In order to avoid this,
Eve must reintroduce all the absorbed molecules in the environment so that
eavesdropping is a completely passive attack also in diffusion-based MCs.
In Figure|3.7)it is shown an example of eavesdropping attack to a concentration-
based modulation. Alice emits molecules with a concentration corresponding
to a specific symbol. Eve stands near to the channel and receives part of the
signal emitted by Alice and demodulate it by estimating the concentration.
Authors in [65] analyze secrecy capacity for a MCvD system in an eaves-
dropping scenario.

Man in the Middle

In classical telecommunication systems, the Man in the Middle (MITM)
attack is based on eavesdropping the signal transmitted by Alice and then
sending a modified information signal to Bob.

The malicious node does not just intercept the data sent by Alice, but it
also modifies the data and sends it to the intended receiver (Bob) without
the receiver being aware of it. The legitimate receiver gathers corrupted
information, mistakenly believing it to be legitimate. In MCs this attack
can be accomplished by changing (increase or decrease) the concentration
of information molecules received by Bob. The two techniques exploited to
alter the concentration of information molecules are the same described for
the jamming attack, but here the aim is to change the information received



3.2 PLS threats analysis in Molecular Communications 73

00 o
&
® BOB
&
o0
Lol
¢ o €
¢
EVE
y ALICE molecule ALICE molecule EVE ¢ Altered
type A type B molecule molecule

Figure 3.8: Example of man in the middle attack in diffusion-based MC
systems.

by Bob, not just to destroy it.

In concentration-based modulations, to perform a MITM attack, Eve
increases or decreases the molecules concentration according to the symbol
it wants to send to Bob. In type-based modulations, a MITM attack can be
carried out in two steps: first Eve destroys the information signal by altering
the information molecules emitted by Alice; then Eve sends its information
molecules to Bob. In timing-based modulations, a MITM attack involves
changing the molecule concentration in order to change the emission time ¢
estimated by Bob. Another possibility is that Eve destroys the information
molecules sent by Alice and replaces it with molecules emitted at a different
time t.

In spatial-based modulations, MITM attack is more difficult to carry
out. Eve must first destroy the information molecules emitted by Alice and
then send its own to Bob. In addiction, Eve must have the same emitting
sources as Alice and associate the same index to them, so they emit the same
symbols.

In Figure[3.8]it is shown an MITM attack to a simple type-based mod-
ulation. Alice emits two types of molecules (A and B). If Alice is emitting
molecule A, Eve could alter them emitting molecule of type B at the same
time. Thus Bob receives type B molecule instead the intended ones.

To date, the MITM security threat in MCs systems has not yet been
properly treated in the current literature.



74 PLS Solutions for WBANSs Transmission Technologies

EVE

~, ALICE
' molecule

Figure 3.9: Example of spoofing attack in a diffusion-based MC system.

Spoofing

Although in classical telecommunication systems the spoofing attack does
not directly involve the physical layer, it is nonetheless included in this anal-
ysis, as it does play a role at the physical layer in Molecular Communication
(MC) systems.

In classical telecommunication systems, a spoofing attack happens when
the attacker manages to falsify its identity, pretending to be a legitimate
node. If the attack is successful, the victim authenticates the attacker as a
legitimate node and thus could send it sensitive data, or receive false data
from it.

This is one of the most dangerous and easiest attacks that can target an
MCvD system. Since higher layers are not studied yet in MCs, the authen-
tication process can be currently applied only at physical-layer [76].

In concentration-based, type-based and timing-based modulation tech-
niques is sufficient that the attacker is able to emit the legitimate molecules
knowing the used modulation technique. In spatial modulation techniques,
requires also that Eve have the same emitting source that Alice and associate
the same index to them.

In Figure [3.9] is shown a simple spoofing attack in concentration-based
modulations where Eve emits the same molecules as Alice, which is not

transmitting. Bob receives molecules sent by Eve, believing they are sent by
Alice.



3.2 PLS threats analysis in Molecular Communications 75

In the current literature, the problem of authentication in MCs has been
addressed by very few works. In [76] a physical layer security authentication
approach for diffusion-based MCs system is described. The channel impulse
response (CIR) between the two legitimate bio-nanomachines is exploited to
authenticate the transmitting node, where the CIR is defined as the concen-
tration of molecules at a specific distance and time. This means that at the
moment, there is almost no mechanism that allows Bob to authenticate the
bio-nanomachine that is communicating with him (Figure.

3.2.3 Complexity Analysis of the Threats

In this section, the level of complexity required for EVE in order to carry
on each type of attack will be analyzed, depending on the various attacks
described in Sec. and the types of modulation shown in Sec[3:2:1]

The attack complexity through four complexity parameters, which con-
sider aspects related to the complexity of the bio-nanomachine required to
perform an attack. The four complexity parameters are:

1. The number of different types of molecules: Eve is required to emit or
receive more than one type of molecule.

2. Both transmitter and receiver are needed: Eve is required to have the
capability of both transmitting and receiving the molecules involved.

3. Need for synchronization: Eve needs to have the same timing of Alice
and Bob, in order to be synchronized and thus to receive or send the
symbols correctly.

4. Capability of estimating the index of the emitting source: Eve must
have multiple receptors and must know the indices of the emitting
sources to which the various symbols are associated.

Without loss of generality, in this analysis a binary signaling is considered,
where only two symbols are transmitted. In particular this binary signaling
is implemented in the different modulation schemes described in Sec. [3:2.]
as follows:

e Concentration-based modulations. The two symbols are mapped
on two different concentration levels of the information molecule emit-
ted by Alice. Bob must have receptors capable of receiving the molecule
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and must be capable of estimating its concentration over a defined time
slot.

Type-based modulations. The two symbols are mapped on two
different information molecules emitted by Alice. Bob must have re-
ceptors capable of receiving both molecules.

Timing-based modulations. The two symbols are mapped in two
different emission times t;; and tgo inside a defined symbol time T.
Alice and Bob must be synchronized on the same time basis. Also Bob
must have the capability of estimating tx; and txs

Spatial modulations. Alice is composed of two emitting sources.
The index of the emitting source maps the transmitted symbol. Bob
must be capable of estimating the index of the source that emitted the

molecules and thus demodulate the transmitted symbol.

Table 3.2: Complexity level of each PLS attack for each MC modulation

scheme.
Modulation schemes
PLS threat
Concentration based | Type based | Timing based | Spatial

Jamming Very Low Very Low Very Low Very Low
Eavesdropping | Low High High High
MITM High High Very High Very High
Spoofing Very Low Low Low Very Low

For each attack type described in Sec. and each modulation scheme
outlined in Sec.[3.2.1] an evaluation has been conducted to determine whether
the previously defined complexity parameters must be satisfied by the at-

tacker.

A Very Low complexity value has been assigned if none of the complexity

parameters are met, while a Very High complexity value has been assigned
if at least three of the complexity parameters are met. The results of the
analysis are reported in Table[3.2]

The discussion of the complexity analysis of the different attacks follows.
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Jamming. Jamming is a very simple attack to be executed in MC diffusion-
based channels. None of the four defined complexity parameters are verified
for concentration-based, type-based, timing-based, and spatial modulations.

Eavesdropping. FEavesdropping attack shows a low complexity for concen-
tration based modulation and a high complexity for type-based, timing-based
and spatial modulations. The ability of both transmitting and receiving is
required in all the modulation schemes because, assuming that Eve has ab-
sorbing receptors, all the absorbed molecules must be reintroduced in the
environment to ensure that the attack is not detected. In a binary type-
based modulation Eve is required to being able to both receive and transmit
two types of molecules. In a binary timing based modulation to perform
eavesdropping Eve is required to estimate Ty, t;1 and tx2 and also to share
the same time base as Alice and Bob in order to synchronize correctly. In
spatial modulation Eve is required to be capable of estimating the index of
the emitting source to demodulate the symbol.

Man In The Middle. MITM is the most complex attack to carry out.
In particular, concentration-based and type-based modulations show a high
complexity, while timing-based and spatial modulations show a very high
complexity. In all the considered modulation schemes, to effectively change
the symbol emitted by Alice, Eve must be capable of emitting molecules
that bond to Alice’s molecules and alter them so that Bob’s receptors are
unable to collect them. In every modulation scheme, Eve must be capable
of emitting at least two types of molecules. To carry on a MITM attack in
a timing-based modulation, Eve is required to be synchronized with Alice
and Bob in order to change the transmitted symbol. Eve must not only
be capable of both transmitting and receiving the information molecule but
also emitting the molecule designed to alter the information molecule in
order to eliminate them. In a spatial modulation, Eve must be capable of
estimating the index of Alice’s emitting source. In addition, Eve should have
multiple emitting sources with the same indexes to be able to both transmit
and receive. In a concentration-based modulation, Eve has to be able to
transmit and receive the information molecule and also to emit a molecule
to alter the information molecule when it needs to lower the concentration to
change the transmitted symbol. In a type-based modulation, Eve is required
to be able to receive and transmit both information molecules. In addition,
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Eve is required to emit molecules designed to alter both types of information
molecules so that Bob’s receptors are unable to collect them.

Spoofing. Carrying out a spoofing attack in a MC diffusion-based channel
has a low complexity degree. In concentration-based and spatial modula-
tions, none of the defined complexity parameters is met. In a type-based
modulation, Eve is required to be able to transmit the two types of informa-
tion molecules. In a timing-based modulation, Eve is required to have the
same time base of Bob so that Bob can demodulate the symbols correctly.
Moreover, Eve must know the emission times ¢, and txo associated with the
symbols.

Looking at the results presented in Table we observe that the mod-
ulations that require the highest complexity of attacks are the timing-based
and the spatial modulation. Anyway, these two modulation schemes are also
the most complex to implement.

3.2.4 Conclusion

In the presented work, a comprehensive analysis of security threats in diffusion-
based molecular communication (MC) systems has been conducted. Despite
the promising potential of MCs, particularly in biomedical applications and
as key technology for sixth-generation (6G) networks, their security vulner-
abilities have received limited attention in existing literature. To address
this gap, a systematic mapping of well-established physical-layer attacks,
including jamming, eavesdropping, man-in-the-middle (MITM), and spoof-
ing, has been conducted, illustrating how these threats may manifest within
molecular environments.

The complexity analysis indicates that certain attacks, such as jamming
and spoofing, are relatively simple to execute due to the broadcast nature of
MCvD channel. In contrast, threats like MITM and eavesdropping require
more advanced capabilities, including precise synchronization and molecular
type differentiation. Moreover, it has been observed that specific modulation
schemes inherently offer greater resilience against particular categories of
attacks.

This threat mapping serves not only to enhance the security of MC sys-
tems but also contributes to the broader objective of securing future 6G
infrastructures. MCs are an enabling technology for the holistic vision of
human body as node of the 6G connective fabric. However, such perva-
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sive connectivity must be accompanied by robust security mechanisms. By
identifying vulnerabilities at the physical layer, the proposed framework sup-
ports the development of secure-by-design MCs architectures, ensuring that
future bio-integrated networks provide both comprehensive physiological in-
sight and reliable protection of sensitive biomedical data.
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3.3 Confidentiality in VLC: Secure Area anal-
ysis for VLC-based Implantable Medical
Devices (IMD)

In recent decades, there has been rapid progress in the development of im-
plantable medical device (IMD]) technology, driven by advancements in var-
ious scientific and engineering fields such as nano-materials, biotechnology,
and microelectronics |77]. The field of IMDs has primarily been explored in
the medical domain: numerous works emphasize the significance of IMDs for
monitoring and treating patients. This demand has given rise to an innova-
tive technological branch focused on creating sensors, actuators, and devices
suitable for implantable applications.

Traditional IMDs operate within the RF band, which is often saturated
in terms of bandwidth (BW) [78]. These devices typically use transmission
power in the range of several tens of milliwatts [79]. Consequently, they
face challenges in achieving the high data rates required to emulate human
organs effectively [80}/81]. Moreover, conventional IMDs are susceptible to
interference from other sources operating within the same RF band, leading
to significant performance degradation.

are a promising transmission technology capable of addressing
these problems. Recent literature has explored the use of OWC for both
in- to out-body communications, with studies characterizing tissue penetra-
tion of optical electromagnetic waves [82-84]. In particular, the usage of
VLC (Visible Light Communications) is supported. VLC are based on the
transmission light waves belonging to the spectrum of frequencies visible to
the human eye (see Figure[3.10), with wavelengths between 380 nm (violet)
and 750 nm (red).

One of the main enabling factors of VLC has been the widespread adop-
tion of LEDs. LEDs emit light waves in the visible spectrum that can be
modulated at much higher frequencies than traditional light bulbs, which
are limited by thermal inertia and unable to support high modulation rates.
The widespread adoption of LEDs for lighting purposes means that VLC can
exploit an existing infrastructure: it would be sufficient to add a transmitter
the already deployed LED lamps, in order to modulate the emitting light.
This is true also for IMDs, where LEDs are already installed and exploited
to localize the device and to provide a visual feedback on the status of the
communication or of the device.
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Figure 3.10: Visible Light Communication frequency spectrum.

VLC shows low absorption coefficient, which enables optical signals to
penetrate human tissue effectively, making it an ideal choice for in-to-out
body communications (see Figure. Furthermore, VLC addresses the
critical security concerns associated with IMD applications by ensuring en-
hanced data privacy and protection. Given the sensitivity and personal na-
ture of the data transmitted within the body, VLC emerges as the preferred
solution over RF technologies, as light waves are inherently confined by the
environment and exhibit strong directionality. In fact, the signal can be
effectively shielded by simply covering the area containing the implantable
device, e.g., with clothing or a bandage. This level of physical isolation is
not achievable with RF antennas, whose transmitted signals readily pene-
trate such materials.

A compelling application field for VLC-based IMDs in the context of
WBAN is that they can be used to relay in-body communication to an
on-body node contributing to realize the holistic vision needed to model
the human being as a node of the 6G network. Let’s consider a scenario
where a subcutaneous IMD is used to collect data from sensors or an other
communication system, e.g., molecular communication, [RE] or [GC), inside
the body. This device can transmit these signals to an on-body device located
near the skin surface. The on-body device, in turn, relays this signal to the
hub of the WBAN, ensuring a seamless flow of information from the inside
of the body to the external networks(see Figure.

This thesis presents a MATLAB-based simulation to demonstrate the
feasibility and advantages of Visible Light Communication (VLC) for in-to-
out body transmission involving implantable subcutaneous devices.
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A model of light propagation through the skin layers (in-body channel)
as well as a model of light propagation from the outside skin on (out-body
channel) is provided. The communication source (LED) is under the skin,
while the receiver (photo-detector) is outside the body. Both single LED
single photo-detector (SISO) and multiple LEDs multiple photo-detectors
(MIMO) communication is considered. The performance of SISO and MIMO
LED-based VLC systems is characterized by means of the bit error rate
(BER) as a function of the distance and angle of the receiver from the skin.
Therefore, a feasible approach to Near-Field Communication (NFC) for VLC
systems within IMD scenarios has been defined.

Since VLCs exhibit intrinsic security properties due to their low absorp-
tion coefficient, the system’s security performance is analyzed in terms of
secure area (Asec), a PLS metric used to measure the region of space in
which communication between a transmitter and a receiver remain confi-
dential, in relation to the transmitter power, receiver position and channel
characteristics .

3.3.1 System Model

Let’s consider an NFC scenario in which the LED transmitter is implanted
2.17 cm beneath the skin surface, while the receiving photodiode is positioned
at a maximum distance of 5cm above the skin. In the described context,
it’s not feasible to approximate the light spot on the skin created by the
implanted LED, as a point emission source because the distance between the
receiver and the skin is comparable to the dimensions of the spot. Hence,
to address this issue, a 50 mm square section of skin was subdivided into
smaller square areas measuring 0.1 mm each. Each of these small skin areas
was individually analyzed as a micro-LED (u-LED) with its pattern and its
intensity of emission.

The VLC system was analyzed in terms of four components for each route



3.3 Confidentiality in VLC: Secure Area analysis for VLC-based

Implantable Medical Devices (IMD) 83
35 T T T
® ——Stratum Corneum
RX 30 Epidermis
-20 —Dermis
170 25
20

-
4]

-
o

4]

Subcutaneous Tissue [um]

Attenuation coefficient i, [erm ™!

-2170 0 e
350 400 450 500 550 600 650 700

Wavelength A [nm)]
(a) (b)

Figure 3.12: Human skin absorption for wavelength at different skin layers:
1. Stratum Corneum; 2. Epidermis; 3. Dermis.

IN BODY . QUT BODY

IN BODY

-_ CHANNEL CHANNEL

Hi"

Figure 3.13: VLC System Model



84 PLS Solutions for WBANSs Transmission Technologies

from transmitter to receiver: two corresponding to the telecommunication
devices, i.e., the transmitting implanted LED and the receiving photodiode,
and two associated with the optical channel, i.e., one for characterizing light
diffusion inside the body and one for external diffusion. The system model
used for simulation is shown in Figure[3.13

In-Body Channel Model

The evaluation of the in-body channel’s characteristics was derived from a
review of the literature, as discussed in [86]. This review includes consid-
erations of both light power absorption (as depicted in Figure and
scattering. Absorption and scattering collectively contribute to the forma-
tion of a light spot on the skin.

To define the impact of absorption and scattering, Stochastic Monte Carlo
(MoCa) modeling is the most used solution in the literature. In fact, over
the past decade, several MoCa algorithms for simulating the propagation of
optical radiation in biological media have been developed for diverse appli-
cations [86},87].

The simulation is based on modeling a large number of possible trajecto-
ries of the light from the source to the skin surface. Intensity path loss has
been modeled using the Beer-Lambert law, which is represented as:

I; = Ii_le_p'“’l (31)

where I; is the light intensity during the i-th step of simulation, p, is the
attenuation coefficient and [ is the distance covered by the photon.

The scattering event is simulated by generating a random propagation
angle denoted as 0, which determines the new direction of the photon. This
angle follows a Henyey-Greenstein scattering phase function [8§]:

1 1_(1/?‘
T ar (1 +a% —2ay cos0)3/2

p(0) (3-2)

Here, the parameter a; represents the anisotropy factor, which is essen-
tially the average cosine of the scattering angle 6. The value of g falls in the
range [—1,1]: when ay is less than 0, it indicates back-forward scattering;
when ay equals 0, it means isotropic (Rayleigh) scattering, and when ay is
greater than 1, it denotes forward scattering (Mie scattering).

The simulation has been depicted in two dimensions because the LED’s
emission is axisymmetric. Consequently, the transfer function (H™) has
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been established in relation to the distance between a skin section and the
symmetry axis (d = [dy,--- ,dy] with N is the number of skin section). In
this simulation, the LED’s emission has been presumed to exhibit uniformity
concerning the angle, then the transfer function has been defined as:

H™ = [, f(d) (33)

where I is the uniform intensity of transmitter and f(d) is the path loss
that depends on light absorption and scattering (see Figure|3.14]).

Out-Body Channel Model

The MoCa simulation is also used to define the emission pattern g(e, 3) of
each small skin area that depends on the angle formed between the symme-
try axis of transmission and the line joining the transmitter to the respective
small emission area (a) and the angle formed between the perpendicular to
the skin surface and the line joining the respective small emission area to
the receiver (3). The photodiode’s area, utilized as the receiver, has been
intentionally kept small since it’s designed for short-range communications.
Consequently, the distance involved is not on the same scale as the photodi-
ode’s surface area, enabling an approximation as a point receiver.
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The photodiode has been positioned in a grid arrangement oriented per-
pendicular to the skin. This grid is centered at the center of the light spot,
with the x-axis aligned parallel to the skin and z-axis aligned perpendicular
to the skin. Along the x-axis, the grid points align with the segmented areas
of the 50mm skin region, while along the z-axis ranges from 5mm to 50 mm,
increasing in bmm intervals.

For each receiver position, the out-body channel path loss (H°"") between
specific receiver position and each small emission areas has been calculated
as follows:

g(o,B)cos 3
D?
where D represents the distance from a given receiver position to each of
the individual small emission areas (see Figure|3.14)), the cosine of 3 depends
on the characteristic of the geometric characteristics of the system.

H" = (3.4)

VLC System Model: Single Led

The prevalent modulation scheme employed in VL.C applications is Ampli-
tude Sub-carrier BPSK as suggested in standard IEEE 802.15.7 [89], chosen
to maintain the LED’s primary function of providing constant light signaling
for human eye. For this reason, the data transmitted s, (t) can assume value
of 1 or -1 in base-band. We assume here a binary phase shift keying (BPSK)
modulation.

The received data s, (t) in base-band is characterized with the following
equation, because the amplitude sub-carrier frequency is in the led modu-
lation band, i.e., the out-body channel is characterized only on path loss
component:

Srz(t) = Z H™ « H"' | 54,(t) + n(t) (3.5)
Htot

where n(t) is the complex noise of Additive White Gaussian Noise (AWGN)
for VLC link in amplitude sub-carrier frequency used in modulation scheme.
The operator () is a multiplication corresponding elements between two

array and Y is a sum of all element of the array. The characterization
of out-body communication channel for NFC application was defined as

Hypy = S, H™ « H*"" (see Equation (3.5)).



3.3 Confidentiality in VLC: Secure Area analysis for VLC-based

Implantable Medical Devices (IMD) 87
. ° '3 . .
. ° ° . .
RX
position,
o . RX1 %SdR:(Q b b

Stratum corneum X

died
™l ATxe
- -

position

Figure 3.15: MIMO System Model

The data receiver in base-band was demodulated with the sign of real
part of signal in BPSK modulation.

VLC System Model: MIMO

The MIMO used for simulation is a 2 X 2, i.e., the system is composed by
two transmitting implanted LEDs and two photodiodes as receiver out of
the body.

The mathematical treatment for MIMO application is similar to the sin-
gle LED emission described above. Also in this case, as reference portion skin
of 50 mm square section was subdivided into smaller square areas measuring
0.1 mm each and analyzed as a pu-LED matrix. The geometrical differences
between a two system model are the position of led and photodiode in refer-
ence portion of skin and in position of receiver respectively. In the previous
case, the position of led is in the center of reference portion skin, while in
MIMO system model the middle point between two led is positioning in the
middle of 50 mm square section of skin, i.e. the two leds are located at djeq/2
from the center reference portion skin along x-axis one to the right and the
other to the left respect of the center (see Figure.

The same applies for position photodiode, in the previous case the po-
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sition of photodiode coincided with the position of receiver, while the two
photodiodes are located at dy, /2 from receiver position along x-axis as LEDs
position (see Figure[3.15).

For each transmitter, the transfer functions of in-body channel (H?Y"
and HY") has been calculated, similar to the single LED case (as shown
in equation ) The transfer functions for the out-body channel, as per
formulation , are contingent on the angles o and 3, and consequently,
they rely on the positioning of both the transmitter and receiver. For each
receiver position, four distinct transfer functions denoted as H f’;t (withé,j =
lor2) have been defined, where ¢ and j represent the specific LED and
photodiode that transmitting and receiving data, respectively.

The two LEDs transmit distinct data streams (sl¢,(t) and $24,(¢)). The
data received from the two photodiodes (sl,.(t) and $2,,(t)) at each grid
position in the base-band has been characterized using linear equations, as

follows:
51,0 (1) SSHY « HYY SSHY « HSY | [sli(t) nl(t)
= +
$2,2(t) > Hﬁ" * H‘l’“; > H;" * Hg"; 524 (t) n2(t)
—_—— ——
Sra (t) Hioi 810 (t) N(t)

(3.6)
where N (t) is a vector of two noises (nl(t) and n2(t)) to characterize
two different additive Gaussian noise channels.
To demodulate the two different data in the simulation, the inverted
function of Eq. has been calculated as:

812(t) = Higp 804 (t) (3.7)

where s}, (t) are the estimation of transmitted signals. Once the two
transmitted signals have been separated, the received data in the base-band
is demodulated using the sign of the real part of the signal in the BPSK
modulation.

Secrecy Capacity and Secure Area

In order to provide foundation for the application of more advanced PLS
confidentiality techniques, in this work security of VL.C for IMDs is assessed.
In particular, security performances of the system will be evaluated in terms
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of secure area. The secure area is a PLS metric used in current literature to
asses security of a telecommunication system [85}/90].

Without loss of generality, let’s consider a discrete two-dimensional square
area A, as in the present work. The area A consists of p X p points, where
p denotes the number of point of each side of A. Let’s also consider two
legitimate devices Alice and Bob and an eavesdropper Eve. Alice transmit a
message M to Bob, which tries to recover it from the received signal. Given,
a fixed position of Alice and Bob, the channel capacity Cp of their link is
expressed as:

Sp

W)a
where B is bandwidth of the channel, Sp is the power of the signal

received by Bob and N is the power of the AWGN noise. The channel

capacity Cg of the link between Alice and Eve is expressed as:

Cp = Blog,(1 + (3.8)

S
Cg = Blogy(1 + WE), (3.9)

where Sg is the power of the signal received by Eve.

Given a fixed position of Eve, the secrecy capacity Cs, i.e., the maximum
data rate at which Eve is unable to decode any information. For simplicity,
in this work it has been expressed as:

Cs=Cp—Cp, (3.10)

In the worst case scenario the position of Eve is unknown, i.e., it could
be located in any point of the area A with equal probability. Given a fixed
position of Alice and Bob and considering every possible position for Eve,
the secure area Agec is defined as the number of point of A where Cs > 0.
It can be computed by defining a matrix S, of dimensions p x p, where each
point corresponds to a Eve’s position. To each point is assigned a value 1 if
Cgs > 0, 0 otherwise. Therefore Ag.. can be expressed as:

Agec = i;soﬂ, k) (3.11)

3.3.2 Results

This section has been divided in two parts: initially, through [MoCal simu-
lation, the functions f(d) and g(«, 8) were computed. Subsequently, these
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Skin Parameter Stratum Corneum | Epidermis | Dermis
Absorption coefficient (114) [em™!] 8.15 3.07 6.52
Anisotropy Factor (ay) 0.942 0.804 0.715
Layer Thickness [pum)] 20 150 2000

Table 3.3: Skin Parameters used in the MC simulation

computed functions were utilized to simulate a potential transmission sce-
nario between a single LED and a single photodiode, as well as for MIMO
2 X 2 transmission setups. The communication simulations were employed
to calculate the Bit Error Rate (BER), which served as an assessment met-
ric for the performance of the two prospective communication systems, and
the channel capacity needed to compute the secure area (Agec), in order to
assess security performance of the system. The skin coefficients used in the
simulation were taken from literature [91], and it has been summarized in

Table3.3]

Channel Characterization

Through MC simulation, the light intensity and direction have been estab-
lished, as illustrated in Figure[3.16] Notably, the summation of light beam
intensities emanating from the skin surface, in relation to the distance from
the LED’s symmetry axis, is depicted in Figure[3.16al These data points
have been effectively approximated with a Gaussian distribution, as indi-
cated by the red line in Figure[3.16al This distribution is used to define
Transfer Function H™.

For each skin section used to the defined H™, the summation of light
beam intensity in angle clusters has been used to define the pattern of emis-
sion of single skin section, g(«, 3). The average of the distribution of light
intensity in angle cluster highlights the refraction effect of the light. In fact,
in Figure[3.16b| the data has been fitted with a linear function with a different
angular coefficient compared to « that characterized a single skin section.
This angular coefficient defined similar to refractive index, n e,

The results obtained have been utilized to scale the emission pattern of
a single skin section, incorporating all simulation data in the evaluation of
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the emission pattern caused by scattering. The data has been modeled us-
ing a Gaussian distribution, as demonstrated in Figure[3.16d Figure[3.16d]
presents the emission pattern of a single skin section. The peak of the Gaus-
sian distribution is equal to 1 since it’s scaled against H™™, and it is centered
at an angle of 0 rad, which is achieved by translating the angle by negcxv.

System Performance: Bit error rate

In this section the BER is reported as a function of the position of the
transmitters (LEDs) and receivers (photodiodes). The signal to noise ratio
(SNR) at the receiver is dependent only on the path loss as depicted in .
In particular, the received power depends on the in-body and out-body path
loss as depicted in and (3.4), respectively. The path loss depends on
the position of the receiver, given the location of the transmitter, as depicted
in Fig.[3.14] The performance of the simulated implanted VLC system is
assessed by analyzing the BER. A total of 1 x 10° symbols with Manchester
coding were transmitted from the transmitter to the receiver.

In the case of single LED communication, the BER remains below 1x1075
up to a distance of 35 mm, as illustrated in Figure[3.174]

In the MIMO case, the alignment between LEDs and photodiodes be-
comes more critical. In this simulation, both transmitters and receivers are
positioned along the same axis, which represents the optimal configuration.
Moreover, the system is not axisymmetric, in contrast to the previous case.

Consequently, the position of the receiver along the x-axis (as shown
in Figure differs from its position along the y-axis (as depicted in
Figure. In both cases, the BER remains below 1 x 1075 up to a
distance of 30 mm. However, the width of the maximum BER region is
narrower compared to the previous case when the position of the receiver is
in the plane (xz) including the segment joining the two transmitters/receivers
(as shown in Figure, while the maximum BER region is comparable
to the previous case when the position of the receiver is in the plane (yz)
orthogonal to the segment joining the two transmitters/receivers (as shown
in Figure[3.17¢).

It is worth noting that the maximum BER limit is 30 mm for the MIMO
case, while it is 35 mm for the single LED case. This is due to the self-
interference of the LEDs in the MIMO case.
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System Performance: Secure Area

In the same configuration of the BER analysis conducted in the previous
section, security performance of the system have been evaluated analyzing
the evolution of the secure area Ag.. In particular, considering a fixed
position for the LEDs, the position of the receiver has been varied along the
vertical and horizontal axes.

In the single LED case, only the position of the receiver on the xz vertical
plane was considered, as positioning it on the yz plane yields equivalent
results. Therefore, z and x are the vertical and horizontal axis, respectively.
Two cases were considered. First, with the receiver position fixed at x =
0 mm along the horizontal axis, its position along the vertical axis was varied
within the range z = [5, 50] mm. For each position of the receiver, Age. was
computed using . Subsequently, the receiver was fixed at z = 35 mm,
while its horizontal position x was swept in the range x = [-25, 25| mm. Also
here, Agec was computed for each position of the receiver.

In the MIMO case, both xz and yz vertical planes were separately con-
sidered. For both planes the same kind of tests described for the single LED
case were conducted. In particular, with the vertical position fixed at z =
35 mm, the receiver position along the horizontal axes was varied within the
ranges x = [-25, 25]mm and y = [-25, 25] mm when considering the xz and
yz planes, respectively. In the other case, the position of the receiver on the
horizontal axis was fixed to x = 0 mm when considering the xz plane and to
y = O0mm when considering the yz plane. In both cases, the position of the
receiver on the vertical axis z was varied in the range z = [5, 50] mm.

The results of the analysis are showed in Figure[3.18 In particular, Fig-
ure[3.18a]shows the security performance while varying the RX position along
the vertical axis on xz planes for single LED case and on xz and yz planes for
MIMO case. Similarly, Figure[3:18b] shows the security performance while
varying the RX position along the horizontal axis, for the same cases.

In Figure[3.184] the single LED case exhibits the worst security perfor-
mance in terms of secure area. This outcome is directly linked to the higher
reliability of the configuration, which ensures lower BER values at greater
distances from the transmitter, consistently with the results shown in Fig-
ure[3.17al

Conversely, the MIMO configuration demonstrates a pronounced sensi-
tivity to receiver placement. Specifically, positioning the receiver on the xz
plane yields superior security performance compared to placement on the yz
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plane, as corroborated by Figures[3.17D] and[3.17d
Figure[3.I8b] further reinforces the advantage of the MIMO configuration

with the receiver located on the xz plane, which consistently delivers the best
security performance. However, when the receiver is positioned on the yz
axis, the secure area is significantly reduced. This degradation is due to the
improved BER at extended horizontal distances, which, while enhances com-
munication reliability, diminishes the area at which secure communications
can be carried on.

In summary, the MIMO configuration provides the best results in terms
of security, specially when the receiver is positioned on the xz vertical plane.

3.3.3 Conclusion

The presented work reported a comprehensive study on the use of optical
wireless communication (OWC), in particular visible light communication
(VLC), for implantable medical devices (IMDs). The presented work has
explored the potential application of single LED and multiple LEDs multiple-
input multiple-output (MIMO) techniques in IMD scenarios to manage and
control the receiver region. Through MATLAB simulations, the feasibility
and advantages of using VLC for subcutaneous IMDs was demonstrated. The
impact of the receiver’s movement on the bit error rate (BER) of the VLC
system and identified the optimal receiver placement for VLC systems in
IMD scenarios was evaluated. The intrinsic security properties of the system
were also investigated by analyzing the evolution of the secure area caused
by receiver’s movements for both single LED and MIMO configuration.

Finally, we proposed a novel approach for OWC-based communication in
IMDs, which can potentially improve the reliability, efficiency and security
of IMDs. These contributions can pave the way for the development of more
advanced and effective OWC-based IMDs in the future.
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3.4 PLA in GC Communications: GC-based
Biometric Authentication in WBAN

Galvanic coupling is a new non-RF transmission technology applied in the
context of communications between devices placed on or inside human body.
A general system model for Galvanic Coupling communication between two
on body devices is showed in Figure [3.19] Two communicating devices are
equipped with a pair of electrodes applied to human skin. The transmitting
device apply a weak current to human body through the electrodes: the
primary current flows directly between the transmitter’s electrodes while
a secondary weak current that carries the information is detected by the
receiver’s electrodes. The currents usually emitted by galvanic coupling de-
vices are in the order of 0.5 mA, which is within the limit of 1 mA defined
by the International Commission on non-ionizing radiation Protection (IC-
NIRP) [92].

o_@ e —

Vvin %ut

— @ @_o

Primary current flow

Skin

Secondary current flow
@ Electrode

Figure 3.19: Galvanic Coupling system model.

It has been experimentally demonstrated that the secondary weak cur-
rent can be detected at distances of up to 20-30 cm from the transmitting
electrodes [92]. The operating frequency range of GC communications is
from 1 kHz up to 100 MHz, which represents a trade-off between tissue at-
tenuation and avoiding interference with other natural electrical signal, for



98 PLS Solutions for WBANSs Transmission Technologies

example, the one emitted by the nervous system.

Finally, one of the main advantages that makes GC communications a
valid transmission technology for in and on body communications is the low
power consumption required for communicating. GC consumes 0.24 nJ for
every received bit while other RF technologies, like Zigbee and Ultra Wide
Band, consumes form 2.5 nJ to 106 nJ per received bit [93].

In the context of PLA, a compelling feature of GC communication chan-
nel is that it presents subject-specific characteristics, which means that it is
linked to the individual’s physiological and anatomical features and varies
from person to person. These features can be exploited to enable secure user
identification.

In this thesis, a physical layer biometric authentication framework based
on GC communications is introduced, exploiting a Long Short-Term Memory
(LSTM)) neural network to authenticate nodes of the GC communication sys-
tem. Classic biometric authentication methods are based on the extraction
of biometric features and exploits Artificial Intelligence (AI) and Machine
Learning (ML) to enhance the reliability of the authentication.

The main advantage of using a LSTM neural network, is that it doesn’t
extract any feature and operates directly on the raw data. Therefore, it has
been used to develop a lightweight authentication protocol, suitable for the
low-resourced devices placed on body that communicates through GC. The
developed protocol incorporates biometric verification at the physical layer
and has been validated through experiments involving human subjects.

Related works. GC has been extensively studied as a secure and energy-
efficient communication method for WBANSs. Its ability to propagate sig-
nals primarily through biological tissues has led to various applications in
medical and biometric systems. Prior research has addressed physical layer
design for authentication [94], transmission optimization for implantable de-
vices [95], and experimental channel characterization [96], highlighting the
subject-specific and stable nature of GC channels.

Building on these foundations, further studies have investigated the use
of GC for cryptographic key extraction. Methods have been proposed to
generate secret keys by exploiting the reciprocity of GC channels, enabling
secure communication between on-body devices without the need for key
exchange [12]. Earlier approaches have also leveraged channel randomness
and movement-induced variations to enhance key entropy and authentication
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robustness [97,98]. The integration of authentication into the key extraction
process has been shown to be effective in preventing impersonation attacks
[99].

In parallel, biometric authentication using physiological signals, partic-
ularly EEG, has been extensively studied. Multi-class classifiers such as
neural networks [100], multilayer perceptrons [101], and convolutional archi-
tectures [102H104] have demonstrated high accuracy in user identification.
Other machine learning models, including decision trees, support vector ma-
chines, and probabilistic classifiers, have also yielded promising results [105].
One-class classifiers have been employed to detect intrusions and authen-
ticate users based on specific EEG patterns [106H108], while anomaly de-
tection techniques like Isolation Forest and Local Outlier Factor have been
applied to physiological data, although not always in the context of authen-
tication [109).

3.4.1 Methodology

In this section the overall adopted methodology is introduced. Both the
considered threat models and the design of the authentication framework
are presented.

In wearable medical systems, secure communication between on-body
devices is essential to protect sensitive biometric data. Traditional wireless
methods are vulnerable to interception, particularly in scenarios where ad-
versaries attempt to compromise the system through physical proximity or
direct interaction with the body. Two primary threat models are considered:

e Over-the-Air ([OTA]) attacks: this attack is a consequence of the fact
that GC signals are not entirely confined to the skin: part of the trans-
mitted power is irradiated to the outside [110]. An adversary can place
external antennas in the vicinity of the subject and attempt to inter-
cept, inject, or modify the irradiated GC signal.

e Direct contact attacks: the adversary physically connects a pair of
electrodes to the subject’s body and transmits falsified data to the
receiver [110].

To counter these threats, the proposed system integrates biometric au-
thentication directly into the physical communication layer. The approach
leverages the subject-specific nature of the GC propagation channel, which
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Figure 3.20: Architecture of proposed authentication system.

is influenced by physiological factors such as tissue composition, body ge-
ometry, and electrode placement. This results in a transmission path that is
unique and stable over time, making it difficult to replicate or spoof.

The authentication framework is designed to operate in on-body config-
urations, such as communication between a wearable or implantable sensor
and a GC-enabled smartwatch receiver. It consists of two neural network
classifiers:

e A subject classifier, which identifies the individual transmitting the sig-
nal, ensuring protection against OTA attacks by verifying the identity
regardless of electrode placement.

e A configuration classifier, which determines the distance between elec-
trodes, enabling detection of anomalies in electrode setup and mitigat-
ing direct contact attacks.

The following subsections describe the signal processing pipeline, the ar-
chitecture of the deep learning models for classification, and the authentica-
tion protocol, which is designed to operate efficiently in low-resource medical
environments, as shown in Fig.|3.20
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GC Signal Dataset for Neural Network

The signals used in this work were pseudo-random noise (PrN]) sequences,
which were used as a representative surrogate for arbitrary data exchanged
between wearable devices. A PrN sequence is generated through a linear
feedback shift register (LFSR) and a generator polynomial of degree m, which
defines which stages of the register are used as feedback of the register.
In particular, the stages defined by the generator polynomial are combined
through a modulo-2 addition (XOR) and then fed back to the input [111}[112].
In this work, a generator polynomial of degree m = 15 was used to generate
the PrN sequence which were then transmitted in base band. The generator
polynomial was expressed as follows:

p(z) =2 + 2 41 (3.12)

To enable biometric authentication based on GC signals, the raw data ac-
quired during the experimental campaign is preprocessed and structured into
a dataset suitable for training and evaluating a neural network classifier. The
pre-processing pipeline is designed to preserve subject-specific signal char-
acteristics while removing irrelevant or misleading components. The first
step involves removing the DC component from the acquired signal. This is
achieved by applying AC coupling to the entire signal packet, effectively cen-
tering the signal around zero and eliminating any baseline offset introduced
by the acquisition system. This ensures that only the dynamic variations of
the signal are retained, which are more informative for classification.

Next, the signal is normalized with respect to its maximum absolute
value. This operation scales the signal to the range [—1, 1], removing am-
plitude variations caused by path loss and electrode placement. While path
loss is a prominent and easily distinguishable feature, it is also the most vul-
nerable to estimation by an eavesdropper. By eliminating this dependency,
the classifier is forced to rely on more subtle and robust features embedded
in the signal structure.

The third step consists of trimming the signal to exclude portions where
no transmission occurred. These segments contain only noise and do not
contribute meaningful information for authentication. Removing them im-
proves the signal-to-noise ratio and ensures the dataset contains only relevant
samples.

The cleaned signal is then segmented into fixed-length portions of 100
samples, without overlap between segments. This segmentation allows the
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neural network to process consistent input sizes and facilitates batch training.
Each segment is treated as an independent sample, capturing a snapshot of
the GC signal under specific conditions.

Finally, each signal segment is annotated with two labels: one indicating
the electrode configuration used during acquisition, and the other identi-
fying the subject. This dual-labeling enables the network to learn both
configuration-specific and subject-specific patterns, supporting evaluation of
classification performance across different experimental setups.

Deep Learning Classifier

Recurrent Neural Networks (RNNs) are a class of artificial neural networks
designed to process sequential data. Unlike feedforward networks, RNNs in-
clude internal memory states that allow them to retain information across
time steps. This temporal structure enables RNNs to model dynamic behav-
iors and dependencies in time-series data, making them particularly suitable
for tasks such as speech recognition, handwriting analysis, and physiological
signal processing.

LSTM networks are a specialized type of RNN designed to overcome
the limitations of standard RNNs, such as vanishing or exploding gradi-
ents. LSTMs introduce memory cells and gating mechanisms that regulate
the flow of information, enabling the network to learn long-term dependen-
cies more effectively. This makes LSTMs particularly well-suited for analyz-
ing biomedical signals like GC, where subtle temporal patterns may carry
subject-specific information useful for authentication. The LSTM network
used in this work is designed to classify segments of GC signals into sub-
ject identities. The input to the network consists of signal segments of 100
samples, preprocessed as described in The architecture includes a sin-
gle LSTM layer with 120 hidden units, followed by fully connected layers
and a final softmax output layer. The softmax layer outputs a probability
distribution over the possible classes, corresponding to the subjects in the
dataset.

The dataset used for training and evaluation consists of 72,840 signal
segments. A random 90% of the dataset (70,416 segments) is used for train-
ing, while the remaining 10% (7,824 segments) is reserved for testing. This
split ensures that the model is evaluated on unseen data, providing a reliable
estimate of its generalization performance.

The network is trained using the Adam optimizer, which combines the
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advantages of adaptive learning rates and momentum. The learning rate is
set to 0.002, and the model is trained for 200 epochs. The primary evaluation
metric is classification accuracy, which measures the proportion of correctly
identified signal segments. The training process is performed in batches, and
early stopping is applied to prevent overfitting.

This architecture provides a balance between model complexity and com-
putational efficiency, making it suitable for deployment on resource-constrained
wearable devices. By learning directly from raw GC signals, the network
avoids the need for handcrafted features and leverages the temporal dynam-
ics of the signal for robust user authentication.

Authentication Protocol and Performance Evaluation

The authentication protocol is based on the output of two independent neu-
ral network classifiers. One classifier identifies the subject transmitting the
signal, while the other determines the electrode configuration used during
signal acquisition. Both networks operate on 100-sample GC signal seg-
ments and produce a probability distribution over their respective classes
using a softmax activation function. The class associated with the highest
probability is considered the most likely prediction.

However, in biometric authentication systems, a classification result alone
may not be sufficient. A misclassifications could be interpreted as a successful
impersonation attempt. To mitigate this risk, the protocol introduces a
confidence score threshold: if the highest predicted probability, which is the
confidence score, does not exceed a predefined value 0, the system rejects
the authentication attempt. This mechanism allows the system to respond
with “uncertain” rather than forcing a potentially incorrect classification.

This threshold-based decision introduces a trade-off between responsive-
ness and security. Increasing 6 improves the reliability of accepted predic-
tions but leads to a higher rejection rate. Conversely, lowering 6 increases the
number of accepted segments but may reduce robustness against adversarial
attacks. Given that each 100-sample segment corresponds to approximately
2 milliseconds of transmission time, the protocol can afford to discard un-
certain segments and request retransmission without significantly impacting
system performance.

To evaluate the effectiveness of the protocol, two key performance indi-
cators are defined:

e Reliability: the proportion of signal segments that are accepted by the
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system, i.e., those for which the confidence score exceeds the threshold
0. It is defined as:

Nacce €
Reliability = —accepted

total

where Nyceepted is the number of segments with confidence score above
0, and Niota1 is the total number of transmitted segments.

e Security: the proportion of correctly classified segments among those
that are accepted. It reflects the system’s robustness against imper-
sonation and is defined as:

Ncorrect
Security = ———

Nacccptcd ’
where Ncorrect 18 the number of accepted segments that are correctly
classified.

In the results section, the threshold 6 is varied from 0 (inclusive) to 1
(exclusive) to analyse the trade-off between reliability and security, and to
identify optimal operating points for different application scenarios.

3.4.2 Experimental Campaign

In previous work [12], the GC channel was characterized through estimation
of the Channel Impulse Response (CIR]) for cryptographic key extraction.

In contrast, the present study focuses on biometric authentication and
directly uses the received signal segment as input to a classification model.
This approach eliminates the need for channel estimation, reducing com-
putational complexity and enabling faster processing suitable for real-time
applications.

Measurement Setup and Experimental Protocol

The experimental platform (see Fig. consists of two battery-powered
laptops acting as transmitter (TX) and receiver (RX), connected via LINE
OUT and LINE IN ports, respectively. Signal generation and acquisition
are performed using MATLAB. The analog signal is transmitted through
the TX sound card and injected into the body via two Ag/AgCl surface
electrodes (PG10C, FIAB, CE-certified). The received signal is captured by
two electrodes and digitized at 48 kHz with 16-bit resolution.
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Figure 3.21: Experimental setup for GC signal acquisition, showing the con-
nection between transmitter and receiver, and the placement of electrodes
on the forearm.

To ensure galvanic isolation and avoid shared ground paths, both laptops
operate on battery power. A 50 Hz notch filter is applied to suppress power
line interference.

Experiments were conducted on eight healthy volunteers (ages 24-30).
Electrodes were placed on the inner forearm, with multiple configurations
tested to evaluate signal variability. As illustrated in Figure the lon-
gitudinal distance (d;) between TX and RX pairs was set to 3, 5, 10, and
15 cm, while the transverse distance (d;) within each pair was 3 or 5 cm.
Each configuration was repeated five times to ensure statistical consistency.

Before each test, the system was configured to ensure optimal signal
transmission and acquisition. The following steps were followed:

e Cable connection: TX connected to LINE OUT, RX to LINE IN.

e Audio settings: LINE IN and LINE OUT volumes set to 80% of max-
imum; all other channels disabled.

e Format configuration: Both laptops set to “16-bit, 48000 Hz”; audio
enhancements disabled.

e Power isolation: Laptops disconnected from power supply to avoid
ground loops.
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e Electrode placement: Electrodes applied to the skin with the distances
specified above.

e Transmission: RX software started approximately 2 seconds before TX
to ensure synchronization.

If the signal was not properly acquired, the test was repeated. This pro-
cedure ensures consistent and reliable acquisition of GC signals for biometric
analysis under controlled conditions.

Figure 3.22: Electrode placement scheme illustrating longitudinal distance
(d;) between TX and RX pairs, and transverse distance (d;) within each pair.

3.4.3 Numerical Results and Discussion

This section presents the performance evaluation of the proposed biometric
authentication system based on GC signals. The analysis focuses on the sys-
tem’s ability to withstand the two threat models introduced: direct contact
attacks, which are addressed through classification of the electrode configu-
ration, and OTA attacks, mitigated by identifying the subject transmitting
the signal.

For each scenario, the system’s behavior is studied by varying the con-
fidence score threshold 6 in the range [0,1), and observing how this affects
the two key performance indicators: reliability and security. As defined ear-
lier, reliability measures the proportion of signal segments accepted by the
system, while security quantifies the accuracy of classification among those
accepted segments.

To complement the analysis of these metrics, we also present confusion
matrices for two representative operating conditions. The first corresponds
to 8 = 0, where the confidence-based rejection mechanism is disabled and all
segments are accepted. The second refers to the case where 6 is set such that
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Figure 3.23: Reliability and Security Performance.

the system achieves a reliability of 0.8, meaning that 2 out of 10 segments
are rejected.

Reliability and Security Performance for Direct Contact Attack

The evaluation of the system under the direct contact attack scenario focuses
on its ability to correctly classify the electrode configuration used during sig-
nal acquisition. This classification is crucial to detect unauthorized physical
connections to the body, where an adversary attempts to transmit falsified
data by mimicking the legitimate electrode setup.

Figure [3.23] illustrates the behaviour of reliability and security as the
confidence score threshold 6 is varied. When the threshold is set to zero,
meaning that all segments are accepted regardless of confidence, the system
achieves a security of 82%. This indicates that even without any filtering,
the classifier is able to correctly identify the configuration in the majority
of cases. By increasing 0 to a value that yields a reliability of 0.8, the se-
curity improves to 88%, showing that discarding low-confidence segments
enhances the robustness of the classification. However, achieving perfect se-
curity (100%) requires setting € so high that only 0.02% of the segments
are accepted. Given that each segment corresponds to approximately 2 mil-
liseconds of transmission time, this implies that authenticating with absolute
certainty would require around 10 seconds of continuous transmission, which
is impractical for real-time applications.

Figure[3.24] provides further insight into the classification performance by
comparing the confusion matrices for two operating points: § = 0 and the
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Figure 3.24: Confusion Matrix.
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Figure 3.25: Reliability and Security Performance.

threshold corresponding to 80% reliability. In both cases, the system demon-
strates high overall accuracy, but struggles to distinguish between configu-
rations with similar electrode placements. Misclassification events are more
frequent when the longitudinal and transverse distances between electrodes
are close, suggesting that the signal features become less discriminative in
these conditions.

Despite these limitations, the authentication system remains effective
in detecting adversarial configurations, provided that the attacker is not
positioned too close to the legitimate transmitter. The results confirm that
the GC signal retains sufficient spatial sensitivity to support configuration-
based authentication, especially when low-confidence segments are filtered
out.

Reliability and Security Performance for OTA Attack

In the context of OTA attacks, the authentication system is evaluated based
on its ability to correctly identify the subject transmitting the GC signal.
This classification is essential to prevent adversaries from impersonating le-
gitimate users by injecting signals wirelessly through their own GC trans-
mission channel.

Figure [3.25] shows the variation of reliability and security as the confi-
dence score threshold 0 increases. When the threshold is set to zero, meaning
that all segments are accepted, the system achieves a security of 74%. This
baseline performance indicates that the classifier is able to distinguish users
with reasonable accuracy even without filtering. By increasing 0 to a value
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that yields a reliability of 0.8, the security improves to 82%, confirming that
discarding low-confidence segments enhances the system’s resistance to im-
personation. As in the previous scenario, achieving perfect security (100%)
requires a threshold so strict that only 0.02% of the segments are accepted,
resulting in an impractical authentication time of approximately 10 seconds.

The confusion matrices in Figure [3.26] provide additional insight into
the classification behavior. Unlike the direct contact attack scenario, where
errors are concentrated among similar configurations, the misclassifications
in the OTA case are more evenly distributed across the matrix. As the
threshold increases from 0 to the value corresponding to 80% reliability,
the number of errors gradually decreases across all classes. This suggests
that the classifier is able to refine its predictions uniformly, without being
disproportionately affected by specific subject pairs.

Although some subjects exhibit signal characteristics that are more sim-
ilar to others, leading to occasional misclassifications, the differences are less
pronounced than in the configuration classification task. Overall, the sys-
tem demonstrates strong discriminative capability in identifying users, and
the use of a confidence-based rejection mechanism significantly improves its
robustness against OTA attacks.

3.4.4 Conclusion

This work presents a physical-layer biometric authentication framework for
WBANS based on GC signals. By leveraging a deep LSTM network trained
on raw GC data, the system successfully exploits the subject-specific features
of the propagation channel, providing robust protection against both di-
rect contact and over-the-air attacks. Experimental results confirm that the
confidence-based rejection mechanism significantly improves security while
maintaining acceptable reliability, making the approach suitable for real-time
applications in medical environments.

Future work will focus on expanding the experimental dataset to include
a larger and more diverse subject population, improving generalization and
reducing bias. Additional research will explore the integration of multimodal
biometric features and adaptive thresholding techniques to dynamically bal-
ance security and usability. Moreover, reliability assessment through re-
peated measurements and cross-session analysis will be conducted to further
validate system consistency over time.
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3.5 Authentication of Outputs of Human Body:
Measuring Aesthetic Information in Al-
Generated and Human Artistic Images

The aim of the work presented in this section is to define a new approach to
the problem of detecting Al generated signals and data to emulate outputs
of the human body in the context of WBANSs. In this context, an artwork is
modeled as a special kind of signal used by an artist to communicate their
psycho-physical status, such as their thoughts or emotions.

Here a novel and interpretable framework for authorship detection in
visual art, grounded in information theory, is presented.

The proposed theoretical approach applies information theory to quan-
tify aesthetic properties of images and interprets the creative process as an
information transmission channel between the artist and the viewer. Within
this framework, the existence of an aesthetic transmission gap is hypothe-
sized: a measurable discrepancy in how emotional and aesthetic intent is
conveyed, that Al models cannot fully bridge.

Inspired by the Informational Aesthetics (InfAes) metrics introduced
by [24,/113], in this thesis the InfAes metrics are extended, adapted and
applied to the problem of distinguishing human-made artworks from those
generated by Al. Specifically, the contributions of the presented work can be
summarized as:

e The artistic process has been formalized as a communication system,
where the artist acts as the transmitter, the artwork as the channel,
and the viewer as the receiver. Generative Al models are hypothesized
to be unable of fully replicating the expressive signal transmitted by
human artists.

e The six aesthetic metrics defined within the InfAes framework have
been reinterpreted, adapted and applied to both human and Al-generated
images to evaluate their discriminative power. These metrics assess im-
ages across multiple levels, quantifying both structural and aesthetic
properties, quantifying its structural and aesthetic properties.

e A curated dataset comprising 994 human artworks and 994 Al im-
ages generated using Stable Diffusion v2.1 |[114] was constructed . The
number of paintings was established by selecting, from the WikiArt
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database [115], those human artworks whose dimensions closely matched
the native resolution of the Stable Diffusion model employed for gen-
erating the synthetic images. Details regarding dataset construction
and pre-processing are provided in Section[3.5.3]

e An empirical evaluation using clustering and classification techniques
has been conducted. Specifically, the following techniques have been
applied:

— Gaussian fitting and K-means clustering (Section[3.5.4)) to assess
separability of human and AI images based on individual and
combined metrics.

— A Fine Gaussian Support Vector Machine (SVM) classifier trained
on selected InfAes metrics (Section, achieving superior per-
formance compared to a state-of-the-art deep learning model (Swin
Transformer |116]), with an accuracy of 84.26%.

e Metric complexity and trade-offs are analyzed (Section by eval-
uating the computational cost associated with each metric and iden-
tifying optimal subsets that balance performance and efficiency of the
classification.

e A comparison with existing methods is presented (Section, demon-
strating that the interpretable, training-light framework proposed herein
outperforms black-box CNN-based classifiers in terms of robustness
and generalizability.

Related works. Several studies have explored entropy and complexity
metrics to distinguish Al-generated images from human-made ones. Papia
et al. |[117] use Shannon entropy and multi-scale complexity across artistic
genres, while Yuan et al. |[118] propose multi-granularity entropy patterns for
detection. Cozzolino et al. [119] introduce a zero-shot entropy-based detector
using a lossless encoder, and Zhang et al. [120] apply prediction entropy and
Kullback-Leibler divergence to detect adversarial perturbations.

While these methods rely on statistical image properties, the approach
presented in this thesis builds on the information theory to interpret the
creative process as an information channel. Handcrafted metrics that quan-
tify aesthetic structure and intent were used, offering interpretability and a
principled framework for authorship detection.
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Other works focus on local pixel relationships and texture analysis. Zhong
et al. [121] detect synthetic images by segmenting them into patches and an-
alyzing pixel correlations, while Tan et al. [122] examine neighboring pixel
distributions during upsampling. In contrast, the method proposed in this
thesis operates at a higher semantic level, analyzing global and composi-
tional self-similarity and mutual information to capture the structural and
aesthetic coherence of artworks.

A large body of research relies on convolutional neural networks (CNNs)
to learn features from raw image data. Chinta et al. [123] and Khan et
al. [124] use CNNs to extract hierarchical and semantic features, while Li
and Stamp [125] compare CNNs with traditional models across genres. Bird
et al. [126], Harsanto et al. [127], Oo et al. [128], and Ohal et al. [129] propose
CNN-based classifiers trained on curated datasets. Unlike these data-driven,
black-box approaches, the method proposed in this thesis is training-free
and interpretable. We use handcrafted metrics rooted in information theory,
enabling transparent analysis of aesthetic and structural properties without
requiring large labeled datasets or deep feature learning.

Finally, Ha et al. [116] investigate the performance of both automated
detectors and human experts in distinguishing Al-generated art across styles
and models. Their findings show that while automated methods perform
well under standard conditions, they struggle with adversarial perturbations,
and human experts are prone to false positives. The approach proposed in
this thesis offers robustness and interpretability without relying on human
annotation or adversarial training. By modeling the artistic process as an
information-theoretic transmission, we provide a scalable and theoretically
grounded framework for authorship detection.

3.5.1 System Model and InfAes Metrics

The artistic creation process can be conceptualized as a telecommunication
system (Fig., inspired by information theory. This analogy frames the
transmission of aesthetic and emotional intent from the artist to the viewer
as a structured flow of information:

e Transmitter (TX): The artist, who seeks to express their psycho-physical
condition (emotions, thoughts, and intentions) through their painting
technique.

e Channel: The artwork itself, which carries the expressive signal. This
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includes elements like color palette, composition, and structural pat-
terns.

e Receiver (RX): The human viewer, who interprets the artwork based
on their own empathic abilities and perceptual faculties.
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Figure 3.27: The system model. The different InfAes metrics are illustrated
at the bottom, depending on the parts of the image they act on.

This work focuses exclusively on the transmission side, analyzing the ex-
pressive signal encoded by the artist into the artwork without modeling the
viewer’s perceptual or cognitive processes. This approach enables the iso-
lation and quantification of the structural and aesthetic properties of the
artwork, avoiding the variability and subjectivity inherent in human recep-
tion.

In this conceptual model, the artist expresses an intrinsic “human fac-

, linked to their psycho-physical condition, within the artwork, which
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generates a certain degree of aesthetic expression.

Let’s now consider an Al image-generation model trained to replicate
both the artwork (the channel) and the artist’s painting technique (part of
the TX in Fig.[3.27)). In this study, it’s hypothesized that the Al model is
unable to fully capture and reproduce the human factor conveyed by the
artist. This limitation gives rise to an “aesthetic transmission gap”: a mea-
surable discrepancy between the artist’s expressive intent and the viewer’s
reception, which may serve to distinguish Al-generated artworks.

To rigorously investigate the presence of a measurable aesthetic transmis-
sion gap, hence the existence of an intrinsic human factor, in artistic expres-
sion, the framework of Informational Aesthetics (InfAes) is adopted. InfAes
provides a principled, interpretable approach to quantify aesthetic and struc-
tural properties of images using information-theoretic metrics. Within the
presented system model, InfAes metrics allow to formalize and measure the
aesthetic transmission gap.

The bottom of Fig.[3:27] illustrates how different InfAes metrics act on
various parts of the image:

e Global Aesthetics (GA): Analyze the image as a whole, focusing on
entropy and complexity.

e Compositional Aesthetics (CA): Examine self-similarity across image
regions.

e Mutual Information Partitioning (MIP): Measure coherence between
color/luminance distributions and spatial regions of the image.

These metrics serve as tools to quantify how effectively the artwork conveys
aesthetic information, and to detect whether the expressive signal is more
likely to originate from a human or an Al

Informational Aesthetics Metrics

The concept of aesthetic measure was originally formalized by George D.
Kirkhoff in [113]. He defined the aesthetic measure M as the ratio between

order O and complexity C,

0
M=z (3.13)

The authors in [24] formalized the aesthetic measure concept in [113] us-
ing an information theoretic perspective. In particular, they defined three
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sets of metrics that represent an aesthetic measure: the Global Aesthetics
(GA) metrics, the Compositional Aesthetics (CA) metrics, and the Mutual
Information-based Partitioning (MIP) metrics.

GA metrics evaluate the overall visual characteristics of the image, treat-
ing it as a single, unified entity. They do not consider how the image is
spatially divided or arranged, but rather focus on global properties such as
color palette and arrangement complexity.

CA metrics assess the structural arrangement of the image, focusing on
how different regions or parts relate to one another in terms of similarity,
variation, or pattern. They evaluate the spatial distribution of the visual
elements in the image.

MIP metrics measure how coherently the distribution of the colors in an
image is reflected across its spatial regions. In other words, it quantifies how
much knowing one region of the image tells you about the colors distribution
inside it, using the concept of mutual information from information theory.

GA and CA metrics has been computed considering an RGB and a Yzgg
luminance representation of the images, respectively. MIP metric is applied
to both the RGB and the Y799 luminance representation of the images. Y79
luminance of a pixel = is the weighted sum of linear RGB values that ap-
proximates perceived brightness

Yaoo(z) = 0.2126R(z) + 0.7152G () + 0.0722B(z), (3.14)

where R(z), G(z) and B(z) are the levels of red, green and blue of pixel
x, respectively [130]. It refers to the luminance component defined in the
ITU-R BT.709 standard [131], which is used for HDTV color encoding, and
it represents how bright a pixel appears to the human eye based on its RGB
values.

Let’s consider a generic image with N pixels. The histogram h of the
image can be defined as the probability distribution of its color or luminance
levels. These levels are known as bins of the histogram. The vector h can
be expressed as:

h=[hi,he, - e, -, ANy, ] (3.15)

where Ny, « is the number of bins of the histogram and is equal to Np;p 1, =
256 for a luminance and to Ny, raB = 2563 for an RGB representation of
the image. The generic element of the vector hy represents the probability of
having the b-th color or luminance level in the image and it can be expressed
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as hy = %, where N is the number of pixels which have the b-th level of

color or luminance.

Global Aesthetics (GA) metrics The first global aesthetics metric is
the Global Aesthetic Entropy Distance, Mpy. It is defined as
Hmaa: - H
MH = ﬁm[ 3 (316)
where H; = H(h) is the entropy of the color histogram of the image and
H o = H(RGB) represents the maximum entropy of an RGB image.

For an RGB digital image with a depth of 8 bits per color channel, H,, 4,
is equal to 24 bit [24]. My quantifies the reduction of uncertainty derived
from the artist’s choice of a specific color palette, represented by Hy. In the
presented work, Hy is defined as

Nyin,RGB

N N
H=- Y FblogQ (Nb> , (3.17)
b=1

where Nyin rep is the number of bins of the image histogram, i.e., the
number of all possible RGB colors, N is the number of pixels of the image,
Ny is the number of pixels in the b-th bin, i.e., the number of pixels of a
specific color. By applying to a set of digital paintings with same
size and color depth, a lower value of My is expected for those with a high
variety of colors, since this would result in a higher entropy H;. Conversely,
for images with low variety of colors, Hj is lower, resulting in a higher value
of MH

The second global aesthetic metric is the Global Aesthetic Complexity,

Mg . It is defined as
_ N - Hma:c - KI

MK =N Hp
where K is the Kolmogorov complexity of the image, and N - Hy,q, rep-
resents the size (in bit) of the uncompressed raw image. In general, the
Kolmogorov complexity K(£) of a string £ is defined as the shortest pro-
gram to compute £ on a universal computer. For an image, the Kolmogorov
complexity represents the minimal amount of information needed to gener-

(3.18)

ate that image. It can be proved that K (&) is not computable, but it can
be approximated using a standard compression algorithm [241/132]. In this
work, JPEG compressor has been applied [133] and thus K is the size in
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bit of the compressed image. The level of compression achieved by JPEG
compression, which corresponds to the magnitude of K7, is correlated to the
level of complexity of the image. A complex image, with a high level of
details, will be less compressed by the JPEG algorithm, and a lower value of
My will be obtained. Vice-versa if the image is simple and homogeneous.

Compositional Aesthetics (CA) metrics Compositional aesthetics met-
rics evaluate the internal consistency of an image by measuring how its re-
gions are similar to one another, a property we refer to as self-similarity.
An image is self-similar if its regions are statistically or structurally similar,
regardless of their size or position in the image. Two regions of an image are
statistically similar if the probability distributions of their colors are similar.
Two regions are structurally similar if they show a similar level of complex-
ity, in other words, a similar level of details. The regions are defined here by
superimposing an r X r regular grid over the image, resulting in a total of
Rg = r? regions.

The first compositional aesthetics metric is the Compositional Aesthetic
Statistical Self-similarity, My, and it is defined as

1 ... (Ra).- 1,1 ... h(Bae)
Mle_J(N ) 7N 7h ) 7h ):
Hy

_ X NOm

= Sl (3.19)
where J(INM ... NFe) h(D) ... 1)) is the Jensen-Shannon divergence
[134], N@) with i = 1,---, Rg is the number of pixels of the i-th region of
the grid, and Hy) is the entropy of the luminance of that region. Since
the superimposed grid is regular, the regions have all the same number of
pixels N = Ng, Vi. The vector h(? is the luminance histogram of the i-th

region, as in (3.15). The generic element h;()i) of the vector is here defined

) (i) )
as hl(f) = %’ where N, éz) is the number of pixels which have the b-th lumi-
nance level in the i-th region, and N¢ is the number of pixels in each of the
R¢ (equally sized) sub-regions of the image.

The entropy of the i-th region is thus computed as

(2) (2)
() Ny Ny
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The Jensen-Shannon divergence measures the “distance” between two prob-
ability distributions, i.e., their degree of dissimilarity. The complementary
to one is used as a similarity measure. In our case, the Jensen-Shannon
divergence can be expressed as
J(N(l), oo  NEe) ) L ’h(RG)) —
Rg
=H;— Y NgH{" >0. (32)
i=1
Eq. equals zero only if all h() are equal, i.e., if all image regions show
the same luminance probability distribution.

Thus, M; quantifies the statistical self-similarity of an image by comput-
ing the Jensen-Shannon divergence across regional luminance distributions,
normalized by the global image entropy. A higher M; indicates greater sim-
ilarity among regions, reflecting a more coherent luminance structure of the
whole image.

The second compositional aesthetic metric is the Compositional Aesthet-
ics Structural Self-similarity (CAStrS), Mycp. It is defined as

Myep =1 —avg < j<,{NCD"I)} (3.22)

where NCD(J) is the Normalized Compression Distance between the i-th
and the j-th region of the image [24,[132]. NCD() is defined as

K% —min{K" KW}
max{K}i), K}j)}

NCDWI) = , (3.23)

where K }i) and K ;j ) are the Kolmogorov complexity of the JPEG compressed

) is the Kolmogorov

i-th and the j-th image region, respectively, and K}”
complexity of the compressed pair of regions. K}i) and K}j ) are obtained
by cropping the i-th and j-th region from the original image and subse-
quently compressing them into JPEG format. Similarly, K;i’j ) is obtained
by cropping the i-th and j-th regions, placing them side by side, and then
compressing the resulting composite image into JPEG format.

If two regions are very similar, compressing them together will not add
much more data than compressing one of them alone (low NCD). If two
regions are not similar, the joint compression will be significantly larger
(high NCD). If an image shows a higher structural self-similarity, then its
regions are on average structurally similar. Therefore, the average NCD in
(3.22) will be lower, resulting on a higher My¢cp value.
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Mutual Information-based Partitioning Inspired by the work in [24],
in this thesis is proposed a method to analyze the creative process by model-
ing it as an information channel between the color palette and the regions of
the image. The analysis is carried out by applying a partitioning algorithm
to the images. Depending on whether the algorithm is applied to an RGB
image or to its Y7g9 luminance representation, two metrics are defined: the
first one is the Mutual-Information based Partitioning of Color Structure,
Mp rcp, and the second is the Mutual-Information based Partitioning of
Luminance Structure, Mp .

Without loss of generality, let us focus on an RGB image with N pix-
els and a color histogram h defined as in with Ny rep color bins
and N, pixels in the b-th color bin. Let us also define the vector con-
taining the set of image regions obtained through the MIP algorithm [1| as
r = [ry,re,-+,7i, -+ ,TRp|, where Rp is the number of spatial regions ob-
tained at the end of the algorithm. In this case the regions are not obtained
by simply superimposing a regular grid as in M; and Myc¢p.

The MIP metric Mp can be defined as

I(h;r)

Mp = T (3.24)

where I(h;r) is the mutual information between the colors distribution and
the set of Rp regions of the image, normalized to the image entropy Hj.
The specific Rp regions of the image are obtained as an output of the MIP
algorithm. The MIP algorithm divides an image into regions by recursively
splitting it in a way that maximizes mutual information between colors dis-
tribution (or luminance) and spatial location (which region a pixel belongs
to). This means that the algorithm tries to find partitions where color and
space are statistically dependent, in other words, where certain colors tend
to appear in specific parts of the image.

The mutual information between the color distribution and the spatial
partitioning is given by:

I(h;r) = H(h) — H(h | ), (3.25)

where H(h) is the entropy of the colors distribution and H(h|r) is the con-
ditional entropy of the colors distribution given the spatial regions. This
mutual information quantifies the degree of dependence between color and
spatial structure in the image, and reflects how much information about the
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color distribution is preserved across the spatial regions identified by the
MIP algorithm at convergence.
The conditional entropy H (h|r) in (3.25) can be written as

Rp

(i)
H(h|r)= Z NN H(h|r;) (3.26)

where N is the number of pixel of the i-th region and H (h|r;) is the
entropy of h conditioned to the i-th region of the vector r. Since conditioning
the entropy on the i-th region is equivalent to computing the entropy of the
region itself, H(h|r;) can be expressed as

Noine 1(0) (@)
N, N,
b=1

where lei) is the number of pixels of the i-th region in the b-th bin of the
histogram and N is the number of pixel of the i-th region. The algorithm
stops when the number of regions reaches a selected threshold Rp.

Let us now describe the partitioning procedure (Algorithm to compute
the vector of regions r:

e The image is iteratively split into regions of decreasing size (analo-
gously to a decision tree). At each iterative step s, the elements of the
vector of the regions ry = [r1,--- ,r;, -+ ,75] are sorted in descending
order according to H(h|r;), Vr; € r, (see Eq. (3.27)).

e The region r,, that shows the maximum conditional entropy is se-
lected, r,, = argmax,,c,, H(h|r;). This step is performed to select
the region which contains the highest information, instead of selecting
it randomly.

e Then, the algorithm evaluates all possible binary splits (horizontal or
vertical cuts) of the region 7,,. Let r,, C R? be a rectangular image
region. We define the set of all possible binary splits of r,, as:

Sm = {(Tomrﬂ) |T(x UTB =Tm, Ta OT,B = Q]}

where 7o, rs are axis-aligned subregions. Each split (r4,73) € Sy, is
generated by a function:

(ra; T,B) = fsplit (Tmy d> T)

where:



3.5 Authentication of Outputs of Human Body: Measuring Aesthetic
Information in AI-Generated and Human Artistic Images 123

— d € {horizontal, vertical} is the direction of the cut,
— 7 € N is the thickness of the subregion (in pixels),
— rq is the subregion of thickness 7 in direction d,
— T3 = T'm \ T'e is the complementary region.
The function fipiit generates axis-aligned subregions that preserve the
rectangular structure of r,,, and it is used to enumerate candidate par-
titions for mutual information evaluation. Its behavior is the following:
— If d = horizontal, the region is split along the y-axis:
* T contains the top 7 rows of r,, (in pixels),
* rg contains the remaining rows.
— If d = vertical, the region is split along the x-axis:
* T4 contains the leftmost 7 columns of 7, (in pixels),

* rg contains the remaining columns.

For every couple of candidate sub-regions (rn,rs) € Sp, the condi-
tional entropies H(h | ro) and H(h | rg) are computed with (3.27).
Then, the conditional entropy of the split is computed as

N(@)
N

NB)
H(b | [rasral) = - Hlb | ro) + - H(b ), (3.25)
where N(@ and N represent the number of pixels of r, and T8,
respectively. Thus, at the s-th step of the algorithm, two new regions
are defined by selecting the split (7,,73) which provides the lower
conditional entropy

(Ta,73) =arg min{H (h | [rq,rs])}, Vra,73 € Sm (3.29)

Ta,TB

e The vector r, is then updated by replacing r,, with 7, and 73. The
vector ry thus increases its size at each step.

e This process continues until a predefined stopping criterion is met, e.g.,
when the number of regions reaches a specified threshold Rp, or when
further splits no longer yield a significant gain in mutual information.
At the end of the process the vector ry becomes r which is then used
to compute the total mutual information I(h;r) (see Eq. (3.2F)).
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e The metric Mp is finally computed as the total mutual information
achieved after partitioning I(h;r), normalized by the image’s entropy

H; (see Eq. (B24)).

A highly structured image. where specific colors are spatially localized in
distinct regions, will result in a higher Mp value, indicating strong mutual
dependence between color and spatial layout. Conversely, if the image is less
structured, with colors uniformly or randomly distributed across regions, the
mutual information will be lower, and so will Mp.

Algorithm 1 Mutual Information Partitioning (MIP)

Require: Image I with N pixels, histogram bins h = {hy,..., hy,, }, max-
imum number of regions Rp
Ensure: Final partitioning r, normalized mutual information metric Mp
1: Initialize region set r < {I}
2: Compute global entropy H; of image using histogram h
3: while HI‘H < Rp do
4 Sort regions r in descending order of H(h | r;)
5 Select region ry, = arg max,,c, H(h | 7;)
6 Initialize best conditional entropy Hpi, oo
7: for all valid binary splits (rq,7g) of ry, do
8 Compute H(h | r,) and H(h | rg) with
9: Compute Hypiit = H(h | [ra,rs]) with
10: if Hsplit < Hin then

11: Hopin Hsplit

12: (T T3) < (TasTs)

13: end if

14: end for

15: Replace ry, in r with 7, and 73

16: end while

17: Compute total mutual information I(h;r)
18: Compute Mp = I(Ei:)

19: return r, Mp

Metrics Complexity Analysis

The complexity of the InfoAes metrics has been evaluated in terms of the
number of multiplications required to compute them.
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Let’s first define the following notation: n, is the color depth of each color
channel, R is the number of regions of the regular grid used to compute
Mj; and Mycp (each region have the same number of pixels Ng), Rp is
the threshold in terms of number of regions considered as the stop criterion
for the mutual-information based partitioning algorithm, and C(M) is the
complexity of the metric M in terms of number of multiplication required to
compute it. Thus, the expression of the complexity of each metric is reported
in the following:

o) = 3(23") + 1
C

M) =3+ 11N

Myep) =1+ M(QQNG +1) + 11ReNg

°
Q

C(M
(
o C(Mj) = Rg(1+2") + 2"
(
(

o C(Mprep) =1+ 23" + Rp(2 + 237x)

C(Mpyr) =1+ 2" + Rp(2+ 2™).

In this work, the following values have been assigned to the variables:
ny =8, Rg = 16, Rp = 80, N = 768 x 768 and Ng = 192 x 192. The
order of magnitude (OOM) of the complexity of InfoAes metrics is reported
in Table[3:4 The OOM is shown on a base-10 logarithmic scale.

By analyzing the complexity of the metrics, the following comments can
be derived:

e My has a quite high complexity because the entropy H; is computed
for the RGB representation of the image, i.e., taking all three color
channels into account.

e My has an intermediate complexity, mainly due to the complexity of
the JPEG compression algorithm applied to the images, which depends
on the number of pixel NV of the image.

e M ; has the lowest complexity since it is applied to the Y7p9 luminance
representation of the image, thus all the entropies required to compute
the Jensen-Shannon divergence are computed only for one channel.

e Mpycp has the second-highest complexity, since to compute the metric
the JPEG compression algorithm has to be applied to all image regions
in the regular grid and to all possible pairs of regions.
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o Mp rap is the metric with the highest complexity, since the partition-
ing algorithm is applied to an RGB image and thus all the entropies
are computed for three color channels.

e Mp; has a quite low complexity since the partitioning algorithm is

applied only to the Y799 luminance channel.

Table 3.4: Order of magnitude (OOM) of the complexity of each InfoAes
metric. The complexity is reported in base-10 logarithmic scale.

Metric | Complexity OOM (log,, scale)
My 7
My 6
My 3
Mncp 8
Mp rcB 10
Mp’L 4

3.5.2 Analysis Methods to Evaluate Informational Aes-
thetics Metrics

In order to evaluate the effectiveness of the described metrics in distinguish-
ing AT and human artworks, two different approaches were adopted:

e A statistical analysis was conducted on the output values (raw data)
produced by all the metrics across a dataset comprising both Al-
generated and human-created images. The objective of this analysis
was to assess whether the metrics, considered individually or grouped
into sets, reveal the presence of two distinct clusters, potentially corre-
sponding to the two image sources and indicating systematic differences
in visual structure or aesthetic properties.

e A model based on a trained classifier was developed to classify Al-
generated and human-created images.
Raw Data Analysis

Gaussian fitting of the raw data Each metric was applied to all images
in the dataset, resulting in two distinct vectors of values: one correspond-
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ing to human-created images and the other to Al-generated images. These
vectors were used to fit two Gaussian curves, one per class, by optimizing
the parameters (mean, standard deviation, and amplitude) to best approx-
imate the empirical distributions. Once fitted, these Gaussian models were
used to classify all data points: for each image, we evaluated the likelihood
under both curves and assigned it to the class whose Gaussian yielded the
higher probability density at that point. This procedure allowed us to assess
whether the metric could effectively separate the two image types based on
their statistical profiles.

K-means clustering K-means clustering is a data partitioning algorithm
that assigns each element from a set of o data points to one of x predefined
clusters. The algorithm aims to minimize the sum of distances between
data points and the centroids of their assigned clusters, typically using the
Euclidean distance. Clusters are defined by their centroids, and the number
of clusters x must be specified before the algorithm begins [135]. In general,
the initial positions of the y centroids are chosen randomly. In our work, we
employed the k-means++ algorithm to initialize the centroids, as it improves
convergence efficiency and reduces the likelihood of poor cluster selection
[136]. Omnce the initial centroids are selected, each data point is assigned
to the nearest centroid. The centroid of each cluster is then updated by
computing the mean of all data points assigned to it. This process is repeated
iteratively until the centroids converge or a predefined number of iterations
is reached.

Trained Classifier

While statistical analysis of raw metric distributions can reveal trends and
separability between human and Al-generated artworks, it does not pro-
vide a predictive model. In contrast, classification algorithms learn decision
boundaries from labeled data, enabling automated and scalable authorship
detection.

To identify the classifier that yielded the best performance on our dataset,
we compared several widely used machine learning algorithms. The following
groups of classifiers were considered:

e Decision Trees

e Logistic Regression
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e Discriminant Analysis

e K-Nearest Neighbors (KNN)

Naive Bayes classifiers

Support Vector Machines (SVM))

The comparison revealed that the Fine Gaussian SVM achieved the high-
est classification performance. Detailed results of this comparison are re-
ported in Sec.|3.5.4

SVM is a supervised machine learning algorithm commonly used for bi-
nary classification tasks. It operates by identifying an optimal hyperplane
that maximizes the margin between two classes in an WU-dimensional feature
space. The data points closest to the hyperplane are referred to as support
vectors, and they play a critical role in defining the decision boundary. The
margin is the distance between the hyperplane and the nearest support vec-
tors from each class. The optimal hyperplane is the one that maximizes this
margin [137}/138].

If the data are linearly separable, a linear SVM is employed. In cases
where the data are not linearly separable, a non-linear SVM is used. Non-
linear SVMs leverage kernel functions to project the data into a higher-
dimensional space where linear separation becomes feasible [139].

There are three main kernel functions categories:

e Polynomial Kernel: exploit a polynomial equation to map data
points. The expression of polynomial kernel is:

k(u,v) = (uv +¢)?, (3.30)
where c is a constant and p is the polynomial degree.

e Sigmoid Kernel: it is based on hyperbolic tangent function. The
kernel expression is:

k(u,v) = tanh(yulv +r), (3.31)
where r is a constant and v is a scaling parameter.

e Radial Basis Function (RBF) Identifies data patterns by assessing
the distance between points, making it particularly effective for circular
or spherical relationships. The kernel expression is:

k(u,v) = e u—vi* (3.32)
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where v is a parameter that controls the influence of each training
example.

The Gaussian SVM used in this work exploits a Gaussian kernel which is a
special case of RBF kernel. The expression of a Gaussian kernel is:

Ju—v)?

k(u,v) =e 22 | (3.33)

where o is a parameter that controls the spread of the kernel function. In
particular we used a Fine Gaussian SVM since the value of ¢ is small, so
the resulting model is more sensitive to local variations in the data.

3.5.3 Experimental setup and tests

The used experimental setup consists of a digital image dataset composed of
paintings created by human artists and corresponding paintings generated
by an image-generation AI. In particular, our dataset includes 994 human
paintings and 994 AI generated paintings.

The painting dataset was carefully composed in order to obtain a fair
comparison between AI and human images. The procedure and the criteria
adopted to select the human paintings and to generate the Al paintings are
described in this section.

The metrics described in Section [3.5.1] have been implemented in MAT-
LAB R2024b and computed for each painting in the considered dataset. To
compute M; and Mycp, a regular grid of Rg = 4 X 4 regions has been
considered. To compute Mp rgp and Mp 1 a threshold Rp = 80 number of
regions was set as a stop criterion for the partitioning algorithm.

After assembling the dataset, the metrics detailed in Sec.[3.5.1] for each
image have been computed.Then created a new dataset in which each paint-
ing is represented by its associated set of InfoAes metrics has been created.
In addition to these metrics, several categorical variables were considered:
the artist’s name, the genre of the painting, the artistic style, and a label
indicating whether the image originated from a human or an Al source.

The following tests on the described dataset were carried on:

e An initial analysis of the raw data associated with each metric was
conducted. Based on the Gaussian fitting curves derived from the
human and Al values of each metric, an attempt was made to estimate
the corresponding label (AI or Human).
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e A second analysis of the raw data was performed by applying the K-
means clustering algorithm in two distinct experiments. In the first
experiment, the metrics were sorted in descending order according to
their performance in the previous analysis. Starting from the top two
metrics, five metric sets were defined by progressively adding one ad-
ditional metric to each subsequent set. The K-means clustering algo-
rithm was then applied to each set. In the second experiment, the met-
rics were sorted in ascending order based on their complexity. Again,
starting from the top two metrics, five metric sets were constructed by
incrementally including one additional metric per set, and the K-means
clustering algorithm was applied to each configuration.

e The Fine Gaussian SVM classifier was applied to the same metric sets
defined in the K-means clustering experiments. For each set, the clas-
sifier was trained using 90% of the dataset, selected via the HoldOut
algorithm , |140], while the remaining 10% was reserved for testing.
A K-fold algorithm was employed on the training data to validate the
model and record training performance. This procedure was repeated
for each metric across 100 randomly selected training-test intervals.
The results were evaluated in terms of the mean and variance of pre-
cision, recall, F1-score, and accuracy, computed over all intervals.

Image Generation AT Model

In the presented work, employed Stable Diffusion (SD) was employed as the
image generation Al model, as it is among the most widely adopted models
in the literature.

Stable Diffusion is an image-generation Al model based on Latent Dif-
fusion Models (LDM) [114]. Essentially, the training process of an LDM
involves converting an image into completely random noise by incrementally
adding gaussian noise through multiple steps. During training, a noise pre-
dictor is trained to estimate the noise added at each step. Specifically, the
noise predictor consists of a fully connected convolutional neural network
called U-Net. Image generation reverses the described process. To generate
an image, the first step is to create an image consisting only of noise. The
noise is sampled starting from a seed and it is then progressively removed by
U-Net until the final image is formed. This process occurs in a predefined
number of steps. Since diffusion is a demanding process in terms of com-
putational resources, LDM does not operate in pixel space but in the latent
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space, which is smaller than pixel space. To operate in the latent space,
LDM uses a Variational Autoencoder (VAE) [141]. The VAE is a neural
network composed of two parts: an encoder trained to convert images into
latent space and a decoder trained to reconstruct the original image.

In particular, the version 2.1 of the main model was used, i.e., v2-1_768-
ema-pruned.ckpt (checkpoint). SD uses OpenCLIP (Contrastive Language-
Image Pre-training), an open-source version of CLIP developed by OpenAl
[142], as a text encoder to guide the generation through textual prompts. We
used SD through the Web UI provided by Automatic1111 on GitHub [143].

SD 2.1 is designed to natively generate images with a size of 768 x 768
pixels. Although it is possible to specify a custom image size, setting a
size that deviate from the native size may cause noticeable variations in
the InfAes metrics values. This aspect was verified by generating images of
different sizes, ranging from 256 x 256 to 1024 x 1024.

For each size, 100 images was generated using the same prompt but with
different seeds, which enables the generation of distinct images despite using
identical input. The experiment to verify that different image sizes affect
the InfAes metrics consisted in two distinct prompts, each one inspired by a
different Van Gogh painting: a well-known piece, “The Starry Night” (TSN),
and a lesser-known one, “Red Vineyards at Arles” (RVA). For each batch of
100 images of a given size, each InfAes metric was computed for all images,
followed by the calculation of the mean value for each metric. The detailed
results of the described preliminary experiments are shown in Appendix[A-1]

An example of SD generated images with different sizes is shown in
Fig.[3:28] where are reported SD generated images taken from the 256 x 256,
768 x 768 and 2048 x 2048 batch of paintings for both the TSN and the
RVA. Fig.s[3.28¢] and [3.28h] show the original Van Gogh paintings. In the
case of images generated with a size lower than the native 768 x 768, the
difference from the original image is particularly evident, since the AT gener-
ated image basically consists of regions of color that appear almost randomly

distributed. This behavior decreases as the image size increases. For images
larger than the native, SD fills the extra pixels either by duplicating elements
already present in the painting or by introducing additional patterns.

Considering all the aforementioned issues, image generation was restricted
to the native resolution of Stable Diffusion.
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(a) AI sample of TSN (b) AI sample of TSN (c¢) AI sample of TSN
256 x 256. 768 x 768. 2048 x 2048.

Prra e

(d) AI sample of RVA (e) AI sample of RVA (f) AI sample of RVA

256 x 256. 768 x T68. 2048 x 2048.

(g) Original painting “The Starry  (h) Original painting “Red Vine-
Night” (TSN). yards at Arles” (RVA).

Figure 3.28: Effects of generating images at various sizes with Al Stable
Diffusion model 2.1 and comparison with the original paintings.
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Dataset Generation

The human paintings dataset was constructed starting from the WikiArt
dataset, as provided in the work presented in [144]. The WikiArt dataset
provided by the authors is composed of 81.444 images of paintings gathered
from the WikiArt website [145]. The paintings in the dataset are orga-
nized by artistic style, which ranges from Early Renaissance art (XIV-XV
century) to Contemporary Realism (XXI century). This work focuses on
artistic styles that emerged from the eighteenth century onward, as these
styles are characterized by a higher degree of personal creativity expressed
by the artists [146].

The template of the prompt is designed to maximize the amount of infor-
mation provided about the painting, without explicitly describing it. These
are the information used by WikiArt to catalog the paintings. The prompt
is composed of the following fields in the following order:

1. Artist’s Name (e.g Eugene Boudin)
2. Painting Title (e.g A squall from North-west)
3. Artistic Style (e.g Impressionism)

4. Painting Genre (e.g Landscape)

The final prompt appears as follows:

Artist Name / Painting Title / Artistic Style / Painting Genre

The information associated to each painting inserted in the prompt have
been gathered from another dataset provided by Artificio on Hugging face
[147]. This dataset is a labeled version of wikiart dataset, where the paintings
are associated with labels that report: artist’s name, painting title, artistic
style, genre of the painting and date of the painting.

Some post-processing steps was applied to the Al-generated images to
align them with their human counterparts. The first step involved resizing
the Al-generated images to match the dimensions of the human-made ones.
The images were resized to avoid that the lack in the number of pixels, at
most equal to +20% of 768 x 768, could affect the InfAes metrics. The
potential impact of image resizing on the metrics was also evaluated. Fol-
lowing the procedure adopted for image generation size, 100 images were
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generated using the same prompt but different noise seeds, all initially sized
at 768 x 768. Each image was then resized to three different resolutions
(256 x 256, 512 x 512, and 1024 x 1024). For each batch of 100 images,
the InfAes metrics were computed for all images, and the mean value of each
metric was subsequently calculated. The results of this pre-test are presented
in Appendix[A7d]

The second step involved the compression of the images. SD 2.1 outputs
images in a PNG format but WikiArt images are all saved as JPEG, with
different Quality Factors (Qp). We first verified how compressing an image
to JPEG format with different Q can affect the InfoAes metrics as follows.
100 images of size 768 x 768 was generated, using the same prompt but
different noise seeds. All images were compressed using the JPEG format,
with the compression quality factor (Qr) progressively decreased from 100
to 5. For each resulting batch of 100 compressed images corresponding to a
specific Qr value, the InfAes metrics were computed for all images, followed
by the calculation of the mean value for each metric. The results of this
pre-test are presented in Appendix[A.T]

In order to have a fair comparison we compressed the AI images to a
JPEG format with the same QQr as the human counterpart. We calculated
the Qp of the human images with the software ImageMagik [148]. The
dataset containing both the Al-generated and human images used in this
work is available at [149].

3.5.4 Results

This section describes and discusses the results of the experiments detailed

in Sec.B.5.3

Results: Gaussian Fitting Of The Raw Data

Figures[3.29] [3.30] and [3.31] display the histograms and the corresponding
Gaussian fitting curves for the GA metrics (Mg and Mk), the CA metrics
(M; and Mycp), and the MIP metrics (Mp rap and Mp 1), respectively.

Mean and standard deviation of each InfoAes metric is reported in Ta-
ble[3.5] for both the AT and the human images dataset. The mean value of
Mg for Al-generated artworks is slightly higher than that for human ones.
This suggests that Al paintings, on average, demonstrate a slightly higher
level of detail and global complexity. Additionally, the mean value of Mycp
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Table 3.5: Human vs. Al comparison in terms of mean and standard devia-
tion of InfAes metrics.

Mg Mg My Mncp Mp rcB Mp, 1,

" o o o o o o o o o o o

Human | 0.434| 0.120| 0.910| 0.065| 0.901| 0.044| 0.451| 0.095| 0.252| 0.045| 0.183| 0.067
Al 0.421| 0.063| 0.934| 0.053| 0.880| 0.042| 0.537| 0.102| 0.280| 0.047| 0.226| 0.069

is significantly higher for AI paintings compared to human ones, indicating
that AT artworks tend to display a greater degree of structural self-similarity,
i.e., the regions of the Al images,located by the regular grid, show a more
similar level of details and more similar patterns.

Table[3.6] shows the results of the estimation process, which leverages
the relative amplitudes of the fitted Gaussian curves in order to classify the
image: human or Al-generated. Although precision, recall, and Fl-score
are typically used in supervised classification, they are here employed as
heuristic measures to evaluate how well the fitted Gaussian distributions
can separate Al and human images. The results indicate that the two best-
performing metrics are Mycp and Mg, whereas the lowest-performing met-
ric is Mp rgp. This means that the AI and human paintings considered in
our dataset exhibit more pronounced differences in terms of level of detail
and global complexity (represented by M), as well as in structural self-
similarity measured by Mycp.

No significant differences emerges analyzing how much structured are the
colors of the images (represented by Mp rap). However, a slightly larger
difference appears analyzing the structure of the luminance distribution of
the images (represented by Mp ), which is the third best metric. The
performances of My and M indicate that Al and Human paintings show,
respectively, no significant differences in terms of richness of the color palette
and of statistical self-similarity, i.e., the Al images regions, located by the
regular grid, show no differences in the distribution of the Y79 luminance
compared to human images.

Results: K-means Clustering Of The Raw Data

Table[3.7] shows the results of the first K-means clustering experiment de-
scribed in Sec.[3.5.3] while Table[3.8|shows the results of the second K-means
clustering experiment described in Sec.[3.5.3]

An analysis of the results in Table[3.7] can lead us to the insight that pro-
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Figure 3.29: Global Aesthetics metrics distribution and Gaussian fitting
curves: Al vs. Human comparison.
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Figure 3.31: Mutual Information-based Partitioning metrics distribution and
gaussian fitting: Al vs. Human comparison.
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Table 3.6: Results of label estimation exploiting a Gaussian fitting of the
histograms of the metrics.

Metric | Precision | Recall | Fl-score | Accuracy
Mg 0.591 0.758 0.665 0.617
Mg 0.715 0.794 0.752 0.739
My 0.608 0.580 0.594 0.603

Mncp 0.773 0.812 0.792 0.787

Mp rcB 0.610 0.512 0.557 0.592

Mp 1 0.628 0.606 0.617 0.624

Table 3.7: Results of K-means clustering considering metrics set composed
with increasing histogram-based label estimation accuracy metrics.

Metrics set Precision Recall Fl-score Accuracy Complexity
Mg, MncD 0.835 0.611 0.704 0.745 14

My, Mncp, Mpr, | 0.711 0.684 0.697 0.703 18

Mg, Mnycp, Mp,z, | 0.698 0.685 0.692 0.695 25

My

Mgk, Mycp, Mp,r, | 0.687 0.688 0.688 0.688 28

Mg, My

Mg, Mnycp, Mp,1,, | 0.657 0.728 0.691 0.674 38

Mp, My, Mp rGB

gressively adding metrics that performed more poorly (see Table tends
to deteriorate K-means clustering performance. The first row of the table
confirms that Mg and Mycp are the best metrics and together provide the
best performance for the first experiment.

An analysis of the results in Table[3.8| reveals that progressively adding
metrics with higher complexity (see Table does not directly affect K-
means clustering performance. Notably, the greatest improvements are ob-
served when Mg and Mycp are included in the metric set (corresponding
to the second and fifth rows of the table). Conversely, the largest increase in
complexity, caused by the inclusion of Mp pep in the dataset (see last row
of the table) results in a deterioration of clustering performance.

Results: Comparison of Classifiers

The classifiers listed in Sec.[3.5.2] have been trained using all the InfoAes
metrics.A training set composed by 90% of the entire dataset has been con-
sidered, while reserving the remaining 10% of the data as test set. The
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Table 3.8: Results of K-means clustering considering metrics set composed
with increasing complexity metrics.

Metrics set Precision Recall F1l-score Accuracy Complexity
My, Mp,, 0.609 0.597 0.603 0.607 7

My, Mp 1, Mk 0.626 0.614 0.620 0.623 13

My, Mp,r, Mg, My 0.627 0.619 0.623 0.625 20

My, Mpyr, Mg, Mg, 0.687 0.688 0.688 0.688 28

Mncp

My, Mpr, Mk, My, 0.657 0.728 0.691 0.674 38

Mnycp, Mp rGB

Table 3.9: Performance of the classifiers.

Classifier Precision Recall F1l-score Accuracy
I o w o w o N o

Fine Tree 0.832 | 0.027 | 0.766 | 0.038 | 0.797 | 0.030 | 0.807 | 0.026
Binary GLM Logistic | 0.775 | 0.027 | 0.748 | 0.037 | 0.761 0.032 | 0.768 | 0.027
Regression
Linear discriminant | 0.774 | 0.040 | 0.750 | 0.038 | 0.766 | 0.033 | 0.771 0.028
analysis
Weighted KNN 0.888 | 0.034 | 0.755 | 0.041 0.815 | 0.030 | 0.831 0.025
Kernel Naive Bayes 0.777 | 0.041 0.716 | 0.043 | 0.744 | 0.035 | 0.756 | 0.029
Fine Gaussian SVM 0.875 | 0.036 | 0.797 | 0.039 | 0.834 | 0.029 | 0.843 | 0.025

described process has been repeated across 100 different training-test dif-
ferent intervals over the dataset and we evaluated the results in terms of
mean (p) and standard deviation (o) of the precision, recall, Fl-score and
accuracy.

Table[3.9] shows the performance of the classifiers. The Fine Gaussian
SVM classifier [137] is the most effective model for distinguishing Al-generated
from human-made artworks using the InfAes metrics. It achieves the high-
est accuracy at 84.3%, with a strong balance between precision (0.875) and
recall (0.797), resulting in a robust Fl-score of 0.834. These values indicate
that the classifier not only makes highly reliable predictions (high precision)
but also successfully identifies a large proportion of human-created images
(high recall). Its low standard deviations further confirm its consistency
and stability across different training-test splits, making it the most reliable
choice among the tested models.

Fig.[3.32)shows the confusion matrix obtained by the Fine Gaussian SVM
in the testing phase. Each value in the confusion matrix represents the
rounded average across 100 randomized training-test splits, providing a sta-
ble estimate of classifier behavior.
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Figure 3.32: Classification of Human/AI artworks: confusion matrix ob-
tained with the Fine Gaussian SVM.

Results: Fine Gaussian SVM Classifier Performance

Table[3.10] shows the results of the first experiment described in Sec.[3.5.3]
while Table[3.I1] shows the results of the second experiment described in
Sec.3.5.3

In Table@ the combination of My, Mycp, and Mp j, yields a strong
F1-score of 0.813, with precision at 0.860 and recall at 0.773. This suggests
the classifier is highly confident in its predictions (high precision) while still
capturing a large portion of actual human images (good recall). As more
metrics are added, the F1-score improves slightly, reaching 0.834 with all six
metrics, indicating a well-balanced model. In Table[3.11] the initial metric set
(My, Mp 1) performs poorly, with an Fl-score of 0.586, showing that these
metrics alone are insufficient. However, adding My and Mycp significantly
boosts performance, confirming their central role.

Further analyzing Table[3.10] and we can notice that, respectively:

e Progressively adding metrics that performed poorly (see Table[3.6))
tends to improve the performance of the classification. However, since
the two best performing metrics, My and My¢cp, are included since
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the beginning, the best improvement is given by the inclusion of Mp |,

(see third row of the table) which is the third best metric.

e Progressively adding metrics with a higher complexity tends to improve

the performances of the classifier.

However also here emerges how

Mg and Mycp are the most relevant metrics to the performance of
the classifier. Their inclusion on the metrics set produces the highest

accuracy increase (see second and fourth row of the table).

In both experiments, the set that includes all the metrics yields the best
result (see the last row of Tables|3.10| and[3.11)), achieving an accuracy of

84.3 %.

Table 3.10: Results of Fine Gaussian SVM classifier considering metrics set
composed with increasing histogram-based label estimation accuracy metrics

Metrics set Precision Recall F1l-score Accuracy Compl.

n o “w o ”w o ”w o

Mg, MncD 0.817 0.042 0.781 0.040 0.798 0.029 0.804 0.026 14

Mg, Mncp, Mp,L 0.860 0.035 0.773 0.040 0.813 0.028 0.824 0.025 18

Mg, Mycp, MprL, 0.851 0.041 0.792 0.039 0.820 0.031 0.827 0.028 25

My

Mg, Mycp, MprL, 0.862 0.040 0.787 0.038 0.822 0.030 0.832 0.026 28

My, My

Mg, Mycp, MprL, 0.875 0.036 0.797 0.039 0.834 0.029 0.843 0.025 38

My, My, Mp,rRGB

Table 3.11: Results of Fine Gaussian SVM classifier considering metrics set
composed with increasing complexity metrics
Metrics set Precision Recall F1-score Accuracy Compl.

n o “w o “w o ”w o

My, Mp, L, 0.596 0.053 0.580 0.053 0.586 0.036 0.593 0.034 7

My, Mpr, My 0.786 0.041 0.752 0.044 0.768 0.030 0.775 0.026 13

My, Mp, 1, Mg, Mg 0.807 0.046 0.770 0.042 0.787 0.030 0.794 0.027 20

My, Mpr, Mg, My, 0.862 0.040 0.787 0.038 0.822 0.030 0.832 0.026 28

Mncp

My, Mpyr, Mk, Mg, 0.875 0.036 0.797 0.039 0.834 0.029 0.843 0.025 38

Mycp, Mp,rcB

To summarize the results discussed above, Figs.[3.33a] and [3.33b] illus-
trate the accuracy of the Fine Gaussian SVM classifier as a function of the
metric sets used in the first and second experiments, respectively. Fig.[3.33a]
shows that the overall variation in accuracy when adding new metrics is rel-
atively small, as the two most effective metrics, Mg and Mycp, are already
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Table 3.12: Comparison of the best classifier and K-mean clustering with
literature image classifier. In round brackets we reported the metric set used
for our K-means clustering and Fine Gaussian SVM classifier.

Classifier Precision | Recall | Fl-score | Accuracy
K-means clustering 0.835 0.611 0.704 0.745
Fine Gaussian SVM 0.875 0.797 0.834 0.843
Swin Transformer Image Classifier 0.606 0.961 0.743 0.668

included in the initial set. This confirms that accuracy is strongly influenced
by the quality of the selected metrics. Fig.[3.33b] demonstrates that increas-
ing complexity by adding additional metrics consistently improves classifier
performance, although the improvement is not always proportional to the
increase in complexity.

3.5.5 Comparison with Classifiers in Literature

To contextualize the performance of the proposed framework, we compare
it against a state-of-the-art deep learning model commonly used for image
classification: the Swin Transformer [116]. We used the Swin Transformer
to classify all the AI and human images in our curated dataset and we
compared the results with those produced with our best performing K-mean
clustering and Fine Gaussian SVM classifiers. Table[3.12] show the results of
such a comparison, while Fig.|3.34] shows the confusion matrix obtained by
applying the Swin Transformer image classifier to our dataset.

An analysis of Table[3.12] shows how both our K-means clustering and
Fine Gaussian SVM classifier outperform the Swin Transformer Classifier.
The main problem of the Swin Transformer image classifier is that it tends
to classify the majority of images as human. So it almost always correctly
classify human images and on the other hand it misclassify the majority of
AT images.

3.5.6 Discussion

The results of the conducted experiments highlight distinct behaviors be-
tween clustering and classification approaches when applied to the task of
distinguishing Al-generated and human-made artworks using Informational
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Figure 3.33: Fine Gaussian SVM accuracy across the metric sets defined for
the two experiments.

Aesthetics (InfAes) metrics.

K-means clustering, while conceptually simple and unsupervised, does
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Figure 3.34: Classification of Human/AI artworks: confusion matrix ob-
tained with the literature image classifier.

not yield particularly strong performance. The clustering accuracy peaks at
74.5% when using only the two most discriminative metrics, My and Mycp,
and tends to degrade as more metrics are added. This suggests that metric
quality is more important than quantity, and that including less informa-
tive metrics introduces noise that hinders cluster separation. Moreover, the
increased computational complexity associated with larger metric sets does
not yield better clustering results. In fact, the best clustering outcome is
achieved with the smallest and most effective metric subset. Given this, a
practical alternative could be to directly use the histogram of Mycp for
authorship estimation, bypassing clustering altogether.

In contrast, the Fine Gaussian SVM classifier demonstrates a consistent
improvement in performance as more metrics are included. Each new met-
ric contributes complementary information that the classifier can exploit,
leading to a steady increase in accuracy. The highest classification perfor-
mance (84.3%) is achieved using all six InfAes metrics, despite this set has
the highest computational complexity.

When considering both performance and computational cost, the metric
set composed by Mx, Mycp, and Mp, offers the best trade-off, achiev-
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ing high classification accuracy (82.43%) while maintaining moderate com-
plexity. This set of metrics captures the global complexity, the structural
self-similarity, and the luminance-based spatial organization, three comple-
mentary aspects of visual information that are particularly effective in dis-
tinguishing human artistic intent from algorithmic generation.

3.5.7 Conclusion

This study presented an interpretable and training-light framework for dis-
tinguishing Al-generated artworks from human-made ones, based on the the-
ory of Informational Aesthetics. By modeling the creative process as an in-
formation channel, an “aesthetic gap” that current generative models fail to
bridge was identified. The analysis of 994 human and Al-generated images
using six handcrafted InfAes metrics reveals that global complexity, struc-
tural self-similarity, and spatial coherence provide robust signals for author-
ship detection. The Fine Gaussian SVM classifier implemented in this work,
achieves superior performance compared to a state-of-the-art deep learning
model, confirming the effectiveness of interpretable metrics over black-box
approaches. These findings underscore the limitations of current generative
models in replicating human artistic intent and provide a principled path
toward understanding the informational uniqueness of human creativity. Fu-
ture work will explore the generalizability of this framework across different
generative architectures and investigate more direct measures of emotional
content in visual art.



Chapter 4

Conclusion

This chapter summarizes the contributions of the thesis and discusses av-
enues for future research.

4.1 Summary of contribution

The vision outlined in the IMT-2030 framework for sixth-generation (6G)
mobile networks calls for a transformative shift: from traditional connec-
tivity to a pervasive digital fabric in which the human body becomes an
active node. This paradigm introduces two fundamental challenges, as dis-
cussed in the Introduction: achieving hyper-reliable low-latency communica-
tions (HRLLC) and securely integrating human-centric data from resource-
constrained devices. Throughout this thesis, these challenges have been ad-
dressed through the strategic application of Physical Layer Security (PLS)
techniques.

To meet the stringent latency requirements of HRLLC, the thesis pro-
posed and evaluated Noise Loop (NL) modulation as a lightweight confi-
dentiality mechanism. The technique was adapted to two key transmission
technologies:

e All-Optical Processing (AOP)-based Optical Communication via Fiber
(OCvF): A novel Optical Noise Loop (ONL) modulation was devel-
oped and theoretically validated, demonstrating full secrecy rate and
resilience against eavesdropping, even under worst-case scenarios.

e Terahertz (THz) Communications: The effects of THz-specific noise
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sources (thermal, molecular, and phase noise) were analyzed, revealing
how phase noise impacts reliability and how loop gain can mitigate its
effects.

To support the integration of the human body as a network node, the
thesis explored Wireless Body Area Networks (WBANSs) as a foundational
architectural layer. Within this framework, the thesis investigated three
emerging transmission paradigms, each offering distinct advantages for se-
cure, low-power, and context-aware data exchange in human-centric envi-
ronments:

e Molecular Communications (MCs): A threat modeling framework was
developed for MC via Diffusion (MCvD), mapping classical attacks
(jamming, eavesdropping, MITM, spoofing) and analyzing their com-
plexity across modulation schemes.

e Galvanic Coupling (GC): A biometric authentication protocol was de-
signed using raw GC signals and a Long Short-Term Memory (LSTM)
neural network. The protocol effectively counters both Over-the-Air
and Direct Contact attacks, with experimental validation showing high
reliability and security.

e Visible Light Communications (VLC): A channel model for in-to-out
body transmission was developed for both single LED and 2 x 2 MIMO
configurations. The MIMO setup demonstrated tradeoff between Bit
Error Rate (BER) and secure area, confirming its suitability for secure
IMD applications.

Finally, the thesis addressed a novel challenge introduced by genera-
tive Al: distinguishing synthetic outputs from genuine human outputs in
WBANs. Treating artworks as expressive signals of the human body, a
framework based on Informational Aesthetics (InfAes) was developed. Six
handcrafted metrics were used to quantify structural and aesthetic properties
of images. A Fine Gaussian SVM classifier trained on these metrics outper-
formed a state-of-the-art deep learning model, achieving 84.26% accuracy in
authorship detection. This result highlights the limitations of Al in replicat-
ing human intent and supports the need for authentication mechanisms in
human-as-a-node systems.

In summary, the thesis demonstrates that PLS offers a coherent and
effective response to the dual challenge posed by 6G: securing ultra-fast



4.2 Directions for future work 149

communications and safeguarding human-centric data. By operating directly
at the physical layer, PLS techniques provide lightweight, adaptive, and
robust security solutions that align with the architectural and operational
constraints of future networks.

4.2 Directions for future work

Several avenues for future research emerge from the present study, offering
opportunities to extend and refine the proposed solutions. In particular,
the following directions are suggested for advancing Physical Layer Security
(PLS) strategies in the context of 6G novel transmission technologies.

Given the potential impact of security vulnerabilities in MCs, future re-
search should focus on developing countermeasures tailored to the molecular
domain. This includes the design of physical layer authentication techniques
to mitigate spoofing attacks and physical layer confidentiality techniques in
order to effectively counter eavesdropping threats.

Building on the theoretical analysis and simulation results, the proposed
hardware implementation for ONL should be realized in practice in order to
collect experimental data to corroborate the conclusions drawn. Addition-
ally, the adoption of the AOP-based NL modulation should be considered
also for OWC systems.

Future work on GC-based biometric PLA should aim to expand the ex-
perimental dataset to include a larger and more diverse subject population.
This would improve generalization and reduce bias. Additional research
should investigate the integration of multi-modal biometric features and the
use of adaptive thresholding techniques to dynamically balance security and
usability.

Concerning the research conducted about the authentication of the out-
puts of the human body, a potential future direction for the research is the
evaluation of alternative models for Stable Diffusion alongside different gen-
erative Al algorithms beyond Stable Diffusion, in order to assess the general-
izability of the proposed framework across different generative architectures
and training paradigms. Also, the informational aesthetic metrics exploited
in this paper to quantify the “aesthetic gap” between AI and human art-
works represent a quite indirect measure of the investigated human factor.
Therefore, a more direct measure of the emotional content expressed by an
artwork is needed. Finally, a compelling research direction is the extension
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of the developed framework to other types of output signals produced by
human body in WBANSs.

The physical layer solutions proposed in thesis, supported by theoreti-
cal analysis and simulation results, lay the groundwork for future experi-
mental validation and practical deployment. However, the rapid evolution
of communication paradigms and the increasing relevance of human-centric
networking call for continuous innovation and interdisciplinary collaboration.

These future directions aim to consolidate the role of PLS as a foun-
dational element in 6G architectures. By continuing to explore lightweight,
interpretable, and biologically compatible security mechanisms, this research
contributes to building networks that are not only faster and smarter, but
also trustworthy, inclusive, and human-aware.



Appendix A

A.1 Results of the pre-tests described in Sec.

In this appendix the results of the three pre-tests in In summary, this
appendix shows the impact on the InfAes metrics of image size generation,
resizing, and compression.

A.1.1 Impact of generating the image with a size dif-
ferent from the native one

In this appendix the results of the pre-tests regarding the generation of
images with SD at different sizes are presented and discussed. The results
are showed in Fig.[Ad] In particular, Fig.[ATa] shows that My tends to
decrease as the size of the generated image increases. This indicates that SD
2.1 enriches the color palette as the generated image size increases. Fig.[A:1D]
shows that My rapidly decreases as long as the size of the generated batch
of images is lower than 512 x 768, after which the decrease becomes much
slower. This indicates that images generated with a size lower than 512 x 768
are compressed more by the JPEG algorithm. Fig.[A.1d shows that M
rapidly increases as long as the size of the generated image set is lower than
512 x 768, after which the increase becomes much slower. This indicates that
images generated with size lower than 512 x 768 presents a higher statistical
self-similarity, i.e., the image regions presents similar luminance probability
distributions between each others. Fig.[A.1d]shows that Mycp, similarly to
M, rapidly decreases as long as the size of the generated batch of images
is lower than 512 x 768, after which the increase becomes much slower. This
indicates that images generated with a size higher than 512 x 768 show a
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lower structural self-similarity. Fig.[A.T¢ and Fig.[A.Tf] shows that Mp rap
and Mp ;, decreases as the size of the generated image increases, respectively.
This indicates that the images becomes less structured and more complex as
the size they are generated at increases, for both RGB and Y7g9 luminance
representation of the image.

The graphs in Fig.[A] clearly illustrate that all metrics are influenced
by the size at which the images are generated, for both the starryNight and
redVineyards painting sets.

A.1.2 Impact of resizing the image

In this section the results of the pre-tests regarding resizing images of size
768 x 768 to different sizes, described in Sec[3.5.3] are reported. The results
are showed in Fig.[A72]

Fig.[A-2a] shows that My decreases when the 768 x 768 images are up-
scaled to a bigger size and increases when the images are down-scaled to
a smaller size. This indicates that down-scaling an image reduces its color
palette, whereas up-scaling tends to enrich it. Fig.[A72H| shows that M
increases when the 768 x 768 images are up-scaled to a bigger size and de-
creases when down-scaled to a lower size. This indicates that down-scaling
an image reduces the compression that can be achieved by the JPEG com-
pression algorithm while up-scaling it improves the compression that can be
achieved by the JPEG compression algorithm. Fig.[A.2d shows that M} is
not noticeably affected when the 768 x 768 images are up-scaled to a big-
ger size while it decreases when the images are down-scaled to a smaller
size. This indicates that up-scaling an image doesn’t affect its statistical
self-similarity, i.e., the similarity of the luminance distribution of the image
regions remains almost unchanged. Instead, down-scaling the images tends
to reduce the statistical self-similarity of the images, i.e., the similarity of
the luminance distribution of the image regions is reduced. Fig.[A:2d] shows
that Mycp rapidly increases when the 768 x 768 images are up-scaled to a
bigger size. Down-scaling the images to a smaller size shows mixed effects
on Mycp. Down-scaling to 512 x 512 reduces Mycop, i.e. the structural
self-similarity of the images. However, down-scaling the size of the images to
256 x 256 increases Mycp, i-e., the structural self-similarity of the images.
Fig.[A:2¢] show that Mp rap decreases when the 768 x 768 images are up-
scaled to a bigger size and increases when they are down-scaled to a smaller
size. This indicates that down-scaling images tends to decrease heterogene-
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ity of the color distribution of the images making them more structured
while up-scaling increases the heterogeneity of the color distribution of the
images. Fig.[A.2f] show that Mp, increases when the 768 x 768 images are
down-scaled to smaller sizes and has very little variations when they are up-
scaled to bigger sizes. This indicates that, similarly to Mp rep down-scaling
tends to reduce the heterogeneity of the Y799 luminance distribution of the
image and up-scaling doesn’t affect it.

The graphs in Fig.[A T|clearly demonstrate that all metrics are influenced
by the resizing operation. In general, the extent of the variations depends
on the magnitude of the up-scaling or down-scaling applied. However, when
the resizing magnitude remains sufficiently limited, the resulting variations
are nearly negligible.

A.1.3 Impact of JPEG compression with different ()r

In this section the results of the pre-tests described in Sec.[3.5.3] regarding
the compression of images generated at size 768 x 768 and JPEG compressed
with different quality factor Qg are reported.

Fig.[A-3a] shows that My remains unchanged as long as Qp > 30, after
which starts decreasing. This indicates that the color palette of the image
remains unchanged, as long as Qp > 30. Fig.[A-3D|show that My increases
as the Qp of the JPEG compression decreases. This indicates that when
the Qp decreases the images are more compressed by the JPEG algorithm.
Fig.JAZ3dshows that M remains unchanged as long as Qp > 30, after which
it starts decreasing. This indicates that the statistical self-similarity of the
image remains unaltered, as long as Qr > 30. Fig.[A:3d] shows that Mycp
increases as the Qg of the JPEG compression decreases. This indicates that
when the Qr decreases the regions and couples of regions of the image are
more compressed by the JPEG algorithm.

Fig. shows that Mp rgp tends to slowly increase as QQr decreases.
When Qpr > 30 the artifacts introduced by the JPEG compression produce
bigger variations on the values of Mp rcp and magnitude of the variation de-
pends on the painting. This indicates that decreasing the Qp of the JPEG
compression tends to reduce the heterogeneity of the color distribution of
the image which tends to become more structured, until Qr > 30. Fig.[A23]]
shows that Mp 1 remains almost unchanged as long as Qr > 30, after which
it start to rapidly increase. This indicates that the Y799 luminance distribu-
tion of the images remains almost unaltered by the JPEG compression, until
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Qr > 30. When Qp < 30, the artifacts introduced by the JPEG compres-
sion produce bigger variations on the values of Mp rcp and the magnitude
of the variation depends on the painting. This indicates that decreasing
the @ of the JPEG compression tends to reduce the heterogeneity of the
color distribution of the image which tends to become more structured, un-
til QF > 30. When Qr < 30 the compression artifacts introduced by the
JPEG compression start to alter the heterogeneity of the Y7gg9 luminance
distribution of the image increasing it.

The graphs in Fig.[A.3] clearly indicate that the metrics most affected
by variations in the compression quality factor (Qp) are Mk and Mycp,
due to their strong dependence on this parameter. The remaining metrics
exhibit negligible or limited sensitivity, provided that Q@ > 30.
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