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Abstract The use of artificial intelligence in the field of education has great poten-
tial. However, applications need to be approached with caution, as in the case of those 
for surveillance purposes and the use of biometrics. In particular, facial recognition 
technologies (FRTs) are highly controversial and problematic due to the ethical issues 
they raise, their intrusiveness on fundamental rights and the technical problems of 
accuracy. This Chapter looks at the specific use of FRTs on minors in schools as a 
paradigmatic case to address these concerns. 

The analysis will provide a reasoned overview with selected use cases of the appli-
cation of this AI-based technology in the school environment for different purposes. 
Considering the ethical implications for the development of children and adoles-
cents, attention will be focused on the legislation applicable to this particular use 
of FRTs for the protection of children, namely data protection legislation. The legal 
regime will be assessed through the lens of the principle of proportionality and the 
principle of the best interests of the child in order to determine whether or not the 
data protection legislation fails to balance the protection of the fundamental rights 
and other interests of minors at stake with the actual benefits of the use of FRTs. 
The Chapter concludes with a look at the recent AIA and how the two pieces of 
legislation are expected to interact in this specific domain of application.
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3.1 Introduction 

Artificial intelligence in education (AIED) is creating new opportunities for designing 
and developing learning environments.1 Algorithmic technologies are transforming 
the educational landscape, by increasing understanding of students’ needs, enhancing 
teaching performance and personalising learning experience.2 As a consequence of 
these kinds of digital innovations, children are more and more ‘datafied’,3 i.e. they 
are becoming objects of a multitude of monitoring devices that generate data about 
them. Biometrics is an advanced technique for monitoring students, as it allows the 
automatic recognition of individuals based on their biological and behavioural char-
acteristics.4 Among such biological characteristics, facial features deserve specific 
attention, as AI-based technology can exploit them for the purpose of recognising 
students, surveilling them, inferring information and, more generally, opening up a 
wide range of practical benefits for institutions and school communities. 

Broadly speaking, facial recognition technologies (FRTs) work by automatically 
extracting facial features captured on a digital image of a face (so-called biometric 
template), and then comparing these data with previously analysed facial images 
already stored in a database (so-called watchlist). These databases contain large 
numbers of images with associated names and other personal information. FRTs 
are subtle instruments of surveillance, as they allow a child to be recognised from 
a distance, without contact, whether they are standing still or moving, and also 
without their awareness.5 Moreover, FRTs can be easily deployed on a large scale 
around educational systems, because school infrastructures are already prepared to 
be equipped with these technologies, especially where extensive video monitoring 
and CCTVs have been widely implemented.6 In addition, schools are institutions 
with relatively stable populations, and FRTs can leverage existing name-and-face 
photographic databases of school registers as watchlists to recognise children.7 

However, good educational outcomes do not occur simply by virtue of the use 
of advanced technologies.8 These innovations are going to affect the whole educa-
tional community, from schools to educators, parents and—above all—students.

1 Hwang et al. 2020. 
2 Seldon and Abidoye 2018. 
3 Lupton and Williamson 2017. 
4 Jasserand 2015, pp. 68–70. 
5 Berle 2020, p. 5.  
6 Taylor 2013. 
7 Andrejevic and Selwyn 2020, p. 120. 
8 Castañeda and Selwyn 2018. 



3 When the Kids Aren’t Alright: The Use of Facial Recognition … 43

Careful consideration must be given to the pedagogical, ethical and legal implica-
tions deriving from the deployment of these surveillance means, which have not yet 
been fully addressed. This gap calls for an analysis of whether and how the regulatory 
framework provides for the protection of children’s fundamental rights when dealing 
with much debated AI systems such as those deploying facial recognition. 

This Chapter will focus on the use of FRTs in schools and their impact on students. 
Sect. 3.2 will describe the most widespread uses of these biometric technologies, 
mentioning some of the concerns that have been raised so far. In the light of this 
overview, Sect. 3.3 will analyse the resulting consequences at the ethical level. From 
Sect. 3.4 onwards the analysis will shift to the legal level and, in particular, will 
focus on the EU legal system. The objective is to delve into the regulatory response 
to these issues through data protection legislation, namely the EU General Data 
Protection Regulation (GDPR).9 In particular, the protection of students’ rights will 
be analysed through the lens of the principle of proportionality and the principle 
of the best interests of the child. In Sect. 3.5, the analysis will focus on the EU 
Artificial Intelligence Act (AIA),10 to examine whether this regulation addresses 
the limitations of the existing legislation. In fact, the GDPR only regulates personal 
data processed by FRTs, with rules that have been directly enforced by courts and 
national supervisory authorities to ensure the protection of minors. By contrast, the 
AIA aims to directly regulate technologies such as facial recognition technology, but 
risks being less careful about the protection of minors. Section 3.6 will provide some 
brief concluding remarks. 

3.2 The Applications of FRTs in the School Environment 

In general FRTs can pursue three main objectives11 : verification, when the biometric 
template extracted from the facial image is compared with an existing image (e.g., 
from the class register) of the individual child; identification, when the extracted 
biometric template is compared with a watchlist of many images (e.g., students of 
a class); categorisation, which is aimed not strictly at identifying a child, but rather 
at inferring several characteristics from the facial image (such as age or personality 
traits) and classifying the student into one or more categories. On the basis of these 
three objectives, it is possible to give an overview of the most widespread uses of 
FRTs in educational systems.

9 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC. 
10 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 
laying down harmonised rules on artificial intelligence and amending Regulations (EC) No 300/ 
2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/ 
2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), 
in OJEU of 12.7.2024. 
11 Article 29 Data Protection Working Party 2012. 
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First, FRTs are used for security control, i.e. to secure access points, as an alterna-
tive to or in addition to locking or monitoring gates, or to monitor movements within 
school areas. These automated biometric systems make checks cheaper, faster, and 
possible on a large scale. By means of identification, FRTs will detect if there is 
someone on school grounds who is not supposed to be there and those people will 
be denied entry to particular classrooms or the school building. These systems have 
been used in the USA since the mid-2010s, particularly given the rise of school 
shootings.12 In Russia as well, since 2020, thousands of schools have been testing a 
system named ‘Orwell’ to ensure children’s safety.13 

A similar application is for school attendance checks, where FRTs allow for saving 
time when it comes to this kind of routine activity. A significative example is offered 
by India, where in 2020 the Uttar Pradesh government started implementing such AI 
systems to tackle the issue of fraudulent attendance, both in regard to teachers’ use of 
proxies and ghost students.14 But more generally, as education switched online during 
the pandemic, many schools around the world have adopted attendance systems 
capable of recording online class participation.15 

FRTs are also used for contactless lunch payments, with the aim of reducing 
administrative burdens for families and school institutions. By means of a combina-
tion of identification and verification, the system first confirms the pupil’s identity 
and then accesses and deducts money from an online account, under the supervision 
of a catering staff member. In 2019, several schools in North Ayrshire, Scotland, 
launched a pilot project to enable schoolchildren to make payments of this kind.16 

Another discussed use of FRTs, instead, is the assessment of student engagement. 
CCTVs installed in classrooms are embedded with facial recognition software, and 
the systems, through categorisation, are able to measure the level of involvement 
based on facial and nonverbal micro-expressions. The aim is to motivate students 
to stay focused and keep their minds from wandering and to personalise learning 
activities that consider students’ emotions and moods, as well as to provide teachers 
with valuable feedback.17 Schools in China have recently reported a massive use of 
FRTs in this way.18 

In the face of this diversity of applications, many voices have been raised calling for 
caution. Not only in academia,19 but also among regulators. For example, in October 
2021, the UK Information Commissioner’s Office (ICO) stepped in to probe into the 
use of FRTs in school lunch queues20 and, in light of the investigation, North Ayrshire

12 Harwell 2018. 
13 The Moscow Times 2020. 
14 Business Insider 2022. 
15 Kamil et al.  2023. 
16 Weale 2021. 
17 Bala 2020, p. 250. 
18 Connor 2018. 
19 Barrett 2020; Bala  2020; Andrejevic and Selwyn 2020; Berendt et al. 2020, p. 316. 
20 Information Commissioner’s Office 2023. 
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Council paused the implementation of the above-described practices.21 In the US, 
New York State adopted a law in 2020 placing a moratorium on the use of biometric 
surveillance in schools, although this law seems to have been circumvented.22 The 
European Parliament has called for a ban on FRTs used for educational purposes.23 

Given these positions, a more in-depth analysis of some key concerns arising from 
the aforementioned uses of FRTs seems to be warranted. 

3.3 Ethical Concerns 

The need to consider the ethical issues arising from AIED has become increasingly 
urgent in recent years.24 Many concerns stem from the view that children and young 
people are a vulnerable group who deserves special care and protection, especially 
when in contact with AI-based technologies, internet and social media. Minors’ 
attitudes to privacy risks and their ability to protect themselves from surveillance 
intrusions are a very sensitive issue. However, a growing body of research demon-
strates that children are not oblivious to the consequences of their behaviour as they 
interact with digital technologies and online environments.25 

The use of FRTs in schools interferes with many ethical values that international 
guidelines and documents pose as requirements for the deployment of AI in educa-
tion.26 Furthermore, these technologies have a direct impact on the pedagogical 
context and the quality of education.27 

In this respect, we need to consider the use of FRTs within classrooms, such as 
to assess student engagement. This deployment has many negative implications for 
students. Firstly, considering their autonomy, such surveillance narrows the defini-
tion of the ‘acceptable student’,28 based on the (facial) characteristics that an ideal 
engaged student is supposed to meet through an automated assessment. Normal 
behaviours can be stigmatised, and those who fall outside that definition and do not 
fit within narrow standards of acceptability may be punished. Secondly, considering 
students’ agency, this type of assessment pushes students to alter their behaviours 
in order to appear engaged or to ‘game the system’ by simply forcing themselves to 
change their facial appearance. The price of this is a curb on their individuality and 
chilling of their freedom of expression. Thirdly, considering students’ dignity, there 
is a shift from active targeting to passive and generalised recognition, which leads to

21 BBC News 2021. 
22 Miguel and Schwarz 2022. 
23 European Parliament 2021, para 45. 
24 Nguyen et al 2023; Holmes et al.  2021; Reiss  2021. 
25 Livingstone et al. 2019, pp. 21–22. 
26 UNESCO 2019; UNESCO 2021; European Commission 2022. 
27 Holmes et al. 2021. 
28 Galligan et al. 2020, pp. 43–46. 
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the dehumanisation of schools.29 Assessment on the basis of schematic representa-
tions of facial features is a very reductive engagement with students. More in general, 
the attempt to detect emotions is largely unachievable given the technical and scien-
tific failure to achieve such a result with certainty.30 Although to a lesser extent, a 
similar impact on their dignity may result from attendance checks, where the use of 
biometric technologies risks objectifying the face of pupils and depersonalising the 
relationship between school institutions and students.31 

Other implications arise from the use of FRTs outside the classroom, such as 
for security checks and monitoring of students within schools, or payment systems. 
Constant monitoring in school areas can have the same impact on students’ autonomy, 
agency or dignity as it does within classrooms. In addition, considering students’ 
development, careful attention must be paid to the longer-term individual and social 
impact of engaging with young people during a formative period. Indeed, the imple-
mentation of FRTs in schools will potentially normalise the experience of being 
under constant surveillance from an early age.32 Moreover, considering students’ 
exercise of freedoms, surveillance of children may have a profound effect on their 
privacy expectations in later life.33 

3.4 The Answer of Data Protection Legislation 

Given these ethical implications, there is a need to consider what the legal response 
should be. Currently, the regulation that protects children’s fundamental rights against 
the use of FRTs in schools is data protection legislation.34 While Directive 95/46/EC 
did not contain any child-specific provisions, Regulation 2016/679 (GDPR) declares 
that ‘children merit specific protection with regard to their personal data, as they may 
be less aware of the risks, consequences and safeguards concerned and their rights in 
relation to the processing of personal data’ (Recital 38). This statement is followed 
up with other specific provisions that regard FRTs.35 

When applied to these biometric systems, the GDPR is deemed to protect different 
domains of the so-called ‘institutional privacy’ of children, in which personal data 
control is mediated by schools36 : namely pupils’ ‘physical privacy’, which is affected 
by technologies that track, monitor and broadcast children’s live images, behaviour 
or locations; but also their ‘informational privacy’, which is at stake when children’s

29 Andrejevic and Selwyn 2020, p. 121. 
30 Barrett 2020. 
31 Nakar and Greenbaum 2017, p. 120. 
32 Galligan et al. 2020, pp. 38–42. 
33 Bala 2020, p. 250. 
34 Mobilio 2023. 
35 Lievens and Verdoodt 2018, pp. 270–278. 
36 Livingstone et al. 2019, pp. 13–14. 
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personal data are collected, stored or processed.37 In addition, by protecting personal 
data, the GDPR indirectly provides protection for other rights, freedoms, interests 
and ethical values that are at stake when one is dealing with AIED, such as freedom 
of expression, freedom of assembly or the right to education.38 

Considering all the ethical concerns discussed above in Sect. 3.3, the question is 
whether, and to what extent, this regulation achieves its objective of protection, given 
that we are talking about biometric technology, special subjects such as children, and 
a specific context such as schools. In order to attempt an answer, we need to consider 
that the use of FRTs in schools creates a conflict between interests that translates 
into the need to balance the protection of fundamental rights and other interests of 
minors with the achievement of different practical benefits, as seen in Sect. 3.2. In  
legal terms, the principle of proportionality and the principle of the best interests of 
the child come to the fore in this balancing assessment. The relationship between 
these two principles is complex and warrants a more in-depth analysis than can be 
carried out here.39 For the purposes of this discussion, the two principles will be 
considered as complementary and will be used to examine whether the GDPR offers 
sufficient protection to students. 

3.4.1 The Defence Based on the Principle of Proportionality 

When considering the consequences of the use of FRTs in terms of the restriction 
of fundamental rights, the criterion for assessing the legitimacy of such use is the 
principle of proportionality.40 In general, Article 52(1) of the Charter of Fundamental 
Rights of the European Union (CFREU) refers to the principle of proportionality 
as the criterion for striking the right balance between the objectives pursued by a 
particular measure and the sacrifice of rights. According to the Court of Justice of the 
EU (CJEU), the principle of proportionality requires that legal acts be appropriate 
for attaining the legitimate objectives pursued by the legislation at issue and do not 
exceed the limits of what is appropriate and necessary in order to achieve those 
objectives.41 The Council of Europe has also laid down a similar provision with 
specific regard to children’s rights in the digital environment.42 However, the principle 
of proportionality is the criterion not only for assessing the legitimacy of a law 
that allows a limitation of fundamental rights, but also, according to the GDPR, 
for assessing ex ante the legitimacy of a measure in a specific situation, such as

37 UNICEF 2018, p. 8.  
38 Simoncini and Longo 2021, p. 38. 
39 Committee on the Rights of the Child 2021, para 69. 
40 Barak 2012, p. 243; Dalla Corte 2022; Mobilio 2023. 
41 Ex multis, CJEU Judgement of 6 October 2020, Joined Cases C-293/12 and C-594/12, 
Digital Rights Ireland Ltd v Minister for Communications, Marine and Natural Resources, 
ECLI:EU:C:2020:791, para 46. 
42 Council of Europe 2018, para 38  



48 G. Mobilio

the concrete use of FRTs. Therefore, the actual benefits of using FRTs must be 
balanced with the sacrifice of fundamental rights of students; hence, ‘personal data 
should be processed only if the purpose of the processing could not reasonably be 
fulfilled by other means’.43 The main tool for carrying out this balancing is the data 
protection impact assessment (DPIA),44 which must include at least ‘an assessment 
of the necessity and proportionality of the processing operations in relation to the 
purposes’.45 

In this respect, the national data protection authorities have provided useful guide-
lines for better addressing whether the concrete use of FRTs in the school environ-
ment can be considered proportionate or not. The French Data Protection Authority 
(Commission nationale de l’informatique et des libertés—CNIL) reached a decision 
on FRTs installed at the entrances of two French high schools for security purposes, 
specifically to assist school officials in preventing intrusions and to reduce the time 
of checks; measures to which the students had previously consented. The CNIL ruled 
that such controls were in violation of the principle of proportionality, as there were 
much ‘less invasive means’ to achieve the same purpose in terms of privacy and 
individual freedoms, such as the use of badges.46 The same conclusions were drawn 
by the Swedish Data Protection Authority (Integritetsskyddsmyndigheten—IMY) 
in a case where FRTs were used instead to monitor students’ attendance. The use 
of these technologies was judged to be too ‘intrusive’ with regard to the personal 
integrity of students and excessive compared to what was necessary to monitor their 
attendance.47 A similar disproportion can be seen in the different uses of FRTs for 
functions such as making payments (where, for example, prepaid cards can be used), 
and even more so where they are used to assess student engagement (rather than, for 
example, more educators). 

In conclusion, to protect children’s rights, data protection legislation, through 
the principle of proportionality, imposes strict conditions on the use of biometric 
surveillance that would be very difficult to meet. 

3.4.2 The Best Interests of the Child, between Empowerment 
and Protection 

A different criterion for balancing the interests at stake when using FRTs in schools 
is offered by the principle of the best interests of the child. This principle assists both 
regulators in adopting policies and general rules, and judges in making decisions in 
specific situations, by requiring an assessment appropriate to the specific context; 
under this principle, the special value of children is given priority over all other

43 Recital 39 GDPR. 
44 Demetzou 2019. 
45 Article 35(7)(b) GDPR 
46 Commission nationale de l’informatique et des libertés 2019. 
47 Swedish Data Protection Authority 2019. 
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compelling interests.48 At the same time, the principle has also been criticised for 
its breadth and open-ended, indeterminate nature, and for its exposure to cultural 
relativism.49 

Many legal sources cite the principle of the best interests of the child and a large 
body of case law has helped to refine it: this principle was first affirmed by the 
UN Convention on the Rights of the Child (Article 3.1),50 and then reaffirmed by 
the CFREU (Article 24).51 At EU level, it has been developed in the context of 
regulation on the internal market and the Area of Freedom, Security and Justice, 
with a direct impact on family law cases.52 But now it can be considered as a general 
principle to be taken into account when interpreting and assessing the legality of the 
relevant secondary legislation in order to ensure that the child’s best interests are 
given primary consideration.53 

Within this legal framework, the principle seeks to reconcile the dual objectives of 
ensuring the protection and welfare of children, on the one hand, and their autonomy 
and agency, on the other.54 For its own part, the GDPR tries to address the so-called 
‘empowerment versus protection dilemma’, that is, the need to empower children as 
digital users able to grasp the opportunities of playing, learning and communicating, 
while protecting them from privacy violations and harms.55 

Thus, the analysis will now focus on the provisions of the GDPR that more directly 
address this dilemma vis-à-vis FRTs, namely the provisions related to the values of 
awareness (for empowerment) and inclusion (for protection). The aim is to examine 
whether this regulation adequately considers the best interests of the child in relation 
to both of these needs, thereby protecting students against the potential harms arising 
from FRTs.

48 Eekelaar 1994; Freeman 1993. 
49 Alsto and Gilmour-Walsh 1996. 
50 States ‘should have regard for all children’s rights, including their rights to seek, receive and 
impart information, to be protected from harm and to have their views given due weight, and ensure 
transparency in the assessment of the best interests of the child and the criteria that have been 
applied’ (Committee on the Rights of the Child 2021, para 13). 
51 Although there is no direct reference to it in the European Convention on Human Rights (ECHR), 
the European Court of Human Rights (ECtHR) largely uses it as a criterion for interpretation. 
52 Lamont 2021, pp. 694–703. 
53 CJEU Judgement of 6 June 2013, MA et al. v. Secretary of State for the Home Department, C-648/ 
11, ECLI:EU:C:2013:367, para 57 ff. 
54 Verhellen 2015, pp. 50–52; McGlynn 2002, p. 397. According to the UNCRC, the former is 
reflected in the right to be heard (Article 12), while the second in the right to non-discrimination 
(Article 2) in relation to the right to education (Articles 28–29) (UN Committee on the Rights of 
the Child 2013, para 41–43). 
55 Macenaite 2017. 
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3.4.2.1 Learner Awareness 

The GDPR protects the student’s awareness and freedom to choose whether to be 
subject to FRTs in three main ways. The first one is related to the legal ground. Data 
processed by FRTs, such as biometric templates, are qualified as ‘biometric data’56 : 
consequently, the GDPR prohibits the processing of such data unless they are covered 
by one of the exceptions provided for in Article 9. 

Should the use of FRTs fall within the institutional activities of the school, the 
processing could be considered, according to Article 9(2)(g)GDPR, necessary for 
reasons of ‘substantial public interest’, as long as the use is regulated ‘on the basis 
of Union or Member State law’. In this case, the use of such technologies does not 
require the student’s permission. However, ‘reasons of substantial public interest’ is 
a very high standard to meet,57 as the Swedish IMY also found in the aforementioned 
case that the school’s monitoring did not fall within this case. 

By contrast, when the use of FRTs does not fall under this exception, the legal 
ground is offered by the explicit consent58 of students for the automated processing of 
their facial images in relation to the defined purposes.59 In this way, greater awareness 
should be guaranteed. Indeed, the GDPR specifies that consent must be a freely 
given, specific, informed and unambiguous indication of the data subject’s wishes.60 

However, in the case of students, the freedom of consent is generally undermined by 
an imbalance of power.61 A decision of the Bulgarian Commission for Personal Data 
Protection (CPDP) in 2020 explicitly underlined this aspect.62 When asked to rule on 
an access control system with FRTs and body temperature monitoring for COVID-19 
installed by a school, the CPDP declared that the only basis for processing personal 
data that could apply is consent. However, it stressed that consent in a hierarchical 
relationship between a principal and a student is an inappropriate ground, because of 
doubts that it is not freely given. Consent will also not be free in cases where there 
are no alternatives to the use of FRTs that are easy to implement.63 

The use of consent as a legal ground for data processing by public authorities is 
not totally excluded, as long as students are not denied education or services and can 
refuse the use of these technologies without any detriment.64 However, there is still 
a risk that consent does not indicate actual awareness. FRTs, in fact, accentuate the 
crisis of the traditional principle of ‘notice and consent’: as it is well known, limited

56 Article 4(1)(14) GDPR. 
57 Raposo 2022, p. 11. 
58 Article 9(2)(a) GDPR. 
59 No parental consent is strictly required, because the provisions of Article 8 GDPR regarding 
conditions for a child’s consent applies only for information society services (as per Article. 4(25) 
GDPR, which refers to Directive EU 2015/1535), and therefore not for FRTs. 
60 Article 4(1)(11) GDPR. 
61 European Data Protection Board 2020, para 16–24. 
62 Bulgarian Commission for Personal Data Protection 2020. 
63 Consultative Committee of the Convention 108 2021, p. 7.  
64 European Data Protection Board 2020, para 20. 
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understanding, lack of available time, and information asymmetries are all elements 
that result in consent being given automatically, and without full awareness.65 

The second way of ensuring student awareness is related to information. Regard-
less of whether or not they have actually given their consent, students have the right 
to receive certain information about the use of FRTs, as a corollary of the prin-
ciple of transparency.66 They must be able to exercise this right before recognition 
takes place, or in any case at the time facial images are collected, in order to avoid 
students being subjected to FRTs without their awareness. In particular, schools must 
make available various types of information about the use of FRTs, such as the legal 
basis, the purposes of the processing, the data retention period, the right to with-
draw consent, and at least ‘meaningful information about the logic involved, as well 
as the significance and the envisaged consequences of such processing for the data 
subject’.67 

However, as the UK ICO emphasised in its opinion on the use of FRTs for 
payments, the provision of this type of information does not necessarily mean greater 
awareness; therefore, there is an issue of effectiveness here too. Technical terms may 
be unfamiliar not only to children, but also to parents. Hence, these individuals may 
benefit from an explicit explanation, in age-appropriate language, of how children’s 
data will be collected, used, stored and retained.68 This is the proper application of 
the GDPR, which states that information must be provided ‘in a concise, transparent, 
intelligible and easily accessible form, using clear and plain language, in particular 
for any information addressed specifically to a child’.69 

The third way of ensuring student awareness is related to human supervision. The  
intervention of a human being prevents machines from taking autonomous decisions 
that have a negative impact on people and provide him or her with a higher level of 
awareness.70 According to the GDPR, students ‘have the right not to be subject to a 
decision based solely on automated processing, including profiling, which produces 
legal effects concerning him or her or similarly significantly affects him or her’.71 

Typically, the use of FRTs in schools does not involve a decision ‘based solely 
on automated processing’, because the intervention of a person, such as a school 
security official, or a teacher in the case of engagement assessment, is expected in 
any case. However, this supervision remains crucial because, from the educator’s 
standpoints, machines could never replace human judgement, but at most support it,

65 Custers et al. 2022, pp. 466–469. 
66 Article 5(1)(a) GDPR. 
67 Article 13 GDPR. 
68 Information Commissioner’s Office 2023. 
69 Article 12(1) GDPR. See also Recital 58. 
70 European Commission 2019, p. 4.  
71 Article 22(1) GDPR. This regime does not apply where the legal ground – as mentioned above – 
is ‘substantial public interest’ (Article 22(2) GDPR), or ‘explicit consent’ (Article 22(3) GDPR). 
Nevertheless, invoking these exceptions should be avoided, as the same GDPR states in Recital 71 
that such measures ‘should not concern a child’. 



52 G. Mobilio

since algorithms and AI systems lack self-reflection and social abilities.72 At the same 
time, as far as students are concerned, exposure to purely automated surveillance 
would create a sense of resignation and internalisation of authority which could be 
detrimental to their educational process.73 

However, the danger of uncritically relying on intelligent machines always lurks.74 

In this case there is a risk of overlooking the need for greater awareness on the part 
of both students and teachers. But more importantly, in the case of facial recognition 
errors—as will be clarified in the next Section—the consequence is that humans will 
be prompted to follow the machine’s suggestions, which could lead to mistakes. This 
could be to the detriment of individual students or certain categories of students, 
leading to a misplaced focus of control on them or a negative evaluation of their 
engagement. 

3.4.2.2 Equity and School Inclusiveness 

The second need that the GDPR seeks to address, in accordance with the principle of 
the best interests of the child, is the protection of students, notwithstanding the other 
benefits that may arise from the use of FRTs. This need, in the perspective discussed 
here, is met through the construction of a more equitable and inclusive school.75 

Equity and inclusiveness in a school environment where algorithmic technologies 
are deployed depend mostly on how reliably the technologies operate, i.e. they should 
not produce harmful errors and should likewise not cause discrimination.76 

The use of FRTs in schools is motivated by the assumption that they enable more 
efficient and equal supervision or assessments of pupils. However, there is a growing 
body of literature that directly correlates the accuracy of FRTs with the quality of 
the algorithmic training datasets, i.e. the absence of bias.77 The more biased the  
datasets are—because they do not contain enough high-quality facial images of 
people of a certain gender, age or ethnic origin—the less accurate the recognition of 
the misrepresented people will be, leading to discrimination.78 

Tests carried out on datasets and facial recognition algorithms show that recogni-
tion errors increase exponentially according to the age of the person they are trying 
to recognise.79 From a technical point of view, it is clear that the images of young 
people generate a higher number of false negatives than those of adults, due to the 
rapid growth and changes in facial physiognomy that occur during their development. 
In this case, it is sufficient to compare a facial image taken in youth with images of

72 Xu and Ouyang 2021. 
73 Andrejevic and Selwyn 2020, p. 123. 
74 Article 29 Data Protection Working Party 2017, p. 10. 
75 UNESCO 2019, para 22–24. 
76 Nguyen et al., 2023, pp. 4232–4233. 
77 Zuiderveen Borgesius 2018, p. 17. 
78 Leslie 2020. 
79 Grother et al. 2019, p. 2.  
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the same individual after only five years have passed and the accuracy of recognition 
will be compromised. In general, therefore, it has been demonstrated that the current 
state of technology makes the analysis of images of children under the age of thirteen 
less reliable.80 This is why children need to be overrepresented in the construction 
of training datasets81 , while in the construction of watchlists facial images should be 
refreshed continuously. 

The concern when it comes to minors is also linked to the fact that, more generally, 
black people and females are grossly underrepresented in training datasets.82 As a 
result, FRTs will be less accurate for dark-skinned women than for light-skinned 
men of Caucasian origin, especially if the facial image is not captured under optimal 
conditions (lighting, posture, etc.).83 

As a result, the inaccuracy of FRTs can undermine the hypothetical benefits of their 
use, paradoxically leading to less personalised education, less effective checks and 
less accessible services. Data protection legislation tackles bias and accuracy where it 
states that personal data, also when used to train FRTs or to create watchlists, should 
be ‘accurate and, where necessary, kept up to date’; for this reason, schools wishing to 
employ FRTs must take every ‘reasonable step’ to ensure that ‘personal data that are 
inaccurate, having regard to the purposes for which they are processed, are erased 
or rectified without delay’.84 Accordingly, schools should implement appropriate 
‘technical and organisational measures’ in order to prevent ‘discriminatory effects’.85 

The UK ICO also stressed that ‘to ascertain whether the algorithm is sufficiently 
accurate [the authority using FRTs] should seek information and assurances from 
the supplier about how the algorithm was trained (is the training data sufficiently 
representative?) and what kind of bias testing has been conducted’.86 

However, this objective is not easily achievable, mainly because the search for 
bias or discrimination is not an explicitly mentioned justification for processing 
biometric data.87 As a result, it may be difficult for someone other than the providers 
who develop FRTs to test a training dataset in search of bias, due to the lack of a 
legal ground. Furthermore, it will be difficult to replace or correct systems currently 
in use due to the widespread use of FRTs trained on non-representative data.88 

80 European Union Agency for Fundamental Rights 2018, p. 90. 
81 Han and Jain 2014. 
82 Cook et al. 2019; Merler et al.  2019. 
83 Buolamwini and Gebru, 2018. 
84 Article 5(1)(d) GDPR. 
85 Recital 71 GDPR. 
86 Information Commissioner’s Office 2023. 
87 European Union Agency for Fundamental Rights 2022, p. 26. 
88 Hacker 2018, p. 1150.
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3.5 FRTs in the New AIA 

Data protection legislation offers different levels of protection against the use of 
FRTs in schools: more pronounced in the application of the proportionality principle, 
while it risks being less effective in meeting the best interests principle. However, 
the regulation of AI-based technologies is moving forward, as the EU institutions 
have just approved a new Regulation ‘laying down harmonised rules on artificial 
intelligence’ (so-called AIA). 

The AIA reflects the EU’s effort to develop a coordinated approach to the human 
and ethical implications of AI through a legal framework that addresses the risks 
associated with certain uses of AI. The aim is, on the one hand, to implement a 
trustworthy AI and, on the other, to foster the development of a Digital Single Market 
in the EU.89 

The new regulation employs a risk-based approach,90 distinguishing between 
“Prohibited AI practices”, “high-risk AI systems” and AI systems associated with 
‘transparency obligations’, each associated with different conditions. Therefore, we 
must first examine the conditions under which it will be possible to use FRTs in 
schools according to this regulation. 

Within the first category, since Commission’s proposal, the regulation bans ‘the 
use of ‘real-time’ remote biometric identification systems in publicly accessible 
spaces for law enforcement purposes’, except under specific conditions therein 
provided for.91 However, the final version of the regulation also prohibits the scraping 
of facial images from the internet or CCTV and, more relevant here, the use of 
AI systems ‘to infer emotions of a natural person in the areas of […] education 
institutions’. 

Within the second category of ‘high risk’ systems, the AIA distinguishes between 
‘Biometrics’ and ‘Education and vocational training’.92 In the first case, the regu-
lation considers: biometric identification of natural persons outside the prohibited 
uses; AI systems used for biometric categorisation, according to sensitive or protected 
attributes or characteristics based on the inference of those attributes or character-
istics (evidently outside the school environment). In the second case, the regulation 
considers: AI systems used for determining access or admission or assigning natural 
persons to educational and vocational training institutions; AI systems used for eval-
uating learning outcomes; AI systems used for assessing the appropriate level of 
education that individual will receive or will be able to access; AI systems used for 
monitoring and detecting prohibited behaviour of students during tests. Significantly, 
the regulation does not consider as ‘high-risk’ AI systems intended to be used for 
‘biometric verification the sole purpose of which is to confirm that a specific natural

89 Laux et al. 2024. 
90 De Gregorio and Dunn, 2022. 
91 Article 5 AIA. 
92 Annex III AIA. Article 26(10) also explicitly considers, with some exceptions, AI systems for 
post-remote biometric identification for law enforcement purposes to be ‘high risk’ and sets out 
further conditions for this specific use. 
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person is the person he or she claims to be’. The regime for ‘high risk’ systems is 
inspired by that of the New Legislative Framework and imposes numerous burdens 
on all value chain participants, especially providers before they can place technology 
on the market.93 Providers must demonstrate compliance with such obligations by 
undergoing a ‘conformity assessment’ as an internal control check that, once passed, 
allows the CE mark to be affixed to high-risk AI systems.94 

In the last category of AI systems, the regulation states that ‘emotion recognition 
systems’ and ‘biometric categorisation systems’ (which are also classified as high-
risk) are also subject to ‘transparency obligations’, in the sense of an obligation to 
inform the persons exposed thereto.95 

In sum, based on the examples in Sect. 3.2, the use of FRTs in schools is not 
generally prohibited,96 while in others it is considered as ‘high risk’.97 FRTs are 
‘high risk’ AI systems when they are used: 

to perform security checks in ‘real time’ (i.e., where the capturing of the biometric 
data, the comparison and the identification occur all instantaneously or without a 
significant delay)98 and/or ‘ex post’ (i.e., where the biometric data have already 
been captured, and the comparison and identification occur only after a significant 
delay)99 , other than by law enforcement authorities; in relation to payments or 
attendance verification, if there is a ‘live’ identification coupled with verification; 
to assess student engagement, without inferring emotions, e.g. when analysing 
only facial micro-expressions (but it would be very hard to argue that there is no 
inference of emotion, such as satisfaction, in this case). In this case, schools must 
comply with ‘transparency obligations’. 

The new regulation will coexist with the current data protection legislation. 
However, we need to ask how the two pieces of regulation will coexist. In general, 
it has been observed that the AIA is to be implemented without prejudice to the EU 
data protection acquis, so that the applicability of the latter in its entirety will not in 
any way be affected by the AIA.100 Nevertheless, there may be tensions between the 
two regulatory frameworks that affect the protection of fundamental rights, even if 
they are not explicit. 

In some aspects, the two regulations are expressly related, such as for the 
processing of biometric data in the case of remote biometric identification for 
purposes other than law enforcement.101 In other aspects, the two regulations do

93 European Parliamentary Research Service 2021. 
94 Article 43 AIA. 
95 Article 50(3) AIA. 
96 Despite the Commission’s proposal, categorisation or emotion recognition is now prohibited in 
schools; see Kind 2021. 
97 Kind 2021. 
98 Recital 8 AIA. 
99 Recital 8 AIA. 
100 Mazzini and Scalzo, 2023, p. 14. 
101 Recital 39 AIA. 
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not overlap and are in fact complementary. This is the case with the consent rules, 
which will continue to apply to allow the use of FRTs and the processing of personal 
and biometric data. 

Moreover, through this complementarity, the AIA sometimes creates the condi-
tions to facilitate the enforcement of the GDPR. This is the case of the rules on 
‘transparency and provision of information to deployers’,102 which impose on the 
provider (who develops FRTs) the obligation to provide the user or the deployer (in 
our case schools) with several items of information.103 The information will allow 
the schools to better comply with their own obligation to provide information to the 
students who are subjected to FRTs, in accordance with the GDPR and the best inter-
ests principle. Another case is the risk management system, which must be applied 
throughout the entire lifecycle of a high-risk AI system.104 The aim is to identify, 
analyse, mitigate or eliminate the most likely risks to fundamental rights, with specific 
consideration given to the impact on children.105 This type of assessment could be a 
useful basis for subjecting FRTs to the proportionality test. 

There are also cases in which the AIA and the GDPR do not overlap, but one 
limits the scope of the other. This is the case where the AIA directly regulates FRTs, 
imposing some conditions on their legitimate use and, consequently, setting limits 
on the application of the GDPR. We are referring to the prohibited uses set out in the 
regulation, as well as the many voices that have demanded an extension of the list 
of prohibited uses. The European Data Protection Board (EDPB) and the European 
Data Protection Supervisor (EDPS) have called for a general ban on any use of AI for 
automated recognition of human features in publicly accessible spaces and for cate-
gorising individuals into clusters according to any grounds for discrimination under 
Article 21 CFREU.106 Civil society organisations107 and academics108 have also 
called for a ban on FRTs for non-law enforcement agencies, such as schools, given 
the evidence that they engage in mass biometric surveillance. The EU Parliament 
pushed (unsuccessfully) to include in the list of prohibited AI practices some uses 
of FRTs relevant here, such as ‘real-time’ remote biometric identification systems in 
publicly accessible spaces.109 Here we see a shift in regulatory policy: from a general 
regulation of AI-based technologies to the regulation of a specific type of technology. 
It is the AIA in itself that balances the different freedoms and interests at stake, on 
the assumption that, in the case of FRTs and education or minors, there can be an 
absolute presumption of disproportionality and an excessive sacrifice of the child’s

102 Article 13 AIA. 
103 Such as the level of accuracy, robustness and cybersecurity; risks to fundamental rights; perfor-
mance as regards the persons or groups of persons on which the system is intended to be used; 
relevant information in terms of the training, validation and testing data sets. 
104 Article 9(2) AIA. 
105 Article 9(8) AIA. 
106 EDPB and EDPS 2021. 
107 EDRi 2021. 
108 Smuha et al. 2021. 
109 European Parliament 2023. 
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interests. However, the legislator should be aware of the risk that the regulation may 
soon become obsolete, given the rapid development of biometric technologies in 
recent years. 

Finally, we must consider the cases in which the AIA and GDPR overlap. Here the 
problem lies, first and foremost, in the difficulties of interpretation that arise from the 
possible lack of connection. Just think of the different definition of ‘biometric data’, 
which the GDPR defines as data resulting from (i) specific technical processing of (ii) 
personal data relating to the physical, physiological or behavioural characteristics, 
with the aim of (iii) uniquely identifying a person, while the AIA omits the purpose of 
identification.110 However, such a lack of connection risks, above all, weakening the 
protection of students against FRTs. For example, there is an increase in protection 
where the AIA provides for the requirement of human oversight,111 specifically where 
it states that two individuals must verify and confirm facial recognition matching, 
having been enabled by the measures adopted to correctly interpret the system’s 
output and decide whether to disregard, override or reverse it: here the AIA establishes 
a framework that lends substance to the meaningful human involvement required by 
the GDPR,112 again in accordance with the best interests principle. 

In other parts of the regulation, the enhancement of the protection of fundamental 
rights risks being more apparent than effective, as in the case of data quality and bias. 
The AIA recognises that the technical inaccuracies of FRTs can lead to biased results 
and entail discriminatory effects due to the age of people.113 Therefore, training, 
validation and testing data sets should be subject to appropriate data governance 
and management practices, to ensure that they are relevant, representative, free of 
errors and complete.114 Datasets will consider the specific geographical, behavioural 
or functional setting within which FRTs will be used.115 Bias monitoring, detection 
and correction will be separate justifications for the processing of sensitive categories 
of personal data as part of the measures taken to ensure compliance with the quality 
standards for ‘high-risk’ AI systems.116 

Compared with the generic provisions of the GDPR, the requirements set forth by 
the AIA are more precise. However, we should not forget that the enforcement of the 
new rules is left up to providers, leaving them too much discretion in the assessment of 
‘adequacy’.117 In addition, requirements such as ‘error-free’ or ‘complete’ can almost 
never be fully met in a large-scale AI training dataset without setting a qualitative 
threshold.118 This threshold is particularly problematic if it is to be parametrised for 
minors, because of the difficulties outlined in Sect. 3.4.2.

110 Article 4(1)(14) GDPR and Article 3(1)(34) AIA. 
111 Article 14(5) AIA. 
112 Mazzini and Scalzo, 2023, p. 15. 
113 Recital 32 AIA. 
114 Article 10(3) AIA. 
115 Article 10(4) AIA. 
116 Article 10(5) AIA. 
117 Smuha et al. 2021, p. 24. 
118 Hacker 2021, p. 298. 
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The last example suggests that the AIA could include more specific provisions 
for minors—such as those found in the GDPR—consistently with Recital 48 of the 
regulation, which recalls children’s rights according to Article 24 CFREU and the 
UN Convention on the Rights of the Child, ‘both of which require consideration of 
the children’s vulnerabilities and provision of such protection and care as necessary 
for their well-being’. 

3.6 Conclusions 

AI-based technologies are becoming increasingly widespread in education. FRTs, in 
particular, deserve special consideration. The many uses that these biometric tech-
nologies can find are accompanied by just as many significant concerns. This type 
of surveillance can have a direct impact both on the construction of the educa-
tional system and on the development of the school-age children. The protection of 
the fundamental rights of minors is supposed to be guaranteed by data protection 
legislation. The analysis has attempted to show how this legislation offers a very 
high threshold of protection, if the principle of proportionality is applied, in that it 
is designed to prevent the use of FRTs in schools for purposes that could well be 
achieved by other means. On the other hand, this legislation runs the risk of not really 
meeting the requirements underlying the principle of the best interests of the child, 
namely to ensure greater awareness among pupils and equity in the school system. 
In the light of these considerations, attention needs to be shifted to the AIA, to assess 
whether this regulation not only seeks to maintain the level of protection of personal 
data legislation, but also helps to remedy some of its limitations, in the event that 
FRTs find their way into schools. In the near future, therefore, it will be crucial to 
read the two regulations in an integrated way. 
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