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Chapter 1

Introduction

The Internet of Things (IoT) is a network of interconnected devices and
objects spanning various domains, including smart homes and industrial en-
vironments. Machine learning (ML) technologies often enhance this ecosys-
tem, facilitating transformative potential through automation, real-time data
processing, and e�cient resource management. By optimizing processes, ML
algorithms provide solutions that address data management, predictive an-
alytics, anomaly detection, and cybersecurity. In industrial contexts, ML
contributes to predictive maintenance and operational e�ciency, while in
networking, it enhances tra�c analysis and threat detection. The applica-
tion of ML enables IoT systems to adapt to evolving challenges, thereby
improving resilience.

However, the implementation of these technologies presents challenges.
Hardware and software limitations frequently vary by application �eld, and
the successful adoption of standard data models depends on widespread ac-
ceptance. Moreover, the proposed ML approaches are typically tested o�ine,
which may not fully represent the complexities of real-world scenarios. This
thesis investigates e�ective machine learning techniques within industrial
and networking contexts to improve data management and enhance security
by analyzing large datasets and adapting to changing patterns. Emphasis is
placed on the necessity of data model standards for e�cient data 
ow man-
agement, interoperability, and scalability. Additionally, the focus is directed
toward deploying machine learning-based solutions for malware detection,
highlighting the importance of addressing data constraints.
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2 Introduction

Contributions. I introduce a novel tool that facilitates the seamless inte-
gration of new devices into existing networks, enabling a scalable and adapt-
able IoT infrastructure that supports diverse and dynamic devices. Build-
ing on this infrastructure, I employ Federated Learning as a decentralized
approach to malware detection, leveraging the distributed nature of IoT to
enhance security across devices while reducing variability in threat identi�ca-
tion. To optimize these methods, I propose an approach for determining the
minimum sample size needed for multi-class classi�cation, ensuring e�cient
resource use without compromising classi�cation performance. Additionally,
I develop a Di�usion Probabilistic Model to generate synthetic tra�c-based
images for data augmentation, providing robust support for tra�c analysis
in cybersecurity contexts through enhanced data diversity. The robustness
of this model will instill con�dence in its ability to enhance data diversity.
Together, these contributions create an integrated framework that addresses
core challenges in IoT systems, signi�cantly improving their reliability and
resilience for real-world applications.

Limitations. In this work there are some limitations that are worth men-
tion. The adoption of standard data models may prove ine�ective without
widespread acceptance within the industry. The proposed machine learning
approaches depend on o�ine testing, which may not fully encompass the
complexities of real-world scenarios. Additionally, concentrating on speci�c
deployment aspects, such as prioritizing model stability over accuracy, may
restrict broader applicability. Future work should address these limitations
by exploring diverse deployment scenarios, conducting real-time testing, and
re�ning techniques to enhance adaptability and scalability across Internet of
Things applications.

Structure. The structure of the thesis is as follows. In Chapter 2, the
literature review covers IoT architecture, the importance of standardization,
and the existing security malware, including the role of Machine Learning in
risk mitigation. Then, Chapter 3 presents an automatic IoT device harvest-
ing system using an open-source platform, detailing its architecture, device
registration processes, and validation experiments. In Chapter 4, Federated
learning is introduced as a decentralized solution for IoT malware detec-
tion, with a methodology involving data pre-processing, model selection,
and performance evaluation. Chapter 5 also addresses attack classi�cation
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in low-information environments, tackling challenges related to limited data
availability, and proposes innovative solutions to enhance IoT security. Fi-
nally, the work is thoroughly validated through experiments, o�ering reas-
surance about the practicality and e�ectiveness of the proposed solutions for
more secure, scalable, and e�cient IoT systems. The collaboration works are
brie
y presented in Chapter 7 and comprehend a study on Active Magnetic
Bearings and fault recognitions. The conclusions are presented in Chapter 8.
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Chapter 2

Literature review

With the increasing ubiquity of smart devices in our daily lives,
the need for a new app is becoming a norm each time we connect
to a new device. Statista's research department predicts that a
staggering 75 billion devices will be connected to the Internet by
2025. However, the need for a uni�ed control dashboard for man-
aging these devices poses the risk of downloading unsafe apps. In
essence, installing a new device is not only clunky but also opens
the door to potential data theft by malicious users.
The following chapter focuses on these points and is a gentle in-
troduction to the Internet of Things (IoT). It explains the open
challenges and issues, focusing on security and how to address
them.
In the �rst section, pragmatic and theorized examples exploit the
problem of the lack of standards inn standard is also IoT and
suggest ways to address it. The Europea introduced as a pos-
sible open-source solution. The chapter's �nal section exploits
machine learning's promising potential for IoT security in real-
world applications. It introduces anomaly detection techniques
and more advanced methods, such as data augmentation, instill-
ing hope for the future of IoT security.

5



6 Literature review

2.1 Internet of things

The most appropriate way to de�ne the Internet of Things is by the ISO/IEC
20924:2024 vocabulary:

infrastructure of interconnected entities, people, systems and information
resources together with services which processes and reacts to information
from the physical world and virtual world [61].

The above de�nition can be adapted as an environment with a large num-
ber of heterogeneous connected objects using several connectivity technolo-
gies such as ZigBee, WIFI, near-�eld communication (NFC), etc [4]. This
de�nition includes connected cars, intelligent assistants, connected medi-
cal devices, airplanes, personal computers, smartphones, smart refrigerators,
etc [45].

Additionally to the devices, the whole IoT platform and infrastructure
(cloud services, software, etc.) are also in scope. This kind of technology
is strictly related to the topics of Industry 4.0 (the Fourth Industrial Rev-
olution); hence, the term Industrial IoT arises here. It refers to connected
devices in an industrial and production environment, and then it was de-
�ned as a paradigm shift towards digitalized, integrated, and smart value
chains enabling distributed decision-making in production by incorporating
new cyber-physical technologies such as IoTby the European Union Agency
for Cybersecurity (ENISA) [75].

The increasing presence of IoT in everyday tasks and the rapid growth
of related technologies are automatizing the world scenario to improve the
quality of human lives. That also enables the Internet-connected devices to
connect together for di�erent applications [112]. Hence, these objects are
often small devices with low computation capacity and no standard security
system, and they could implement their own protocol. Consequently, they
need some manipulation or tool to become part of a pre-existing environ-
ment and implement protection against malicious attacks. These criticisms
became the center of interest and must be studied and resolved due to the
increasing presence of IoT devices. Fortunately, many researchers contribute
to designing and developing protocols for di�erent IoT �elds. Also, Secure
authentication is provided for di�erent nodes or devices in a hierarchical IoT
network. The following subsections exploit the IoT layers to better under-
stand this work's contribution and the complex nature of the IoT's work.
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Figure 2.1: A generic representation of the whole IoT Stack, from the single
device to the business layer, where the decisions are taken.

2.1.1 IoT stack

Based on the Service-Oriented Architecture (SOA) model, I propose the
following stack models dedicated to the Internet of Things (IoT) ecosystem,
spanning from the physical layer to the logic and business processes. This
model integrates the technology, equipment, and components necessary for
an IoT solution to function e�ectively, merging certain layers of the SOA
while excluding others. It comprises seven layers presented in 2.1.

The physical layer gathers device data and converts it into digital signals
using various sensing technologies such as Radio Frequency Identi�cation
(RFID), WSN, and the Global Positioning System [30]. Nanotechnologies
and embedded intelligence can equip the devices with essential computing
power. This allows the sensors and actuators to meet the operational re-
quirements of the applications.

The gateway layer transfers data (as packets) between hosts connected to
the physical layer. It handles packet boundary delineation, frame synchro-
nization, sender and recipient addresses management, error detection in the
physical media channel, and collision prevention [31]. It includes all network
equipment, such as switches and routers, necessary for proper Third Gener-
ation (3G), Fourth Generation (4G), Fifth Generation (5G), Wi-Fi, infrared
technology, ZigBee, and communication and routing protocols.
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The network and protocol layer facilitates end-to-end reliability and com-
munication across multiple networks. It ensures the correct order of data
packet delivery, mitigates network congestion and multiplexes, maintains
data integrity, and guarantees the reliability of transmitted data. This layer
is crucial for system security, as it manages platform data and must ensure
user safety [80]. Its logic parallels that of the data link layer, di�ering pri-
marily in its ultimate goal: ensuring reliable data delivery between directly
connected devices within a local network segment.

Once the data are in the systems, they have to be stored and ready to be
analyzed. This is the role of the platform layer, which harvests all di�erent
devices and brokers, making the data homogeneous concerning a protocol
or standard [43]. Ideally, This layer can recognize devices' interfaces, collect
these data, and give them as input to the application layer.

The application layer is fundamental to all operations of IoT data; with-
out it, the user cannot read and analyze the data. It is the front end of IoT
architectures, and it provides the interfaces and tools needed to build IoT
applications, such as those for smart homes, intelligent transportation, smart
health, etc. The application layer can have di�erent protocols; the most used
are Message Queue Telemetry Transport (MQTT), Constrained Application
Protocol (CoAP), Advanced Message Queuing Protocol (AMQP), HTTP,
and Extensible Messaging and Presence Protocol (XMPP) [67].

The �nal logical business layer is not commonly explicit but includes
the interaction between humans and things. It concerns users who need to
make decisions or take other actions based on the data collected from various
devices and apps.

The complexity of this type of ecosystem and the challenge of integrating
di�erent devices with di�erent protocols or models make it necessary to study
and analyze the platforms. The next subsefollowingn discusses this topic and
provides a technical explanation of what a standard is and what it signi�es
in this environment.

2.1.2 Why do we need standards?

The standard plays a crucial, valuable, and user-friendly role in the Inter-
net of Things experience. As we saw before, a device can adopt several
protocols; often, di�erent tasks have di�erent optimal protocols. As the
number of devices from various manufacturers continues to grow, ensuring
that they cak together reliably, at scale, and securely becomes increasingly
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challenging. Standards play a crucial role in addressing these challenges by
de�ning how devices communicate, exchange data, and operate within the
larger ecosystem. [91].

Platforms such as FIWARE, with their open-source approach and stan-
dardized components, provide an ideal framework for creating intelligent ap-
plications that meet these requirements. This framework has been evolving
for nearly a decade with substantial support from the European Commission.
This support has been materialized through funding several projects aimed
at both the development and enhancement of the platform (e.g., FI-WARE,
FI-Core, FI-Next, SmartSDK) and the deployment of pilot projects (e.g.,
City Platform as a Service - CPaaS.io, frontierCities, Fiware4Water).

Step back to what a standard is; a good concept to start with is interop-
erability. This means that a device should be able to communicate e�ectively
within a network, even if it has di�erent hardware and software architectures.
Interoperability is crucial for IoT, and standards like FIWARE's NGSI API
ensure that data can be shared and utilized across various platforms and
devices, regardless of origin [69]. Furthermore, a variable number of devices
are part of the network, so scalability is important. Standards ensure that
systems can expand without signi�cant reengineering e�orts [53]. For in-
stance, FIWARE's standardized data models and APIs enable developers
to easily integrate new devices and applications without compatibility con-
cerns, allowing systems to grow seamlessly. The ease of use and multiple
access should not be mistaken for a lack of safety. Security is extremely
important, especially when IoT is used in a healthcare system and han-
dles sensitive data. This chapter later explains that standardized security
protocols are crucial to prevent vulnerabilities and protect IoT ecosystems
from cyber threats. This is also important regarding reliability, particularly
in mission-critical applications such as healthcare or industrial automation.
Standards establish performance benchmarks, ensuring that devices and sys-
tems meet speci�c reliability criteria [16]. This provides that the information
shared between devices is precise and reliable, which is essential for preserv-
ing the security of IoT networks. Uniform encryption, authentication, and
data transmission standards, such as those implemented within FIWARE,
reduce the likelihood of security breaches.

From an industrial perspective, there are other important considerations,
such as the cost e�ciency of maintaining the ecosystem and ensuring data
consistency. Maintaining consistency in how the data is formatted, stored,
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and interpreted is crucial, especially in a world where various sensors and
devices generate data. For example, by adopting open data standards like
FIWARE, developers can reduce costs using reusable components and pro-
tocols. This, in turn, reduces the time and resources needed for integration,
maintenance, and updates, resulting in more cost-e�ective IoT solutions. It
also ensures that data from di�erent sources can be interpreted uniformly,
enabling more accurate and reliable analysis. In conclusion, in an increas-
ingly interconnected world, the success of IoT systems depends on the abil-
ity of di�erent devices to communicate, scale, and operate securely. We see
how FIWARE promotes interoperability, scalability, security, and reliabil-
ity standards to ensure the long-term sustainability and growth of the IoT
ecosystem. Integrating platforms like FIWARE with global IoT standards
not only simpli�es development and reduces costs but also drives widespread
adoption, enabling the creation of smart, connected solutions across various
industries. The following section focused only on security and how machine
learning algorithms can help with this aspect.

2.2 Security in IoT

The proliferation of IoT has precipitated the emergence of substantial se-
curity vulnerabilities in both domestic and industrial contexts. In addition,
the complex nature of the Internet of Things (IoT) makes it susceptible to a
diverse array of attacks, with each architecture layer vulnerable to a distinct
set of threats. To illustrate, the physical layer is susceptible to manipulation,
data falsi�cation, and physical assaults [117]. Conversely, the network layer
is vulnerable to compromises such as man-in-the-middle attacks, denial-of-
service (DoS) attacks, and data interception [63]. Furthermore, the applica-
tion layer, which interacts with end-users, is particularly susceptible to at-
tacks on data privacy, authentication weaknesses, and unauthorized control
of devices [85]. The conventional security measures are badly suited to ad-
dress the distinctive attributes of IoT systems, including constrained device
resources, extensive deployments, and heterogeneous architectures [59]. For
this reason, traditional security measures, such as robust encryption, need
too much calculus power and memory to be e�cient on the devices [6]. Addi-
tionally, the vast number of devices involved in IoT ecosystems complicates
scalability [53], and the same is done by centralized security mechanisms,
which still make the network busy [37]. The diversity of devices in terms of
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their hardware, software, and communication protocols presents compatibil-
ity challenges, as shown above, and makes it di�cult to implement consistent
security policies. Privacy is also a signi�cant concern when using these tech-
nologies. IoT systems gather large amounts of personal and environmental
data, which can create vulnerabilities if not securely managed [87]. There-
fore, it's essential to ensure secure communication and data integrity across
all layers to uphold the overall security of IoT systems.

Machine learning (ML) is a suitable solution to address these kinds of
issues. It also allows for the detection of anomalies, adaptation to evolving
attack patterns, and real-time protection of devices. Alongside ML, tech-
niques like data augmentation and advanced malware detection models have
proven to be e�ective tools for addressing threats in IoT systems. This sec-
tion examines malware detection challenges in IoT security, focusing on ML
techniques that enhance traditional security systems.

2.2.1 Malware detection

The �eld of malware detection is extensive and encompasses numerous case
studies. Malware attacks increasingly threaten both the IoT and traditional
systems [13].

The literature contains several strategies for addressing this issue, which
are collected, explored, and classi�ed due to the heterogeneity of the prob-
lem and the available solutions. Machine learning techniques can help to
analyze dynamics and memory by generalizing tasks with relevant data.
Nascita's study shows that using customized data for IoT to feed an ML
model improves performance [78]. This is also supported by [64], who
demonstrate how to mitigate damage to IoT devices by intelligently identi-
fying both known and emerging IoT malware. They achieve this by analyzing
various device properties, converting them into images, and using dynamic
analysis. However, these studies often overlook important factors such as
the high cost of collecting extensive datasets, the scarcity of available data,
and the excessive tra�c generated by these approaches. In this paragraph,
these issues are discussed, and the most advanced solution is presented to
highlight the challenges and considerations.
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Figure 2.2: A simpli�ed representation of IoT system. The devices are low-
powered, so the ML classi�er is installed on the gateway to enhance the
environment's security.

Federated Learning

Figure 2.2 illustrates how the IoT ecosystem in a cloud environment, this
integration presents a complex challenge, such as the privacy aspect or the
more speci�c network issues [1]. To address these, a decentralized model
should be considered over a centralized model to mitigate data exchange
and communication channel availability issues. Federated Learning (FL)
techniques o�er a solution to this challenge by ensuring privacy [106]. These
techniques enable machine learning model training on the device and only
exchange parameters with the server without sharing the user's information.

An example of FL applied to an IoT network is [89]. The authors present
a model where the federated approach prioritizes participant privacy while
achieving results comparable to those of centralized models. The authors also
investigate the safety and robustness of this approach and demonstrate that
the baseline model aggregation averaging step is highly vulnerable to attacks,
even with a single adversary. However, they do not consider the impact on
the network or analyze the comparison regarding the results' variance.

Another reason to consider decentralized methods over centralized ones



2.2 Security in IoT 13

is the challenge of combining anonymized data from heterogeneous and dif-
ferently shaped data sources. Anonymized data alone cannot ensure equal
client distribution, and a centralized model may face di�culties in handling
the non-independent and identically distributed (non-IID) nature of device
data. As a result, this can lead to potential bias and reduced accuracy
during model training. In this situation, clients may be unreliable and expe-
rience higher failure rates or dropouts due to their dependence on less robust
communication media, such as Wi-Fi, and power-constrained systems, such
as smartphones and IoT devices. Taheri et al. [109] suggest a novel feder-
ated learning approach to address privacy, robustness, and model training
concerns when dealing with non-IID data. Still, they focus our work exclu-
sively on the ML model aspects and do not consider the environment. For
interested readers, [86] comprehensively analyzes various FL methodologies
that apply to IoT systems. Additionally, reference [114] outlines potential
research topics.

Adversarial training

Adversarial training is a powerful technique that leverages the concept of
training a model by pitting it against another model. Here's an example: one
model (the generator) tries to create realistic forgeries (adversarial examples)
that can deceive another model (the discriminator) into misclassifying them.
In response, the discriminator constantly trains to improve its ability to
detect these forgeries. This ongoing competition between the two models
strengthens both. The discriminator becomes skilled at identifying subtle
variations in the data that could otherwise confuse it in real-world scenarios.
While powerful, adversarial training can be computationally expensive and
complex to implement.

Let us now examine the potential applications of this technique in the
context of malware detection. In their study, Shaukat and colleagues pro-
posed a novel method that merges static and dynamic analysis for enhanced
detection [97]. This approach involves visualizing malware as an image,
extracting key features using deep learning, and then classifying it with ma-
chine learning. This not only eliminates the need for complex manual feature
engineering but also achieves high accuracy on benchmark datasets. The
authors additionally propose data augmentation techniques to address data
scarcity and improve the generalizability of their method. Overall, this re-
search o�ers a promising and e�cient solution for the ongoing battle against
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malware.
Another illustrative example is provided in [52]. The authors introduce

a novel approach that addresses the limitations of existing methods, which
were unable to e�ectively handle the distinctive characteristics of malware
data (e.g., its binary nature) and preserve the functionality of malware after
manipulation. The study also examines potential defensive strategies in-
spired by computer vision, demonstrating the potential for mitigating these
adversarial attacks.

Lack of data

The cornerstone of machine learning's success is its ability to extract knowl-
edge from data and e�ectively apply that knowledge to entirely new situa-
tions. This learning process requires a delicate balancing act. Traditionally,
there has been a direct correlation between the amount of data a model is
exposed to and its performance. However, this is not a case ofbigger is
always better. Complex models, often characterized by a large number of
parameters, can become overly dependent on the features of their training
data, leading to a phenomenon known as over�tting. An over�t model per-
forms well on data that is already known, but it fails to generalize to data
that has not been seen before. In the state of the art, increasing the number
of data points is a key strategy to combat over�tting. As shown in [122],
with a greater number of data points, the model encounters a wider spec-
trum of patterns and learns a more robust representation of the fundamental
relationships at play. This enables it to distinguish between features that
are generally applicable and those that are speci�c to the training set.

However, there is no universal approach to determining sample size. Sev-
eral factors must be considered, including the inherent complexity of the
model. Models with fewer parameters and a simpler structure may perform
well on smaller data sets, as evidenced in [51]. Conversely, complex models
with a large number of parameters require signi�cantly more data to avoid
over�tting. Recent research suggests that surprisingly small data sets may be
su�cient for certain tasks and architectures. Studies have demonstrated that
with carefully selected models and appropriate training techniques, as few
as 15,000 data points can be su�cient to achieve adequate performance [8].
Furthermore, in biological research, the lack of data is a signi�cant issue,
so it is straightforward to identify di�erent methods to discover an appro-
priate sample size without encountering an over�tting problem. In [96], the
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authors investigate the impact of separate sampling, where data points for
classi�er construction are collected from two phenotypes with predetermined,
non-random class sizes. Through simulations with synthetic and real data,
the research identi�es the detrimental e�ects of separate sampling, proposes
a sample-based mini-max sampling ratio, and extends classical population-
based mini-max sampling ratios to arbitrary distributions for improved clas-
si�er design. Another example is [41]; this paper discusses the critical in
u-
ence of testing set size on accuracy assessment and comparison in classi�-
cation evaluations. It highlights the potential impact of using inadequately
sized samples and emphasizes the importance of statistical principles in sam-
ple size determination to control for Type II errors and ensure meaningful
accuracy assessments and comparisons. It also provides guidelines for speci-
fying e�ect size, signi�cance level, power, and con�dence limits to e�ectively
design studies, avoid underpowered analyses, and improve the interpretation
and richness of classi�cation evaluation results.

The aforementioned techniques are not readily comprehensible or imple-
mentable. Consequently, augmenting the sample size represents a straight-
forward approach, although it is not always feasible. Data collection can
be time-consuming, costly, or even impracticable in certain scenarios. In
such instances, state-of-the-art techniques such as adversarial training and
data augmentation can be employed. These methods o�er ingenious ways to
leverage existing data more e�ectively and improve model robustness, even
with limited datasets.

Data Augmentation

The �eld of data augmentation is in a state of constant evolution. It involves
the arti�cial expansion of the dataset through the application of random
transformations to existing data points. Traditionally, these transformations
can include simple geometric operations such as 
ips, rotations, and scaling,
or more complex manipulations. By creating variations of existing data,
this method helps the model become more invariant to minor changes in
the input data. This, in turn, improves the model's ability to generalize to
unseen examples. Data augmentation is particularly valuable in the context
of limited datasets, as it introduces a degree of arti�cial diversity that the
model can learn from.

In [26], the authors propose a method that combines Convolutional Neu-
ral Networks (CNNs) and Long Short-Term Memory (LSTMs) networks to
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e�ectively handle the high variance in daily energy consumption caused by
various external and internal factors and address a binary classi�cation of
malware tra�c data, also employing tra�c-based images. These approaches
incorporate multiple data and metadata types to introduce redundancy in
the dataset. These studies con�rm how the best prediction results are strictly
related to the amount and diversity of data in a domain where they are often
unavailable. Given its importance, a method that explores how to achieve
high-accuracy results while reducing the amount of collected data in IoT
Malware detection was still missing. The literature suggests several valuable
techniques for addressing this lack of data, and data augmentation repre-
sents a particularly e�ective and constantly evolving approach. An example
is [11], where the authors utilize a machine learning method to categorize
images based on their malware tra�c patterns. The research introduces a
novel convolutional neural network (CNN) design incorporating dilated con-
volution operations, channel squeezing, and boosting to detect IoT-speci�c
malicious patterns. Additionally, the study applies a simple data augmen-
tation method like image rotation, which proves to be less e�ective in this
scenario, as the images do not have a natural directional orientation. A
more interesting example that combines generative methods and other deep
learning approaches to achieving high levels of accuracy is shown in [2].

While their �ndings indicate that GANs could improve detection perfor-
mance, GAN-generated tra�c images still produce a high false negative rate.
In fact, the synthetic images closely resemble the distribution of the original
samples and fail to introduce su�cient noise into the training set to achieve
a better generalization.

Its authors investigated the potential of Generative Adversarial Networks
(GANs) and Variational Autoencoders (VAEs) to improve malware tra�c
classi�cation. These models can generate synthetic malware samples, which
can be integrated into the training process. The �ndings suggest that GANs
may be suitable for generating synthetic training data, potentially improving
malware detection performance, despite their work showing that using GAN
arti�cial images does not improve the baseline or the False Negative rate.
That happens because these images do not introduce enough noise in the
train set but generate a con�guration similar to the original ones.

To achieve realistic tra�c-based images and identify tra�c pro�les, the
author of [65] introduced the stable di�usion model to augment data. They
demonstrated how pro�le detection improves by changing the generative
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model and using a text-to-image model. Thus, their analyses require a dou-
ble data set preparation: one for the RGB images and one for the stable
di�usion model prompts. However, this remains an interesting example of
how the denoising models can improve image generation, but the cost of the
process should be considered. This leads to the idea of using the Denois-
ing Di�usion Probabilistic Model (DDPM) as an image-to-image generative
approach. This method provides a powerful tool for generating high-�delity
images and o�ers a more precise result in terms of Fr�echet inception distance
(FID) compared to GANs [56,107].



18 Literature review



Chapter 3

Automatic harvesting of IoT
devices in an open sources
platform

This chapter discusses the lack of standards in the Internet of
Things (IoT), focusing on the case study of Snap4City. This
open-source IoT platform, designed for Smart Cities and Indus-
try 4.0, facilitates the integration of new brokers and devices into
extensive ecosystems. I employ Snap4City's terminology to dis-
tinguish between internal brokers (those managed directly by the
platform) and external brokers (those managed by third parties).
The platform controls internal brokers, while third parties man-
age external brokers. Both types of brokers can provide multiple
services (multi-service) and accommodate numerous tenants si-
multaneously (multi-tenant), thereby ensuring e�cient resource
management. They are designed to protect client con�dentiality
while maintaining data isolation in a multi-tenant environment.
Additionally, these brokers can manage and process various data
models, supporting various data structures and formats.
The interoperable management of these complex networks is a
dynamic process that begins with the registration of IoT devices.
This process is ongoing, mirroring the continuous evolution of
IoT networks. To e�ectively manage all objects, Snap4City de-
�nes the IoT Directory as a collection of automated tools that
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streamline the registration process. This directory harvests and
organizes devices managed by external brokers' single or multi-
tenant services. It also automates the registration and manage-
ment of Data Models, including custom Data Models.1 2

3.1 Introduction

The Internet of Things (IoT) de�nes a paradigm for the computation and
communication among things that everyone uses more and more daily [47]. It
is due to the intense deployment campaign worldwide about Low-Power Wide
Area Network technologies [76]. Nowadays, the real world and IoT devices
are integrated with some humans in the loop. Communication among devices
may support various protocols (e.g., Message Queue Telemetry Transport or
MQTT, Next Generation Service Interfaces or NGSI, Advanced Message
Queuing Protocol or AMQP, Constrained Application Protocol or CoaP);
thus, the cloud-fog infrastructures are exploited, as well as the management
of the information [123]. In terms of data management, the complexity is
growing, not only for the huge amount of data but also for the need for inter-
operability and abstraction. The Gateway concept is relevant to managing
IoT devices into an IoT Platform . It may be integrated with one or several
IoT Brokers to send/receive data to/from devices. The Gateways and its
IoT Brokers are typically based on a single protocol and managed by third
parties as a public service for several customers interested in the same area
(for example, LoraWAN services [3]). A Gateway may abstract from the
IoT Broker level, managing them for multiple organizations/tenants (which
can be regarded as customers of Gateway services to manage severalIoT
Devices ) via some API and/or Web user interface. Typical IoT Brokers
are capable of managing only one organization. Thus, they are single-tenant
in the sense that they broker messages using the topic concepts (which can
be regarded as the key for subscription) without any internal partition of
services as a sort of family of devices and subscriptions. Some IoT Brokers

1This chapter has been published as \Automating Heterogeneous Internet of Things
Device Networks from Multiple Brokers with Multiple Data Models" in Global IoT Sum-
mit .

2Acknowledgments: The authors would like to thank the MIUR, the University of
Florence, and the companies involved for co-founding the Herit-Data project. Km4City
and Snap4City (https://www.snap4city.org ) are open technologies and research of DISIT
Lab. Sii-Mobility is grounded and has contributed to the Km4City open solutions.



3.1 Introduction 21

can be multi-tenant, such as the FIWARE Orion Broker , which provides
a partition of the devices in groups, and each of them may have a dedicated
service/path for a speci�c scope (or of a speci�c customer). Furthermore,
devices of di�erent tenants could exist physically in di�erent places (even
having identical IDs), and the subscription to the broker's tenant may imply
getting all messages/services in the partition. That is feasible only if the
subscriber knows the identi�er of the service path and, in the cases of access
control, has the grant to access the services. The complexity of IoT Plat-
forms grows with the need to manage multiple IoT Brokers, which can be
managed by third parties di�erent from the IoT Platform manager, i.e., IoT
External Brokers , and/or directly managed by the IoT platform tools, i.e.,
IoT Internal Brokers , can be adopting di�erent protocols, formats.

For the IoT External Brokers, the entities (IoT Devices) are directly
registered on the IoT Broker, which is not under the control of the IoT Plat-
form. Thus, the IoT Platform does not know the IoT Device data structure
nor the composition of messages and services. Most of the IoT Platforms
neglect these interoperability and integration aspects and provide simpli�ed
solutions. They do not care about internal/external brokers; they provide
the possibility to set up end-to-end solutions with some restricted usage,
for example, using only internal brokers they provide. Thus, AWS IoT by
Amazon (AWS) [14] and Siemens MindSphere [101] make the broker struc-
ture transparent to their users unless they buy a speci�c add-on. While IoT
Platform like Google IoT Cloud (Google IOT) [50] shows the Broker archi-
tecture but allows the usage of only one kind of protocol (e.g., MQTT). At
least, solutions like MS Azure IoT (MS Azure) [77] or IBM Watson [60] are
more 
exible. MS Azure does not provide to cluster their objects, in other
words, supporting only one organization on broker; the IBM solution does
not allow the connection of External Brokers.

In summary, most of the solutions provide simple scenarios and mainly
assume to have customers starting to use their solution from scratch (on
cloud or on-premise), o�ering limited capabilities to integrate the platform
with legacy IoT Broker and Networks deeply. Nevertheless, all of them
can connect to other IoT Brokers and Networks using REST Call on API.
In those scenarios, the third-party brokers are not directly connected and
not managed regarding IoT Device registration, subscription, data storage,
search, etc. Di�erent IoT Devices connected to the same broker adopt the
same protocol and may use various data models. If the message format is
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based on JSON, the corresponding schema may be de�ned and used for val-
idation, while variables/attributes can be di�erently de�ned. For example,
FIWARE Orion Broker adopts the NGSI protocol to manage the so-called
Smart Data Models from which IoT Devices can be templated out [102].
The IoT Platform or Gateway must recognize and manage theseIoT De-
vice Models (registering, processing, producing, storage, etc.). In the case
of IoT External Brokers, the IoT Platform may not know the IoT device
models nor the identity (topic) of the External IoT Devices. Hence, at the
arrival of a message from an unknown device (which can partially provide
information in its body, typically not the metadata, since most of the devices
minimize the data transmission), the IoT Platform is not in the condition
to register the device, and neither to correct link the message to the former
devices. Thus, the devices and messages are easily managed when a new
external device is added to the IoT Platform if the data model adopted is
known. In other words, if the IoT Platform knows the data model adopted
by a device, it is easier to identify the data structure. So, it could automati-
cally manage the relationships among data entities and verify coherence. For
all these reasons, the Data Model concepts and formalisms are crucial.

In this chapter, the problems mentioned above and other aspects have
been addressed in order to design and implement a solution for leveraging IoT
network interoperability and the management of data models. To this end,
Snap4City o�ers the IoT Directory concept and tool [28]. The IoT Directory
supports (i) Internal and External brokers, (ii) the automated registration of
devices managed into External Brokers' single- or multi-tenant services, (iii)
automated registration by harvesting and reasoning of IoT Devices compliant
with standard models such as FIWARE Smart Data Model, and any custom
Data Model in Snap4City IoT Device Model providing a formal semantic
de�nition of attributes.

The chapter is organized as follows. Section 3.2 presents the major re-
quirements for the data model and broker interoperability in IoT Platforms.
Section 3.3 shows the role of IoT Directory in IoT architecture for managing
internal/external brokers with the aim of automated registration, manage-
ment vs data models, and formal de�nition of their attributes. In Section 3.4,
some details regarding the validation of the solution are reported. The vali-
dation included verifying the processing timing and giving a general numeric
KPI about the shape of the entities.
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3.2 Requirements analysis

This section lists and comments on the requirements an IoT Platform for
IoT Network management and exploitation should satisfy. They have been
identi�ed in the context of workshops, conventions, and analysis for devel-
oping and using the Snap4City platform covering smart city and Industry
4.0 domains. The requirements for the IoT Platform are presented inlogical
order as follows. The following list of requirements also refers to a set of
well-known platforms: AWS, Google IOT, MS Azure, Siemens MindSphere,
and IBM Waston. Therefore, an IoT Platform should provide support to:

1. Manage di�erent kinds of IoT Brokers, IoT Devices, and IoT
Edge Devices. They should be based on di�erent protocols, formats,
and modalities to establish connections with the IoT Platform. Focus-
ing on the Platform considered, they all support MQTT and HTTP,
while Google IoT and Azure IoT support only MQTT Broker. It is im-
portant to highlight that most platforms provide speci�c components
for di�erent protocols; for instance, Amazon MQ supports Broker with
AMPQP, MQTT, OpenWire, and STOMP protocols.

2. Connect External and Internal Brokers. They could be multi-
service and could provide di�erent protocols. Internal Brokers should
be deployed and registered by the IoT Platform, while the External
Brokers would be only registered to use them. In the Platform consid-
ered, the brokers are the products' core of stakeholders' o�ers; for this
reason, the requirement is partially satis�ed. In that sense, AWS IoT
and Siemens MindSphere o�er a paid add-on.

3. Register, manage and use messages conformant to any Data
Model with any data type. Providing, receiving, managing, stor-
ing, and retrieving messages for any IoT Device of any Data Model
with its attributes, data types, and related access control. A data
model provides a model format for IoT device messages with several
variables/parameters/attributes and their speci�c data types. For the
listed Platforms, the messages from the IoT Devices are freely shaped
to ensure data 
exibility to the detriment of the data model. For ex-
ample, Google IoT and IBM Watson use formats such as JSON or
XML.

4. Verify the correctness of IoT Messages of IoT Devices. The
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platform should be capable of verifying, including veri�cation at the
level of attributes, before accepting/sending them. Please note that
each solution satis�es this requirement since the IoT Devices are for-
mally de�ned at the registration phase.

5. Semantic Interoperability. This requirement is fundamental to
achieving coherence among various IoT Devices (e.g., provided by dif-
ferent builders, addressing the same concepts and information on at-
tributes). An IoT Platform should be capable of recognizing/clas-
sifying/retrieving information/attributes and behaving according to
the semantic data model and types. For example, an IoT applica-
tion should not risk misunderstanding the unit of measure assigned to
attributes of di�erent devices with the same name but di�erent units.

6. Support automatics deploy of Internal IoT Brokers. The IoT
Platform should support the automated deployment of IoT Broker in-
ternally managed. Thus, the platform directly manages internal bro-
kers that register IoT devices. The result is an e�ortless experience for
the user and an easy way to populate the network. This requirement
can be implemented only if the Platform allows registering and manag-
ing new IoT Brokers. For this reason, this requirement is satis�ed only
in the Core of Siemens MindSphere and by all FIWARE Platforms for
de�nition.

7. Register External Brokers. The platform must support the regis-
tration of IoT External Brokers. This means that the IoT Platform
should be capable of registering IoT Devices/Services of the External
Broker into the IoT Platform. Brokers can be single- or multi-tenant,
and recovering the IoT Devices data model managed by the Broker is
the �rst step in performing their registration. In the case of an ex-
ternal broker, the endpoint URL and the service and/or service path
speci�cations would need to be subscribed to. None of the commer-
cial platforms considered provides a solution for registering external
brokers, thus allowing automated registration of their devices.

8. Discover IoT Devices on IoT Brokers. The platform must be
capable of abstracting IoT Devices from their IoT Brokers and proto-
cols. This is needed for their registration and classi�cation, as well as
search based on their position, nature, value types, units, etc. In other
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words, it should be possible to discover/search (subscribe, get, send
data) to/from IoT Devices independently from their position/connec-
tion in the IoT Network. The discovery process must be manageable
in that its execution time can be scheduled, and it is possible with
brokers that support a process for device discovery. The result should
consist of an automated or semi-automated registration process for IoT
Devices.

9. Easy management graphic interface to list and test IoT Bro-
kers and IoT Devices and query them. For each IoT Device, it
has to be possible to perform testing activities. As seen before, not
all the Platforms mentioned above manage the IoT Broker unless they
use a speci�c add-on. So, each is satis�ed with this requirement only
for the kind of devices they o�er.

10. Manage IoT Device Model and Device Data Type ownership
and access grant. This permits assigning/changing ownership and
creating access grants to entities (Brokers, Devices, Models, etc.). In
delegation management, it must be possible to list them (check the
grants provided) and revoke the delegations. According to GDPR, any
entity must start as private to the owner. The delegation should be
possible for organizations, groups of users, and single users.

On other aspects, surveys about IoT Platforms are provided in [9,19,88].

3.3 The role of IoT directory in Snap4City ar-
chitecture

The IoT Directory extends the features of generic IoT Platforms with the
management of (i) IoT Data Models, (ii) IoT External Brokers, (iii) discov-
ery of IoT Devices of External Brokers, (iv) support the multi-tenancy, (v)
support several organizations, (vi) GDPR compliance, etc. In Fig.3.1a, the
registration process of IoT Brokers (Internal or External) in the Snap4City
Platform is reported, where the subscription in the Broker name denotes the
organization. Several parameters are needed at the Broker registration into
the IoT Directory, including the endpoint, security, name, External/Internal,
single/multiple-tenant, etc. The most important di�erence for Internal/ex-
ternal Brokers consists of IoT Device management, as explained in the fol-
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(a) a (b) b

Figure 3.1: 3.1a registration of an IoT Broker, 3.1b registration of an IoT
Device. The solid lines indicate the registrations, while the dashed lines
indicate the data 
ow of the subscriptions

lowing. To be usable, the broker must be granted to each user or public [15].
A user only belongs to a single organization for security and privacy aspects.

Once a Broker is registered, the IoT Directory automatically subscribes
the data platform to the new Broker for all its devices/topics so that each
new message generated by the broker is directly brought to the data storage.
In Fig. 3.1b, the subscriptions are denoted by dashed lines, while the regis-
trations are shown as solid lines. In most IoT Platforms, the storage is called
Data Shadow and allows the creation of historical data for IoT devices. In
Snap4City, data storage feeding is performed by Apache NiFi so that the IoT
Directory automatically associates NiFi with the topics of the new internal
or external broker. This is due to the need for a robust, scalable tool with
low latency to handle a huge volume of data entering the storage and coming
from several devices and brokers.

In Fig. 3.1b, the processes of IoT Device registrations are depicted in
both cases. In the case of Internal Brokers, the IoT Device registration is
performed on the IoT Directory. The user may select the IoT Broker among
those of the Organization and set several details. The registration may start
with the exploitation of an IoT Device Model, the device ID, and then with
the de�nition of GPS location, as well as all instance details. In Snap4City,
the process can be performed: (i) on the IoT Directory via the user interface
exploiting a model or not, (ii) exploiting API of the IoT Directory, (iii) using
MicroServices in Node-RED, which are based on the same API of (ii), (iv)
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Figure 3.2: IoT Messages exchanged among entities: continuous lines are
data 
ows, dashed lines indicate the tests that the user can perform to verify
the IoT Devices/Brokers.

using a set of automated registration processes starting from Excel Files/ta-
bles. Each registered IoT Device is registered on the Knowledge Base, KB,
(implemented with Virtuoso based on Km4City Ontology [20] for the seman-
tic relationships and with Open Search for the time series data) with all its
information and metadata (static information). The KB management allows
to index the device and establish all the relationships with the other city en-
tities located in the same area, place, city, region, road, GPS position, etc.
This information would be very useful when new messages arrive from an IoT
Device in the storage via NiFi (represented by the ServiceMap in Fig. 3.1b,
with Smart City API for providing access to the storage). They are con-
nected to the right IoT Device description and relationships. The correct
and complete indexing and Smart City API are fundamental to enable the
exploitation of IoT data by IoT Applications (Node-RED microservices [9])
and Dashboards [19]. Finally, Fig. 3.2 shows the data 
ow during the usage,
illustrating the event-driven data 
ows. There are four ways to generate new
IoT Messages from:

ˆ IoT Devices pass from a Broker and are passed to (a) the NiFi,
thus reaching the KB and storage, becoming part of historical data
which can be accessed and queried from IoT App, Data Analytic and
Dashboards; (b) Kafka to directly reach subscribed Dashboards via
WebSockets, and IoT App.
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ˆ IoT Apps may be sent to IoT Broker or to Kafka front-end broker.
Thus, the message can reach IoT Devices for acting on it, storage, IoT
App, Dashboards, etc. If a sensor-actuator sends a message (Internal
or External), his Broker broadcasts it to Ni-Fi, which spreads it in turn.
The IoT Apps are also used for massive registration of IoT Devices and
to perform data adaptation and ETL/ELT (Extract Transform/Load)
processes.

ˆ Dashboards is passed via Kafka toward the IoT App, to an Internal
Broker, or direly into the storage. These messages can be regarded
as virtual IoT devices that act on some sensors/actuators of IoT de-
vices or even simulate them. The produced messages may be sent to
internal/external brokers, and so on.

ˆ IoT Directory may generate a new message towards an IoT Broker
(and may also read the last message from the broker). The genera-
tion of messages from the IoT Directory is typically used to check if
the Internal Broker is alive and works correctly and if the IoT Device
messages are accepted.

In the case of registration of IoT Devices on an External Bro-
ker , the IoT Directory does not manage the Broker, and thus, the
Devices are registered in the External Broker by the third-party gate-
way manager without informing the IoT Directory. Therefore, the IoT
Directory must recover the information required to register and index
the devices in the KB. Then, the IoT Directory queries/harvests the
external broker to get the structures of the IoT Devices (also called
Discovery has to be started). The harvesting process may start with
the broker API endpoint and the service path in the case of the multi-
tenancy broker. The harvesting has to be performed at the broker
registration and every time a new Device is added, thus a periodic
Discovery is needed. For harvesting, the IoT Directory recognizes the
data model and data types of the attributes and registers them in KB
properly to validate them. The following subsections discuss the regis-
tration of IoT Devices on Internal and External Brokers. Please note
that the registration of devices from External Brokers is one of the in-
novative aspects addressed by the IoT Directory, which can harvest the
brokers and resolve semantic gaps on IoT device attributes/variables,
see Section 3.3.2.
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3.3.1 Registration of IoT Devices on Internal Brokers

The IOT Directory is fundamental for de�ning and registering IoT Device
Models, i.e., data models. Focusing on the Internal IOT Brokers, the plat-
form provides three ways to deploy IoT Devices:

ˆ Manual process: the user can register an IoT Device using a graphic
interface to input information. Registering a device based on a speci�c
IoT Device Model and referring to a speci�c IoT Broker is possible.

ˆ Bulk process: the user can upload a �le with a list of Devices, de�ning
the IoT Broker, Model, and Edge.

ˆ IoT App process:The user can build an IoT APP using Node-RED
on which speci�c nodes can be used. The nodes accept JSON with
parameters related to the chosen Device Model to register new Devices.

The registered IoT Devices are shown in a table in which the users can
manipulate only those they created, regardless of the generation process.
The users can also see the public devices of the same organization in the
list, while the general administrator has full visibility of all devices of all
organizations.

3.3.2 Discovering & Registering IoT Devices from Ex-
ternal Brokers

The Snap4City Platform allows the registration of External Brokers using
the broker URL or the couple URL and service identi�er in the case of
multi-tenancy. After registering an External Broker, the user can start the
harvesting process and choose the time period for the update. It is im-
portant to highlight that the Snap4City Platform may know a set of IoT
Device Models (data models). Thus, in the best case, when the harvesting
starts, it can recognize the device and its model (message format and de-
vice ID). If the IoT Directory does not recognize the Device , the
Device has to be Registered. To this end the IoT Directory can query the
Broker to have more information to register it. On the other hand, the IoT
Device may or may not comply with a data model. If it is compliant, the
registration is straightforward. It is not compliant; every single attribute
has to be recognized in terms of Value Type, Value Unit, and Data Type
(e.g., Temperature, Celsius, Float). The list of recognized/registered and
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non-recognized/non-registered Devices is presented. Through this interface,
the user can resolve the problems manually by de�ning the missing data and
enabling the registration.

The most common harvesting (automated registration process) problem
is the lack of matching with known attributes. The IoT Platform tries to
identify the attribute kind in terms of value type, value unit, and data type
by performing query on data Dictionary and Km4City Ontology (via the
connection from IoT Directory and ServiceMap by using Smart City API
and Dictionary API. The recognition may have success in two cases: the data
model is known but not this speci�c attribute or the model is not known, so
all the attribute values of the Device are not recognized. In the �rst case,
it is easy to �x the problem by applying a speci�c rule. In the second case,
the Platform needs to learn a Rule for solving the attributes, thus de�ning
a new Data Model in the IoT Directory. Formally, the processing rule R is
de�ned in EBNF as follows:

R := "IF" <condition_list> "THEN" <action_list>

<condition_list> ::= <c> | <c> "AND" <condition_list>

<c> := <variable> <op> <constant>

<variable> := "device name" | "context broker" | "device type"
| "model" | "value name"

<op> := "is equal" | "is not equal" | "is null" | "contains"

<constant> := integer | float | string | list

<action_list> := <a> | <a> "," <action_list>

<a> := <action_variable> ":" <action_constant>

<action_variable> := "Data type" | "Value type" | "Value unit" |
"Editable" |<Coded Healthiness criteria> |
<Healthiness value>

<action_constant> := string
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The rule is divided into two parts: If statement and then statement. In the
�rst part, the user can de�ne the condition that describes a set of devices,
e.g., a device name in common. The< op > de�nes the operators; two
of them (`is/ is not equal") can apply only on the number constant, and
others (`Is null' or "contains") only on the string constant. In the second
part, the user can establish the action that validates devices or values. In
other words, for the subset of Devices identi�ed by the < conditionlist > ,
the < actionvariable > is modi�ed as de�ned by < actionconstant > . An
example of a Rule can be:

IF "context broker" is equal to "CONTEXTBROKER" AND
"value name" is equal "activePower"

THEN "value type":"power",
"value unit":"W", "data type":"float"

In this case, the rule's builder selects a subset of invalid attributes named ac-
tive power, which has the Device subscripts a Broker named CONTEXBRO-
KER, which allows the management of the multi-tenancy aspects. Then, it
changes the value type, the value unit, and the data type in power, W, and

oat.

In the IoT Directory, searching and editing the saved rules is possible.
When users save a rule, they must choose the broker to which it is applied.
To cope with multiservice brokers, it is also possible to de�ne a speci�c
subset of services or service and service path. Thus, the application of a rule
is associated with each speci�c Broker or Organization since a Rule can be
suitable for an organization and not functional for others.

3.4 Validation experiments

Before proceeding with the validation test, clarifying the harvesting process
and its associated cases is essential. Initially, the user must add the external
broker to Snap4City. Upon doing so, the platform receives information about
the devices. When harvesting begins, the devices share their models with
the platform, which attempts to match the data model structure with the
recorded ones. If a match is not found, the user has the option to program
rules and can choose to save them. This allows users to �lter data and apply
multiple models to the devices. While this process may not be perfectly
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scalable, the same rule can be applied to several devices simultaneously. This
approach aims to accurately index IoT devices, reduce registration time, and
dynamically integrate newly registered IoT devices on the broker, thereby
minimizing the gap between internal and external brokers. This is one of the
primary objectives of the platform.

To validate this concept, we timed the harvesting process using an ex-
ternal broker with one tenant and several thousand devices (ranging from
30,000 to 50,000). We developed and applied new rules for managing the
data models and repeated the experiment ten times to ensure a statistically
signi�cant sample.

The results indicate that users spend an average of 1.5 minutes �lling
out the form to add a new device with ten attributes, while the system takes
approximately 3 seconds to register the device. When a user constructs
a device from a model, the average time to complete the form decreases
to under 1 minute, and the registration time drops to about 1.35 seconds.
Additionally, when a user registers a new device through an IoT app, the
system completes the registration in an average of 623 milliseconds.



Chapter 4

Malware Detection Using
Federated Learning: An
Investigation of Its Bene�ts

This chapter presents a novel approach to enhancing privacy
and security in the Internet of Things (IoT) by utilizing ma-
chine learning techniques, speci�cally within the Federated Learn-
ing (FL) framework. FL is a machine-learning setting where
multiple entities (clients) collaborate to solve a learning problem
under the coordination of a central server (aggregator). However,
emphasizing simplicity over robust security measures leaves IoT
devices vulnerable to malware attacks.
Additionally, the balance between performance metrics (mean F1
score) and consistency (variance or standard deviation) is cru-
cial for deployment decisions. This balance heavily depends on
the application �elds, especially given the rising use of adversar-
ial training. For instance, high mean F1 scores in cybersecurity
are often favored to enhance the detection of new threats, even if
it results in performance variability. However, excessive incon-
sistency can jeopardize system reliability, making it vital to �nd
a proper balance. Conversely, in medical diagnostics, consistency
is typically prioritized over maximum performance to provide de-
pendable, repeatable results under varying conditions, as incon-
sistencies might lead to serious misdiagnoses. Ultimately, the
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decision to emphasize performance or consistency is in
uenced
by the operational environment and the potential risks associated
with mistakes, such as overlooked cybersecurity threats or inac-
curate healthcare diagnoses.
The proposed solution involves implementing a federated machine-
learning algorithm that utilizes a central aggregator and multi-
ple clients. This approach, with its potential bene�ts, considers
the computational capabilities of the devices to optimize learning
without compromising data security, reducing data exchange and
minimizing variance accuracy.
This study provides a thorough and comprehensive analysis using
the IoT-23 dataset, which contains real and labeled examples of
IoT malware infections. The desired outcomes are a reduction in
performance variance and minimized overhead tra�c. 1

4.1 Introduction

The Internet of Things refers to a network of interconnected devices and
objects that can collect, exchange, and analyze data, allowing them to com-
municate and interact seamlessly [84]. These devices feature lighter proto-
cols, lower power consumption, and compact shapes, allowing 
exibility and
adaptability [12]. In addition, this kind of Internet can be implemented in
several wireless networks in order to become adaptable in various use cases;
for example, a LoRaWAN connection can be chosen in smart cities, while
for smart homes, the Z-Wave strategy is more appropriate. Likewise, smart
devices have a wide range of applications, many in sensitive areas. However,
no standard supports all smart devices, and built-in security mechanisms are
not yet standardized. Furthermore, there are no proven security methods to
guarantee the digital security of these infrastructures [54]. In addition, IoT
devices prioritize simple operation over robust security measures, making
them vulnerable to malicious users who can coordinate attacks through mal-
ware designed to cause damage, disrupt, or gain unauthorized access to a
system [39]. Therefore, it is necessary to implement an intelligent, light, and

exible solution that can learn various attack patterns and does not interfere

1This chapter has been published as \The intrinsic bene�t of Federated Models in mal-
ware IoT detection" in 1st Workshop on Integrated Wireless Networking and Computing
(IWNC) .
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with the network's bandwidth or usability.

Furthermore, these methods must be able to forget learned patterns and
re-learn when malware evolves [34]. In literature, deterministic techniques
are commonly used in conjunction or not with Machine Learning (ML) meth-
ods, depending on the main aspect the tool should preserve. A key work that
helps us understand this concept is o�ered by [83], which discusses anomaly
detection analyses for di�erent phases of the malware life cycle. Statistical
analysis is utilized during the pre-execution phase, dynamic analysis is em-
ployed during the execution step, and memory analysis is conducted during
the post-execution step. Conversely, malware detection is often considered
a stand-alone problem and does not consider the network's topology or dis-
tributed nature. In [7], the authors take into account speci�c IoT challenges,
such as privacy, but do not consider the impact of the model on the wireless
network. Deeper, centralized models often are not appropriate for IoT cases
because they can be accurate but may make the communication channel
busy due to data exchange [46].

Federated learning is a suitable strategy to minimize data exchange. Fur-
thermore, it is a distributed machine-learning algorithm that bene�ts from
the topology of IoT networks. FL employs an iterative approach with dis-
crete interactions between the client and server, known as federated learning
rounds, to achieve results comparable to those of traditional machine learning
models. Therefore, this method has the potential to access a large amount
of data while maintaining privacy guarantees.

This chapter addresses the critical challenge of malware detection within
the Internet of Things paradigm, focusing on the pivotal role of advanced
models such as Federated Learning. I explore the adaptability of these mod-
els to the unique constraints of IoT environments and thoroughly examine
the open challenges associated with deploying machine learning models in
real-world scenarios where resources are �nite and operational constraints are
stringent. The approach centers on developing a federated machine learn-
ing classi�er as a practical and deployable solution for identifying malicious
tra�c within IoT networks. Using data generated from tra�c packet an-
alyzers, I outline e�ective strategies for data de�nition, preprocessing, and
the deployment of ML algorithms. This results in a robust model character-
ized by low variance in accuracy, making it suitable for resource-constrained
environments. Additionally, I highlight the advantages of FL in reducing
information leakage from devices and enhancing network performance. The
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�ndings underscore the importance of advanced ML techniques in strength-
ening IoT ecosystems against evolving cyber threats, ensuring the integrity
of interconnected devices.

The paper is organized as follows: Section 4.2 de�nes the problem that
forms the foundation for the proposed model and methodology discussed
in Section 4.3. The main aspects and innovations of the proposed model
are explored in detail. The 4.3.3section presents the results and their im-
plications. Finally, I address future challenges and conclude the �ndings.
The primary aspect and novelty of the proposed model are discussed. The
following section discusses the results and their implications.

4.2 Problem de�nition: How can I minimize
the variability in the results?

In the Internet of Things networks, achieving e�cient malware detection
while balancing key factors such as privacy, low computational overhead,
and e�ective data exchange presents a complex challenge. The objective is
to develop a robust malware detection method that provides high accuracy
and maintains stability over time, with minimal variation in accuracy across
di�erent scenarios. This involves a state-of-the-art analysis to identify an
optimal detection model and deploy it in a manner that balances the critical
points mentioned above. The investigation analyzes a subset of overhead fea-
tures from the IoT-23 dataset developed by Avast Software in Prague. The
label distribution across the dataset is illustrated in Fig. 4.1, while a deep
description is presented in Section 4.4. The challenges encountered included
varying data set shapes, a signi�cantly unbalanced label distribution, and a
limited number of correlated features. A detailed data pre-processing inves-
tigation was also conducted. The objective of the research is to transform
the limitations of IoT networks into strengths within a generalized model.
Distributed approaches enhance scalability, whereas centralized models that
exchange substantial data volumes between servers and clients can strain
bandwidth. In federated models, only model parameters are shared with
all clients, eliminating the necessity for each client to transmit their data
and the relative parameters, thus reducing bandwidth usage and enhancing
e�ciency [35].
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Figure 4.1: Distribution of Malicious and Benign across the clients (horizon-
tal axis).

4.3 Methodology and solution proposed

In this section, I present the pre-processing data methods and models. I
brie
y explain the standardization methods and the federated models used
in the classical and modi�ed versions. In conclusion, the evaluation methods
are presented to describe the analysis in detail.

4.3.1 Pre-processing data approach

The pre-processing methodology became crucial in this work due to the va-
riety of data and the high correlation between the features. For this reason,
I will introduce the core ideas that have been considered and their impli-
cations. The following paragraphs present local and global standardization
and distributed principal component analysis. These techniques address the
high variance present in the data and make them homogeneous to simplify
classi�cation.
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Local and global standardization Standardization is a statistical tech-
nique that reshapes the data to make them more homogeneous and easy
to classify. Given a client s with i examples in the datasetD s, the local
standardized data zsi is a transformation of the original data dsi 2 D s as
follows:

zsi =
dsi � � s

� s
(4.1)

where � s is the average vector ofD s and � s is the vector of standard
deviation based onD s. Otherwise, the global standardization replaces the
� s and � s arrays with the � and � vectors, which are the mean and the stan-
dard deviation arrays calculated across all clients. These approaches o�er
valuable techniques for standardizing data, minimizing shared information,
and enhancing model robustness.

The local standardization approach improves client con�dentiality by
modifying data within each client's domain. This method avoids transmit-
ting sensitive information, such as the client's mean vector and variance, to
the central server. Normalizing data locally helps address non-identically
and independently distributed (non-IID) data across the network, making
input data more uniform across clients. In contrast, global standardization
involves estimating the overall data distribution on the server side. Dur-
ing the initial round of Federated Learning, the server aggregates mean and
variance vectors from all participating clients, providing a comprehensive
view of the network's data distribution. This global insight enables more
robust model training by addressing disparities in data across clients. Both
approaches o�er distinct bene�ts: local standardization prioritizes privacy,
while global standardization focuses on improving model performance by
leveraging more comprehensive data distribution information. The choice
between these methods depends on the federated learning application's spe-
ci�c needs and constraints.

Principal Component Analysis The distributed version of Principal
Component Analysis (PCA) [81] is presented. A classical PCA aims to �nd
a smaller dimensional subspace that captures as much of the variance of the
data as possible. The method involves a collaborative approach where the
variance matrix is constructed using data from multiple clients or nodes in a
distributed system. In this framework, each client processes and summarizes
its local data, which is then exchanged with a central server or coordinator
responsible for aggregating this information into a global variance matrix.
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E�cient computation of principal components necessitates the exchange of
summarized indices or statistical measures between clients and the server.
Nevertheless, this communication process may result in overhead due to data
transmission and coordination. Despite the potential trade-o� in increased
communication complexity, the advantages of distributed PCA are conse-
quential.

One advantage of PCA is its enhanced scalability to larger datasets that
exceed the capacity of a single computing node or device. Distributing the
computational load across multiple nodes reduces the overall processing time,
leading to faster computation and analysis. Additionally, the distributed
PCA model provides improved fault tolerance and resilience. Distributing
data and computations across multiple nodes makes the system less suscepti-
ble to failures or disruptions in individual components. This redundancy can
enhance the reliability and robustness of PCA computations in large-scale
distributed environments. Furthermore, these distributed approaches also
enable data analysis that preserves privacy. Clients can maintain control
over their raw data while contributing only aggregated statistics or trans-
formed representations to the central server. These strategies demonstrate
proactive steps toward e�ective information management and collaborative
model development within the context of FL. Each approach tackles unique
challenges posed by distributed data settings, ultimately contributing to the
advancement of secure and e�cient machine learning practices.

4.3.2 Models

This section outlines the adopted models, introduces the base model, and
describes my modi�cations. Speci�cally, the federated models discussed here
are adaptations of Federated Averaging (FeAvg) and Federated Knowledge
Distillation (FD). For a more detailed explanation of these models, please
refer to [115], [94] and [62].

Classical version The federated models utilize an iterative approach that
entails discrete interactions between clients, who possess a local model, and
the server, which establishes the global model. The server chooses a subset
of clients to train the local model in each iteration and updates the global
model based on the parameters received. The logit function is the main
distinguishing factor between the two approaches.
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For the FedAvg algorithm is shown in Fig. 4.2, while the loss function of
a generics device is given by:

L s(D s; w) =
1

Ns

N sX

i =1

l (dsi ; w) (4.2)

where D s corresponds to the dataset of devices, Ns corresponds to the
amount of examples list inD s, l is an entropy function such as cross-entropy
function and dsi is the i -th example of D s. It is important to note that the
weight w is usually a simple averaging of the selected clients' weights.

On the other hand, Federated Knowledge Distillation involves a more
complex loss function and requires selected clients to store the mean logit
vector per label during local training. A simpli�cation of the algorithm is
shown in Fig. 4.3. The logit is a combination of the previous logit and the
distance between the client and server logit arrays, as de�ned by the formula:

L KD (D s; w) = L s(D s; w) + � � KL dist;y (Ylog ; Ylog;s ) (4.3)

where L s(D s; w) was de�ned previously and KL dist;y (Ylog ; Ylog;s ) is the
Kullback-Leibler metrics distance used to compare the logit distribution of
the client and the server. The pre-trained phase, typical of this method, was
excluded from the experiment to create a lightweight and fast tool.

Modi�ed version The di�erence from the usual methods is that the up-
date of the local weights of devices at step t + 1 is calculated using the
following formula:

w s;t +1 = � � w s;t � 1 + (1 � � ) � w t (4.4)

wherew s;t � 1 is the weights vector of the devices at step t � 1, and w t is the
average weights vector of the selected device at stept. � is a hyperparameter
that can take values from 0 to 1. In the experiment, I used� = 0 :75. This
approach guarantees stable weights and robust model performance, enabling
the model to learn e�ectively without being in
uenced by variations in scale,
such as alternating between high-value and low-value clients across training
rounds.

My methods assume that the system is stationary, meaning that the
statistical properties of the data, such as the mean and variance, remain
constant over time. In a stationary system, the data distribution does not
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Figure 4.2: Representation of a Federated Average method. The blue arrows
communicate the average weights vector, while the other arrows communi-
cate the client weights vectors. The boxes indicate the devices.

Figure 4.3: Representation of a Federated Distillation method. The circle
represents the di�erent logit vectors: the full-colored ones are the global logit,
the circle with the x in the center is the contribution for the regularization,
and the others are the client logits. The boxes indicate the devices.
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change signi�cantly, allowing the model to rely on consistent patterns. How-
ever, these estimates may become inaccurate if the global mean and variance
shift over time. To address potential non-stationarity, I trigger an index up-
date when there is a signi�cant change in average loss. This mechanism helps
maintain the accuracy of the estimates and allows for dynamic adjustments.
Speci�cally, the update is initiated when the loss change exceeds a threshold
value of 0.1 (threshold > 0:1). As previously highlighted, minimizing infor-
mation exchange and e�ciently preprocessing data are crucial for enabling
rapid analysis and easy deployment in practical scenarios.

4.3.3 Evaluation approach

To facilitate the comparison of results, the area under the precision-recall
curve (AUPRC) is chosen as an index of �tness. The AUPRC is a widely
recognized machine learning metric for evaluating classi�cation algorithms.
Consider the unbalanced nature of the data and provide a suitable summary
of the �tness of the model on the data [103]. This index helps to identify
the balance between precision and recall at various thresholds. Precision is
the ratio of correctly classi�ed examples to all positively classi�ed examples,
while recall is the ratio of correctly classi�ed positive examples to all positive
examples.

When comparing di�erent models, their AUPRC scores will be com-
pared by ratio. For instance, let's consider a generic Federated Model
(AUPRC(Fed)) and a Centralized one (AUPRC(Centr)), the ratio of their
AUPRC scores are calculated as follows:

AUPRC Ratio =
AUPRC(Fed)

AUPRC(Centr)
(4.5)

A ratio greater than 1 indicates that the Federated Model outperforms
the Centralized one regarding AUPRC, while a ratio less than 1 indicates
the opposite.

In conclusion, a Chi-square test can be performed to verify the vari-
ance reduction and evaluate whether the variances of two populations are
equal. By applying this test, I can establish whether the variance reduction
is meaningful and quantify the e�ectiveness of the proposed methods. This
evaluation o�ers robust metrics that assure improvement.
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4.4 Dataset description

The selected data set is IoT-23, collected by Avast Software in Prague. This
data set includes twenty-three captures, referred to as scenarios, of various
IoT network tra�c, gathered between 2018 and 2019.

In each malicious scenario, a speci�c malware sample was executed on a
Raspberry Pi, utilizing protocols such as HTTP, DNS, DHCP, Telnet, SSL,
and IRC. These scenarios were conducted in a controlled network environ-
ment, simulating conditions similar to those of an actual IoT device with
unrestricted internet access.

The three most common malicious 
ow labels are as follows: PartOfA-
HorizontalPortScan (213,852,924 
ows), Okiru (47,381,241 
ows), and DDoS
(19,538,713 
ows). In contrast, the three least common malicious 
ow labels
include C&C-Mirai (2 
ows), PartOfAHorizontalPortScan-Attack (5 
ows),
and C&C-HeartBeat-FileDownload (11 
ows).

For each capture, there are the original.pcap �les and the corresponding
Zeek conn.log �le. This �le is one of the outputs o�ered by Zeek software,
a passive, open-source network tra�c analyzer used as a network security
monitor. It o�ers transaction data and extracted content data in the form of
logs summarizing protocols and �les seen traversing the wire. To manage the
large tra�c volumes each infection generates, .pcap �les are rotated every 24
hours. Rapid �le growth sometimes led to an early termination before the
full 24 hours had elapsed. As a result, some captures vary in duration. Also,
the dataset o�ers a conn.log.labelled �le, that retains the 
ow of network
connections but includes two additional columns for labeling.

These labels are one for the binary classes (Malicious, Benign), the other
for the category of malware. In this work, only the binary labels are consid-
ered, and only the following features are considered:

ˆ duration : How long the connection lasted

ˆ origin bytes: The number of payload bytes sent by the originator. This
is taken from sequence numbers for TCP and may be inaccurate (e.g.,
due to large connections).

ˆ missed bytes: Indicates the number of bytes missed in content gaps,
representing packet loss. A value other than zero will normally cause
protocol analysis to fail but some analysis may have been completed
before the packet loss.
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ˆ originator packets: Number of packets that the originator sent.

ˆ originator IP bytes : Number of IP level bytes sent by the originator

ˆ responder packets: Number of packets sent by the responder

ˆ responder IP bytes: Number of IP level bytes sent by the responder
(as seen on the wire, taken from the IPtotal length header �eld).

Of course, because of the nature of the experiment, dataset sizes vary
signi�cantly, with smaller sets comprising approximately four examples while
larger sets contain over 100,000 samples. For this reason, the datasets are
considered if they have at least 100 examples.

4.5 Evaluations

The experiments want to highlight how the federated models overcome the
centralized model, which is used as a baseline. That happens because the
proposed model is more suitable for the nature of the IoT environment and
allows some key concepts. Also, the exchange data can be manipulated
depending on bandwidth availability.

A summary of the results can be found in the box plots presented in Fig-
ure 4.4. These box plots illustrate the distributions of the AUPRC values for
each data con�guration and operation method. The PCA and standardized
transformation results were aggregated for the centralized approach as they
produced identical outcomes. In contrast, the federated approach without
standardized data led to the presentation of both models' outcomes. Upon
examination of the �gure, it becomes evident that the federated model with
globally standardized or PCA data exhibits minimal variance and demon-
strates superior global AUPRC performance. A chi-square test is performed
to verify this reduction in variance, and the results are reported in Table 4.1.
The test results demonstrate that the Federated Learning approach signi�-
cantly reduces variance in the Distributed PCA AUPR index and the Global
Standardized AUPR index compared to the local Standardized Data Index,
with a signi�cance level of 0.05.

As mentioned above, analyzing model performances based on their AUPRC
ratios provides valuable insight into di�erent con�gurations. In the case of
using only transformed data, FL methods exhibit signi�cantly higher per-
formance, approximately three times on average (with AUPRCRatio ' 4:9),
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Figure 4.4: Box plots of the AUPRC of the clients. The cross in each box
represents the mean. As we can see, the low variance is achieved by the
Federated models.

Table 4.1: Summary of the average AUPRC ratio between Federated models
(FedAvg and FD) and Centralized models

Model
Federated
No STD

Federated
Global STD

Federated
PCA

Centralized
No STD

0.94 (FedAvg)
1.07 (FD)

1.64 1.65

Centralized
Data Transformation

0.82 (FedAvg)
0.97 (FD)

4.9 4.91

whether employing PCA-transformed data or standardized data. This out-
come illustrates these methods' e�cacy in reducing the variance across the
results obtained. It can be seen that FedAvg demonstrates superior per-
formance in this regard, as it minimizes the information exchange between
nodes. In comparison to a centralized model, excluding standardized data
during federated learning resulted in an average performance improvement
of approximately 7% (AUPRCRatio = 1 :07). Despite this improvement, the
signi�cant variance observed suggests that while this federated model shows
promise, it may not o�er the most consistent results.

Further comparison between standardized data and transformed data
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Table 4.2: Result of Chi test on AUPRC index performed on the client
AUPRC distribution

Chi test p-value

PCA data 0.04
No STD data - FD 0.99
No STD data - FedAvg 0.99
Glob STD data 0.04

within the FL framework revealed a substantial performance gain, with an
average improvement of around 60% compared to traditional centralized
methods (AUPRCRatio ' 1:6). This highlights the critical importance of
federated participation and data transformation in optimizing model out-
comes.

A Chi-square test was conducted to validate these �ndings, revealing sig-
ni�cant di�erences in the mean AUPRC distributions between standardized
and transformed data, with p-values ranging from 0.1 to 0.15 (see Table 4.2).
This indicates that, for PCA data and globally standardized data, the Fed-
erated model signi�cantly outperforms the centered model in terms of both
variance and mean. Additionally, data exchanged between nodes and the
aggregator was analyzed. The results show that overhead tra�c is directly
in
uenced by the volume of data exchanged. Among the exchanged data
types, model weights had the smallest size, averaging 224 bytes. In contrast,
centralized models require the transmission of the entire device dataset, re-
sulting in a signi�cant overhead burden. However, the exact amount varies
depending on device tra�c and is not speci�ed here. Other data transmit-
ted during FL include feature sum and deviation vectors, each 56 bytes in
size, which are essential for global standardization and principal component
analysis (PCA). Basic tra�c information is also communicated during the
setup phase. Finally, the federated dropout (FD) algorithm requires addi-
tional data transfer, including the labeled logit vector (8 bytes) and model
weights, further increasing the data exchange requirements.

The average data size for each client is approximately 140 MB. For cen-
tralized models, the average GPU utilization per example is 3.51 MB, while
for Federated approaches, it is 2.15 MB. The average execution time for
processing 1 MB is 5 seconds for centralized models and 4.83 seconds for
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Figure 4.5: The graph shows the GPU usage (in byte) curve based on the
test set size (number of examples). The blue curve represents the centralized
model, while the pink curve represents the Federated model. The pink curve
demonstrates the lower GPU usage of the Federated models compared to the
centralized model.

Federated models. These values indicate that centralized models require
greater computational e�ort for validation on individual devices. However,
this approach allows for a more distributed workload across the network, as
demonstrated previously.

Additionally, as shown in Figure 4.5, GPU usage for devices decreases
with increased example size in Federated models compared to centralized
models. This may also be attributed to the Federated model's strategy of
using only a subset of data in each training epoch rather than the entire
dataset.
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Chapter 5

Tra�c Data Images and
Reduction of Training Sample
Size

This chapter introduces classi�cation attacks when the environ-
ment dictates strong constraints. The deployment of ML algo-
rithms into the real world is complicated, and often, the network,
the devices, or other stakeholders imply physical and reasoning
limits, such as the impact on the network throughput.
Furthermore, the exponential growth of machine learning tech-
niques in recent years has been driven by two key factors: in-
creased data availability and the capability of automated optimiza-
tion methods to improve precision. However, the construction
of precise models often necessitates the use of extensive, hetero-
geneous datasets, which are not always readily available. The
scarcity of data and the quality of training samples can profoundly
impact a model's performance. Inadequate ML studies may lead
to unreliable conclusions due to methodological weaknesses.
This chapter delves into two crucial ML techniques: adversarial
training designed to bolster model robustness. Adversarial train-
ing forti�es a model's ability to handle alterations by subjecting
it to intentionally modi�ed input data that challenge the accuracy
of its predictions.

49



50 Tra�c Data Images and Reduction of Training Sample Size

5.1 Introduction

In the machine learning framework, the dataset is the starting point for all
algorithms and is fundamental for the models' success. A signi�cant subset of
deployed models only works with speci�c datasets, so they do not generalize
well to other datasets with similar data. Furthermore, factors such as data
scarcity and the quality of training samples can in
uence the performance
of classi�cation models. However, it is essential to note that inadequate ML
studies may lead to spurious conclusions due to a lack of familiarity and
methodological rigor [124].

Various methods can be employed to enhance the robustness of learning
models. One such method is adversarial training, which aims to improve a
model's robustness and generalization by exposing it to intentionally crafted
adversarial examples. These examples are slightly modi�ed input data de-
signed to mislead the model's predictions. By incorporating these adversarial
examples into the training process alongside the original data, the model can
better handle perturbations and deceptive inputs, ultimately improving its
performance and ability to generalize to unseen data.

Moreover, adversarial training requires training on original and adversar-
ial perturbed data to simulate real-world challenges. Ultimately, it empha-
sizes model robustness against speci�c threats.

This chapter investigates dataset construction and explores the relation-
ship between data sample size and classi�cation performance within network
environments. It compares the e�ectiveness of synthetic image augmenta-
tion using Generative Adversarial Networks (GANs) and di�usion models in
improving image recognition and classi�cation accuracy.

Integrating tra�c data with machine learning is a common practice to en-
hance system performance while preserving privacy. However, ensuring the
reliability of machine learning systems relies heavily on data quality. Dis-
crepancies between training and evaluation datasets can lead to unreliable
and unsafe outcomes, especially in safety-critical applications. To address
this concern, I propose introducing a 'conformance characteristic' during the
data management stage. This characteristic ensures that the data used for
training and evaluation conform to the same standards, promoting consis-
tency and reliability in the model's performance.

I use biological methods that leverage principles similar to population
biology to determine the minimum sample size required for robust model
performance. These methods involve studying how to handle data scarcity
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when the distribution within a dataset is unknown. We can de�ne a suit-
able sample size for practical model training and generalization by assuming
distribution over the good of �tness indices.

In summary, this study underscores the crucial role of robust dataset
management in maintaining the integrity and e�ectiveness of machine learn-
ing applications in networked environments. Advanced techniques, including
GAN-based synthetic data generation and biological principles, are employed
to optimize dataset size for optimal performance. The signi�cance of exper-
tise in dataset management is critical for the success of machine learning
applications, as the knowledge and experience in this area are highly valued
in the �eld [27].

Moreover, the proposed method of rapidly gathering and classifying data
over an extended period presents notable advantages for balancing data avail-
ability and classi�cation accuracy, particularly in IoT malware detection.
Shortening the data collection phase minimizes resource consumption - such
as storage, bandwidth, and processing power - which are often constrained
in IoT settings. This e�ciency is pivotal for sustaining system performance
and reducing operational costs while still ensuring su�cient data capture for
meaningful analysis.

Furthermore, the extended classi�cation period enables the system to
leverage temporal patterns and behavioral trends that may remain unde-
tected during shorter observation intervals. This prolonged analysis en-
hances the detection of intricate and evolving malware threats by providing
a broader context to discern subtle, persistent, or stealthy attack patterns.
Ultimately, this method optimizes the interplay between data collection and
classi�cation accuracy, ensuring that reduced data input does not compro-
mise performance. Instead, it emphasizes strategic feature selection and ag-
gregation to derive valuable insights from smaller datasets, thus facilitating
high detection accuracy without overwhelming infrastructure in resource-
limited IoT environments.

This chapter follows a standard structure with several key sections. The
�rst section presents the state-of-the-art in the �eld, providing an overview
of current research and advancements. The subsequent section, section 5.2,
details the problem de�nition and experimental setup, outlining the research
questions and methodologies used. Section 5.3 presents the results obtained
from the experiments conducted, accompanied by insightful comments and
interpretations of the �ndings.
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5.2 Methods and experiments

This section presents the core idea and experimental setup. The following
subsection outlines the procedure for determining the sample size for each
class. This determination is based on the f-score, which measures the model's
discriminatory power; the level of con�dence, which indicates the likelihood
of the results being within a speci�c range; and the sample size e�ect, which
is the magnitude of the di�erence between classes. The other subsection
describes the methods used to generate the dataset, the crucial process for
the adversarial methodology.

5.2.1 Sample size problem de�nition

As previously stated, the de�nition of sample size is crucial in many �elds,
especially in biological research, where collecting data is expensive and com-
plex. Consequently, the literature o�ers a variety of solutions, encompassing
both statistical and machine learning methodologies. This section will il-
lustrate the two sample size de�nition methods. These methods di�er in
their initial assumptions. The �rst method assumes a distribution over the
indices, so it is a parametric approach. In contrast, the second is an inno-
vative non-parametric approach, a novel concept in our �eld based on the
empirical distribution of correctly classi�ed examples.

Delving into the practical implications, the authors of [41] examined the
impact of the size of the test set on the accuracy assessment and comparison
in classi�cation evaluations. Their approach, which assumes a normal distri-
bution on a speci�c good of �tness index to de�ne its con�dence interval and
obtains the sample size by inverting that formula, has direct applications in
real-world scenarios. With this approach, the only parameter to choose is
the con�dence level of the interval. In the formula we have:

h =

s
z2

�= 2 � M (1 � M )

n
) n =

z2
�= 2 � M (1 � M )

h2 (5.1)

M indicates the value of the performance metric,h represents the desired
con�dence interval half-width. The critical value of the normal distribution
for the two-tailed signi�cance level, � , is represented byz�= 2.

However, the distribution assumption implies linearity, which is not em-
pirically demonstrated to be true. For example, the index curve during the
training phase has no linear trend. This non-linear trend suggests the need
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for a more 
exible distribution, such as a Beta, as shown in [22]. This is a
key consideration in our method.

Our method does not assume a distribution on the index to overcome this
issue. The new proposed method is based on the confusion matrix, the most
common tool of a classi�cation model evaluation. Hence, all performance
indices are calculated on it. The underlying concept is to consider the con-
fusion matrix as the empirical joint distribution of the model's performance.
Each matrix's no-diagonal element represents the probability of belonging
to a class i and being assigned to a classj . In contrast, the probability
P(T rueClassi \ AssiClass j ) measures the model's ability to discriminate
when i = j (i.e., on the diagonal). In addition, we can write the good of
�tness index, F� score, depending on the true positive and the false positive
rate. The unbalanced label distribution motivates the choice, and this in-
dex's robustness respects outliers. In addition, it is calculated for each class
in case of a multivariate problem. Considering the formulation of the index,
we have:

F� =
(1 + � 2) � true positive

(1 + � 2) � true positive + � 2 � false negative + false positive
: (5.2)

The terms type I error ( � ) and type II error ( � ) are often used interchange-
ably with the general notion of false positives and false negatives. Therefore,
we can de�ne the F-score for each class and determine their sample size us-
ing the above de�nition. An appropriate solution to address the goals is a
non-parametric McNemar-Bowker test, with matched pairs of subjects, to
determine whether the marginal frequencies are equal, i.e., whether there is
marginal homogeneity, in the formula:

P(T rueClass = Classi ) = P(AssClass = Classi ) =
ni

N
(5.3)

Under the null hypothesis with a su�ciently large number of outliers, the
static test is distributed according to a chi-square distribution with one de-
gree of freedom. In order to perform this test and thus obtain the sample
size of each class, it is necessary to know Cohen's e�ect size (d). This index
makes the association between the features explicit and gives an idea of the
data set's composition.

Once the requisite sample size has been de�ned, we will generate the
dataset, which a deep Convolutional GAN and di�usion methods perform.
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Why McNemar-Bowker test? The selection of the nonparametric McNemar-
Bowker test for analyzing the confusion matrix in malware classi�cation
brings several bene�ts, especially in tackling the issues associated with im-
balanced datasets. One major advantage of this test is its nonparametric
characteristic, which means it does not rely on any assumptions regarding
the underlying data distribution. This feature is particularly advantageous
in malware classi�cation, where data distributions can vary signi�cantly and
unpredictably due to the continuously evolving malware threats and the
variety of IoT settings. The null hypothesis of the test assesses whether
the marginal distributions of the confusion matrix are identical, which, in
classi�cation terms, means evaluating whether the actual and predicted la-
bel distributions are statistically alike. This enables a thorough evaluation
of classi�er e�cacy by pinpointing any systematic biases in the classi�ca-
tion. Conducting the McNemar-Bowker test separately for each class and
considering its implications on Type I errors o�ers a versatile method for ad-
dressing the class imbalance. In datasets with signi�cant imbalance, where
some malware types may be less represented, this method permits strategic
decisions, sometimes allowing minor imbalances to prioritize overall model
performance. Furthermore, the test can aid in data augmentation e�orts
by providing insights into di�erences in class distributions, which can be
utilized to rebalance the dataset e�ectively. In summary, the McNemar-
Bowker test delivers a strong statistical framework for assessing classi�er
performance without being hindered by parametric assumptions, thus serv-
ing as an essential resource in situations involving imbalanced datasets and
complex classi�cation challenges in IoT malware detection.

5.2.2 Image generation

The dataset considered is EDGE-IIOTSET, which is the same as the previous
chapter and collects tra�c attack data. In this analysis, the continuous raw
tra�c is collected in pcap �les, which are then split into multiple discrete
tra�c units and converted into images. The data granularity is the 
ow,
de�ned as all packets with the same 5-tuple, i.e., source IP, source port,
destination IP, destination port, and transport-level protocol. The [118]
tool plays a crucial role in this process. It takes the pcap �les as input and
performs tra�c anonymization/sanitization, which randomizes the MAC ad-
dress and IP address in the data link layer and IP layer, respectively. It then
removes duplicates and tra�c without the application layer. Once the data
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Table 5.1: Class Distribution of test set. It is important to note that the
test set contains more neutral tra�c examples than Malware tra�c.

Class Count
DDoS Flooding Attack (ICMP) 60000
Neutral Network 291510

are unique and anonymized, only the header is considered, and all 
ow pcaps
are concatenated until they are large 743 bytes. This is because the most rel-
evant information is concentrated there as demonstrated in reference [118].
However, if the �le size is shorter, the 0x00 byte is appended to the end
to achieve the desired length. The resulting �les of the same size are then
converted to grayscale images. In these, each byte of the original �le repre-
sents a pixel, with 0x00 representing black and 0x� representing white. Each
grayscale image is 784 bytes, with dimensions of 28 by 28.

For this study, we focus on neutral data and data related to a DDoS 
ood
attack using the IMCP protocol. The distribution of the real image dataset
is shown in Table 5.1.

Adversarial learning, a pivotal collection of models and methodologies,
forti�es neural networks' robustness regarding security. Unlike conventional
machine learning techniques that assume the training and test data are gen-
erated from the same statistical distribution (IID), adversarial learning ac-
knowledges the real-world scenario where users may intentionally supply
simulated data. By learning from these adversarial examples, the neural
network can be trained to be robust against such attacks, ensuring its relia-
bility in high-stakes applications.

For the synthetic data, a deep convolutional generative adversarial net-
work (DcGAN) is performed for each class because the fake neutral tra�c
tests the adversarial training. The methods are applied to both cases for a
clear and deep comparison. At the core of this network are two principal
components: a generator tasked with creating new images and a discrim-
inator responsible for classifying images as authentic or fake. In essence,
this network is designed to solve a min-max optimization problem, with the
objective being to maximize the loss of the discriminator and minimize the
loss of the generator.

Di�usion models introduce a novel approach to image generation, where
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random noise is progressively re�ned into a realistic image. The training
process involves a neural network that iteratively learns tode-noise a data
set of real images, thereby teaching the network the statistical properties of
natural images. During generation, the model starts with a noise image and
progressively removes noise through a series of steps, introducing structure
and detail until a realistic image is achieved. This method o�ers a potent
tool for generating high-�delity images. It has the potential to be applied to
a variety of image manipulation tasks, sparking new possibilities in the �eld.

In conclusion, the models meticulously generated 234 images for each
class, demonstrating high precision and control over the construction of the
other datasets. This meticulous approach provides a solid foundation for the
research, instilling con�dence in the results and their potential applications.

5.3 Experiments and results

This section outlines the experiments, starting with determining sample size
and concluding with comparing the results.

The methodologies discussed can be used to establish the sample size for
each class. In the case of the Foody approach, the sample size is calculated
as the inverse of a con�dence interval. To apply the formula, the parameter
values need to be �xed. For instance, with an F1 score index of 0.9,z�= 2 =
1:95 (where� = 0 :95), and a span interval of 0.05, the formula is de�ned as
follows:

n =
1:95� 0:9(0:1)

(0:05)2
= 139 (5.4)

In contrast, with my new methodology, the needed steps are �xed the
� = 1, F1 = 0 :9, and the � = 0 :05, so we have:

� =
(1 + � 2) � F� (1 + � 2 + � )

1 + � 2 + F�

� = 0 :0724

(5.5)

In the end, applying the McNemar-Bowker test requires an e�ect size esti-
mate. In my analysis, this estimate is based on the Foody sample size for
simplicity. Hence, once the total sample size has been estimated using the
Foody formula, it can be used to train a simple model for a few epochs (10
epochs). The sample size outcome is 45 examples for the class.
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Table 5.2: Sample size estimates.

Method Sample Size
Normal assumption 139
F1 for balance case (̂d = 0 :482) 90

A base model with �xed parameters and hyperparameters was selected
to investigate the e�ect of sample size and the impact of synthetic data on
model performance. In particular, a simple convolutional neural network
was considered. The model was trained for 100 epochs, after which the F1
score was calculated on di�erent test sets. In order to facilitate a clear com-
parison, three distinct training sets are employed: the dataset de�ned by
Foody's formula, the dataset based on our approach, and the entirety of the
original dataset, which is utilized for testing purposes. Furthermore, the
training, as mentioned above, sets can be divided into two distinct groups
based on the estimation methods employed. The sample sizes associated
with each group are presented in Table 5.2. Each dataset mentioned above
has several versions, each with a distinct percentage of fake images. For the
data augmentation trainsets, we considered four distinct cases: 0%, 20%,
30%, and 50%. Concerning adversarial training, malicious images were re-
placed with fake benign ones. To ensure a comprehensive investigation, we
conducted 50 repetitions of each experiment. This approach enabled us to
calculate the mean and variance of the performance metrics. Additionally,
we randomly sampled the original dataset for each trial to create the dataset
under consideration.

5.3.1 Results

In this section, the results are presented and commented on. In particu-
lar, the outcomes of our experiments are shown in Table 5.3. This table
comprehensively evaluates adversarial training utilizing di�erent techniques
(Di�usion Method and GAN) across the datasets presented in the above
section. The primary metrics used for comparison are the average F1 score
across the classes, which measures the balance between precision and recall
in the context of adversarial training, and the variance, which indicates the
consistency or stability of these methodologies in achieving performance.

The initial approach, Adversarial Training, was implemented using the
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Table 5.3: The results of the experiments are presented in the following table.
The values represent the average F1 score on 20 trials, while the values in
the breaks represent the variance.

Methodology
Mean of f1 score
Foody Proposed

Adversial Training
Di�usion method

0.637
(0.058)

0.586
(0.048)

GAN
0.453

(0.077)
0.453

(0.050)

Di�usion Method. The dataset based on Foody simple size demonstrated a
mean F1 score of 0.637 with a variance of 0.058. In contrast, the proposed
method (referring to the new approach or technique introduced for compar-
ison) yielded a slightly lower mean F1 score of 0.586. Still, it demonstrated
improved consistency with a variance reduced to 0.048. This indicates that
while the proposed method may exhibit a slightly lower average performance,
it proves more stable and predictable results than the baseline Foody dataset.

Similarly, implementing Adversarial Training with GAN on the dataset
derived from Foody's theory yielded a mean F1 score of 0.453. This result
was maintained with the new method, although with a reduced standard
deviation of 0.050. This underscores the potential of the proposed approach
to achieve comparable results with enhanced stability, paving the way for its
promising future applications.

In conclusion, it can be seen that there are many di�erent ways of achiev-
ing good results, depending on the methodology and dataset being used and
how the results are de�ned. This underscores the importance of choosing a
methodology that suits the speci�c needs of the task and dataset being used,
empowering researchers and practitioners in their decision-making. The pro-
posed methods have shown some encouraging results regarding stability and
reliability, mainly when using data augmentation techniques with GANs.



Chapter 6

Denoising Di�usion Models for
Improved Malware Detection

In this chapter, I continued the investigation of malware clas-
si�cation in a poor information environment. Existing malware
detection strategies often concentrate on speci�c facets, such as
e�cient data collection, particular types of malware, or handling
data scarcity. While valid, these strategies typically overlook the
potential for minimizing sample size, focusing instead on data
augmentation. This work uses the novel method to determine the
minimum sample size necessary to achieve a speci�ed accuracy
level, measured by the F1 score derived from the confusion matrix.
The focus is on TCP header tra�c data transformed into images
through 
ow-splitting techniques for multi-class tra�c classi�ca-
tion. In addition, the di�usion model are performed to generate
new synthetic tra�c images and show that my method outper-
forms existing techniques in terms of stability and predictability.
This study also compares the e�ectiveness of synthetic image aug-
mentation using Generative Adversarial Networks (GANs) and
Denoising Di�usion Probabilistic Models (DDPM) in improving
image recognition and classi�cation accuracy. 1 2

1This chapter has been published as \Addressing Data Security in IoT: Minimum Sam-
ple Size and Denoising Di�usion Models for Improved Malware Detection" in CNSM2024 .

2Acknowledgments: This work has been partially supported by the National Science
Foundation (NSF) awards # 2133407 and # 2201536.
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6.1 Introduction

Securing Internet of Things applications is important but challenging for
several reasons. One of them is the inherent limitations of low-power devices,
which cannot adequately address robust protection strategies. Furthermore,
consider the scenario in which an attack persists due to a lack of immediate
identi�cation: in such instances, the system may be severely compromised,
potentially leading to signi�cant �nancial losses for the network owner, as
highlighted by [55]. This is particularly problematic because it compromises
sensitive data and threatens physical and network security.

The application of machine learning has become increasingly prevalent
in the detection of malware and other cyber threats [104], given its ability to
process large data sets and decipher complex relationships between system
variables [95]. Several ML approaches have been proposed to e�ectively
detect previously seen and unseen malware, securing (IoT) networks [97].

While these approaches have merit, an accurate model often requires
the availability of extensive and heterogeneous datasets, that are not always
available or accessible. In addition, factors such as data scarcity and quality
of training samples can a�ect the performance of classi�cation models. As
highlighted in [73, 121], the spurious correlation due to a lack of data and
methodological rigor may lead to erroneous conclusions. Even when the ML
model is rigorous, having a correct training dataset is the key.

To address a robust model and limit spurious correlation, the litera-
ture investigates methods to determine the minimum sample size [73, 121].
In addition, in network security literature, a common solution in case of
data scarcity is to implement a data augmentation strategy that enhances
the learning model's robustness. Data augmentation involves arti�cially ex-
panding a training dataset by generating modi�ed versions of the original
data without requiring new data collection [99]. Introducing noise and data
variability, these techniques enhance the model's generalization ability and
reduce over�tting [113]. A strategy to apply this technique is to feed the
model with tra�c transformed into images. In [79], for example, feature
extraction from based-tra�c-images is shown to be not only more e�cient
in terms of accuracy compared to the binary representation of the same
packet but also allows the method scalability. As demonstrated e.g., in [82],
a low-dimensional representation of the image simpli�es its categorization.
Motivated by these results, the work shows how new image generation tech-
niques, such as di�usion model-based [27], combined with dataset manage-
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ment, can achieve higher accuracy and lower false positive rates in malware
classi�cation, compared to existing approaches. The core idea of my algo-
rithm involves collecting data in short intervals and classifying tra�c over
larger temporal windows. This approach emphasizes the importance of de-
termining the optimal sample size when utilizing data augmentation. In
particular, I performed the previously mentioned approach to �nd a min-
imum sample size based only on the confusion matrix to address the lack
of su�cient training. Moreover, I adopted Denoising Di�usion Probabilis-
tic Models (DDPM) for data augmentation and dissected its link with the
false positive rate. I found that the DDPM-generated data have a 7% higher
F1 score and less variance (5%) than the Generative Adversarial Networks
(GAN) generated dataand a higher average AUROC index along the classes.
Also, through explainable AI techniques, I show how DDPM images are more
similar to real with respect to those generated with GAN, hence validating
our approach.

The rest of the chapter is organized as follows. Section 6.2 highlights
the problem de�nition and our contributions. In Section 6.3, I describe the
experimental setup, detailing our methodology. Section 6.4 discusses the
experimental results, providing insightful comments and interpretations.

6.2 Problem De�nition: Addressing Data Scarcity
in IoT Malware Detection

In traditional approaches (for IoT attack classi�cation with or without com-
plete or su�cient data), the accuracy of a model is directly linked to the
amount of data it is exposed to. Researchers have shown that more data
points allow the model to recognize a wider range of patterns and establish
a more resilient understanding of the underlying relationships [122]. How-
ever, in the context of IoT malware detection, data is frequently lacking and
costly to obtain, making it di�cult to achieve accurate classi�cation. I aim
to address this challenge by collecting data over a short period and then clas-
sifying it over a longer timeframe. The objective is to categorize di�erent
types of malware when data collection is limited or expensive. To iden-
tify the minimum amount of data to collect, I employed my method based
on the confusion matrix, without distribution assumption, to obtain accu-
rate results regarding model accuracy and false/true positive rates. Data
augmentation uses the di�usion probabilistic model to create more stable,
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high-�delity images.

6.3 Methodology and Solution Design

Data scarcity, or the availability of only a few datasets, is a common issue in
malware classi�cation. To address these, I perform my method based on the
confusion matrix and F-score. Our process does not need an assumption on
the data distribution and identi�es the minimum number of experiments for
each class thanks to the McNemar-Bowker statistics test [38]. Furthermore,
according to the data scarcity hypothesis, I explore the Denoising Di�usion
Probabilistic Model to increase the data variability and make the classi�ca-
tion model robust and precise [57].

6.3.1 Minimum Sample Size De�nition

The literature provides some examples that explicitly explain the relationship
between the number of examples considered for the ML analysis (sample
size) and the performance of the model [10]. For example, models with
fewer parameters and a more straightforward structure may perform well on
smaller data sets, as highlighted in [51].

As shown before, my method does not assume a distribution on the index.
It is based on the confusion matrix (CF) since all performance indices, such
as the F1-score, are calculated on it. The underlying concept is to consider
the CF as the empirical probability joint distribution function of the model's
performance and perform a statistic test considering a given quanti�cation
of accuracy through the de�nition of test errors. Note that each CF ele-
ment, except the diagonal ones, represents the probability of a mismatching,
e.g., belonging to a speci�c malware such as a Distributed Denial of Service
(DDoS) and being assigned by classi�cation model to another malware class
e.g., a Port Scanning attack. In contrast, the diagonal element measures the
model's ability to discriminate well. The more suitable test for our scope is
the nonparametric McNemar-Bowker test [38].

Focusing on our speci�c case, given the imbalanced nature of the mal-
ware dataset, the F1 score is an appropriate choice of performance index.
Concerning the generic F1 score, it can be expressed in terms of the values of
true positives (TP), false negatives (FN) and false positives (FP), as shown
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in the following equation:

F1 �
2 � TP

2 � TP + 1 � FN + FP
: (6.1)

Thanks to the above approach, we can de�ne the F1 score for each class
and determine their sample size by applying the above de�nition to the test.
Since a type I error (� ) is a false positive conclusion in a statistic test and
a Type II ( � ) error is a false negative conclusion, these terms are often used
interchangeably with the general notion of false positives and false negatives
mentioned in the formula.

6.3.2 Flow Image Generation

This subsection provides a concise overview of the generative models em-
ployed. In particular, the Deep Convolutional Generative Adversarial Net-
work (DcGAN) and the denoising di�usion probabilistic model are consid-
ered. In the literature, the GAN model is the most common solution for
data augmentation of tra�c images. This approach is generally based on
two distinct components: a generator generating new images and a discrimi-
nator classifying real and fake images. In our case, the generator learns how
to build the tra�c image from the original, while the discriminator validates
the similarity between arti�cial and real tra�c-based images. The network
is designed to solve a min-max optimization problem. The objective is to
maximize the loss of the discriminator (assuring the similarity between real
and fake images) and minimize the loss of the generator, which implies a
network that knows how to mimic the tra�c behavior.

In our analysis, both losses are Binary Cross Entropy. Several signi�cant
issues a�ict a signi�cant number of GAN models. Firstly, non-convergence
occurs when the model parameters oscillate, destabilize, and fail to converge
when the losses of the model are in accordance. Secondly, model collapse
happens when the generator produces a limited variety of samples, e�ectively
failing the diversity of the generated data. Another issue that may arise is
the diminished gradient. This is present when the discriminator becomes
overly successful, causing the generator's gradient to vanish, leading to a
lack of learning. Finally, GAN models are highly sensitive to hyperparameter
selections, which makes them challenging to optimize e�ectively [98]. The
DcGAN is applied in this work due to the computational bene�ts and their
ability to capture semantic features, as demonstrated in [49]. The distinctive
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Figure 6.1: The Denoising Di�usion Probabilistic Models' mechanism in-
volves adding noise in the forward phase and learning noise removal tech-
niques in the backward phase, without assuming data distribution

feature of the DcGAN is the generator's use of a convolutional network.
In our case, the convolutional functions are one-dimensional, re
ecting the
data's black-and-white nature and simplicity, ensuring a minimum cost in
calculus.

In recent years, the di�usion model has emerged as a competitor to the
GAN model [32]. The novel approach to image generation entails the pro-
gressive re�nement of random noise into a realistic image. This model is a
parameterized Markov chain trained through variational inference to gener-
ate samples that closely resemble the original data after a �nite number of
steps, as described in [56]. The model learns the transitions of this chain,
which is a Markov chain that incrementally adds small amounts of Gaussian
noise to the data in the opposite direction of sampling (forward process) un-
til the original signal is destroyed (backward process). Hence, it is su�cient
to set the transitions of the sampling chain to a Gaussian distribution condi-
tioned to the images used as input. This process is known as di�usion and is
illustrated in Figure 6.1. Moreover, the ability to master the backward pro-
cess enables the construction of a model capable of generating images from
pure random noise. Consequently, this approach allows for a particularly
simple neural network (NN) parameterization by � .

The network takes two inputs, X t (the �nal tra�c-based image) and t
(the steps that we want), and outputs a vector � � (X t ; t) and a �xed matrix
� � (X t ; t), respectively the mean of the pixel and their variance matrix. This
allows each step in the forward di�usion process to be approximately reversed
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by X t � 1 � N (� � (X t ; t); � � (X t ; t)). This method o�ers several advantages
and addresses all the DcGAN issues listed above, including the ability to
easily tune the model and generate more stable and performing outcomes in
terms of image �delity. In addition, the learning model to implement this
kind of model can be chosen appropriately for the task.

In literature, several NNs can be chosen, but in our case, the most suit-
able choices are simple and lightweight ones that can capture the key aspect
of tra�c-based images and give an at the same time. For this reason, this
work considers a simple U-Net [100] with a 1-dimensional convolution layer.
This choice is due to its ability to retain spatial information, which aids in
the recovery of �ne details and precise object localization. By adopting a
U-shaped architecture, U-Net e�ciently combines local and global informa-
tion, improving semantic accuracy concerning Convolutional Networks and
the most common NN, such as YOLO, which is slower and heavier. More-
over, the U-Net reduces the number of parameters compared to the above-
mentioned networks, allowing faster training convergence and requiring fewer
computational resources. The capacity of the U-Net architecture to learn ef-
fectively from limited data and to handle images of varying sizes without
preprocessing further contributes to its versatility and practicality [100].

6.4 Evaluation

The following sections explain how the application of a new method to de�ne
the sample size combined with data augmentation through the adoption of
DDPM can achieve high results in terms of F1 score, taking into account the
False positive rate. Also, a deep study of synthetic images using explainable
AI techniques demonstrates how DDPM helps the classi�cation model.

6.4.1 Experimental Setting

Figure 6.2 shows a summary of the experiment work
ow. The packet cap-
ture (PCAP) �les collected in EDGE-IIOTSET [40] and Malicious Network
Tra�c PCAPs and binary visualization images Dataset (MNT) [26] are con-
sidered and analyzed as images for this work. Speci�cally, the �les are ini-
tially divided into unidirectional 
ows based on the same 5-tuple: source IP,
source port, destination IP, destination port, and transport-level protocol.
Subsequently, the TCP headers of each 
ow are concatenated. Addition-
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Figure 6.2: The data 
ow starts with creating hexadecimal-based images
for both datasets using the unidirectional 
ows header. After training the
Generative model image-to-image for each class, the dataset is input to the
CNN classi�cation model to collect classi�cation outcomes for evaluation.

ally, they are truncated if they exceed 743 bytes, otherwise, zero padding is
added, based on [118], were it is shown that the most pertinent information
is concentrated in these initial bytes. The resulting �les are converted to hex-
adecimal and then into grayscale images. This choice is coherent with the
data parsimony and o�ers a quick transformation that only needs the header
information. In addition, the use of 28x28 px images permits the adoption of
lightweight and simple generation and classi�cation models. Then, the gen-
eration of image models is initiated to create the synthetic dataset. Hence,
the DcGAN, and DDPM are trained on the dataset to achieve superior pre-
diction accuracy. A speci�c model is considered for each class. Di�erent
proportions of synthetic data were set in the �nal datasets to understand
better the relationship between synthetic data and the level of resilience to
the lack of data for each method. Considering our study and utilizing the for-
mula 6.1, calculating the � value for the sample size. Let's supposeF1 = 0 :8
and � = 0 :05, then it is possible to proceed with:

� =
(1 + � 2) � F� (1 + � 2 + � )

1 + � 2 + F�
= 0 :128 (6.2)

Performing the McNemar-Bowker test, the sample size outcome is 735 exam-
ples for each class for EDGE-IIOTSET and 580 for the MNT; these di�er-
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Figure 6.3: The Sankey diagrams visualize the confusion matrix for EDGE-
IIOTSET (top) and MNT set (bottom). The critical class to classify for the
EDGE-IIOTSET is upload attacks, while for MNT, it's Java RMI backdoor
attacks. These diagrams establish the baseline for classi�cation and serve as
a reference point for improvement using arti�cial images.

ences are due to the di�erent number of classes considered. Having de�ned
the datasets, a Convolutional neural network with �xed parameters and hy-
perparameters was selected to investigate the e�ect of sample size and the
impact of synthetic data on model performance. Also, the baseline model is
represented by the same CNN and trained only on the original data, with the
sample size de�ned by our method. The model was trained for 200 epochs,
with a learning rate of 0.01 and a stochastic gradient descent optimizer. Af-
ter the training process, the model's performance in terms of the F1 score is
evaluated on the real and unbalanced test sets. This allows for investigating
how the performance changes depending on the dataset conformation.

6.4.2 Evaluation of Classi�cation Performance

Figure 6.3 presents a visual description of the resulting confusion matrix
for both baseline models in the form of a Sankey diagram [90]. This dia-
gram represents each class with a box on the left or right side, with green
arrows for correct classi�cations and red arrows for misclassi�cations. This
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Table 6.1: F1 scores of the test set with a training model fed with the real
dataset and the balanced dataset with a sample size less than the thresholds.
The performance in other cases is worse than our method.

num. ex. per classes EDGE-IIOTSET MNT
� threshold 0.6 0.7

real unbalanced train set 0.73 0.58
our train set 0.93 0.97

visualization clari�es the unbalanced nature of the datasets and helps to un-
derstand the critical classes. For example, in the case of EDGE-IIOTSET,
the Uploading attacks are the worst classi�ed class, while for the MNT set,
the most misclassi�ed class is theJava-RMI backdoor. Also, Table 6.1 shows
how the performance in terms of F1 score is worse than our baseline in case
the number of examples per classes class is minor of the relative threshold
or using the real unbalanced train set.EDGE-IIOTSET. Focusing on the
EDGE-IIOTSET, there are clear di�erences between the results obtained
using GAN-generated images and DDPM-generated images, particularly re-
garding the classi�cation of neutral tra�c. It should be noted that DDPM
consistently achieves accurate classi�cation of neutral tra�c, regardless of
the volume of synthetic data, thereby reducing misclassi�cation variability.
Conversely, models trained with GAN synthetic data exhibit increased mis-
classi�cation, as shown in Figure 6.4. In particular, in these plots, the dif-
�culty of addressing a correct classi�cation for minority classes is evidenced
by the curves. For example, in the case of 30%, 50%, and 60% of synthetic
data, the DDPM models can not adequately classify the Uploading attacks.
In contrast, in the other cases, the results demonstrate that these models
can better classify all the critical classes. A motivation for these behaviors
can be the increasing noise introduction by the synthetic data and the lim-
ited number of epochs, which I set up based on the Baseline experiment.
Moreover, Figure 6.5 displays the F1 score for each model along with the
relative standard deviation. The baseline model, trained without synthetic
data, exhibits high F1 scores and lower standard deviation values. Focus-
ing on the other models, I �nd that the DDPM models generally achieve
better F1 scores but tend to have higher standard deviations,except in the
case where 30% synthetic data is used. This suggests that while DDPM
models can enhance performance, they tend to exhibit greater variability, as
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said before. Another interesting aspect of these results is the DDPM-based
model's capacity to classify better than the GAN-based one's class in the
case of 10% synthetic data. However, the overall performance in terms of
the F1 score suggests the opposite.Malicious Network Tra�c PCAPs
Dataset. I further analyze the Malicious Network Tra�c PCAPs and bi-
nary visualization images dataset. Firstly, the main di�erence between this
dataset and the previous one is the smaller number of classes considered.
Also, neutral tra�c is not considered in this case. However, the ROC curves
shown in Figure 6.6 combined with the results in Figure 6.5 con�rm the
fact that DDPM-based models perform better than the GAN-based models,
also for the critical class, both in terms of average F1-scores and their vari-
ance. In addition, the performance of both models becomes critical when
the percentage of synthetic data is 70%; this implies that the models are
confusing for the noising insert from synthetic datasets. This behavior is
curios combined with the previous ROC curve, in which the same model
topology could not discriminate the classes well when the dataset has 30%
of data synthetic. The last comment concerns the GAN-based model trained
with 90% of arti�cial data, where the classi�cation model does not work. To
ensure the robustness of our results, I extended the training of the model for
an additional 200 epochs, with no signi�cant changes. This indicates that
a more complex model is required for this task. In conclusion, the results
of the DDPM synthetic images indicate that the dataset building o�ers a
more stable and predictable behavior than that based on GAN images. Ad-
ditionally, the classi�cation outcomes on the test set with an imbalanced
distribution are superior, as are the misclassi�cation confusions as shown in
Figure 6.5.

6.4.3 Pixels vs. Packets: Analysis of Synthetic Tra�c
via XAI

The integration of synthetic tra�c data in malware classi�cation models
introduces complexities that necessitate a deeper understanding of model
behavior. While performance metrics provide an overall measure of the ac-
curacy of the models, they fail to explain how synthetic data in
uences
the decision-making process of the classi�er. In our context, explainable
AI (XAI) becomes crucial to validate the �delity of synthetically generated
tra�c 
ows by comparing their impact on model decisions against real traf-
�c data. This approach aids in assessing the quality of synthetic data and
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