




From a concrete point of view, suffice to say that 
transnational commerce increasingly exposes 
European entities to contacts with the American 
market. While most of the time everything goes 
well, there are instances in which litigation, or 
threats of litigation, might come up. In all these 
cases, European companies should be ready to 
take into account the various duties related to 
US discovery or face the risk of serious sanctions. 
As some notable cases show,3 US judges may be 
not very lenient toward foreign parties, usually 
defendants, who do not or cannot produce what 
is being requested by the other party.4 While this 
also happened well before computers made their 
appearance on the scene, the new digital era poses 
brand new challenges both in terms of quantity and 
quality of discovery.5

At the theoretical level, instead, the procedural 
philosophy that has long informed the rules of 
civil procedure in Europe, which in the field of 
evidence is well summarised by the principle nemo 
tenetur edere contra se, seems no longer capable 
of meeting all the needs of a modern culture of 
litigation.6 Rules that were built upon the paradigm 
of the bourgeois citizen owner of land, with a “one 
rule fits all” approach, strive to adapt to today’s 
relations. Disputes more often arise between small 
and isolated consumers or employees on one side 
and complex transnational corporations on the 
other, hardly comparable one to the other. No 
doubt that one party cannot match the resources 
and power of the other, which sometimes outweighs 
even national public authorities entrusted with 
supervisory and regulatory functions.

In such a scenario, some of the instruments that 
America’s civil procedure has crafted are of the 
utmost interest in view of levelling the playing field 
to achieve equality and, in the end, a better justice. 
These devices range from class actions allowing 
isolated damaged individuals to get together against 
a giant,7 through treble damages, channelling 
egoistic instincts toward public welfare,8 to, finally, 
discovery, sometimes the only way to find evidence 

jealously kept by the wrong-doer and to bring a 
meritorious claim.9 No doubt these means can be, 
and maybe too often are, abused by unprincipled 
plaintiffs and greedy lawyers blackmailing corporate 
defendants to obtain favourable settlements.10 Nor 
they should be simply transplanted in the European 
legal environment. Nonetheless, each represents 
an attempt to answer today’s emerging issues, and 
each should be seriously taken into account either 
as a paradigm or as a benchmark for European 
experiments in this direction.

With specific reference to discovery, both the 
“Enforcement” directive on the protection of 
intellectual property11 and the English12 and 
French13 experience tell us that European law-
makers are realising that certain interests can only 
be protected through a partial retreat of the nemo 
tenetur principle and on means of compelling 
corporations to produce their documents, rightly 
considered their “DNA”.14

Without resisting the temptation to throw such 
a large stone in the pond, I am now forced to 
narrow such a broad topic down and focus on the 
novelty that the digital revolution has brought 
to discovery. The article begins by considering 
whether e-discovery is in fact a real revolution or 
simply an evolution of traditional discovery. The 
next section will describe the case of Zubulake, an 
instructive and clear example of the issues and risks 
surrounding e-discovery. I then deal with some of 
the most interesting aspects and questions raised by 
the interaction between computers and discovery, 
beginning first with a seemingly easy task such as 
the definition of “document”. Next, I consider a 
point of clash between US and Europe philosophies 
when US e-discovery is directed toward European 
personal data, a mismatch that might expose 
European companies to conflicting duties and 
difficult decisions. The last two sections address the 
duties to preserve and protect and the costs related 
to US e-discovery, as well as some of the solutions 
that US judges and rule-makers have developed.
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Introduction

There may be several reasons that explain why a European scholar 
should approach the topic of discovery in general,1 beginning 
from a sense of fascination toward one of the features of the 

so-called American Exceptionalism.2 Without having the possibility of 
dealing here with all of them and to explore every facet of discovery, I 
would like to underline one practical and one theoretical consideration 
that suggest the opportunity to shed light on electronic discovery.
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Revolution or Evolution?
A first question that may be asked with regard 
to e-discovery is whether the “e” represents a 
revolution or an evolution of traditional paper 
discovery. In the first case, a whole new body of 
rules would be needed, while in the latter Rule 26 
of the Federal Rules of Civil Procedure (FRCP) 
could still provide, with some adjustment, a 
suitable bedrock for e-discovery procedures.15 
Scholars tend to agree that e-discovery is surely a 
major development of traditional discovery, but 
falls short of a revolution; it is an evolution, no 
more than what happened when, in the 1950s 
photocopying machines made their appearance, 
dramatically altering the way discovery was being 
made.16 

This is one of the reasons that allows us to deal 
only with the peculiar features of e-discovery, 
without entering into the complexities of the whole 
phenomenon.17 A real revolution, on the other 
side, took place (and is still taking place) inside law 
offices. The technological aspects of e-discovery, 
in fact, have caused new professionals and service 
providers to appear on the market, as well as brand 
new departments of lawyers being constituted to 
face the hurdles of digital world.18

Regardless of its non-revolutionary nature, 
e-discovery has still rendered amending the FRCP 
necessary. The Supreme Court did so in December 
2006, modifying Rules 26 and 34, answering some 
of the doubts that had been expressed by the Bar19 
and adopting some of the recommendations that 
came from frontline judges.20 The most significant 
amendments related to the definition of the term 
electronically stored information (ESI),21 the forms 
of e-data production22, the possibility of avoiding 
discovery of electronic material when too costly 
or time-consuming,23 provision to allowing the 
parties to dispute before the court the format of 
electronic document production24 and, finally, a 
“safe harbour” against sanctions for data spoliation 
caused by the routine operating of a business.25

The Case of Zubulake
In order to understand how e-discovery works in 
practice, as well as to present some of the issues that 
arise in this field, it may prove useful to describe the 
seminal and multimillion dollars litigation between 
Laura Zubulake and UBS Warburg26 before the US 
District Court for the Southern District of New 
York. This most-cited case gave the chance to Judge 
Shira Scheindlin, a renowned judge in this field, to 
deal with and solve many issues.27

By way of background, UBS hired Laura Zubulake 
in 1999 as one of the directors of the US Asian 
Equities Sales Desk, with a salary of approximately 
$500.000 and the promise to be considered as 
head of the desk in the short term. When, in 
December 2000, the place became vacant, however, 
the company preferred another employee to fill 
the position, Matthew Chapin, who immediately 
started discriminating against Laura Zubulake. 
After a few months of this treatment, in August 
2001, Zubulake filed a complaint with the Equal 
Employment Opportunity Commission (EEOC). 
No more than two months later, UBS fired 
Zubulake with two weeks’ notice. She responded 
by suing UBS in the US District Court for the 
Southern District of New York, claiming $13 
million in compensatory damages, as well as 
punitive damages28 for discriminatory treatment 
and retaliatory termination.

During the long phase of pre-trial discovery, the 
parties agreed to limit the number of emails to 
be produced. More specifically, Zubulake gave 
up her previous request for “[a]ll documents 
concerning any communication by or between UBS 
employees concerning Plaintiff”29 “includ[ing], 
without limitation, electronic or computerized data 
compilations”,30 agreeing to narrow it down to the 
accounts of five individuals. In turn, UBS agreed 
“unconditionally to produce responsive e-mails from 
the accounts of [these] five individuals”.31

In honouring this agreement, however, UBS 
produced only 100 pages of emails, while Zubulake 
produced approximately 450 pages: this difference 
strongly suggested that it was at least likely that 
UBS had not produced a substantial part of the 
requested material.32 It turned out that what was 
missing were emails sent and received by the 
five accounts, which had been deleted from the 
personal computers and were stored only in the 
backup tapes that UBS kept as a sound business 
practice.33 It was likely that those emails contained 
information potentially relevant to Zubulake’s 
case, since a sort of smoking gun had already been 
found: one of UBS managers suggested in an email 
to fire Zubulake immediately (“Exit her ASAP”) 
after she had complained to the EEOC, adding that 
this could have the positive effect of also depriving 
her of the annual bonus.34 UBS, however, answered 
that recovering the files from the backup tapes 
would be too expensive, and requested the Judge to 
shift the relative costs on the demanding plaintiff.35

Judge Scheindlin, after developing a new test to 
determine when cost should be shifted on the 
demanding party,36 devised a reasoned solution 
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that took into account the conflicting needs of 
the parties.37 The Judge, in fact, ordered UBS to 
recover, at its own expense, the emails stored on a 
sample of five out of 94 pertinent tapes, reporting 
in detail the time and cost of the operation.38 On 
the basis of the sample, the Court would then 
decide on the cost shifting issue.

UBS, thus, performed the task and reported that 
recovering the emails from the first five tapes cost 
around $19,000,39 while the total costs for all 
tapes was counted as amounting to more than $ 
270,000,40 including, both times, the fees for UBS’s 
lawyers’ review. Judge Scheindlin, applying her 
own test as developed in Zubulake I, shifted to the 
plaintiff 25% of the expenses for recovering the 
emails, excluding, however, any lawyers’ fees, which 
were to be borne entirely on UBS.41

The dispute is further complicated when the 
recovery process made it clear that some of the 
backup tapes were no longer usable.42 Contrary to 
the (oral) directives given by its attorneys and to the 
general duty to preserve evidence when litigation is 
reasonably foreseeable,43 UBS recycled some of the 
backup tapes, destroying the data previously stored. 
Some emails were forever lost, and this meant “data 
spoliation”.44 Zubulake reacted by moving to have 
UBS’s behaviour sanctioned in three ways: setting 
aside the cost shifting order; instructing the jury 
to draw an “adverse inference” from UBS’s failure 
to comply with its duties; and ordering UBS to 
bear all expenses related to the re-deposition of 
the witnesses whose emails were destroyed. Judge 
Scheindlin, in her Zubulake IV decision, granted 
only the last measure, considering the request for 
an “adverse inference” an extrema ratio to punish 
only the most serious violations.

The procedural epilogue is reached in the last 
decision, Zubulake V. Following the depositions 
ordered in Zubulake IV and additional emails 
produced by UBS, it was clear that both UBS 
and its lawyers seriously breached their duties to 
preserve and produce evidence.45 Zubulake was able 
to prove that, in addition to the violations already 
sanctioned in Zubulake IV, other emails, potentially 
relevant to the case, had been destroyed, that some 
emails were produced only after more than two 
years from the beginning of the pre-trial discovery 
phase, that UBS failed to preserve the evidence 
and that, in general, UBS employees intentionally 
erased several emails after Zubulake had already 
formally lodged her lawsuit before the Court. The 
picture was so serious, and the violations were so 
many, that Judge Scheindlin eventually instructed 
the jury on the possibility to draw an adverse 
inference from UBS’s behaviour. The verdict was 

heavy: the jury awarded to Zubulake $9.1 million 
in compensatory damages and $20.1 million in 
punitive damages,46 following which the parties 
reached an undisclosed settlement.

Notwithstanding the difficulty of reducing such 
a complex dispute in few paragraphs, Zubulake 
suggests several points of analysis on e-discovery, 
highlighting issues such as the costs associated to 
e-discovery, the objective and subjective scope of 
the duties to preserve and produce evidence for 
future litigation and the possible sanctions for 
failing to comply with such duties. Additional 
issues that are worth exploring are the definition 
of “document” and the interaction between 
e-discovery and the protection of privacy rights. In 
the next sections I shall try to address some of the 
most significant aspects of US e-discovery, showing 
how American law developed and adapted to the 
challenges brought by technological changes.

Definition of “Document”
Notwithstanding that Zubulake does not focus 
directly on this issue, the first challenge that 
technological progress offers is represented by the 
definition of “document”. Where in traditional 
paper discovery a document is essentially a sheet 
of paper, the digital revolution blurs the picture. 
Only a portion of electronic documents is the 
digital counterpart of traditional paper documents, 
simply stored on a different medium (such as 
text documents or emails). Many other present 
peculiar features.47 Some electronic “documents” 
are the result of operations (such as queries) 
performed on dynamic databases, so that they 
cannot be said to be really “existing” outside such 
operation.48 In general, an electronic document 
may include the positioning of a mobile phone, 
the access log of a building security system,49 the 
log of an electronic toll collection device,50 the 
GPS positioning of a vehicle, data on access and 
activities performed on a computer system, audio 
or video files, photographs,51 and much more. 
What all these elements have in common is not 
being “documents”, but rather being “electronically 
stored information”.

It is also worth noting that even those documents 
that are more akin to a paper sheet, in fact hide in 
the lines of their digital code a series of additional 
and valuable information. A sheet of paper contains 
no more than what is written on its surface. It 
is hard to determine its real author, as well as 
the phases and moment of its creation. On the 
contrary, an electronic document is accompanied 
by additional information, called embedded 
and meta data,52 in which one can read about 
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the document’s author(s), the dates of creation 
and modification, possibly the various stages of 
evolution of the document and the identity of who 
made those changes. It is clear that these data, if 
played in the right way, can win or lose a game, 
for instance uncovering the lies of who says that 
they did not author a document or showing that, 
following certain events, a memorandum was 
altered and how.

Furthermore, anything that is stored on a digital 
medium enjoys the additional feature of not being 
easily erasable. The delete key does not actually 
remove the electronic document from the realm of 
being, but simply marks the corresponding physical 
space on disk as available for writing.53 It can take 
days, months or even years before the system, in 
fact, writes on these sectors. During this whole 
period, and sometimes even after, the electronic 
document remains there, ready to be recovered by 
specific software.54 Moreover, Zubulake docet, it is a 
good commercial practice to keep back-up copies of 
the entire content of the company’s computers, so 
as to avoid the consequences of a computer disaster. 
Such copies, however, are a true mine to find the 
“smoking gun” when litigation arises.

Both the definition of electronic document and the 
importance of metadata have been accounted for in 
the amendments to Rule 34 of the FRCP. The Rule 
now includes in the broad definition of electronically 
stored information any “writings, drawings, graphs, 
charts, photographs, sound recordings, images, 
and other data or data compilations”,55 whatever 
the medium used to store it. With reference to the 
forms of production of electronic material, the Rule 
now states “[i]f a request does not specify a form 
for producing electronically stored information, a 
party must produce it in a form or forms in which 
it is ordinarily maintained or in a reasonably usable 
form or forms”. This ensures that the information 
given by one party to the other has not been 
rendered useless in practice56 or that, translated in 
a different format, has lost the valuable additional 
information hidden in its metadata.

Communications and Privacy

The digital revolution and the inexorable invasion 
of personal computers deeply affected the way 
social relations are lived, moving a large part 
of interpersonal communication from oral 
to written. Not only thousands of emails are 
sent every day,57 but the dialogue continues on 
blogs, chats, Facebook, Twitter and many other 
forms of written communication. Each of these 
communications leaves a distinctive footprint in 
the digital air describing its date, hour, sender 

and recipient. Quite often, the very content of 
the communication is also recorded, regardless of 
whether the author is aware of it or not.

The consequence of this sociological change is that 
a large number of conversations that previously 
were left to the phone or to informal water-cooler 
chat (verba volant) are now stored on digital 
devices, hard to erase and soon copied in back-up 
tapes (scripta manent).58 Once again this mass of 
information is an invaluable resource for someone 
looking for the decisive piece of evidence that 
will bring to a rich settlement or a favourable jury 
verdict.59 A clear example is the mail in which one 
of Zubulake’s bosses, after filing her complaint with 
the EEOC, suggested to “fire her ASAP”.60 This is 
a typical conversation that both its authors and the 
company would have never wanted to see engraved 
in the digital memory of the employees’ computers 
and copied in durable backup tapes.

Companies, thus, clearly wish to limit the chances 
that employees use their emails in an improper 
manner. One soft way of achieving this goal has 
been through a number of codes of conduct 
instructing employees on internet and company 
mail etiquette. A more subtle measure, and one 
that has been quite widely adopted in the US, is 
the use of “spy” software that monitors how emails 
and computers are used by the employees, and 
even records their content.61 While some American 
scholars have already questioned this measure,62 
European companies would likely encounter 
obstacles when trying to use these systems in 
countries that traditionally give much more 
protection to employees’ rights, including to the 
protection of their privacy.63

The real point of friction between e-discovery 
and privacy, however, relates more broadly to the 
duty to preserve and produce evidence because of 
different conceptions between Europe and America 
on the protection of personal data.64 Across the 
ocean, the protection of personal data is mostly 
sector-based65 and each company is generally 
considered the owner of the data it possesses.66 
Usually there are no specific rules on data 
processing and no judicial protection for the subject 
to which data refers.

The same does not hold true within the European 
Union where the protection is omnibus and 
personal data is usually owned by the person to 
which it refers, whose consent is required for data 
processing and who also has the right to request 
the correction or elimination of such data and is 
afforded judicial and regulatory protection.67 It is 
not by chance that Article 1 of the Directive 46/95/
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EC on the protection of personal data states that 
“Member States shall protect the fundamental 
rights and freedoms of natural persons, and in 
particular their right to privacy with respect to 
the processing of personal data”,68 echoed by the 
Charter of Fundamental Rights of the European 
Union that raises the protection of personal data to 
the status of a fundamental right.69

The Directive further states in its LVII considerando 
that “the transfer of personal data to a third 
country which does not ensure an adequate level 
of protection must be prohibited”. This is further 
specified in Article 25 of the Directive instructing 
Member States to take measures “necessary to 
prevent any transfer of data of the same type to the 
third country in question”, although the following 
Article provides for a derogation when “the transfer 
is necessary or legally required on important public 
interest grounds, or for the establishment, exercise 
or defence of legal claims”.

In order to determine which countries offer an 
adequate level of protection of personal data, 
meaning that data can flow from the EU to 
that State without any problem or additional 
requirement, the Directive set up a certification 
mechanism that ends with a Commission decision 
qualifying the foreign State as “adequate”. So far 
only few States have applied and acquired such 
statute: Argentina, Australia, Canada, Israel, New 
Zealand, Switzerland and Uruguay.70 The United 
States is not accorded such status, with the notable 
exceptions of the US Department of Commerce’s 
Safe Harbour Privacy Principles71 developed in 
collaboration with the Commission to ensure 
protection and a correct transfer of personal data 
in commerce-related matters, and the transfer of 
Air Passenger Name Record to the United States’ 
Bureau of Customs and Border Protection.72

Thus, apart from these two areas, European 
regulators and judges do not seem ready to give 
up the protection of personal data in name of 
US e-discovery. At the same time, it is unlikely 
that such a framework could provide a sufficient 
justification for a European company to refuse 
complying with a request of production in a US 
courtroom or with the duty to preserve personal 
data relating to a particular dispute,73 especially 
when the litigation involves an important American 
interest.74 The clash between e-discovery and EU 
privacy exposes EU companies to conflicting 
obligations, thus representing a sort of legal 
mismatch.

Duty to Preserve and Produce
The heart of Zubulake, at least in its more dramatic 
aspects, turns around the duties of the litigants to 
preserve documents relating to a pending dispute 
and to produce them when requested by the other 
party. The case shows that breaching those duties 
may lead to serious procedural and economic 
sanctions. The matter is far too varied and complex 
for a complete analysis here and I shall only give 
some brief impression.

The first aspect is establishing the moment in which 
a duty to preserve arises. As it has been noted, this 
is when “the party has notice that the evidence is 
relevant to the litigation or when a party should 
have known that the evidence may be relevant to 
future litigation”.75 The interpretation of the duty 
given by American judges is therefore quite broad 
and characterised by partially subjective elements. 
For instance, in Zubulake Judge Scheindlin held 
that UBS reasonably foresaw a dispute because its 
employees started to exchange emails having UBS 
attorney-client privilege, notwithstanding that no 
lawyer was taking part in the conversation.76 In any 
case, this duty comes out quite early in time.

The objective scope of this duty,77 on the other 
hand, cannot be too broad either in general or 
in view of a specific litigation. Not only an order 
to “freeze” the state of the information as it is 
in a certain moment could prejudice and even 
stop the ordinary business of a company,78 but 
the modification and elimination of digital data 
may sometimes be involuntary.79 At the same 
time, when a dispute has arisen or is arising, the 
company has a duty to place a litigation hold on all 
relevant material and the normal data elimination 
and backup tapes’ recycling operations should be 
suspended to avoid spoliation.80 Both the subjective 
and objective scope of the duty to preserve, which 
no doubt are traditional issues, should be read 
against the background of the digital structure of 
companies, which should be aptly adapted in order 
to enable the company to easily comply without 
bringing the business to an halt.

The peculiarity of the duty to produce as applied 
to electronically stored information relates, instead, 
to the difficulty of recovering data that has been 
eliminated but is still recoverable or is contained 
in back-up tapes or in obsolete digital systems.81 
Judge Scheindlin settled this issue in Zubulake 
by distinguishing two categories: accessible and 
inaccessible data. In the former, the Judge included 
active/online data, near-line data and offline storage/
archives,82 namely data that is immediately or easily 
available and that, without any doubt, is supposed 
to be produced in every ordinary e-discovery. 
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Inaccessible data is, instead, that contained in 
backup tapes83 or erased, fragmented or damaged 
data.84 In relation to the latter category, the duty 
to produce, or at least the duty to bear the costs, 
is attenuated. Such distinction is also evoked 
by Rule 26(b)(2)(B) of the FRCP, in the 2006 
amended version, which provides a twofold test:85 
the burdened party may avoid discovery showing 
that the requested information is not “reasonably 
accessible because of undue burden or cost”.86 On 
the other hand, the demanding party may still 
compel discovery of such information showing 
a good cause as the probable importance of the 
material to the case.

The array of sanctions that a US judge may inflict 
in case of violation of the duty to preserve and 
produce is particularly interesting. 87 The most 
serious breaches may be sanctioned with a default 
judgment or a dismissal of the action. This is 
the case, for instance, when the party acted with 
intent to eliminate key evidence.88 In other cases, 
as in Zubulake, the sanction is instructing the jury 
on the possibility to draw an adverse or negative 
inference from the party’s failure to preserve or 
produce digital information.89 Finally, some judges 
simply punish the defaulting party by monetising 
their breach or ordering to pay the other party’s 
legal fees.90 Given the serious consequences of these 
sanctions, the Rules now provide a safe harbour 
that protects a party when data spoliation is due to 
the “routine, good-faith operation of an electronic 
information system”.91

Costs
The last aspect of e-discovery to analyse relates to 
costs. The digital revolution not only increased 
the quantity of written communications to a level 
that was not even conceivable before, but also 
rendered it extremely cheap to store documents 
and other information in an electronic format. 
As a consequence, pre-trial discovery today can 
involve millions of pages and an enormous amount 
of data92 that needs to be reviewed by expensive 
lawyers. Once again, this does not represent a 
revolution as scholars and practitioners already 
focused on time and cost factors of traditional 
discovery, for instance in relation to so-called dump 
truck techniques, when a party answers to the 
requests of the other literally burying her under 
boxes and boxes of non-relevant documents with 
the sole purpose of obstructing discovery.93 The 
broader storing capacity offered by digital media 
simply emphasises this profile and takes it to a new 
level.

At the same time, digital files can be indexed, 
searched, manipulated and elaborated with data 

mining software,94 allowing the receiving party 
to perform a first screening of the billion files 
produced by the other, in order to narrow down the 
number of potentially relevant documents and files 
to be reviewed by attorneys or paralegals,95 thereby 
reducing overall costs.

The real digital innovation relates, instead, to 
the cost of recovering inaccessible data.96 As 
Zubulake shows, recovering data from backup 
tapes may be expensive.97 Even higher may be the 
cost of retrieving erased files. In order to limit 
costs, American judges, and Judge Scheindlin in 
particular, have developed two techniques. The first 
is ordering a sample of inaccessible data to evaluate 
the probable relevance of the recovered data to 
the litigation and to assess the cost of recovery.98 
The second involves shifting some or all of the 
costs associated with retrieving the data to the 
party requesting its production.99 In this respect, 
Zubulake teaches that the cost of legal review 
of recovered data by the party’s lawyers should 
not be shifted and that a cost shifting decision is 
not neutral, having the potential collateral effect 
of “chill[ing] the rights of litigants to pursue 
meritorious claims”.100

Conclusion
In this article, I have attempted to sketch out 
some of the complexities and issues that the digital 
revolution has brought to the production of 
documents, and more specifically to US e-discovery. 
In some cases, as in defining “electronic document” 
or recovering inaccessible data, the problems 
presented and the solutions proposed are common 
to any document production technique, being it a 
discovery, disclosure or another instrument typical of 
European countries.

In others, instead, there is a clear conflict between 
the two shores of the Atlantic Ocean, especially 
in the European adherence to the principle of 
nemo tenetur and in the clash between the duties 
to preserve and produce and the protection of 
personal data. This is the background on which 
we should read the, surely imperfect, attempts 
of the European Union and the United States to 
find an arrangement in the matter of privacy and 
e-commerce,101 or the novelty represented by the 
European “enforcement” directive on the protection 
of intellectual property rights.102

The differences, sometimes quite deep, that exist 
in the very procedural and substantive legal 
philosophies in Europe and in America should not 
prevent scholars and practitioners to look at the 
US experience as a valuable touchstone to find a 
European way to e-discovery.103
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44, reports in the United States several courts have declared that 
employers’ spying systems monitoring employees’ email accounts do 
not violate employees’ privacy rights. Fraser v. Nationwide Mut. Ins. 
Co., 352 F.3d 107, 114 (3d Cir. 2003). According to studies cited by 
Marcus, 74% of U.S. companies monitor employees Internet use and 
72% spy their emails. K. Livingstone, “Battle over Big Brother”, S.F. 
Recorder, 30 August 2001, p.1.

62 For instance E. Kim, “The New Electronic Discovery Rules” 
(2011) 115 Yale L. J. 1481,p. 1485-86, who, however, notes that 
the Electronic Communications Privacy Act and several State laws 
allow an employer to monitor employees digital activities when 
they use company’s properties and there is a plausible economic 
justification for doing so, such as increasing productivity. R. Marcus, 
“Confronting the Future: Coping with Discovery of Electronic 
Material” (2001) 64 Law and Contemporary Problems 253, 262, 
reports the opposition of the National Labor Relations Board about 
spying the emails of unionised employees.

63 S. Berman, “Cross-border Challenges for e-Discovery”, cit. supra 
note 4, p. 128. In Italy such practice would be prohibited under 
art. 4 of the law of 27 May 1970, no. 300 (the Workers’ Statute). 
A recent decision by the French Cour de Cassation however, while 
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art. 8 of the European Convention on Human Rights, signed in 
Rome on 4 November 1950. G. Shaffer, “Globalization and Social 
Protection”, cit. supra n65, pp.10-11, citing the considerando to the 
Directive 95/46/EC, connects the importance that the European 
legislator gives to the protection of personal data to the correct and 
fair functioning of the internal market.

70 The list also includes Andorra, Faeroe Islands, Guernsey, Isle of Man, 
Jersey.

71 2000/520/EC, Commission Decision of 26 July 2000 pursuant to 
Directive 95/46/EC of the European Parliament and of the Council 
on the adequacy of the protection provided by the safe harbour 
privacy principles and related frequently asked questions issued by 
the US Department of Commerce.

72 Agreement between the European Union and the United States 
of America on the processing and transfer of Passenger Name 
Record (PNR) data by air carriers to the United States Department 
of Homeland Security (DHS) (2007 PNR Agreement) signed 
in Brussels, 23 July 2007 and in Washington, 26 July 2007. The 
agreement is strongly grounded in the need to share PNR data to 
“prevent and combat terrorism and transnational crime effectively 
as a means of protecting their respective democratic societies and 
common values”. See, on the same line, Council Decision of 13 July 
2010 on the conclusion of the Agreement between the European 
Union and the United States of America on the processing and 
transfer of Financial Messaging Data from the European Union to 
the United States for the purposes of the Terrorist Finance Tracking 
Program (2010/412/EU).



53

73 R. Marcus, “E-discovery Beyond the Federal Rules”, cit. supra 
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