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1 | INTRODUCTION

Abstract

The security of data communications is one of the crucial challenges that our society is
facing today. Quantum Key Distribution (QKD) is one of the most prominent methods
for guaranteeing ultimate security based on the laws of quantum physics. In this work, the
results obtained during the Italian Industry 4.0 Quantum Testbed (I14QuTe) project are
reported where the authors realised a QKD testbed securely connecting the Competence
Industry Manufacturing 4.0 (CIM4.0) located in Torino and a TIM edge node located
10 km away from the testbed. The edge node accommodates the server providing
computation capabilities for managing the treal-time data generated by the machines
within the CIM4.0 digital factory pilot line, thus gracefully integrating QKD with the
MEC (Multi-access Edge Computing) paradigm. The experiment was conducted for more
than 69 h, establishing an average key generation rate of 5.125 keys/s (AES-256 keys) and
demonstrating the stability of the entire end-to-end encryption system.

KEYWORDS
optical fibre networks, private key cryptography, quantum communication, quantum cryptography,
telecommunication security

Industry 4.0, requiring efficient and secure management of
large amounts of data.

The fourth industrial revolution (Industry 4.0) is based on the
interconnection of production machines with the purpose of
increasing automation, optimising performances, and making
diagnoses without the need for human presence [1, 2]. Data
storing, elaboration, and transmission inside smart factories
and interconnection of smart factories are key components of

The analysis of those data is often provided by servers in
the cloud, where a centralised server provides clients with
high-performance systems in terms of computational power
and data storing capability. However, the large distance be-
tween the cloud server and end-users turns out often in latency
delays affecting real-time applications. Edge computing solves
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this issue bringing the servers infrastructure closer to all end-
users, facilitating the processing and the storage of the data
[3]. Still, the transfer of information increases the surface area
for cyber-attacks by introducing additional entry points to a
network, making it important for organisations to implement
robust security measures to protect their edge devices and
data [4].

Quantum Key Distribution (QKD), that is, the generation
and distribution of cryptographic keys based on the laws of
quantum physics, constitutes a very attractive solution for high-
security applications [5]. QKD allows to generate symmetric
cryptographic key in a way that is impossible to eavesdrop
without been detected. With a symmetric key is than possible
to encrypt messages using classical algorism (e.g. One time
pad) [0] that are secure regardless of the computation power
possessed by an adversary. Despite the enormous progress of
the research community during the last 10 years, some aspects
(e.g. achievable distance, key rate and integrability into existing
infrastructure) are still to be fully explored and their imple-
mentation optimised [7]. In our work, we exploit a QKD link
established between the Competence Industry Manufacturing
4.0 (CIM4.0), located in Torino, and a TIM edge node located
12.7 km away from the testbed. The keys generated by the
QKD system are used by hardware encryptors which allow a
real-time encryption of the data transmitted between the two
different locations.

2 | NETWORK CONFIGURATION

Both TIM and CIM4.0 are located in the metropolitan area of
the city of Turin (see Figure 1), the two locations are connected
by a pair of 12.7 km long commercial fibres provided by TIM.
This link presents an attenuation of 10.8 dB for the quantum
channel and 12.6 dB for the classical channel, including optical
transit in two intermediate central offices.

The TIM edge node contains the server providing
computation capabilities for managing the data related to the
machines within the CIM4.0 digital factory pilot line, thus
gracefully integrating QKD with the MEC (Multi-access Edge
Computing) paradigm. In particular, the pilot line is configured
to implement a technology test-bed scenario, where it is
possible to recreate an overall real production environment. In
our case, the system reproduces the manufacturing of a cus-
tomisable skateboard where a smart picking station, an oper-
ator guidance system combined with an advanced logistics
controller and a cobot (collaborative robot) station allow a fully
digital and automatic control of the overall process.

The assets involved in the pilot line communicate through
the standard OPC UA protocol (Open Platform Communi-
cations Unified Architecture, is the interoperability standard
for secure and reliable data exchange in industrial automation
and other industries). Then, the OT (operational technologies)
network carries sensitive information related to the production
process and process data, which will be sent to an Edge
Gateway (Edge-GW). The proper packaging and transport of
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FIGURE 1 Map of Turin, with the position of the MEC (TIM) and
the pilot line (CIM 4.0). The line connecting the points shows the rough
path of the commercial fibre pairs used in this project. The overall distance
is about 12.7 km with a total attenuation factor of 10.8 dB for the quantum
channel and 12.6 dB for the classical channel.

this data ensures the integrity and reliability of the process
while preserving end-user data.

Figure 2 describes the detailed implementation of the
network, while Figure 3, shows the workflow of information in
the system. In the following, we describe the architecture of
the network used in this article. We encrypt the data collected
by a SENTRON PAC4200 power monitor, to a SIMATIC
Industrial Edge (SIE) IPC227E (Nanobox PC), which from
those data can determine the power consumption of the ro-
botic arm installed in the factory pilot line.

The sensitive data are encrypted and decrypted using a
layer-3 Encryptor system (HypnosX) (CFR1 and CFR2)
designed and realised by Telsy S.p.A. The encryptors use a
proprietary tunnelling protocol developed by Telsy (Telsy-
Guard) which guarantees a high level of security, a high
throughput of the enctypted data (about 1Gbit/s), and a low
latency (about 1ms). Keys generated by a Quell-X QKD sys-
tem (Alice and Bob) are collected into a database and are
immediately available for the application layer. They are pro-
vided to the encryptors exploiting a standard ETSI protocol [8]
technique, which allows a fast and secure interface between the
devices. In our configuration we use two different dark fibres,
one for the quantum channel and the other one for classical
communication: information reconciliation, key distillation, key
managet interactions and encrypted/dectypted data trans-
mission. The data generated by the sensor are passed to the
encryptor via an ethernet connection using the Profinet pro-
tocol (open industtial ethernet solution based on international
standards). Once the data have been encrypted, we exploit the
same network switch for converting electrical signal to optical
signal. Although the network switch is configured with
different subnetworks, in order to improve the overall security
in a real production environment, a physical separation of the
unprotected and protected sides of the network may be
necessary. All the data are then sent, exploiting a 10 Gbit/s
SFP transceiver, through a dark fibre connecting the two
nodes. At the edge node (located in TIM), the different types
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FIGURE 2 Detail setup of the expetiment.
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FIGURE 3 The quantum key distribution (QKD) system and the
classical system work in parallel. The QKD generate continuously the key
material that is passed to the cypher that encode and decode the messages
passed by the sensor to the edge computer.

of data are divided based on the different subnet and passed to
the different devices (Bob, cypher, and the EDGE node) for
completing the overall protocol stack. It is important to note
that, after the initial configuration, the quantum encryption
layer is invisible to the overall communication between the
sensor and the edge computer, making our solution simple,
secure and scalable.

3 | QKD PROTOCOL AND
IMPLEMENTATION

The quantum key distribution protocol implemented in our
system is the time-bin encoding three-state BB84 protocol with
1-decoy method. Nowadays, the majority of implemented and
commercial QKD systems employ, as single-photon sources,
classical lasers attenuated to the single-photon level. In order
to protect the QKD system from a possible number splitting
attack (that exploits the possible multi-photon events), the
decoy method is employed, which consists in the random use
of different intensities in the preparation of the quantum states
[9-11].

In the three-state BB84 protocol, the Z basis is used to
distil the secure key; the eigenstates of this basis are charac-
terised by the emission time of a pulse into a time slot frame
according to the time-bin encoding. Only one state of the
mutually unbiased basis X is prepared: it is a superposition of
the states of the Z basis with zero relative phase. The X basis is
used for the security estimation. In the finite-key regime, the
protocol produces a secure key whose length [ is upper
bounded to [12].
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where slz‘o and Slz’1 are the lower bounds for the vacuum and
the single-photon events respectively, ¢4 is the upper bound of
the phase error rate in the Z basis and h(x) = —xlog,(x)—(1—x)
logo(1—x) is the binary entropy. The term Agc indicates the
number of disclosed bits during the error correction stage of
the post-processing. The terms €. and €., are the correctness
and secrecy parameters respectively.

With reference to Figure 4, at the transmitter side (Alice),
the pulses encoding the states are generated by carving a
pulsed laser, emitting at a wavelength of 1538nm (C-band),
with an intensity modulator controlled by a field programma-
ble gate array. A second intensity modulator, in series with the
first one, is used for the implementation of the decoy-state
method. After the carving stage, the pulses are attenuated
down to single-photon level by a variable optical attenuator.
The qubit generation rate is 600MHz. After the transmission
of the quantum states in the optical fibre, the photons reach
the receiver setup (Bob). The Z-basis output brings the pho-
tons directly to one Single-Photon Detector, while X-basis
output lets the photons pass through a delay line interferom-
eter (DLI) before reaching the detection part. The DLI is a
Mach-Zehnder interferometer with one arm longer than the
other (about 800ps), so that the two pulses characterising the
state in the X-basis ovetlap and their relative phase can be
measured. On the receiver side, we use two InGaAs single-
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FIGURE 4 Schematic representation of the quantum key distribution
(QKD) system. On the left side we reported the transmitter unit (Alice) and
the right side we reported the receiver unit (BOB). The protocol
implemented is a discrete-variable time-bin encoding with decoy-state
method.
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photon detectors, operating at room temperature, for
measuring the incoming photons connected to a time-to-digital
converter. Both Alice and Bob have a probability of choice of
basis (Z or X) of the 50%. At the receiver side, before the
measurements, a beam splitter acts as a passive basis choice.
After the transmission stage, the system automatically distils
the secret keys thanks to the post-processing (PP) procedure.
The PP is performed using the second optical dark fibre
through which the error correction and privacy amplification
methods are implemented. An optical switch, reported in
Figure 2, guarantees the connection between the different
devices present in the testbed. At the output of the optical
switch, a bidirectional SFP transceiver guarantees full-duplex
communication (1490nm/1550nm) over a single fibre be-
tween the two sites.

4 | RESULTS AND DISCUSSION

The Turin quantum testbed is a fully functional quantum link
operating over a pair of installed fibres and guaranteeing the
security of the real-time data collected by the automatic ma-
chines and transmitted to the MEC device. The system was
installed in less than a day and after an initial optimisation
stage, the QKD system settled to an average key exchange
speed of 1.3 kbit/s and average quantum bit etror rate (of the
computational bases) of 1.5% over 10.8 dB of channel loss as
reported in Figure 5a. Figure 5b, shows the current value of the
in-line sensor registered and stored in the Simatic Industrial
Edge over 60 min of measurement.

Raw data have been collected with a frequency of 100ms,
without losses, and stored in InfluxDB, an open-source time
series database (TSDB) over the SIE, while the processing has
been demanded to Node-RED, an open-soutce programming
tool.

It is worth noting that the plot presents a peak after about
25 min of measurements, which corresponds to an increment
of the activities of the automatic station.

Regarding the encryption process, our application requires
AES-256 keys, thus the effective key exchange rate was 5.1

Current Trend
1.00 |

o
©
%)

o
©
o

Current [A]

o
o)
v

0.80 | 1

15:30 15:40 15:50 16:00 16:10 16:20 16:30
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(b)

FIGURE 5 (a) Secute key rate produced by the quantum key distribution (QKD) system over 70 h of measurement. The average bit rate is 1.3 kbit/s
resulting in a key generation (AES-256) of 5.1 keys/s. (b) The current value of the in-line sensor registered and stored in the SIMATIC Industrial Edge (SIE)

over 60 min of measurement.

85U8017 SUOWILLOD 8A11E81D) 3|qeo! dde 8Ly Aq peueob 8k S9pie YO ‘8sh JO Sa|n I0j ARIqIT8UIIUQ AB|1MW UO (SUOTIPUOD-PUB-SWB 00" A3 1WA JeJq) 18U [UO//SANY) SUORIPUOD pue SWis | 8U18es *[£202/60/92] Uo AriqiTauljuo A(Im eifeleuelyooD Aq 7202T 2oWb/6v0T 0T/I0p/Wod As|im A Iq Ul juo yosesse.is|//Sdny woij papeojumod ‘0 ‘GZ682892



CORRIAS ET AL.

keys/s generating a total amount higher than 1 million keys in
less than 70 h. In other words, the quantum keys generated
over the 70 h of measurement are sufficient to support hun-
dreds of devices, considering a refresh key rate of 1 AES-256
key every 30 s.

Currently deployed fibre, have an average attenuation of
0.22 dB/km. This mean that we could expect a key rate gen-
eration of 4.9 and 3.6 key/s if the site were at 25 and 50 km of
distance respectively, making the QKD suitable for majority of
applications of edge computing.

In order to increase the final secret key rate different op-
tions could be considered: improving the single-photon de-
tectors (higher efficiency, lower dead time), increasing the
repetition rate of the quantum states, or exploiting high-
dimensional encoding and true-single-photon sources. In
particular, high-dimensional encoding (exploiting qudits
instead of qubits) has already demonstrated the advantage in
terms of key generation rate compared to standard bidimen-
sional schemes both in fibre and in free-space links [13-15].
On the contrary, commercial QKD systems exploit attenuated
lasers as quantum states. This method, although very conve-
nient, could open back doors to the real implementation of the
full system. The improvement of the single photon sources in
the last few years has allowed the demonstration of proof-of-
concept experiment exploiting true deterministic single photon
sources [16]. In addition, these deterministic sources will be
exploited for the implementation of the quantum Internet
protocols [17].

5 | CONCLUSION

In conclusion, we have demonstrated the ability to exploit a
commercial QKD system for real-time sensitive data encryp-
tion of Industry 4.0 sensors. Our demonstration shows how
quantum technology can be matched with the multi-access
edge computing paradigm, enhancing the security level of
the overall data communication and paving the way for a large
deployment of this technology in the Industry 4.0 paradigm.

6 | OUTLOOK

In our future works, we will direct our attention towards
expanding the QKD network beyond its current point-to-
point configuration to encompass more intricate architec-
tures. This will involve the utilisation of advanced tools, such as
Software Defined Networking (SDN) and Wave Division
Multiplexing (WDM). By employing these instruments, our
aim is to enhance the scalability and facilitate the deployment
of this technology. [18, 19].
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