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Abstract

The ever-evolving landscape of attacks and the growing complexity of ICT systems
make crafting anomaly-based intrusion and error detectors difficult: they must accurately
detect attacks and promptly perform detections. Although improving and comparing the
detection capability is the focus of most research works, the timeliness of the detection
is less considered and often insufficiently evaluated or discussed. In this paper, we argue
the relevance of measuring the temporal latency of attacks, and we propose an evaluation
approach for detectors to ensure a trade-off between correct and in-time detection. Briefly,
the approach relates the false positive rate to the temporal latency of attacks, ultimately
leading to guidelines for configuring a detector. We discuss and apply the strategy to
compose datasets for intrusion detection that can support the computation of our metrics.
We exercise our approach by evaluating different intrusion and error detectors in three
industrial cases: i) an embedded railway on-board system that optimizes public mobility, ii)
an edge device for the Industrial Internet of Things, and iii) an IoT network that monitors
an industrial facility. Results show that considering latency in addition to traditional
metrics like the false positive rate, precision, and recall gives an additional fundamental
perspective on the actual performance of the detector and should be considered when
assessing and configuring intrusion detectors.
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1 Introduction

Complex information and communication systems play a central role in daily operations,
industrial processes, and even safety—critical contexts where a maximum frequency of fail-
ure per hour must be guaranteed, and attacks may have catastrophic consequences, also
impacting the well-being of people and the environment (Lyu et al. 2019). They are con-
nected through the network, either to be accessible by the end-user or to orchestrate dis-
tributed components to provide an emergent behavior (Kopetz et al. 2015). The complexity
of these systems makes them susceptible to errors that may arise from diverse sources and
exposes them to attacks.

Anomaly detection is a widely researched initiative among the multiple approaches to
tolerate attacks and failures. It involves deploying error or intrusion detection systems (Cruz
et al. 2015; Cotroneo et al. 2017; Zhao et al. 2019; Palmieri 2019; Al and Dener 2021) that
monitor system indicators (often called features) during the execution and utilize the values
collected to suspect errors or attacks. The foundational assumption underlying the construc-
tion of these anomaly detectors is that mistakes and attacks produce discernible anomalies
in the trend of the values collected from monitored features; luckily, this assumption is often
realistic (Hossin and Sulaiman 2015).

A promising solution to build the detector is training a machine learning model relying
on a large set of features encoded as structured data. The detection of anomalies is then
formulated as a binary classification problem in which we predict a label for any input data
points provided to the detector (0 for normal, 1 for attack). The training process allows the
model to approximate the binary function that associates a label for each data point fed to
the detector. It is performed either in a supervised or unsupervised way, depending on the
availability of labels in the training set.

Exploiting the temporal order between data points is a distinguishing feature of anomaly-
based intrusion detectors (IDs). Incorporating the time dimension enables the detection of
contextual, group, and punctual anomalies (Lindemann et al. 2021). Contextual anomalies
are data instances anomalous in a specific context but not otherwise, while group anoma-
lies are collections of related data instances, anomalous to the entire data set (Chandola et
al. 2009). Suppose classification relies solely on the information conveyed by individual
data points. In that case, the detection capabilities are limited to punctual anomalies, whose
values are different from the modeled distribution. Models can leverage time series data to
make decisions based on system evolution: they may better describe the anomalous behav-
ior triggered by an attack or a system error. The literature is aware of this, with numerous
works that exploit the temporal order between data points (Yuan et al. 2021; Alharthi et al.
2021; Dayaratne et al. 2022; Wang et al. 2022b).

What we expect from an ID, independent of the model, is to minimize the risk of false
alarms to avoid unnecessary responses, while being able to detect attacks or errors as soon
as possible. In the literature, the correctness of the detection is a well-considered factor for
evaluating the efficacy of ID. It is measured in terms of how many data points in a sequence
are classified correctly, using state-of-the-art classification metrics such as f1-score, preci-
sion, recall, and accuracy (Hossin and Sulaiman 2015).

However, it is easy to observe that achieving high classification performance alone, with-
out considering the time an attack or an error has been latent in the system, offers a partial
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understanding. Unfortunately, the time required to identify an occurring attack or failure,
i.e., the attack latency, is rarely measured. Two main factors substantiate this lack of atten-
tion: the training set and the metrics used. First, while training sets include time-stamped
data points, the way they are typically built is insufficient to model the evolution of attacks
through time. They normally aggregate raw network data in flows, resulting in data points
describing an entire communication session between two machines. The problem is reduced
to detecting anomalous data flows, preventing a fine-grained analysis. This way, the transi-
tion between normal and anomalous behavior of the systems is not reproduced, preventing
the detector from learning this dynamic. Second, widely accepted metrics like accuracy or
fl-score count the number of correctly classified data points. These metrics do not account
for multiple anomalous data points belonging to the same attack. Consequently, detecting
all the anomalous data points is not necessary; identifying just one is sufficient to start
proper reaction strategies (Wang et al. 2022a). Additionally, detecting a malicious network
flow only after it has terminated enables the attacker to achieve its goal and hinders timely
detection and response.

For these reasons, accuracy, f1-score, or similar metrics might seem satisfactory to bench-
mark and assess detector performances, but they may prevent a more sensitive configuration
of the detector based on the operational requirements. To overcome these limitations, we
propose and apply an approach for evaluating IDs that considers latency and related metrics
in addition to state-of-the-art classification metrics. This proves a complete understanding
of a detector, with the ability to define a trade-off between the correct detection and time to
detect. This implies proposing different dataset structures to overcome the limitation of the
flow-based approach.

Very practically, we assume that a system has operational requirements defined in terms
of an acceptable false positive rate. A high false positive rate means a suspicious detector
that raises many unnecessary alarms, but also a higher detection capability.

Then, we proceed to evaluate our detectors as follows. Given an anomalous sequence,
we set multiple false positive rate thresholds and compute the corresponding attack latency,
which is the distance between the first anomalous data point and the first anomalous data
point correctly classified. This allows us to identify the best configuration based on the sys-
tem's operational requirements to defend.

We exercise the proposed approach and metric for evaluating IDs by executing three sys-
tems: SPaCe (Puccetti et al. 2024), a cyber-physical system that orchestrates and optimizes
public mobility; Arancino (Zoppi et al. 2023b), a smart board for distributed monitoring; and
DoS/DDoS-MQTT-IoT (Alatram et al. 2023), a sensor network for industrial applications.
Experiments show that the proposed approach offers a novel perspective on the intrusion
detection problem and facilitates efficient calibration of IDs for real deployment scenarios.

The code to reproduce our results, together with the detailed results from the experiments
not included in the paper for brevity, is publicly available.

The rest of the paper is organized as follows: Section 2 provides an overview of the
background and related works concerning anomaly detection. In Section 3, we introduce our
evaluation approach and discuss the motivation behind it. Section 4 outlines the steps of our
experimental campaign, while Section 5 presents the corresponding results. We conclude
our discussion in Section 6, where we summarize the practical takeaway from our work.
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2 Background and related work

We review basic notions of anomaly-based intrusion detection (Section 2.1) and details on
state-of-the-art datasets (Section 2.2). We report on recent and notorious machine learning
solutions applied to such a purpose (Section 2.3) and state-of-the-art metrics commonly
used for the evaluation (Section 2.4).

2.1 Anomalies

Anomalies are patterns in data that do not conform to a well-defined notion of normal
behavior. They might be induced for various reasons, such as malicious activity or system
malfunctions (Lyu et al. 2019). In the case of IDs, anomalies can be observed by monitoring
system features. Values collected from features are assembled in a univariate or multivariate
ordered collection of data points.

It has been repeatedly proven that anomaly detection is a viable approach to detecting
ongoing attacks (Cruz et al. 2015; Cotroneo et al. 2017; Al and Dener 2021) as an alterna-
tive to signature-based detectors. The latter performs satisfactorily when aiming to observe
known effects, for example, to recognize the signature of a known attack (Zhao et al. 2019;
Palmieri 2019).

However, signature-based detectors are weak against zero-day attacks or unprecedented
events (Bilge and Dumitrag 2012). Especially in the case of zero days, these attacks exploit
either new vulnerabilities or known vulnerabilities in novel ways and cannot be matched
to known signatures. This problem cannot be neglected: zero-day attacks against a target
system are a credible possibility, as confirmed by multiple reports in recent years (Bilge and
Dumitras 2012; Meakins 2019).

In anomaly-based detection, the problem of identifying attacks is reduced to find-
ing anomalies. However, detectors are still far from perfect (Zoppi et al. 2021), and more
research is needed.

Usually, anomaly-based IDs rely on machine learning algorithms, where the anomaly
detectors learn a model using a training set composed of both normal data and anomalous
data. The training can be supervised, leveraging the availability of labels explicitly indicat-
ing anomalous and normal data, or unsupervised, where labels are not available.

The data describes the system's behavior as monitored during its operation and encoded
as a time series, a sequence of data points recorded at successive intervals. This series cap-
tures the system's evolution using either a single (univariate) or multiple (multivariate)
features.

One approach to anomaly-based detection is time series classification (TSC), where each
instance in the training set represents an entire time series. The goal is to determine whether
a time series exhibits anomalous behavior (Baydogan et al. 2013; Ji et al. 2022). Alterna-
tively, point-based classification focuses on classifying individual data points within a time
series (Cotroneo et al. 2017; Puccetti et al. 2023).

In this paper, we focus on point-based classification of multivariate time series.
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2.2 Network intrusion detection datasets

One of the most researched approaches to Intrusion Detection is Network Intrusion Detec-
tion, with data primarily consisting of network packets monitored during system communi-
cations. Network traffic is inherently heterogeneous, with each packet potentially differing
in structure. As a result, not all features are collected from every packet, leading to a sparse
dataset. This introduces an additional layer of complexity compared, for example, to error
detection settings, where dataset observations capture the system's state using a homoge-
neous set of features.

For this reason, a common practice is to extract communication flows from raw moni-
tored network traffic using tools like CIC Flow Meter (Draper-Gil et al. 2016) or NFStream
(Aouini and Pekar 2022). This approach aggregates packet information from the same ses-
sion, preventing the sparsity of the dataset and reducing the volume of training data. In
practice, this approach consists of identifying the packets exchanged between two commu-
nicating machines from the opening of a connection to its closing. The packets of each flow
are analyzed to extract a set of features (e.g., protocol used, number of packets exchanged,
flow duration) that can be shared between each flow. The final dataset is a multivariate time
series in which each data point conveys information about a flow between A and B, starting
at time ¢. Given that, the Intrusion Detection problem is to identify flows where an ongoing
attack is present.

This approach influences the strategies used for training and testing, as well as how
detectors behave when deployed in real-world scenarios.

During training, the detector processes communication flows distilled as single data
points (each flow is a data point). Necessarily, during testing, the detector performance is
evaluated without considering the time the attacker has been operating against the system.

The practical implication is that, in the hypothetical case of a real deployment, a detector
trained on flows would wait until the end of the communication to determine whether the
flow is anomalous. This means that the attacker has completed his activities, possibly also
meaning the exploit was complete. Additionally, an attacker may simply keep the commu-
nication flow active to avoid the detector operating.

In this paper, we discuss how attack latency provides valuable insight into the detector's
realistic capabilities and enables performance adjustments for a trained model.

We propose an approach to build datasets for ID that report network packets organized in
sequences of normal operation and anomalous operation.

Unlike the flow-based approach, our work requires datasets such as (Puccetti et al.
2023), where all communication packets are recorded, and sequences of normal data points
alternate with sequences where the attacker is active. This enables us to calculate the time
required to detect an attack sequence targeting the system.

Because such structured datasets are unavailable, we manipulate the DoS/DDoS-MQTT-
IoT dataset from (Alatram et al. 2023) to create a sequence-based dataset that, instead
of grouping traffic into flows, combines attack and normal packets. This produces attack
sequences of data points that we can analyze for latency. In Section 4.3, we detail the pro-
cess used to construct the dataset from raw network data, and highlight how it differs from
a traditional flow-based approach.

Additionally, we use an error detection dataset, which traditionally presents labeled
sequences.
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2.3 Anomaly detection solutions

Models can be classified into two categories, based on their ability to exploit the temporal
context from the training set (Chandola et al. 2009).

Unordered data points Solutions belonging to this category do not benefit from the tempo-
ral dimension, i.e., there is no difference between shuffied data points or data points collected
in a (temporal) sequence. The most researched approach is to use a machine learning-based
detector that relies on the features from a single data point x, and that is focused on detect-
ing punctual anomalies. In this case, features related to the temporal or sequential order of
data points are not exploited; on the contrary, they should be dropped when training to avoid
acting as a label (Puccetti et al. 2023).

Amongst the most noticeable works, Bhattacharya et al. (Bhattacharya et al. 2020) pro-
pose an ID based on XGBoost and principal component analysis (PCA). XGBoost is a
supervised learning algorithm that combines the prediction of an ensemble of regression
trees (Chen and Guestrin 2016). Other XGBoost-based solutions are proposed by (Verma et
al. 2018; Xu et al. 2021). Random Forest is another popular ensemble-based solution that
relies on supervised learning and bagging (Breiman 2001). A random forest is a classifier
that aggregates the decisions of a decision tree classifier ensemble. Similarly, Extremely
Randomized Trees (Geurts et al. 2006) construct trees over every observation in the dataset
but with different subsets of features.

Isolation Forest (Liu et al. 2008) is an unsupervised approach viable for intrusion detec-
tion that consists of explicitly isolating anomalies (Peng et al. 2018). The anomalies are
detected from those instances that have short average path lengths on the isolation trees.
Other unsupervised approaches are K-Means (Hamerly and Elkan 2003; Ji et al. 2022),
FastABOD (Kriegel et al. 2008), and LOF (Breunig et al. 2000). All these approaches are
frequently used to evaluate anomaly detectors (Muda et al. 2011; Huang et al. 2013; Peng
et al. 2018; Verma et al. 2018; Zoppi et al. 2021; Puccetti et al. 2023; Taheri Sarteshnizi et
al. 2024).

In this paper, we will use XGBoost, Extremely Randomized Trees, and Isolation Forest.

Exploit ordered data points Solutions in this category are intended to exploit the temporal
dimension or the sequence of data points, deriving knowledge from the variation of feature
values. There are two main approaches.

One approach is to craft new features that synthesize the information conveyed by con-
secutive data points. This way, each data point x, encodes information about the previously
observed values, allowing for contextual and collective anomaly detection. Approaches to
crafting temporal features are mostly explored in the time series classification (TSC) litera-
ture, but can be adapted to multivariate point-based classification.

As reported by Ji et Al. (Ji et al. 2022), some of the approaches adopt statistical features
in the time domain, such as the mean and variance (Baydogan et al. 2013). Similarly, other
methods exploit structural features of time series, such as trend, seasonality, and periodic-
ity (Wang et al. 2006; Wu et al. 2021). Also, some researchers transform the features in the
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frequency domain (Batal and Hauskrecht 2009; Chaovalit et al. 2011). Distances between
time series have been adopted as features for TSC (Kate 2016; Ji et al. 2022).

The approach of synthesizing network flows from raw network captures, reported in Sec-
tion 2.2, is a way to craft temporal features. Each of the flows is described using common
features, e.g., number of packets per second and the duration of the flow.

Another approach is to use algorithms such as LSTM (Long-Short Term Memory (Gers
et al. 2000)) that employ recurrent neural networks (RNN (Hopfield 1982)) specifically
crafted to consider the evolution of feature values. In this case, the approach is to predict the
state x, of the data point at time # (i.e., the values of the data point features observed at time #)
using previous observations. This approach implies the definition of a threshold value that is
compared to the difference between the predicted data point and the ground truth to decide if
the data point is anomalous (Karim et al. 2018). An example of this approach is the model.!
Amongst noticeable examples, Qin et al. (Qin et al. 2021) propose an LSTM-based anomaly
detector to detect the abnormal behavior of the controller area network (CAN) bus under
tampering attacks. A similar approach is proposed in (Au Yeung et al. 2020) and applied to
financial time series.

Many approaches rely on LSTM to extract temporal features and on autoencoders to
estimate the input time sequence. In this case, the loss between the ground truth sequence
and the estimated one is compared to a threshold value: if the loss exceeds the threshold,
the sequence is considered anomalous (Lindemann et al. 2020). The modell, referred to
as LSTMCD, combines convolutional layers (C) used for initial feature extraction, LSTM
layers for capturing temporal dependencies in sequence data, and dense layers for final clas-
sification (D).

In this paper, we will use LSTM and LSTMCD. Additionally, we craft temporal features
by computing the mean, variance, and linear regression slope of numeric attributes over
different time intervals to investigate their impact on the performance of algorithms for
unordered data points (as discussed in RQS5, Section 5.2).

This paper examines the role of attack latency in both algorithms designed for unor-
dered data and those incorporating ordered data or temporal features, to explore how attack
latency can be exploited to highlight performance differences between these models and to
assess their relative effectiveness in detecting different categories of attacks.

2.4 Metrics and evaluation

Anomaly Detectors are typically evaluated based on state-of-the-art metrics for classifica-
tion. This approach is applied regardless of the system, the type of anomalies targeted, and
the possibility of taking advantage of temporal features. The most used approach measures
how many data points are correctly classified in terms of True Positives (TP), True Nega-
tives (TN), False Positives (FP), and False Negatives (FN).

Different metrics can be derived from the above. Accuracy measures the correct predic-
tions in a classification task and is defined as:

_ TP +TN
T TP+TN+FP+FN

Uhttps://kaggle.com/code/robertlangdonvinci/time-series-classifier-keras-conv1d-Istm-dense
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Accuracy is an excellent summarizing metric, but it is misleading in the case of unbalanced
datasets when the number of normal data points differs significantly from the number of
anomalous data points. In this case, it should be replaced or complemented by other metrics.

Other notorious metrics focus on the detection capability and do not include TNs. Recall
(also called coverage) measures the fraction of anomalies that are detected, and it is mea-
sured as:

TP
R= TP+ FN

Precision measures the fraction of detections that are anomalies, and it is measured as:

TP
P=—"__
TP+ FP

Precision and recall can be used to plot the precision-recall curve, which calculates the
trade-off between precision and recall for different detection thresholds.

Still related to precision and recall, the fl-score is the harmonic mean of the precision
and recall:

Fl— 2 x (P x R)

P+R
The ROC curve plots the probability that the model will correctly rank a randomly chosen
positive instance higher than a random negative one (Haque and Mineno 2018), represent-
ing the trade-off between recall and false positive rate, where the false positive rate is:

FP

FPR= ————
=% 1IN

We review in Table 1 the metrics utilized for evaluating the performance of detectors in
recent conference papers focusing on anomaly detection. Our review includes publica-
tions since 2021 from the IEEE/IFIP International Conference on Dependable Systems and
Networks (DSN), the IEEE International Symposium on Software Reliability Engineering
(ISSRE), and the USENIX Security Symposium. We delve into papers that explore datasets
collected from various system features, obtained through diverse system monitoring tools.
The review works are well-aligned with the most famous metrics previously reviewed. In
addition, attention is given to the time required to analyze the input and prompt a decision
(Striki et al. 2009; Tsikoudis et al. 2016; Lapolli et al. 2019; Chen et al. 2021; Jha et al.
2022; Li and Jung 2023). The related works aim to maximize the number of data points
correctly classified. Aside from Table 1, a significant exception is proposed by Wang et
al. (Wang et al. 2022a), where the concept of correct detection is bound to the concept of
sequence of data points: a sequence of anomalous data points is correctly detected if at least
one of the data points is identified as anomalous. A time-related approach is shown by T.
Markovic et al. (Markovic et al. 2023), by measuring the size of the input windows required

@ Springer



Empirical Software Engineering (2026) 31:23 Page 9 of 44 23

Table 1 Analysis of papers on Paper Venue Scope  Metrics

anomaly detection at security (Jha et al. 2022) DSN ED PR FI Lead
and dependability conferences. . .
Detection Time

Only papers that deal with fea-

tures represented as tabular data (Wang et al. 2022a, b) DSN ED PR, Fl
points are considered. Papers (Dayaratne et al. 2022) DSN D P,R,F1, FPR
dealing with anomalies in images  (Alharthi et al. 2021) DSN ED P, R, F1, MCC
or text are left out (Yuan et al. 2021) DSN D PR, TPR, FPR
(Xu et al. 2021) DSN ED P,R, Fl
(Zhao et al. 2019) DSN ID A
(Wang et al. 2022a, b) ISSRE ED P,R,F1
(Zhang et al. 2022) ISSRE ED P,R,F1
(Jia et al. 2021) ISSRE ED P,R
(Zhang et al. 2021) ISSRE ED P, R, F1,ROC
(Alsaheel et al. 2021) USENIX 1D P,R F1, ROC
(Chen et al. 2021) USENIX ED R, avg. time
(Downing et al. 2021) USENIX ID P, R, FPR, ROC
(Izhikevich et al. 2021) USENIX ED A, proc. time
(Fu et al. 2021) USENIX ED P, R, FPR
(Tang et al. 2021) USENIX ID TPR, FPR

to detect an attack. This can be interpreted as an estimation of latency, even if it is bound to
the investigation of the window size.

Unlike prior work, this paper introduces an evaluation methodology and metrics specifi-
cally focused on attack latency. By doing so, we provide an additional perspective on detec-
tor capabilities that incorporates timely detection and enables calibration for real-world
deployment.

3 Measuring detection latency

In this section, we present our approach to measuring detection latency, define the metrics
used, and provide a discussion supported by Fig. 1.
We define a time series as:

X = {<CCt — .’L‘t+1>‘$t S X,t S [O,T}}

where x, is the data point collected at time ¢, and x,,; is the next data point after x,, collected
at time r+1 (Li and Jung 2023). An anomaly detection dataset based on time series can
exploit the temporal dimension by having multiple sequences of data points.

We define a sequence as the concatenation of contiguous data points collected while the
system is operating in the absence of attacks (we call it normal operations) and data points
collected after an attack is injected (we call it anomalous operations). More formally, we
define a sequence of length N and an injection instant ¢ as the concatenation of two time
series S and S2:

S1 = {(st — st41)|s¢€5,te [0, Ti ]}
S2 = {(sy — s411)|s:€S,te [T}, Tn]} °
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Al
Injection Detection Detection
A
Sequence 1. *
ti td¢ end sequence
Normal Error / Attack
Sequence Sequence
51 S2
Al>

Injection Detection Detection

Sequence 2. ‘/——l—\‘

ti td end sequence (— SDR =2/3
Normal Error / Attack
Sequence Sequence
S1 S2
Injection
Sequence 3. i
ti end sequence
Normal Error / Attack
Sequence Sequence
S1 S2

Fig. 1 Overview of our approach to perform latency measurements

where data points [#,; ¢; ;] are collected during normal operation of the system, and data
points [#; #y] are collected during anomalous operations.

The detection of an attack in a sequence S2 means correctly classifying a data point x,
that belongs to the anomalous operations.

To present the metrics we will use in this paper, we need to formalize the definition of
attack latency presented in Section 2.3 and from (Puccetti et al. 2024).

Given: i) a sequence S, and an attack or error injected at time ¢, which marks the begin-
ning of the anomalous operations, ii) s; the data point of S collected at time ¢, and iii) x, the
value at time #; when detection is performed (#;>1,), we define latency as:

Al=ts—t;

In practice, we can measure latency as a time interval, or as the number of data points,
labeled as 1, that occurred between the two data points s; and s.

In case the attack is not detected, the latency cannot be measured: this is the situation in
which the attack succeeds.

For this reason, we compute the sequence detection rate SDR, expressed as the number
of sequences where an attack is detected over the total number of sequences. In other words,
SDR =detected sequences/total sequences. We can measure the average latency AL over the
N sequences, that is:

N
AL =" Al;/N

=0
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InFig. 1, we represent 3 sequences, 2 of which are detected sequences, achieving SDR=0.67.
The two detected sequences allow measuring the average latency AL=(Al,+Al)/2.

Let us discuss some practical implications. A short latency can be easily achieved at the
cost of a high FPR, which can be obtained by setting a low detection threshold (used by
the anomaly detectors to discern whether a data point is normal or anomalous). This would
make the system unusable because of too many and too frequent false alarms. The natural
implication is that the measure of latency needs to be weighed against the FPR.

In an analogous way to how the precision-recall curve and the ROC are computed,
we measure the latency at different FPR thresholds: this presents the tradeoff between
latency and FPR. We expect that by increasing the FPR, the detection latency will be
reduced because the detector will be more suspicious and tend to increase the data points
classified as anomalous. The relationship between FPR and latency can be used to set
the best trade-off based on the system requirements and the application domain of the
detector.

The opposite (computing the FPR given a target latency) can also be measured, but
it is not effective in explaining the performance of a detector. We justify our statement
with the help of Fig. 2. Let us suppose that we set a target latency Al;=t;-t,. According
to Fig. 2, all data points with confidence lower than 0.2 should be classified as normal,
and those with confidence higher than 0.2 should be classified as anomalous. Using
this information, the FPR can be computed easily. However, with such a confidence
threshold, the first anomalous data point correctly detected corresponds to ¢, so the actual
latency would be Al;=1,-f, which is smaller than Al;. This means a lower latency A/},
a higher confidence threshold of 0.3, and correspondingly, a lower FPR better describe
our detector.

We remark that these metrics have practical value only if the dataset in use is composed
of sequences of normal and anomalous operations, as previously introduced. They are
not useful when the dataset does not have these characteristics. For example, shuffling
the data points is often necessary, due to the characteristics of the datasets (Muda et al.
2011; Peng et al. 2018; Verma et al. 2018; Puccetti et al. 2023): the realistic alternation of
normal and anomalous behavior is compromised, and the measurement of latency would
be unrealistic.

In the following, we show through an experimental campaign how we use this trade-off
to study and evaluate a detector.

Probability
of detection

Confidence :
Threshold - esh | ther || 2 || R RS

Y

t2 t3 t4 t5 time

| | ]
| | 1

normal sequence attack sequence

Fig. 2 Relationship between latency values and confidence
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4 Experimental campaign

This section outlines the experimental setup used to evaluate our proposed approach. Sec-
tion 4.1 provides an overview of the key steps involved in the evaluation process. The
subsequent subsections offer detailed explanations of each step: dataset selection and its
characteristics (Section 4.2), the methodology for creating an additional dataset (Sec-
tion 4.3), selection and description of the detectors (Section 4.4), the process for crafting
temporal features (Section 4.5), training procedures (Section 4.6), and training and testing
along with the evaluation metrics used (Section 4.7).

4.1 Experimental steps
In this section, we introduce the steps of our experimental campaign, schematized in Fig. 3.

Step1. Public datasets selection We use two publicly available datasets for the evaluation:
ROSPaCe (Puccetti et al. 2024) and Arancino (Zoppi et al. 2023b). The first is a dataset for
intrusion detection composed by monitoring an embedded system under normal behavior
and attack. The second is specifically designed for error detection and represents an embed-
ded system in an Internet of Things (IoT) setting. Both datasets are time series-based and
comprise a set of sequences (see Section 2.2) of variable length. The datasets are detailed
in Section 4.2.

Step2. Additional dataset creation We compose an additional semi-synthetic dataset, DoS
MQTT, collecting and processing the raw data of the DoS/DDoS-MQTT-IoT dataset (Ala-
tram et al. 2023), as detailed in Section 4.3. The raw data are in pcap (packet capture)
format, a common file type used to store network traffic data by capturing the packets trans-
mitted over a network. Each row in the pcap file represents a network packet captured at a
specific timestamp ¢, including both header and payload information.

Step3. Detectors selection: We select 5 representative detectors from the state-of-the-art
solutions reviewed in Section 2.3, organized into algorithms for unordered data points and
algorithms for ordered data points. The algorithms are detailed in Section 4.4.

Step4. Temporal features crafting We enhance the performance of unordered-point algo-
rithms selected in step3 by generating temporal statistical features (mean, variance, slope)
over multiple time intervals, enriching the dataset without losing granularity. Using fea-

Step1 Step2 Step3 Step4 Step5 Step6
« ROSPaCe « DoS « XGBoost « 21 new dataset,
« Arancino MQTT « Extr.RandomTrees one for each
« Isolation Forest time interval per
« LSTMCD original dataset
« LSTM

Fig. 3 Steps of the experimental campaign
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ture selection techniques, we retain the most informative features per dataset. This process
results in 21 new datasets, one for each time interval per original dataset. The methodology
is detailed in Section 4.5.

Step5. Create test/Train splits We split the datasets into train and test sets.

Step6. Training and testing Initially, we train and test the selected detectors, evaluating
them using both standard state-of-the-art metrics and our proposed metrics. We then retrain
and evaluate the best-performing model for ordered data points using the dataset enriched
with temporal features. A summary of the evaluation metrics is provided in Section 4.7, and
the results are discussed in Section 5.

4.2 Datasets selection

ROSPaCe (Puccetti et al. 2024) is a dataset for intrusion detection composed by perform-
ing penetration testing on SPaCe, an embedded cyber-physical system built over Robot
Operating System 2 (ROS2). The SPaCe system is designed to orchestrate and optimize
public mobility, improving the user experience and preventing security violations. It is
implemented as an embedded cyber-physical system that relies on data collected by sensors
to manage and determine the operational conditions of the vehicles in real time. The system
analyzes the collected data to establish the occupation of the vehicles and notifies users
and administrators of the system to optimize the availability of the service. It also provides
detection capabilities to spot any dangerous situations, like damage to vehicle equipment.

Features are monitored from three architectural layers: the Linux operating system, the
network, and the ROS2 services. It collects a total of 6 attacks, listed in Table 2. Three
attacks are provided by the tools nmap and Metasploit: i) the two Denial of Service (DoS)
flooding attacks mflood, and nflood, respectively exercised by Metasploit and nmap, and
ii) the discovery attack ndisco that explores the network architecture. Three attacks instead
exploit ROS2 vulnerabilities: i) ros_rec is a discovery attack that extrapolates information
on the running nodes, ii) rosc is a DoS attack that causes incorrect handling of ROS2 mes-
sages, and iii) ros_ref redirects the node to a malicious server.

The dataset is organized as a time series in which sequences of normal (attack-free)
operations and sequences when attacks are carried out, in addition to the normal operations,
are alternated. The goal of this strategy is to reproduce multiple scenarios of an attacker
trying to penetrate the system. Noteworthy, this allows measuring the time to detect an
attacker and the number of malicious activities performed before detection. ROSPaCe
includes 30,247,050 data points (78% attacks, 22% normal), and 482 columns excluding
the label, for a total of 40.5 GB. We use the lightweight version of the ROSPaCe dataset that
is reduced to the 61 most informative features (30 features from the Linux operating system,
5 from ROS?2 services, and 25 from the network). The total number of sequences is 1173.

Arancino (Zoppi et al. 2023b) is an embedded system for Internet of Things applications
that is composed of two main parts: a microprocessor and a microcontroller. The dataset,
presented in (Zoppi et al. 2023b), provides data about how the Arancino device behaves in
the case of anomalies due to different injected errors. The system is monitored while execut-
ing normal operations and while injecting 9 errors related to unusual resource consumption.
Referring to the terminology in Table 2, disk and mem constitute an unusual usage and
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access to the hard drive and the RAM, redr, and redw are erroneous read and write opera-
tions towards the Redis database, dead! is the misuse of semaphores in a multithreading
application, cpus is the unusual utilization of the CPU, Attpr is anomalous network traffic
generated by a faulty application, and procl and proc2 are two delayed processes of the
Raspbian operating system.

The injection of the error remains active for 5 s, then the system waits for a total of 10 s
of cooldown, in which memory is freed, and no errors are injected. It assumes that at the end
of 5 s, the system fails; that is, we are required to detect errors before this period. The dataset
is composed of 3 separate labeled datasets obtained by running the monitoring methodol-
ogy in 3 different network environments (Zoppi et al. 2023b). The dataset counts 154,000
observations and 276 features other than the timestamp and a label, i.e., normal or any of the
8 errors. The total number of sequences is 5273. After preliminary runs, we decided to aug-
ment the Arancino dataset to facilitate the detectability of its anomalous operations within
each sequence. We replicate 3 times each anomalous data point x; and place the copied data
point between the original x; and the subsequent data point x,,,. Finally, we rearrange the
timestamp to include the new data points, obtaining consecutive data points at 1-s intervals
as in the original dataset. The structure of the datasets is summarized in Table 2.

4.3 Additional dataset creation

We compose DoS MQTT, a semi-synthetic (Stojanovi¢ et al. 2020; Skopik et al. 2014)
dataset for intrusion detection as introduced in Section 2.2. We leverage raw network traffic
monitored during the communication of a cyber-physical system. For this purpose, we uti-
lize the DoS/DDoS-MQTT-IoT dataset (Alatram et al. 2023), which provides several hours
of raw network traffic captured in pcap files. Normal and attack traffic are collected during
dedicated simulations and stored in distinct files.

The dataset is collected by monitoring a cyber-physical system consisting of Raspberry
Pi sensors overseeing an industrial facility. Communication between devices is imple-
mented using the MQTT protocol, which follows a publish-subscribe paradigm and con-
nects 22 machines among publishers, subscribers, and the broker.

We select 5 attacks from those included in the dataset (Alatram et al. 2023):

CONNECT Flooding Attack (bf1): A large volume of CONNECT packets is sent to the
target machine to overwhelm it during authentication requests.

CONNECT Flooding Attack (delay): This forces a certain period of delay between the
TCP three-way handshake and the first packet regarding the MQTT, which is a CON-
NECT packet.

TCP SYN Flooding Attack (syn): exploit the TCP protocol's state retention mechanism.
This attack exploits the three-way handshake technique of the TCP protocol, leading to
the maximum number of simultaneous TCP half-connections.

Invalid Subscription Flooding Attack (sub): with valid credentials, an attacker can either
overwhelm the server (broker) using invalid subscriptions or publish requests to the
subscriber, resulting in the consumption of the broker's CPU resources.

CONNECT Flooding with WILL Payload Attack (will): by sending a CONNECT packet
for authentication requests, an attacker can consume the broker’s CPU resources by
increasing the CONNECT packet size through piggybacking a WILL payload.
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The flow-based approach typically refines the raw network data to obtain labeled network
flows. Differently, we report all communication packets, and we identify attack sequences
to enable the computation of attack latency. The dataset construction follows these steps:

e Selection of Normal and Attack Traffic: we select pcap files containing normal traffic
from two distinct days to form the training and test sets, respectively. For each attack,
we randomly select packets from the files to include in the training and test sets.

® [Extraction of attack sequences: for each attack file, we define two randomly timed inter-
vals and extract the corresponding data points to generate two attack sequences.

e Traffic Conversion: normal and attack traffic are converted to csv format while preserv-
ing all features originally present in the pcap files. We compute the correlation matrix
and eliminate features with a correlation of 99% or higher. Then, we apply the Laplacian
unsupervised scoring method to identify features that best characterize normal traffic,
reducing the total number to 100. Details on feature selection are reported in our reposi-
tory.

o Merging Attack Sequences into Normal Traffic: we select a random insertion point with-
in the normal traffic to merge the first attack sequence. The timestamps of the attack
sequence are adjusted to ensure they follow the insertion point while preserving the
original relative timing. Subsequent attack sequences are inserted after the previous one
with random time intervals between each sequence. For the training, we use an interval
ranging from 1 to 10 min, while for the test, it is from 1 to 5 min. Normal data points are
labeled as 0, while attack data points are labeled as 1. We maintain indexes to track the
position of each attack sequence within the normal data.

In Fig. 4, we illustrate how our processing method and resulting dataset differ from the
traditional flow-based approach. To keep the example simple, we select two pcap files: one
containing normal traffic and the other containing attack traffic.

We begin by applying a flow-based approach using the NFStream tool (Aouini and Pekar
2022), which extracts flow-level features from the raw network traffic. For both the attack
and normal pcap files, we extract and report two representative flows, along with a subset
of the features generated by NFStream. The resulting csv files are then merged into a single
dataset, with each entry labeled as attack or normal based on its origin.

Next, we apply our methodology to the same.pcap files, emphasizing the finer granular-
ity of our approach by using consistent colors to highlight packets that belong to the flows
previously extracted with the flow-based method. We first convert the normal traffic from
the Normal pcap into a csv table, where each row represents a single packet (with blue and
green entries representing normal traffic). We then identify two distinct packet sequences in
the Attack pcap, each corresponding to an attack flow, separated by approximately 16 min
and 30 s and having different durations. For clarity, we display only the first three packets
from each sequence. These two attack sequences are then merged into the normal traffic
stream. We insert the first packet of the first attack sequence (marked in red) at timestamp
04:28:20.456, which is 1.13 min after the last packet in the preceding segment of normal
traffic (in blue). The timestamps of the remaining packets in the first attack sequence are
adjusted to follow this insertion point, while preserving their original inter-packet timing.
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Flow-Based
Normal csv flows
Normal .pcap
N Extract - - bidirectional | bidirectional
Flows src.ip dst.ip start end Tachols S
35 NFStream
101 192.168.80.40(192.168.80.35| 04:27:32.617 |04:30:32.520, 372 7237 —
Attack pcap Exirat 192.168.80.33(192.168.80.49| 04:29:20.531 |04:34:10.132 13810 81.75
D\ Flows  Attack csv flows
101
NFStream idirecti sdirecti
HEH src.ip dst.ip start o bidirectional | bidirectional
packets mean ps
192.168.80.42|192.168.80.33| 12:33:12.789 |12:33:32.534 9 56.14 —
192 168 80 421192 168 80 45| 12-36:05 123 |12-37-58 526 16 52 26
Final Flow-Based Dataset
src.ip dst.ip protocol |  start end bidir I|bidirectional| | Jabel
192.168.80.40| 192.168.80.35 | MQTT |04:27:32.617/|04:30:32.520) 372 7237 normal
192.168.80.33]| 192.168.80.49 | MQTT [04:29:20.531(04:34:10.132] 13810 81.75 normal
192.168.80.42| 192.168.80.33 | MQTT |12:33:12.789|12:33:32.534] 9 56.14 attack Labeling
Packet-Based
Normal csv packets
ip.src ip.dst frame.time | mqtt.len | tcp.flags.ack tcp.payload
Normal pcap 192.168.80.40 | 192.168.80.35 | 04:27:32.617| NaN 0.0 NaN
N 192.168.80.35 | 192.168.80.40 | 04:27:33.782 NaN 1.0 NaN
101 192.168.80 40 | 192.168.80.35 | 04:29:01.113 37 10 10:25:00:04:4d°51-54:
5% Traffic 192.168.80.33 | 192.168.80.49 | 04:29:20531| NaN 0.0 NaN
conversion | 1921688035 | 19216880 40 | 04:29:01113| 2 10 20:02:00:00
192.168.80.49 | 192.168.80 33 | 04:33:40.211 NaN 10
192.168.80.33 | 192.168.80.49 | 04:33:45.104 37 1.0 . [10:25:00:04:4d:51:54: ]
192.168.80.49 | 192.168.80 33 | 04:34:10.132 2 10 20:02:00-00
Attack csv packets
ip.src ip.dst frame.time |mgqtt.len|tcp.flags.ack| ... | tcp.payload
192.168.80.42|192.168.80.33| 12:33:12.789 [ NaN 0.0 NaN
Attack peap Eim o rrame | 192.168.80.42(192.168.80.33) 12:33:14.113 | NeN 0.0 NaN
of jon| 192.168. 8042|192 168.80 33| 12:33:32534 | NaN 00 NaN
Attack »192.168.80.42(192.168.80.40| 12:50.05.123 | NaN 0.0 NaN
Sequences 192.168.80.40)|192.168.80.42| 12:51:28.116 | NaN 0.0 NaN
Facken 192.168.80.40|192.168.80.42| 12:51:58.526 | NaN 0.0 NaN
Final Packet-Based Dataset
ip.src ip.dst frame.time | mgqtt.len | tcp.flags.ack tcp.payload
192.168.80.40|192.168.80.35| 04:27:32.617 NaN 0.0 NaN Merging
192.168.80.35(192.168.80.40| 04:27:33.782 | NaN 1.0 NaN Attack
Attack 2 192 168 8042|192 168 80 33| 04:28:20 456 NaN 00 NaN Sequences
Sequence 1 3 192 168.80.33|192.168.80 42| 04:28:21 780 NaN 00 NaN into Normal
Inedexes 1921688040192 168 80 35| 04:28:22 113 37 10 10:25:00:04-4d°51:54: Traffic
5 192.168.80.33]|192.168.80 42| 04:28:40 201 NaN 00 NaN
192.168.80.33|192.168.80.49| 04:29:20.531 NaN 0.0 NaN
192.168.80.35|192 168 .80 40| 04:29:01 113 2 10 20:02:00:00
Attack g8 192.168.80.40(192.168.80.42| 04:31:17.307 [ NaN 0.0 NaN
Sequence 2 9 192 168.80 40| 192 16880 42| 04:32:40300 | NaN 0.0 NaN
Inedexes 10 192 168 8040|192 168 80 42| 04:33:10 710 NaN 0.0 NaN
192 16880 49192 168 80 33| 04:33:40 211 NaN 10 NaN
192.168.80.33|192.168.80.49| 04:33:45.104 37 1.0 10:25:00:04:4d:51:54: |
192 168 80 491192 168 80 33| 04:34-10 132 2 10 20:02-00-00

Fig. 4 Comparison between the traditional flow-based processing (top) and our packet-level sequence-
based approach (bottom). Two.pcap files, one normal and one attack, are processed using NFStream to
extract representative flows. The Packet-Based method highlights finer-grained packet sequences, shows
how attack packets are injected into normal traffic with preserved timing, and enables precise indexing
for latency analysis
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The same procedure is applied to the second attack sequence. Finally, we extract the indices
of all packets from both attack sequences, enabling straightforward access and facilitating
latency computation. We apply the same procedure to the second attack sequence. Finally,
we extract the indices of the packets from both attack sequences to facilitate direct access
and to enable latency computation as introduced in Section 3.

The final dataset consists of 52% of normal data points and 48% of attack data. The
distribution of labels is reported in Table 2, along with the information about the attack
sequences.

4.4 Detectors selection

We validate our approach by running 5 different machine-learning algorithms on the three
datasets.

Algorithms for unordered data points We use XGBoost, Extremely Randomized Trees,
and Isolation Forest to detect punctual anomalies. XGBoost is a supervised decision-tree-
based ensemble machine learning algorithm that uses a gradient boosting algorithm (Chen
and Guestrin 2016; Wang and Lu 2020). We configure XGBoost with the following param-
eters: 10 gradient boosted trees, maximum tree depth for base learners set to 20, and learn-
ing rate of the boosting algorithm set to 1. We use the binary logistic loss metric.

Extremely Randomized Trees (ExtraTreeClassifier in the following) (Geurts et al. 2006)
is a random forest model based on ensembles. As in random forests, a random subset of can-
didate features is used, but thresholds are drawn at random for each candidate feature, and
the best of these randomly generated thresholds is picked as the splitting rule. The training
is performed in a supervised fashion. We use the implementation available at (Pedregosa
2011) and we configure the model to run with 100 estimators, which is the number of trees
in the forest.

Isolation Forest (Liu et al. 2008) is an unsupervised algorithm constructed as an ensemble
of Isolation Trees, where each tree organizes data points as nodes. The underlying assump-
tion is that anomalies represent rare events with feature values significantly deviating from
those of expected data points. Consequently, anomalies are more likely to be isolated closer
to the root of the tree rather than the leaves. This logic implies that a data point can be
effectively isolated and subsequently classified based on its distance from the root of the
trees within the forest. We use the implementation available at (Pedregosa 2011). We set
in the case of ROSPaCe a contamination parameter, indicating the assumed proportion of
outliers in the dataset, to 0.25, which resembles the percentage of normal data points in the
training set.

Algorithms that exploit ordered data points We train an LSTM model composed of a con-
volutional neural network and two LSTM layers that process the input data points sequen-
tially. Stacking multiple convolutional layers, the model learns hierarchical representations
of the input, taking advantage of the order in which data points are provided. The lower
layers capture low-level temporal patterns, while higher layers learn more abstract and com-
plex patterns. The output of the convolutional network is passed as input to the LSTM
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model, which can capture temporal dependencies from time-ordered data points. We set
return_sequence= True for the first LSTM layer to return the full output sequence, while we
set it as False for the second, to output only the label prediction. The implementation can
be found in (Wijesooriya 2024). The first layer is composed of 64 units, while the second
is composed of 32. We use SGD as an optimizer with a learning rate configured to 0.001,
decay equal to 1078, and momentum set to 0.9.

Additionally, we train an improved model that combines machine learning techniques and
LSTM technology for sequence classification tasks (LSTMCD).? The model architecture
consists of convolutional layers, followed by LSTM (Long Short-Term Memory) layers,
and dense layers. The idea is to use the convolutional network to capture local patterns in
the input sequences, identifying features that are important for classification. We use two
1D convolutional layers, each one followed respectively by a batch normalization and a
ReLU activation. The first convolutional layer has 64 filters with a kernel size of 5, and
the second has 64 filters with a kernel size of 3. Each of the LSTM layers is configured
with 64 units. The output of the LSTM layers is fed to the two dense layers to improve
the understanding of the sequences. We configure these layers to have 100 units, while
the subsequent dense layer restricts the dimension to 50 units. The output is fed to the
final dense layer of two units, which use the softmax function to predict the final binary
classification outcome.

To execute LSTM and LSTMCD, it is required to preprocess the train, test, and valida-
tion sets to obtain an input composed of 10 subsequent data points, obtained by selecting for
each point x, the points between x, and x,,.

We report in our repository the information on the complexity of the selected models,
for all the models.

4.5 Temporal features crafting

We create temporal statistical features from the dataset's numerical features to improve the
best algorithm for unordered data points. We do not apply this solution to algorithms for
ordered data points, as they are originally structured to extract information from previously
seen data.

For this purpose, we adopt the technique from the TSC field reported in Section 2.3. The
approach in (Wang et al. 2006; Wu et al. 2021) is not applicable as our datasets have an
insufficient duration to show patterns as seasonality. The frequency (Batal and Hauskrecht
2009; Chaovalit et al. 2011) and distance-based (Kate 2016; Ji et al. 2022) approaches can
be adapted, but we believe it mainly helps compare univariate time series by their distance
or waveform. CIC Flow Meter (Draper-Gil et al. 2016) is not applicable because we aim to
preserve granularity and compute attack latency.

The approach from (Baydogan et al. 2013) can instead be easily adapted to multivariate
time series. It consists of dividing a univariate time series into subsequences using time
intervals and computing the mean, variance, and linear regression slope for each of them.
The aggregated information is used to describe the original time series in a reduced form.

Zhttps://kaggle.com/code/robertlangdonvinci/time-series-classifier-keras-conv1d-Istm-dense
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We define different time intervals, such as 5, 10, 30 s, and 1, 5, 10, and 30 min. We group
data points into the same set if their timestamps fall within that interval. For each set, we
compute the mean, variance, and linear regression slope.

Different from (Baydogan et al. 2013), we do not eliminate data points. We merge the
newly created features with the original dataset, adding features to each data point, and
ensuring that the number of data points remains unchanged. This way, the dataset is enriched
without losing granularity. The approach is depicted in Fig. 5.

We use the correlation matrix to eliminate redundant features. Then, we use the Lapla-
cian unsupervised score to determine the features that better describe the system behavior,
and we select the best n ones, with n varying depending on the dataset. We ensure that each
feature reflects the system's evolution over time, e.g., RAM usage and TCP Window Size.

In the case of the Arancino dataset, all the features are numerical, so we directly select the
best 20. In the case of ROSPaCe, we select the best 10 numerical features, keeping the 10
categorical features in the dataset. The same approach is applied to the DoS MQTT dataset.

We generate a new dataset for each of the 7 intervals we chose. This leads to 7 new data-
sets for each original one, for a total of 21 new datasets.

4.6 Create test/Train splits

In the case of Arancino and ROSPaCe, we shuffle the order of sequences to create a test
and a training set. Note that we do not alter the order of data points within each sequence.
We split the two datasets into train, validation, and test sets, using 60% of sequences for the
training, 30% for the test, and 10% for validation.

Original Dataset

5 Seconds 5 Seconds 5 Seconds

Timestamp

Number of
Packets Received

mean = 346 mean = 385 mean = 393.8

Time Feature Dataset

5 Seconds 5 Seconds 5 Seconds

Timestamp 12:30:25(12:30:2812:30:29 12:30:31|12:30:34|12:30:35|12:30:36|12:30:37 12:30:3812:30:39

Number of
Packets Received
Number of

Packets Received | 346 346 346 385 385 | 393.8 | 393.8 | 393.8 | 393.8 | 393.8
Mean

Fig.5 Illustration of the temporal statistical features extraction process using a two-feature dataset (Time-
stamp and Number of Packets Received). For every 5-s interval, the mean, variance, and linear regres-
sion slope of the Number of Packets Received are calculated and assigned to all data points within that
interval, forming the dataset
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In the case of the DoS MQTT dataset, we preserve the original order of sequences since
the randomization of attack sequences is performed when creating the dataset, as detailed
in Section 4.3.

4.7 Training and testing

We applied a grid search strategy to identify the optimal hyperparameter configuration for
each model. All models were trained and evaluated on the same predefined train—test splits
to ensure consistent and fair comparison. The same evaluation metrics, random seed, and
computational environment were used throughout, and the number of hyperparameter com-
binations was kept consistent across models.

For XGBoost, we tuned n_estimators [10, 100, 200, 300], max_depth [10, 20, 30, 40],
and learning_rate [0.001, 0.01, 0.1, 1]. The best configuration was: ROSPaCe and Arancino,
n_estimators=10, max_depth=20, learning_rate=1.0; DDoS MQTT, n_estimators=100, max_
depth=20, learning_rate=0.001. For Extra Trees, tuning the same parameter ranges yielded the
best performance with n_estimators=100 and max_depth=10. For Isolation Forest, the best
result was obtained on ROSPaCe with n_estimators=300 and contamination=0.25. For LSTM
and LSTMCD, we used a learning rate scheduler that reduced the rate by 0.5 down to 0.0001
based on validation loss, avoiding extensive grid search. Patience values [1, 3, 5, 10] were tested
and had no consistent impact on performance but helped shorten training time. For the LSTM
model, we experimented with different dropout values [0.2, 0.3, 0.5] However, increasing the
dropout rate consistently led to poorer results across all datasets.

We summarize in Table 3 the metrics we use for the evaluation of the selected models.
In addition, we compute the ROC Curve and the precision-recall Curve, which calculate
the trade-off for different detection thresholds, respectively, between false positive rate and
recall, and between precision and recall. Results are reported in Section 5.

5 Results

In this section, we present and analyze the results of our experimental evaluation. Sec-
tion 5.1 examines the performance of the detectors using standard state-of-the-art evaluation
metrics. Section 5.2 evaluates the detectors using our proposed latency-oriented metrics,
discusses the relationship between FPR and attack detection latency, and provides further
insights into their practical effectiveness in real-time scenarios. Finally, Section 5.3 sum-
marizes the key findings from previous sections.

Table 3 The metrics we use for Metrics Formula
g;;i%r;zﬁ”“ evaluation in our accuracy A A=(TP+TN)/(TP+TN+FP+FN)
false positive rate FPR FPR=FP/(FP+TN)
fl-score F1 F1=2x((PxR)/(P+R))
recall R R=TP/(TP+FN)
precision P P=TP/(TP+FP)
latency A/ Al=t4-t;
average latency AL _
g y AL= Zi:oAli/N
sequences detection rate SDR S=detected/total
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5.1 Results with state-of-the-art metrics

First, we compute the ROC and precision-recall curves to have a preliminary understanding
of'the classification capabilities of the detector in different settings. In Fig. 6, we show results
for LSTMCD and XGBoost trained on both ROSPaCe and Arancino, and the XGBoost and
ExtraTreeClassifier for the Dos MQTT dataset. This shows that there is some detection
capability, especially for XGBoost, that has good results on all three datasets. The other
algorithms are not reported for brevity, but they have similar results.

RQ1: Are attacks easily detectable? How difficult is it to train an accurate detector? Next,
we study the amount of misclassification and whether it can be considered acceptable for
deployment. We rely on Table 4 and Table 5.

We set an upper limit of 0.01 to the FPR threshold for all the detectors. This is 1 false
positive out of 100 data points. With such a maximum FPR, the value of precision easily
gets close to 1, except for cases labeled with NaXN in the table, where no correct detections
occurred. Given this consideration, precision is not shown in Table 5. We adopt this specific

precision-recall curve ROC curve
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recall false positive rate
A) Precision-recall curves on Arancino. B) ROC curves on Arancino.
ia precision-recall curve ROC curve
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S 0.8
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o T 0.6
o
v Qoa
5 061 —— XGBoost —— XGBoost
LSTMCD 921 LSTMCD
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0.84 0.86 0.88 0.90 0.92 0.94 0.96 0.98 1.00 0.0 0.2 0.4 0.6 0.8 1.0
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A) Precision-recall curves on DoS MQTT. B) ROC curves on DoS MQTT.

Fig. 6 Precision-recall (left) and ROC Curves (right) for XGBoost and LSTMCD on Arancino (top) and
ROSPaCe (middle), and for XGBoost and ExtraTreeClassifier on DoS MQTT (bottom)
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Table 5 Results obtained on ROSPaCe, Arancino and DoS MQTT. NaN means no correct detections at all,
while the dash means the algorithm was random guessing. FPR threshold is set to 0.01

Attack/error XGBoost Extr.Random. Isolation LSTMCD LSTM
Trees Forest
R F1 R F1 R F1 R F1 R F1
ROSPaCe mflood 0.89 094 0.865 0.927 0.86 0.924 0.872 0.932 0.001 0.003
ndisco 0.356 0.53 0.72 0.84 NaN NaN 0.75 0.86 NaN NaN
nflood 0.999 0.999 0.09 0.15 0.018 0.037 0.856 0.922 0.03 0.07
rosc NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
ros_rec 0.007 0.014 0.002 0.004 NaN NaN NaN NaN NaN NaN
ros_ref NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
Arancino disk 0.986 0.993 0.956 0.977 — — 0.979 0989 — —
mem 0.773 0.872 0.781 0.877 — — 0.862 0.926 — —
redr 0.982 0.991 0.962 098 — — 098 099 — —
deadl 0.313 0.477 0.241 0.388 — — 0.2 034 — —
cpus 0.861 0.925 0.578 0.733 — — 0.54 070 — —
httpr 0.507 0.673 0.256 0407 — — 0.031 0.061 — —
procl  0.129 0.229 0.15 026 — — 0.000 0.001 — —
redw 0.959 0.979 0.573 0.729 — — 0.662 0.796 — —
proc2  0.132 0.233 0.133 0.235 — — 0.002 0.004 — —
DoS MQTT bfl 0.244 0.401 0.661 0.796 — — — — — —
delay 0.644 0.784 0.676 0.806 — — — — — —
syn 0.175 0.298 0.557 0.716 — — — — — —
sub 0.852 0.929 0.556 0.715 — — — — — —
will 0.779 0.875 0.729 0.843 — — — — — —

false positive rate (FPR) as it is used in prior works (Zoppi et al. 2023b; Puccetti et al. 2024;
Puccetti and Ceccarelli 2024a) on the considered datasets, and it provides a meaningful
basis for interpreting detection latency. Nevertheless, results across a range of FPR values
are reported in Fig. 7 and Fig. 9, and in our repository for completeness. There are no estab-
lished standards or industry guidelines for selecting an ideal FPR. In this paper, we bring
attention to this gap and encourage further discussion on the topic.

The results for Isolation Forest and LSTM on the Arancino and DoS MQTT datasets
were close to random guessing, with the same outcome observed for LSTMCD on the latter.
For this reason, the results are not in Table 5.

As reported in Table 4, XGBoost shows the best performance for the Arancino and the
ROSPaCe datasets, while ExtraTreeClassifier shows the best performance on the DoS
MQTT dataset. In general, the algorithms for unordered data points surpass algorithms for
ordered data points.

The ROSPaCe attacks are best detected by XGBoost and LSTMCD. XGBoost achieves
an accuracy of 0.927, arecall 0of 0.991, and an f1-score of 0.952. LSTMCD shows a slightly
better performance in the f1-score with 0.953 while losing the comparison in terms of accu-
racy and recall, respectively 0.879 and 0.911. The LSTM model is the worst in terms of
performance: recall and fl-score are near 0.

For the Arancino dataset, again, the detectability is overall low. The best is XGBoost with
an accuracy of 0.851, a recall of 0.634, and f1-score of 0.769. Extremely Randomized Trees
show similar results with an accuracy of 0.809, a recall of 0.524, and fl-score of 0.681,
while LSTMCD is much behind.
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Fig. 7 Trade-off between average latency and FPR for XGBoost and LSTMCD on ROSPaCe (top) and
Arancino (middle), and for XGBoost and ExtraTreeClassifier (bottom) on DoS MQTT. FPR varies from
0.0001 to 0.1. SDR is also shown on the x-axis for completeness. Better viewed in color

For the DoS MQTT dataset, the ExtraTreeClassifier is the best model with an overall
accuracy of 0.889, a recall of 0.66, and an f1-score of 0.787.

In Table 5, we report results for each attack. We omit accuracy since the evaluation is
restricted to attack instances; under this condition, accuracy is equivalent to recall, and

therefore, only recall is reported.
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All three datasets are difficult, meaning that the anomalous behavior of the system is
not easy to observe with the available features. This is particularly evident in the case of
the ROSPaCe dataset, where the extracted features fail to effectively capture the anoma-
lies induced by the rosc and ros_ref attacks, thereby preventing successful detection. Also,
the better performances of XGBoost and ExtraTreeClassifier suggest that the observable
anomalies in all datasets are punctual rather than contextual or collective, or that the short
interval of 10 data points set for LSTM and LSTMCD is not enough to capture efficiently
the evolution of the system to detect anomalous patterns.

5.2 Latency-related metrics

RQ2: Which algorithm is more effective at detecting attack sequences? In Table 6, we report
the results obtained with the proposed evaluation approach. We measure the sequence detec-
tion rate and the average latency.

XGBoost shows the best performance in terms of SDR for all three datasets consid-
ered. In the case of ROSPaCe, XGBoost, and LSTMCD show similar performances with
an SDR of 0.50 and 0.494, which means there is at least one correct detection in half of the
sequences.

ExtraTreeClassifier and LSTM perform worse than XGBoost, with an SDR of 0.388
and 0.34, respectively: there is at least a correct detection in a third of the sequences. As

Table 6 Sequence detection rate (SDR) and average latency (AL) measured in seconds on ROSPaCe, Aranci-
no, and DoS MQTT. The FPR threshold is set to 0.01

Attack/error XGBoost Extr. Ran. Trees Isol. Forest LSTMCD LSTM
SDR AL SDR AL SDR AL SDR AL SDR AL
ROSPaCe  mflood 0.69 12.87 0357 8.71 0.738 2.596 0.783 6.03 0.277 39.39
ndisco 1.0 10.07 1.0 10 0.0 NaN 1.0 124 NaN NaN
nflood 1.0 0.094 0.666 7.19 0.111 1.80 1.0 946 097 11.63
rosc 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN NaN NaN
ros rec 0.13 4311 0.013 7.17 0.0 NaN 0.0 NaN NaN NaN
ros_ref 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN NaN NaN

all 0.50 6.8 0.388  8.26 0.178 2.198 0.494 5.57 0.34 25.51
Arancino disk 1.0 0.005 0.978  0.01 — — 0.989 0.0 — —
mem 0.988 1.16 0988 1.10 — — 1.0 0.0 — —
redr 0.994 0.0 0977 0017 — — 0.994 0.0 — —
deadl  0.844 0.236 0.543 0.0 — — 020 2.799 — —
cpus 097 0.127 0.623  0.198 — — 0.50 0.661 — —
httpr 0.769 0.664 0.295 0.40 — — 0.18 2479 — —
procl 021 1254 0.15 0.0 — — 027 2.652 — —
redw 1.0 0.017 0.83 1.03 — — 1.0 0.0 — —
proc2 022 1.183 0.139 0292 — — 0.238 2.594 — —
all 0.785 0.51 0.62 0.33 — — 0.605 124 — —

DoS MQTT bfl 1.0 1.066 0.812 9308 — — — — — —
delay  0.833 7.098 0.833 6287 — — — — — —
syn 0.8 4221 038 4223 — — — — — —
sub 0.5 9.819 0545 8.804 — — — — — —
will 0.666 10.295 0.666  10.281 — — — — — —
all 0.74  6.49 0.72 7.78 — — — — — —
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expected, Isolation Forest yields the worst results since it is an unsupervised algorithm,
which generally performs worse than supervised methods in the absence of unknowns
(Zoppi et al. 2023a). A similar trend is measured on Arancino, but the gap between XGBoost
and LSTMCD is more evident.

In the case of DoS MQTT, the best performance is from XGBoost with an SDR of 0.74.
ExtraTreeClassifier shows a similar performance with an SDR of 0.72. The results for each
attack are very similar, with the exception that XGBoost can perfectly detect the bf1 attack,
while ExtraTreeClassifier detects only near 80% of the sequences.

Again, the success of algorithms for unordered data points suggests a prevalence of
punctual anomalies or the insufficiency of the time interval set for LSTMCD and LSTM.

RQ3: How does the detectability of attacks change when evaluated using standard classifi-
cation metrics versus sequence detection rate? We now compare the results of Table 4 and
Table 5, ranked according to f1-score, and those of Table 6, ranked according to SDR.

In the case of Arancino, the ranking is the same: XGBoost shows the best overall perfor-
mance, followed by ExtraTreeClassifier and LSTMCD. However, the gap between XGBoost
and the other models in Table 4 and Table 5 is much more evident than in Table 6. In fact,
in the case of Table 5, XGBoost detects many anomalous data points in the same sequence.
If we are interested in the first detection of an anomaly, clearly Table 5 presents misleading
outcomes. For example, ROSPaCe includes some sequences where the anomalous opera-
tions are composed of many data points, especially in the case of DoS attacks such as nflood
(398,655 data points for each sequence of anomalous operations, see Table 2 and (Puccetti
et al. 2024). XGBoost correctly detects many of these data points, so its overall f1-score
is very good. The most evident discrepancy between the two evaluation methods can be
observed in the bf7 attack of the DoS MQTT dataset. XGBoost obtains a recall of 0.244
and an fl-score of 0.40, which is disappointingly low. The perspective about the detect-
ability of such attacks is drastically changed if considering the SDR: XGBoost detects all
the bf1 sequences. Similar considerations can be applied to the dead! error of the Arancino
dataset. XGBoost obtains a recall of 0.313 and an Fl-score of 0.477, but the detectability
of such error is more optimistic with an SDR of 84.4%. Another interesting observation for
Arancino is considering LSTM, which generally shows poor classification performance in
Table 5. The nflood attack has a very low recall, but SDR=1.0. In this case, the model can
recognize very few attack data points, but in all the sequences. This may suggest that there
is a specific operation or packet sent by the attacker that always reveals the execution of
an ndisco attack sequence, and the anomalies are detectable in only a part of the sequence.

RQ4: How long is the attack being executed before detection? We comment on the attack
latency with the support of Table 6.

For the ROSPaCe dataset, we mainly consider the XGBoost and LSTMCD models as
they show the best SDR. Further, they are closely aligned, giving us the possibility to com-
ment fairly on the differences in latency. LSTMCD, on average, detects attacks earlier than
XGBoost, with a AL on all the attacks of 5.57 s against 6.8 s. XGBoost performs espe-
cially well on the nflood attack with AL=0.094, given an average duration of the attack of
29.658 s, which means it is detected almost instantly. With the same SDR, LSTMCD takes
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by far more time with AL=9.46 s. However, LSTMCD performs better on the ndisco attack
with AL=1.24 s against the 10.07 s of XGBoost. LSTMCD is also better at detecting the
mflood attack, taking half of the time (AL=6.03 against 12.87 of XGBoost).

For the Arancino dataset, we focus again on XGBoost and LSTMCD, as both show
competitive SDRs. On average, XGBoost detects attacks slightly faster, with an average
latency of 0.51 s, compared to 1.24 s for LSTMCD. For high-impact anomalies like
disk, redr, and redw, both models detect almost instantly, with LSTMCD achieving zero
latency, and XGBoost only slightly behind. LSTMCD also detects the mem anomaly
instantly (AL=0.0), outperforming XGBoost (AL=1.16), despite both having near-
perfect SDRs. However, XGBoost consistently detects more complex anomalies faster.
For instance, on deadl, it triggers detection at 0.236 s, while LSTMCD takes 2.799 s. The
same pattern holds for cpus (0.127 vs. 0.661), httpr (0.664 vs. 2.479), and both procl
and proc2, where LSTMCD shows more than double the latency of XGBoost. Although
LSTMCD is slightly faster on a few straightforward anomalies, XGBoost offers lower
latency overall, particularly for subtler, system-level issues, while maintaining higher or
comparable SDRs.

For the DoS MQTT dataset, we compare XGBoost and ExtraTreeClassifier, the only two
models with complete and comparable results. In terms of detection latency, XGBoost per-
forms slightly better overall, with an average latency of 6.49 s, compared to 7.78 s for Extra-
TreeClassifier, while also maintaining a marginally higher SDR (0.74 vs. 0.72). XGBoost is
particularly effective on the bfl attack, detecting it with a latency of 1.066 s and achieving
perfect accuracy (SDR=1.0), while ExtraTreeClassifier takes much longer (9.308 s) and
detects fewer sequences (SDR=0.812). On delay and syn, both models achieve identical
SDRs (0.833 and 0.8, respectively), but XGBoost detects delay slightly later (7.098 vs.
6.287) and performs equally on syn with almost identical latencies. For more subtle appli-
cation-level anomalies like sub and will, both models show higher latencies (close to or
over 10 s), but XGBoost still retains a small edge on detection timing. These results suggest
that XGBoost is more responsive for high-impact, easily identifiable attacks, particularly
bfl, while ExtraTreeClassifier performs comparably but with slightly higher latency across
most attacks.

In conclusion, average attack latency varies significantly depending on the attack and
error considered. This can be attributed to the variable effect of attacks and errors on the
target system: feature values may be altered differently, and their visible effects manifest at
different time intervals since injection. No single model consistently outperforms the other
in all scenarios. This variability underscores the importance of evaluating detection systems
not only by accuracy but also by considering timely detection capability. Our latency-based
evaluation methodology, which relies on the packet-structured organization of the datasets,
enables fine-grained insights into model performance. This perspective reveals nuances in
model behavior that traditional classification metrics alone cannot capture.

RQ5: What is the trade-off between FPR and average latency? We report in Fig. 7 how
the average latency AL varies for different FPRs. For brevity, we consider the best mod-
els for each dataset. For the ROSPaCe and Arancino datasets, we consider only LST-
MCD and XGBoost, whereas for the DoS MQTT dataset, we consider XGBoost and
ExtraTreeClassifier.
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As expected, increasing the FPR reduces the average latency because the detector is
more suspicious. When a sequence is not detected, we use its duration as an attack or error
latency. This implies it is too late to perform the detection, with the attack latency coincid-
ing with its peak value. This methodology avoids spikes in the graph. When the FPR rises,
more sequences may have at least one detection; such detections may be in a later part
of the sequence, so the AL may increase. In other words, while the number of anomalous
sequences detected does not increase significantly, they may consistently add to average
latency if detected. We avoid these cases that make the FPR/Latency trade-off unclear and
in contrast with the general concept of the ROC or precision-recall curves, which always
show monotonic trends.

LSTMCD and XGBoost on ROSPaCe exhibit closely aligned AL across all attacks, with
LSTMCD registering a AL generally shorter than XGBoost. This suggests that, on average,
LSTMCD can detect attacks earlier than XGBoost for a given FPR.

In Arancino, LSTMCD and XGBoost have similar behavior, but the AL of XGBoost is
shorter. This is probably because of two reasons: i) Arancino includes anomalies that can be
classified as punctual, and they are placed in the initial part of the anomalous operations; ii)
since LSTMCD uses a window of data points, it requires processing a larger piece of data
than XGBoost before an anomaly is classified.

In DoS MQTT, XGBoost, and ExtraTreeClassifier have similar results for all the attacks
except for the bf7, which shows a detection latency of 1.066 against the 9.308 of Extra-
TreeClassifier (see Table 6). However, looking at Fig. 7, the ExtraTreeClassifier can detect
attacks for a significantly lower FPR threshold. XGBoost cannot detect any sequence when
the FPR is smaller than 0.01, while ExtraTreeClassifier detects 72% of the sequence with
an FPR of 0.005. As a result, the two detectors show similar performance, but the Extra-
TreeClassifier should be preferred if the system has a stricter FPR requirement.

To resume, Fig. 7 shows a relationship between FPR, AL, and SDR. The FPR can be
tuned to set the desired average latency AL and SDR, following the system's operational
requirements. For example, in ROSPaCe, LSTMCD should be elected if the main desidera-
tum is to detect flooding attacks with low FPR, or when a short detection time is fundamen-
tal. XGBoost should be preferred if the objective is to have a high SDR, i.e., increase the
chance of detecting an attack, even later. To validate this result, we statistically demonstrate
that attack latency remains the same or decreases as the FPR rises.

For each dataset, we applied a Spearman rank correlation test to evaluate the relationship
between FPR and latency. The null hypothesis (Hy) states that there is no monotonic asso-
ciation between the two variables, while the alternative hypothesis (H) states that such an
association exists. We calculate the Spearman correlation coefficient by pairing FPR thresh-
old values with their corresponding latency values in ordered vectors, where FPR acts as the
reference label for latency. These vectors are then analyzed using the Spearman function to
derive the correlation score, and the associated p-value.

To refine our analysis, we filter out cases that inherently confirm our hypothesis, specifi-
cally: i) when detection occurs at the first data point in the sequence for all FPR thresholds,
ii) when no detection occurs at any FPR threshold,

iii) when detection happens at the same timestamp for all FPR thresholds.

These cases show non-negative correlation coefficients, introducing noise in our analysis.
However, they already validate our hypothesis that latency may remain constant when FPR
rises. We discard them and compute the Spearman correlation on the remaining sequences.
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The distribution of correlation coefficients, shown in Fig. 8, is consistently negative, with
p-values below 0.05 in 83% of cases, providing evidence to reject the null hypothesis Hy
and indicating a statistically significant monotonic association. In the 17% of cases where
latency remains stable across most FPR thresholds, the p-value is around 0.13. The pres-
ence of these cases continues to support the overall trend, as they are similar to case iii), and
where latency consistently remains the same or decreases as the false positive rate (FPR)
increases. A p-value below 0.05 suggests we can reject the null hypothesis Hy, indicating
a statistically significant monotonic relationship. We report results for each sequence and
each dataset in our repository. For example, we show the distribution of correlation scores
for ROSPaCe and XGBoost in Fig. 8.

RQ6: Do time features improve algorithms for unordered data points? We analyze the
results presented in Table 7 and Table 8. We highlight in red the metric values that perform
worse compared to those in Table 6 (no temporal features), and in green those that show
improvements.

In general, the SDR achieved by XGBoost on ROSPaCe is higher when using shorter
intervals. The best results are obtained with a 10-s interval, where the SDR reaches 0.541,
and a 5-s interval, where it reaches 0.524. In contrast, longer intervals show lower SDR val-
ues, with the best obtained within 30 s, with an SDR of 0.485. Notably, no clear downward
trend is observed as the time interval increases. For instance, the SDR for 5 s is lower than
for 10 s, and the FPR for a 30-min window is higher than for both 30 s and 10 min. This
variability may be due to the structure of ROSPaCe, which integrates different sessions that
may contain varying time gaps in the data.

Compared to Table 6, using time features with a 10-s interval improves the performance
of XGBoost and LSTMCD, achieving an SDR of 0.541, compared to 0.50 and 0.494,
respectively. This improvement is primarily due to better detection of m flood and nflood
attacks, which involve sending a huge volume of packets over random time durations. The
variations in the mean, variance, and linear regression slope of ROSPaCe features make
these attacks more easily detectable.

The best performance of a short time window is confirmed in the case of Arancino, with
the best results obtained by using 5 s as duration. The SDR in this case is 0.812, while the

Fig.8 Spearman correlation Spearman Correlations Distribution for ROSPaCe and XGBoost
score distribution for dataset RO-
SPaCe and model XGBoost 1001
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Table 7 Sequence detection rate (SDR) and average latency (AL) measured in seconds on ROSPaCe, Aranci-
no, and DoS MQTT with time features. Each XGBoost model is trained on a dataset that includes statistical
features such as the mean, variance, and linear regression slope of data points calculated over different time
intervals: 58,10 s, 30 s, 10 min, and 30 min. FPR threshold set to 0.01

Attack/error XGBoost5s  XGBoost 10 s XGBoost 30 s XGBoost XGBoost
10 min 30 min

SDR AL SDR AL SDR AL SDR AL SDR AL
ROSPaCe mflood 0.857 19.00 0.904 15.704 0.738 24.935 0.630  26.842 0.678  25.836
ndisco 1.0 7.2 1.0 9.731 1.0 10.085 1.0 10.076 1.0 10.076
nflood 1.0 2.845 1.0 552 0.777 15.682 0.333 19.952 0.888  5.741
rosc 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN
ros rec 0.054 12.36 0.081 11.875 0.013 13.187 0.027 13.319 0.027 13.14
ros ref 0.0 NaN 00 NaN 00 NaN 0.0 NaN 0.0 NaN
all 0.524 10.35 0.541 10.50 0.485 15.97 0.447 17.54 0.473 13.69
Arancino disk 1.0 031 1.0 0.090 0989 0.294 0989 0.197 0989 0213
mem 1.0 292 1.0 3.88 0982 4.845 0994 4725 0994 4485
redr 1.0 0.188 0.994 0.127 0.994 0.155 0994 0.194 0988 0.172
deadl 0.833 3.263 0.698 4.586 0.489 7.15 0.596 5.645 0.639 5.107
cpus  0.988 1.847 0.882 3.435 0.511 7.988 0.6 6.247 0.647 5.717
httpr ~ 0.923 3.852 0.686 6.881 0.242 11.414 0.39 9.65 0.485 8.254
procl  0.265 12.246 0.024 13.849 0.030 13.656 0.012 13.885 0.024 13.771
redw 1.0 1.022 1.0 1.056 0994 1.152 1.0 0.813 1.0 0.762
proc2 0.25 12.302 0.023 13.86 0.011 13.889 0.005 13.988 0.023 13.848
all 0.812 4.21 0.709 530 0.592 6.727 0.63 6.14 0.652 5.81
DoS MQTT bfl 0.562 14.11 0.75 9.434 0.75 9.980 0.0 NaN 0.0 NaN
delay 0.444 14.994 0.833 6.276 0.833 6.276 0.0 NaN 0.0 NaN
syn 0.4 11985 0.8 4216 08 4216 0.0 NaN 0.0 NaN
sub 0.362 12.98 0.545 8.804 0.545 8.804 0.0 NaN 0.0 NaN
will 0.666 11.032 0.666 10.28 0.666 10.28 0.0 NaN 0.0 NaN
all 049 13.02 071 7.8 0.71 7.8 0.0 NaN NaN NaN

second-best obtained with 10 s is consistently worse with an SDR of 0.709. The perfor-
mance of the original model with SDR 0.785 is improved. This may be because the average
duration of the sequences is 14 s.

In the case of DoS MQTT, the best result is again with a 5-s interval with an SDR of
0.71. The SDR is the same for 10 s and 30 s. There is no observable improvement from the
original model that reports an SDR equal to 0.74. Altogether, there is no improvement from
aggregating features, while reducing the number of original features reduces detectability.

We comment on the results for the ExtraTreeClassifier trained with time features in
Table 8. As for XGBoost, the best results are obtained with a short interval. The best results
for ROSPaCe come from using the 5-s time interval with an SDR of 0.529. The 10-s time
interval is closely aligned with an SDR of 0.526. Performance drops drastically when aug-
menting the duration, with no detectability when using 30 s. There is an improvement com-
pared to the 0.50 SDR of the original model.

In the case of Arancino, the best result is with a time interval of 5 s with an SDR 0f 0.619.
However, in this case, no improvement is observable from the original model, with the other
time interval showing very poor detectability. This can be explained by the short duration
of the Arancino sequences.
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Table 8 Sequence detection rate (SDR) and average latency (AL) measured in seconds on ROSPaCe, Aranci-
no, and DoS MQTT with time features. Each ExtraTreeClassifier model (ExtraTree) is trained on a dataset
that includes statistical features such as the mean, variance, and linear regression slope of data points calcu-
lated over different time intervals: 5's, 10 s, 30 s, 10 min, and 30 min. The FPR threshold is set to 0.01

Attack/error ExtraTree 5s  ExtraTree 10 s  ExtraTree 30 s ExtraTree ExtraTree
10 min 30 min

SDR AL SDR AL SDR AL SDR AL SDR AL
ROSPaCe  mflood 0.940 11.703 0928 11.73 0.0 NaN 0488 3354 0.5 35.100
ndisco 1.00 8.943 1.0 10.016 0.0 NaN 097 10.708 1.0 10.006
nflood 0.888 6.244 0.888  10.354 0.0 NaN  0.111 26.553 0.555 14.463

rosc 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN

ros_rec 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN

ros_ref 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN 0.0 NaN

all 0.529 8.96 0.526 10.7 0.0 NaN  0.399 23.6 0.385 19.85

Arancino disk 0978 1.053 0.673 6.128 0.288 10.62 0.844 2.545 0.866 2.192
mem  0.982 4.72 0.565 11.554 0.28 13.834 0.868 8.251 0.96 6.662

redr 0.994 0.616 0.727 5288 0.333 10.327 0.872 2.088 0.9 1.7

deadl 0.456 8.537 0.053 13.327 0.021 13.811 0.129 12.225 0.22 109

cpus 0.752 5.511 0.052 13.652 0.023 139 0.147 12.435 0.235 11.46

httpr ~ 0.272 11.461 0.0 NaN 0.0 13.96 0.017 13.769 0.047 13.49

procl  0.06 13.68 0.006 13.951 0.012 13.867 0.0 NaN  0.006 NaN
redw 096 5.028 0.19 12.451 0.016 13.830 0.31 11.48 0.367 10.892
proc2 0.04 13.819 0.0 NaN  0.023 13.813 0.005 13.97 0.0 14.052

all 0.619 7.15 0.259 1090 0.113 13.10 0.363 9.58 0.408 8.91
DoS MQTT bfl 1.0 0.669 1.0 0981 1.0 0981 0.312 17.656 0.312 17.656
delay 0944 4.707 0.833 6276 0.833 6.276 0.666 11.499 0.388 15.15

syn 0.8 4216 0.8 4216 0.8 4216 0.7 8.547 0.7 8.387

sub 0.545 8.804 0.545 8.804 0.545 8.804 0.545 9.377 0.545 9.954
will 0.666 10.280 0.666 10.28 0.666 10.28 0.666 10.359 0.666 10.286

all 0.77 5.73 0.75 6.11 0.75 6.11 0.59 1148 049 1241

In the case of DoS MQTT, the best results are with 5s, 10 s, and 30 s, with, respectively,
SDR equal to 0.77, 0.75, and 0.75. Again, a longer interval causes a drastic reduction in
SDR. In this case, there is an improvement in the SDR compared to the original model,
which has an SDR of 0.72.

We comment on the plot in Fig. 9 to compare XGBoost and ExtraTreeClassifier at dif-
ferent FPR thresholds.

On the ROSPaCe dataset, when the FPR requirement is below 0.001, the ExtraTreeClas-
sifier should be preferred to XGBoost. As reported in Fig. 9, the latter shows no sequence
detectability for FPR 0of 0.0001 and lower detectability for FPR equal to 0.0005 with SDR of
0.359 against 0.376 of the ExtraTreeClassifier. When FPR arises, XGBoost is consistently
better than ExtraTreeClassifier with comparable latencies.

On the Arancino datasets, XGBoost is always the preferred solution as the SDR is gener-
ally consistently better.

On the DoS MQTT dataset, the SDR is 0 for both models when the FPR is below 0.005.
From SDR equal to 0.005, ExtraTreeClassifier is always preferred: it slightly beats XGBoost
with an SDR of 0.72 for FPR of 0.005 and 0.001 against the 0.71 of XGBoost, where the
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Fig. 9 Trade-off between average latency and FPR for XGBoost and ExtraTreeClassifier on ROSPaCe

(top), Arancino (middle), and DoS MQTT (bottom).

Each figure specifies the time interval in seconds

applied to compute time features. FPR varies from 0.0001 to 0.1. SDR is also shown on the x-axis for

completeness. Better viewed in color

gap between the two is larger when augmenting FPR tolerance. The Better performance of
the ExtraTreeClassifier is also reflected in latency, with average latency always comparable

or lower when FPR arises.

Lastly, we compare the models with time features in Fig. 9 with their original counter-

parts in Fig. 7.
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On the ROSPaCe dataset, XGBoost with time features generally achieves a higher SDR
compared to the original model, while latency remains comparable. However, in the case of
certain flood attacks, the original model detects them with zero latency, whereas the time-
feature model does not.

For the Arancino dataset, XGBoost with time features also outperforms the original
model in terms of SDR. However, the original model has significantly lower latency. Given
that the difference in SDR is not substantial, the original model should be preferred if low
latency is a strict requirement.

On the DoS MQTT dataset, the time-feature model can detect attacks at a lower FPR
threshold. When FPR is set to 0.005, it achieves an SDR of 0.71, whereas the original model
shows no detectability. Additionally, the time-feature model generally provides better latency.

RQ7: How does the impact of attacks on the system vary depending on the detection model
used for defense? Using the ROSPaCe dataset and results in Table 6, we report average
detection latencies for XGBoost and LSTMCD across three attacks: mflood, ndisco, and
nflood, estimating their effectiveness based on the attack’s intended goal.

In ndisco, which scans the top 1000 ports to infer the OS (at 30 ports/sec), XGBoost
detects the attack in 10 s, allowing 300 ports to be scanned before detection. In contrast,
LSTMCD detects it in 1.24 s, limiting the scan to just 37 ports, and it is significantly more
effective in protecting the system from discovery.

In case of the mflood attack, which in our setting sends approximately 3000 packets per
second, XGBoost takes 12.87 s, allowing 38,610 packets to be sent before detection.

LSTMCD improves this with a detection time of 6.07 s (18,210 packets). While this can be
considered a reasonably long time, the ROSPaCe system did not collapse in either case, but only
showed a slowdown, as it is able to sustain the proposed rate of arrival packets for a long time.

In nflood, where 4,500 packets per second are sent, XGBoost detects the attack in just
0.094 s (423 packets), outperforming LSTMCD, which takes 9.46 s (42,570 packets).

Notably, the results in flow-based datasets and the consequences for the system are dif-
ferent. Detection is delayed until flows are closed, making early detection highly dependent
on flow duration.

We use flows from the CSE-CIC-IDS2018 (Sharafaldin et al. 2018) dataset as a reference
example, as it is a notorious flow-based dataset often used to evaluate intrusion detectors.
We consider the DDoS attack (LOIC-UDP), which sends UDP packets to random destina-
tion ports, the DoS Hulk, which sends different HTTP requests at random times, and SSH-
Bruteforce attacks, which repeat ssh login attempts using various credential pairs (Table 9).

Table 9 Example flows of the CSE-CIC-IDS2018

CSE-CIC-IDS2018 dataset. The 5 007 low duration Tot Fwd Pkts ... Label

Protocol column indicates the

network protocol used for the 17 119999987 116161 ... DDOS
communication, Flow Duration attack-LOIC-UDP
is the duration of the flow in 6 66019148 66019148 ... DoS attacks-Hulk
microseconds, Tot_Fwd_Pktsis ¢ 1394820 8 ... Infiltration

the number of packets sent by 6 401257 2 ... SSH-Bruteforce

the source IP address, and Label
describes the attack originating
the flow
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The DDoS attack (LOIC-UDP) lasts approximately 120 s, meaning the attack can only be
detected after this duration when using flow-based analysis. Similarly, the DoS Hulk attack
is detectable only after around 66 s. In these cases, the flow-based approach delays detection
until the flow concludes, whereas a packet-based method allows for earlier identification
of the attack. For attacks like Infiltration and SSH-Bruteforce, this limitation is less pro-
nounced since their durations are much shorter, approximately 1.3 s and 0.4 s, respectively.
These short durations result in a temporal granularity closer to that of packet data.

A more comprehensive assessment that quantifies the actual damage to the system can be
conducted, but it would require real-time monitoring during attacks and the ability to evalu-
ate the system’s dependability under stress. Unfortunately, this is not feasible in our case, as
the IDS dataset contains only network traffic data and lacks information about the system’s
functional state or the impact of attacks beyond what can be inferred from network behavior
alone (e.g., absence of response from the SPACE system in case of the mflood attack).

Although attack latency is not a direct substitute for traditional evaluation metrics such
as accuracy, precision, or recall, it provides complementary insights into the performance of
an Intrusion Detection System (IDS) when facing specific attacks. As illustrated by various
examples, attack latency reflects how quickly the system can detect and respond to threats
targeting a particular environment. Timely detection is critical, as it can significantly reduce
the potential damage caused by an attack.

6 Summary of key findings

RQ1: Are attacks easily detectable? How difficult is it to train an accurate detector? The
datasets are inherently challenging, as the available features often fail to reveal anoma-
lous behavior, particularly in the ROSPaCe datasets, where rosc and ros_ref attacks remain
undetected. The superior performance of models for unordered data suggests that anomalies
are mostly point-based and that the short time window used for LSTM models may be insuf-
ficient to capture temporal patterns effectively.

RQ2: Which algorithm is more effective at detecting attack sequences? Based on SDR,
XGBoost, and in general, algorithms for unordered data points are more robust across
different types of attacks and systems. Models relying on sequence patterns, like LSTM and
LSTMCD, are less effective, likely due to their sensitivity to time-window configuration
and the nature of the anomalies, suggesting again that they are punctual rather than
sequential.

RQ3: How does the detectability of attacks change when evaluated using standard classification
metrics versus sequence detectionrate? The comparison between fl-score, and SDR highlights
that the latter offers a more realistic assessment of a model's ability to detect attacks in practical
scenarios. While XGBoost consistently ranks highest across both metrics, f1-score can exagger-
ate performance by rewarding repeated detections within the same sequence, especially for long
attacks like nflood in ROSPaCe. In cases like bfl attack in DoS MQTT and the deadl error in
Arancino, show that a low fl-score may mask high sequence-level effectiveness. For example,
LSTM, despite low fl-score performance, achieves high SDR on some attacks by consistently
identifying key points in each sequence. Broadly, SDR focuses on whether the model can detect
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at least one anomaly per attack sequence, which aligns better with real-world detection goals
and proves more suitable for evaluating early and actionable detection.

RQ4: How long is the attack being executed before detection? No single algorithm is opti-
mal across all attack types, even when considering attack latency. While models designed
for unordered data points generally show superior overall performance in terms of sequence
detectability, models that incorporate temporal dependencies can offer lower detection
latency for certain types of attacks. This highlights an important distinction: models that are
less effective overall may still provide faster responses in specific scenarios. Our methodol-
ogy enables us to evaluate these differences by focusing on latency at the sequence level,
offering a complementary perspective to standard accuracy metrics, allowing us to select
or tune models based not only on how well they detect, but also how timely, which is often
critical in real-time applications.

RQ5: What is the tradeoff between FPR and average latency? As FPR increases, the attack
latency remains stable or decreases: more relaxed thresholds allow earlier or more frequent
detections. This trend holds consistently across datasets and models. Observing this trade-
off makes it possible to balance SDR, latency, and FPR according to operational constraints,
something that traditional evaluation cannot achieve.

RQ6: Do time features improve algorithms for unordered data points? Time-based features
in some cases improve the SDR of algorithms designed for unordered data points, particu-
larly when short aggregation intervals (5-10 s) are used. For example, XGBoost and Extra-
TreeClassifier achieve the highest SDRs with short time windows, confirming that capturing
temporal dynamics through statistical summaries (e.g., mean, variance) can enhance detec-
tion. However, longer aggregation intervals consistently degrade performance, and in some
cases, eliminate detectability.

The use of time features does not uniformly improve latency; in certain cases, especially
in Arancino, the original model without time aggregation achieves faster detection. Overall,
time-based feature aggregation is a valuable enhancement when applied with short win-
dows, but must be tuned carefully to balance gains in detectability with acceptable latency
and system-specific constraints.

RQ7: How does the impact of attacks on the system vary depending on the detection model
used for defense? Detection latency directly impacts how much of an attack can execute
before being detected, and this varies depending on the detection model used. In packet-
based detection with the ROSPaCe dataset, models like LSTMCD and XGBoost show sig-
nificant differences in how quickly they respond to specific attacks, affecting the system’s
exposure.

In contrast, flow-based systems inherently delay detection until the flow ends. This
limitation can be critical for persistent attacks. Overall, latency and packet-based datasets
provide a practical measure of real-world defensive effectiveness, offering insights beyond
traditional metrics by reflecting how quickly a model can limit the impact of an ongoing
attack.
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7 Concluding remarks

We believe that a realistic assessment of IDs should include an investigation of the detection
latency and the ability to detect a sequence of anomalous events. For example, in practice,
we are usually interested in detecting one event to trigger response strategies and interrupt
an attack path.

To measure this ability of our detector, we believe it is necessary to include the false
positive rate, such that different detection latencies and the ability to timely detect anomalies
can be related to false alarms. False alarms are usually a fundamental requirement for ID
deployment, as an excessive number of false alarms will result in useless detectors.

We have experimentally and statistically demonstrated that a clear relation between false
positive rate, detection latency, and the ability to detect a sequence of anomalous events
exists, such that increasing the FPR would lead to an equal or shorter latency since the
detector becomes more cautious and suspicious. We emphasize the need for the commu-
nity to establish clearer guidelines for selecting FPR thresholds in intrusion detection, as
the absence of standardized practices currently limits comparability and consistency across
studies. We provided the means to compute the above metrics through the code in our
repository.

However, we know that most public datasets available are unsuitable for computing
these metrics (Puccetti et al. 2024). They are rarely structured in sequences of normal and
anomalous behavior, and they label as anomalous a data point collected while an attack is
injected, without evidence that the corresponding effect of the attack or error manifests in
that specific data point and is thus observable by an algorithm.

Hypothetically, the visible effect could manifest later. This lack of representative datasets
is particularly marked in ID for different reasons. The flow-based approach in constructing
datasets prevents a granular analysis of the network traffic and an evaluation of the timely
detection capability.

7.1 Conclusions

Our evaluation approach offers a proxy for assessing the performance of intrusion and error
detection models. Considering latency, false positive rate, and sequence detection rate, we
can make decisions tailored to specific system requirements and operational priorities. Our
approach provides valuable information about the effectiveness of different models, allow-
ing for the selection of the most suitable detection strategy to preserve system security and
resilience. Additionally, our approach prevents biases introduced by dataset labeling meth-
ods, ensuring a realistic evaluation.

It is easy to apply our approach in other cases, provided that: i) at least the test set
is labeled, and if) it is in a time-series format, where the normal behavior (system is
operational without attacks) alternates with the execution of attacks. We recommend
that the evaluation of an anomaly detector before its deployment in a real operational
environment follows the steps:

1. Organize the train and test sets in sequences, where each sequence is composed of nor-
mal operations followed by anomalous operations. Each sequence describes the system
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dynamics when an attack is launched or an error is activated. This step may require
building a dedicated dataset.

2. After training the detector, assess its performance using traditional state-of-the-art
metrics.

3. Measure the average latency AL and SDR at different FPRs. This requires keeping track
of 1) the initial data point of each sequence, ii) the position of each data point labeled
as anomalous, and iii) the index of the first correctly classified anomalous data point in
each sequence. Given this information, computing AL and SDR is straightforward.

4. Choose the target FPR threshold that allows matching system operational requirements.
It is necessary to recompute traditional state-of-the-art metrics once the target FPR is
decided.

Last, we remark that the ID domain spans a wide variety of systems and monitoring targets.
While our work specifically focuses on network-based ID, the core principles (organizing
data into sequences of normal and anomalous operations and evaluating detection latency)
are general and remain applicable to other types of monitoring targets. In particular, the
concept of measuring attack latency has been largely overlooked in several subfields of ID
beyond network traffic analysis. However, transferring the approach to other domains would
require adaptation to comply with possible assumptions and requirements, for example, in
case of log-based datasets that include natural language, it would be necessary to deploy dif-
ferent models to look back in time and correlate sentences with coarser temporal granularity,
while resource-constrained systems may impose limitations on data collection and model
complexity.

7.2 Threats to validity

In this section, we outline the factors that may affect the validity of our experiments, struc-
tured according to internal, external, and construct validity.

7.2.1 Internal validity

The hyperparameter search for the unordered data points algorithms was limited to a pre-
defined range of values and parameters, which may not cover the entire space of potentially
optimal settings. For the LSTM and LSTMCD models, we were unable to explore different
batch sizes or sequence lengths due to computational resource constraints. Additionally,
we used grid search with a fixed set of train-test splits, rather than more advanced tuning
methods such as cross-validation. To maintain fairness across models, a uniform tuning
procedure was applied, which may have limited model-specific optimization.

Our internal validity is also influenced by the choice of fixed window sizes for data pro-
cessing and the lack of a sliding window approach for aggregating the temporal features.

Although sliding windows are more precise, they require significant computational
resources. We tried preliminarily to subsample the datasets and apply a sliding windows on
small data. Our initial results did not show notable improvement with sliding windows com-
pared to fixed windows, possibly because the 5 and 10 s windows are already sufficiently
short to capture the variations between normal and attacks. Most attacks are DoS-based, and
the injected errors in Arancino show similar, easily distinguishable deviations from normal
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behavior (e.g., higher packet rates or memory use). In contrast, subtler and shorter attacks
would benefit from a sliding-window approach with overlap. A more comprehensive evalu-
ation of sliding window configurations remains future work.

However, it is important to note that the rationale behind the model choice and configu-
ration is to demonstrate the proposed approach on different ID models, either suited for
unordered and ordered data points or time engineered features, rather than focusing on find-
ing the optimal configuration and aiming for an absolute performance comparison between
different ID solutions. Including latency in the evaluation of detectors enables a deeper
understanding of the distinctions between these diverse families of detectors, insights that
accuracy alone cannot reveal.

7.2.2 External validity

Attack manifestation speeds vary widely across different systems, resulting in latency val-
ues that are not directly comparable. Our approach aims to assist practitioners in tuning
detectors to their specific requirements. Expanding evaluations to include more systems
and scenarios would enhance the generalizability of our results and is a direction for future
research.

7.2.3 Construct validity

It's important to note that our intention isn't to replace state-of-the-art metrics, which,
although comparable, can sometimes be misleading. Rather, we aim to introduce a sup-
plementary layer of evaluation. By computing the relationship between latency, SDR, and
FPR alongside state-of-the-art metrics, we can pragmatically observe and calibrate them to
achieve the desired detection latency for the specific system under observation.

7.3 Future works

The code to apply our dataset creation methodology, along with the code to compute latency
at different FPR thresholds, can be better organized in a comprehensive framework. The
framework would allow for rearranging the existing raw data of state-of-the-art datasets in
a structure that allows packet-level analysis and alternates sequences of normal and attack
operations. Finally, it would include functions to identify sequences in the datasets and
compute our proposed latency-oriented metrics. Altogether, this would be a handy tool to
facilitate the step from state-of-the-art ID to a framework that considers timely detection.

Future work will also investigate the use of sliding-window-based feature extraction to
better capture temporal continuity and potentially improve anomaly detection performance.
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/drive/folders/1viFOHsn88L1tSrHXysmZ8-js9y Y LiNMw?usp=drive_link. (470 Gb).
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to run the experimental campaign of this paper is available at https://drive.google.com/drive/folders/1vrFOH
sn88L1tStHXysmZ8-js9yYLrNMw?usp=drive_link. (470 Gb).
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