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ABSTRACT Swarms of drones are utilized in a wide range of applications, considering that they can
be deployed on-demand and are economically affordable. Furthermore, they can also have a significant
role in the creation of future Quantum Networks (QNs). As a matter of fact, the use of drones allows
deploying a non terrestrial Quantum Metropolitan Area Network (QMAN), overcoming Optical Fibers’
(OFs) limits, due to the large percentage of photons that scatters before reaching the receiver. However,
random fluctuations of drones’ positions and atmospheric turbulence can affect the quality of the Free Space
Optic (FSO) link with a significant impact on performance. Considering that Quantum Drone Networks
(QDNs) require significant control, Software-Defined Networking (SDN) paradigm can play a key role in
their provisioning. Specifically, an SDN Controller is responsible for managing the global strategies for the
distribution of end-to-end (E2E) entangled pairs. Therefore, this paper provides the design of an SDN-based
architecture for supporting high-performance Metropolitan Quantum Drone Networks (MQDNs) with a
specific protocol for creating entanglement between two Ground Stations (GSs) through the swarm of
drones. The proposed architecture can be employed for distributed quantum computing applications and
entanglement-based Quantum Key Distribution (QKD) services. Moreover, a suited objective function to
optimize the planning and operation of the swarm mission has been proposed. Finally, the paper provides a
performance evaluation considering the most relevant metrics, such as fidelity, entanglement rate, and the
overhead of the proposed protocol, pointing out that even higher performance than OFs is achievable.

INDEX TERMS Quantum cloud, quantum drone swarms, quantum internet, quantum key distribution,
quantum software-defined networking.

I. INTRODUCTION

Swarm of drones are envisioned as a significant component
for new generation networks. The deployment of multiple
drones, indeed, allows delivering cellular and Internet
services to remote regions or areas, where a massive number
of users are temporarily gathered or where terrestrial infras-
tructure is unavailable or difficult to deploy. Furthermore,
drones can be on-demand disposed above the desired area
in order to assist communications at any given time and
according to their dynamic requirements [1]. In the 5G and
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6G networks, one of the main objectives is the creation of a
fully integrated heterogeneous network [2], [3] following the
Service-Oriented Architecture (SOA) paradigm [4]. SOA is
an approach that addresses the requirements of loosely cou-
pled, protocol-independent, and standards-based distributed
computing. In SOAs, it is irrelevant whether services are local
or remote, the interconnecting scheme or protocol used to
perform the invocation, or which infrastructure components
are required to establish the connection [5], [6].

Considering the technological advances in the realization
of Quantum Devices (QDs), swarms of drones can also be
used for the creation of non terrestrial Quantum Networks
(QNs), that are based on the quantum entanglement and
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FIGURE 1. Quantum teleportation scheme: a qubit with a specific
quantum state is teleported sending two bits on a classical channel.

quantum teleportation phenomena [7], [8], whose basic
principle is expressed in Fig. 1. During the first phase of
the quantum teleportation protocol, a Bell pair, which is a
couple of qubits in a maximally entangled state [9], [10],
is distributed: one member to the source and the other one
to the destination [11]. A maximally entangled state is a
quantum state with maximum von Neumann entropy and
form an orthonormal basis of the Hilbert space of the two
qubits [12], [13], [14]. In the second phase of the quantum
teleportation protocol, a measure is taken on the qubit to be
teleported and the source’s Bell qubit together with its results
are communicated to the destination through a classical
channel. The receiver then performs specific operations to
reconstruct the desired quantum state on the basis of the
received classical bits [15].

As explained in [16], the Bell pairs can be generated
onboard the intermediate drones that act as Quantum
Repeaters (QRs). Differently from the repeaters used in
classical communications, QRs can not clone quantum
signals. This peculiarity depends on the no-cloning theo-
rem and the uncertainty principle, both making quantum
communications extremely secure [17], [18]. The QRs
perform the entanglement swapping operation that allows
entangling two particles originated from different sources and
completely independent [19], [20]. However, many of the
studies conducted so far only consider simplified scenarios
consisting of a limited number of drones [21], [22] usually a
single drone that connects two Ground Stations (GSs).

In order to reduce the impact of channel losses, several
QRs have to be deployed and connected along the logical
end-to-end (E2E) path [23] and the performance can be
further improved with the use of the Free Space Optics (FSO)
technology [24], [25]. As a matter of fact, some models show
that in good meteorological conditions, attenuation values
even lower than those ones achievable with Optical Fibers
(OFs) can be obtained [26], [27]. This results in a significant
reduction of losses, due to the scattering phenomenon and
permits to reduce the number of required QRs [28].

However, the quality of the FSO link can be severely
impacted by the change of drones’ position and orientation
due to their random fluctuations [29]. Specifically, pointing
errors and atmospheric turbulence contribute to increased
losses [30]. These effects are known as beam wander-
ing and can significantly deteriorate the communications
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performance [31], which depends on the fraction of power
that falls onto the photo-detector. Despite the circuitry
onboard the drone could contribute to mitigating these
effects [32], nevertheless, they cannot be completely
neglected.

Given all the previous considerations, the swarm of
drones can be taken into account to create efficient ad
hoc Metropolitan Quantum Drone Networks (MQDNs)
for critical missions. Furthermore, considering that the
Software-Defined Networking (SDN) is a suitable technol-
ogy for the management of mobile QNs [19], [23], [33],
[34], [35], this paper proposes an SDN oriented architecture
that can be used to manage and control a MQDN and to
adapt it to possible quantum applications. As a matter of
fact, in a QN an SDN Controller would be responsible
for managing the global strategies for the distribution of
long-distance Bell pairs that are produced as a result of
entanglement swaps between separate links. Specifically,
in Quantum SDN (QSDN), the Control Plane (CP) usually
performs path selection and signaling operations, and it is
decoupled from the Data Plane (DP), which is dedicated to the
creation of link-to-link (L2L) Bell pairs. The CP messages are
exchanged over a classical channel, while DP traffic is sent
over a specific quantum channel [23], [36]. Specifically, in a
MQDN, the SDN Controller can set up the E2E drones’ path
by sending control messages on a particular classical control
channel [10]. Furthermore, with the SDN technology, it is
possible to further mitigate pointing errors by compensating
the trim changes due to atmospheric agents [37].

This envisaged network could be devoted to distributed
quantum computing, which allows creating Quantum Cloud
with an unprecedented computational capacity [38], [39],
[40], and quantum cryptography, that makes quantum com-
munication extremely secure [41]. The most prominent quan-
tum cryptography technique is the Quantum Key Distribution
(QKD), which includes several protocols, partly implemented
on scenarios consisting of drones [21]. However, many of the
QKD protocols applied so far do not involve multiple drones
as considered in this paper, and only a few studies concern
the implementation of entanglement-based protocols [27],
[42]. The proposed architecture allows to control the topology
in order to create a chain of drones acting as QRs, which
can share Bell pairs on a L2L basis. Through teleportation
and entanglement swapping operations between the drones,
our goal is to create E2E-based entangled states which can
be used both for distributed quantum computing and as
the basis for entangled-based QKD protocols such as E91.
Specifically, in the distributed quantum computing case, the
SDN controller through the Northbound APIs can interface
with the higher-level applications explained in [39], which
are the Virtual Quantum Processor (VQP), the Distributed
Quantum Compiler (DQP), and the Distributed Quantum
Algorithm (DQA).

Moreover, the proposed architecture provides accurate
mission planning and control also allowing to reduce the
effects due to quantum decoherence [43] that remarkably
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affects both quantum communication and quantum compu-
tation. As a matter of fact, decoherence leads the qubits
that compose the Bell pair to lose the entanglement as
time passed [34]. Specifically, several parameters, e.g.,
temperature or magnetic fields, constitute an uncontrollable
source of noise in the system, which influences the quality of
the generated entangled state [10]. Nevertheless, as explained
in [44], by positioning the QRs equidistant, it is possible
to mitigate the effect of decoherence. Therefore, the drones
that compose the swarm must be positioned as equidistant
as possible. Through accurate positioning operations that can
involve, e.g., the use of pseudospectral optimal control [45]
for drone trajectory generation and the use of SDN technol-
ogy, it is possible to approach such a configuration.

Despite the several efforts that have been dedicated to
performing quantum communications through couple of
drones, it is still unclear how the E2E paths between two
GSs can be optimally configured. As a consequence, the
aim of the paper is to provide some guidelines to dispose
and manage a QDN optimally, to create an efficient ad hoc
MQDN for specific missions, i.e., whenever a terrestrial
connection is unavailable or difficult to set up or whether
the performance achievable through OFs is not sufficient.
The paper investigates the more relevant metrics, i.e., (i) the
fidelity [10], [46], which indicates the quality of the generated
entangled pairs, (ii) the entanglement rate [23] that is the
number of generated entangled pairs per second, and (iii) the
overhead of the proposed SDN-based protocol.

To the best of our knowledge, this paper is the first one
to define a specific SDN architecture for the management of
a QDN. Specifically, this paper provides some guidelines for
the design of a MQDN relying on drones that act as QRs with
the following contributions:

o Definition of an SDN-based architecture and control
protocol for entanglement generation and swapping for
MQDNs.

o Assessment of the most efficient FSO technology
considering different wavelength values.

« Evaluation of the achievable E2E fidelity considering
some realistic issues, as the beam wandering effects
in different meteorological conditions and comparison
with OF technology.

« Evaluation of the achievable E2E entanglement rate.

« Evaluation of the overhead provided by the control
messages.

« Definition and evaluation of an objective function and
its optimization.

This paper is organized as follows: Section II provides
an overview of the related works. In Section III, the overall
system model and the simulation framework are described.
Section IV presents the results. Finally, Section V concludes
the paper and outlines future perspectives.

Il. RELATED WORKS
Considering that using OFs, a significant fraction of the
photons scatters before reaching the receiver, it is necessary
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to consider different communication technologies [16],
including drone networks [47] or even satellites controlled
via SDN [36]. As a matter of fact, the SDN principle has
already been considered for the design of QNs in both
terrestrial and satellite scenarios [19], [23], [33], [34], [35].
In [23], an architecture with a single SDN Controller on
the ground is presented, with a performance evaluation of
different path selection algorithms. Furthermore, in [19],
a similar architecture has been proposed, with a performance
evaluation of several satellite constellations, demonstrating
that Low Earth Orbit (LEO) guarantee better performances
w.r.t. Medium Earth Orbit (MEO) constellations. However,
these studies consider the use of a single Controller on
the ground. A first investigation that considers multiple
Controllers on a quantum satellite constellation is reported
in [33]. Specifically, it presents an architecture composed of
multiple Controllers also integrated into the constellation that
operate in a hierarchical fashion with the related performance
evaluation. Moreover, a mobile CP solution is explored
in [34].

Even though some studies about the use of Quantum
Drones (QDs) for the realization of mobile QNs have already
been performed, the use of SDN technology has not been
considered in this context. As a matter of fact, some of these
studies are only aimed at testing the feasibility of some QKD
protocols on individual drones without the aid of a properly
designed CP. For instance, the BB84 QKD protocol [48] has
been tested in [21] on a scenario composed of a single GS
and a drone, measuring the Quantum Bit Error Rate (QBER)
at different distances.

In particular, free-space quantum communication through
drones equipped with quantum hardware has been proposed
in [16]. A network constituted by QDs is an easily disposable
on-demand solution to cover limited areas, where ad hoc
quantum computation is expected. This solution also allows
overcoming the static deployment typical of OFs.

In [32], there is an example of a quantum cryptographic
network created using a couple of multi-copter drones.
Specifically, it is focused on the development of an optical
payload for QKD capable of maintaining pointing between
two flying drones. Moreover, the air-to-air signal coupling
between a couple of drones has been evaluated in [49].

The entangled photons can also be generated onboard QDs,
as in [16], where a scenario consisting of a single drone that
generates the entangled photons and relays them to a second
drone for retransmission to the destination. Furthermore, the
quality of the entanglement states generated by a single drone
that connected two GSs has been verified in different daylight
and weather conditions in [22].

Despite some papers discussing the use of drones for
quantum communications, however, they are not related to
entanglement-based quantum communications. As a matter
of fact, they implement protocols such as BB84, which is
consolidated and is not entanglement-based. Moreover, the
papers in the literature employ only one drone, whereas in
our case, a network of multiple QDs is analyzed. Therefore,
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compared to state of the art, this paper provides essential
architectural specifications for the design of a network of
QDs, which can be managed via SDN technology, also
defining a specific SDN-based protocol with the related
performance evaluation. In particular, the topology can be
optimized and controlled on the basis of an objective function
related to specific QoS parameters. Moreover, the proposed
architecture can be tailored to distributed quantum computing
and entanglement-based QKD applications.

Ill. SYSTEM MODEL

This Section describes the proposed system model and
the architectural criteria proposed to perform quantum
communications and processing. Specifically, the considered
scenario consists of two GSs interconnected through a swarm
of drones equipped with quantum hardware. In order to
organize the mission properly, the correct number of drones
needs to be firstly selected and dynamically controlled during
the mission.

One of the phenomena to be taken in consideration is the
decoherence, which is orginated by the interaction between
qubits and the surrounding environment. To prevent that a
qubit becomes entangled with the environment, the system
must be kept as possible isolated, otherwise, the processing
and the communication process can result altered [34]. In the
considered scenarios, we arranged the drones in an equidis-
tant configuration, as shown in Fig. 5. This choice allows to
minimize the coherence time required to successfully achieve
entanglement [44], mitigating the negative effects due to
decoherence not requiring higher-performance technologies
with additional costs.

In order to achieve an E2E-based entanglement over a long
distance, the involved QDs operate as QRs [16]. The quantum
operations that a QR performs are quantum teleportation
and entanglement swapping, which are explained in the
following.

In quantum teleportation, the state of a qubit is destroyed
in a location and recreated in another one [10]. The process
of entanglement swapping uses teleportation consuming two
Bell pairs covering adjacent short distances into one pair,
which covers a corresponding longer distance [50]. The
entanglement swapping procedure is depicted in Fig. 2 and
works as follows: after preparing two independent entangled
pairs @-B and 8-y where - indicates the entanglement
established, a Bell state measurement on 8 and § projects «
and y onto an entangled state, even though these two particles
have never shared any common past [19]. Therefore, the
entanglement swapping procedure can also be defined as an
extension of teleportation [51].

To reduce the impact of channel losses, several QRs have
to be deployed along the E2E path [23], [52], [53] and
the performance can be further improved with the use of
FSO technology. However, despite the previously described
phenomena limiting the performance of FSO significantly,
as reported in [33], adequate performance can be achieved in
clear air conditions using the 1550 nm wavelenght. In order
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FIGURE 2. Operating principle of a drone acting as QR. Entanglement
swapping is performed between two pairs of particles executing a Bell
state measurement on the two of them.

to model the atmospheric links, several solutions [26],
[54] predict the specific optical attenuation considering a
wavelength-dependent relation that regards the atmospheric
visibility and the drop size distribution. As a matter of
fact, some models show that in favorable meteorological
conditions, reduced attenuation values can be obtained, even
lower than those obtainable with OFs [26], [54]. This results
in a significant reduction of losses due to the scattering phe-
nomenon and it allows to reduce the number of required QRs.

Roll Axis

FIGURE 3. Oscillations that tipically affect a flying object. “DJI Tello
Micro-Drone” by Dennis Sylvester Hurd
https://www.flickr.com/photos/dennissylvesterhurd/49238096152 is
licensed under CC BY 2.0. To view a copy of this license, visit
https://creativecommons.org/licenses/by/2.0. The picture has been
modified within the terms of the license by inserting the coordinate
system.

Nevertheless, as explained in [31] the quality of the FSO
link can be degraded, due to the random fluctuations of the
drones w.r.t their position and orientation. As a matter of fact,
aerial objects, including drones, are subject to phenomena
such as pitch, roll, and yaw, which are variations in position
with respect to all three axes [55], [56], as shown in Fig. 3.
On a drone, these variations can be measured by an Inertial
Measurement Unit (IMU) on board the drone itself [56],
[57], [58], [59] and mitigated by the Flight Controller, which
provides the following features:

« Kinesthetics of drone flight.

o Automatic thrust/angle control.

« Maintenance of position and orientation control [32].
However, despite the Flight Controller onboard the drone
could contribute to mitigating these effects [32], the
consequences cannot be completely neglected. Specifically,

126065



IEEE Access

F. Chiti et al.: Metropolitan Quantum-Drone Networking and Computing: A Software-Defined Perspective

they consist in losses depending on whether the optical
receiver can capture only the fraction of power that falls onto
the photo-detector. Furthermore, pointing errors contribute
to increased losses. These effects are known as beam
wandering. Since that the beam may experience random
displacements both along with the horizontal and vertical
axis, the misalignment errors of the photo-detector are mod-
eled as independent Gaussian random variables, expressed as
follows [30], [31], [60]:

x ~ N(y, 02) ()
¥~ Ny, Gyz) 2

where u, and p, denote the averages and sz and O'y2 the
variances Moreover, as the number of drones increases, the
error becomes progressively more significant, whereas every
drone is affected by such phenomena [61].

Atmospheric Turbulence yA

(==

Source of Photons Photodetector

FIGURE 4. Representation of beam wandering due to atmospheric
turbulence.

In the proposed architecture, depicted in Fig. 5, the mission
is loaded by a classical server that optimizes and schedules the
mission according to the user’s request. Specifically, drones
must be programmed by providing them the GPS coordinates
calculated according to the optimization procedure, and
a SDN Controller is installed on the drone close to the
barycentre of the swarm. Therefore, the mission can start, and
the drones position themselves at the specified coordinates.
During the second phase, the SDN Controller starts managing
the operations of entanglement generation and swapping
to enhance the process. Furthermore, the Flight Controller
mitigates pointing errors compensating the trim changes due
to atmospheric agents relying on the position control given
by the on-board GPS receiver and IMU [58]. If one or more
drones deviate excessively from their position or in case of
failure, the SDN Controller could reorganize the data flow on
the path by reprogramming the devices that compose it via
Southbound messages, in order to operate without the missing
drones. According to the design specifications of QN stated
in [10], the Controller messages are sent over a dedicated
classical control channel. The SDN-based protocol shown in
Fig. 6 is structured in two phases described as follows:

1) The SDN Controller sends entanglement generation
messages to the drones that compose the left and right
sub-sets of the swarm to interconnect GSs and drones,
including itself, on a L2L basis.

2) The SDN Controller sends messages to the drones to
perform the entanglement swapping in order to create
the E2E entanglement.
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Naturally, considering that the SDN Controller is on board
one of the drones, in order to perform the swapping operation
on itself, no message has to be sent.

The proposed architecture can be used for distributed
quantum computing and for entanglement-based QKD appli-
cations. As explained in [62] and [10], the entangled particles
can be prepared by both the users sharing the key or by a
third entity, and are distributed in a way that both the users
have one photon of each pair. As depicted in Fig. 5, the
SDN Controller positioned in the barycenter of the created
E2E path is the entity that manages the E2E entanglement
generation between the GSs properly, according to the
protocol explained in Fig. 6. Therefore, the Controller allows
the creation of remote entangled states between two Quantum
Computers (QCs) if required by (i) a distributed quantum
algorithm [34] operating in a Quantum Cloud context or (ii) to
create the Bell pairs that compose the key in the case of
communications performed using QKD entanglement-based
protocols [62], [63].

Since drones operate in the lowest layers of the atmo-
sphere, scattering of optical wavelenghts by aerosol partic-
ulates and fog have a significant impact on communication,
and it is necessary to adopt specific models to simulate the
links [64]. Moreover, considering that, as explained in [65],
the effect of turbulence on quantum states is similar to the
effect on classical vector modes, we have considered the
Kruse model [66], which provides a wavelength-dependent
relation between the atmospheric visibility V and the
extinction coefficient £. In particular, it allows to calculate the
specific optical attenuation as follows [26], [66]:

A = 10(log( e)é 3

where £ is defined as:

L =002 [ A\ )
§= —v <%> 4)

The term V present in (4) is defined as a distance where a
550 nm collimated light beam is attenuated to a fraction of 5%
or 2% of original power, whereas A is the wavelength of the
signal. The 5 coefficient depends on experimental data about
the drop size distribution [67] and is related to visibility:

0.585V3 ifV <6km
n=113 if6km <V < 50 km (5)
1.6 iV > 50 km

To address the quality of the supported applications, sev-
eral parameters can be considered, among which the fidelity
that is a parameter that characterizes the quality of teleporta-
tion. Specifically, the fidelity between a pure state |1/) and an
arbitrary state p, is defined as follows [68], [69], [70]:

F(y), p) = Te/Wloly) [¥) (Wl =V Wlply)  (6)

The fidelity values fall in the interval [0, 1], it is equal to O if
and only if |/) and p have orthogonal support, and it is equal
to 1 if and only if |¢y) = p [68]. Therefore, the fidelity is a
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FIGURE 5. Quantum metropolitan SDN drone network. In phase 1, the mission is configured properly by calculating the coordinates of the drones
according to the result of the optimization. During the second phase, the Bell pairs are generated between the GSs through operations driven by the

Controller embedded in the swarm of drones.

probability that describes how close two quantum states are,
and the closer it is to 1, the more the created state is similar
to the desired one. It can be used to characterize drastic
changes in quantum states in the presence of Quantum Phase
Transitions (QPTs). If the fidelity value is below 0.5, the
created state is unreliable, and it cannot be used for computing
purposes [10]. However, the fidelity of a quantum state can
be enhanced by the proper use of QRs [18], [71].

Moreover, we evaluated the entanglement rate R, which
is defined as the number of created entangled states per
second and is measured as Bell pairs per seconds [23], [72].
In QNs the entanglement rate is alternatively defined as
throughput, or the speed of variation of the relative entropy of
entanglement [73], [74]. Considering that the SDN Controller
is centrally placed, the times required for the completion
of operations on the left and right sides of the E2E path
are respectively 7; and 7,. Furthermore, the time required
to generate a L2L entanglement between drone i and drone
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i+ 1 can be defined as 7., , and the time required to perform
the entanglement swapping operation on a specific drone j
as 7y;. However, despite the swapping operations related to
the drone on which the Controller is installed do not require
messages to be sent, it is necessary to consider the time
required for the state measurement to perform the swapping
operation, which is then given as tsg. For instance, if we
consider the path as consisting of an odd number of drones
equal to N the left and right sections consist of a number
of drones equal to 1%, the times required to complete the
operations on the left and right sides are:

-1

a= Y

i==("3)

N-1
)

o= E :Tei,i+] +
i=0

—1
T+ D, Ty 7

j=—Fh

=z

—1
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4
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Considering that the time required to complete operations on
the entire path is determined by the longer time interval, the
time required to obtain an E2E entanglement is equal to:

T = max{t, 7} + 50 ©)]

Therefore, the entanglement rate on the entire path can be
effectively expressed as:

R= T (10)
where T is the time required to generate a remote entangle-
ment over the entire E2E path [19], [23], [44].

In order to maximize the overall quantum processing
capability, we introduce an objective function combining the
two considered metrics. Since [10], quantum applications
require that the fidelity is above some application-specific
threshold F*, the objective function can be consequently
expressed as follows:

mA.?x R(V,d,Xx,N)
st.F>F* (11D

The objective function expressed in (11) depends on the
atmospheric visibility V, the distance d between the GSs,
the wavelenght A and the number of drones N. Specifically,
the solution of this optimization problem yields the optimum
number of QRs that provide the best performance in terms
of R, while guaranteeing F > F™*. This optimization is
calculated by mission control during Phase 1, which is shown
in Fig. 5.

Finally, we evaluated the protocol overhead due to entan-
glement generation and swapping operations, which has to
be minimized, especially for distributed quantum computing
applications. Indeed, in this case, the distributed quantum
compiler must optimize the E2E path so that the number
of remote operations is minimized to limit the decoherence
effects and to reduce the overhead arising with the swapping
operations, as explained in [34]. In fact, when decoherence
occurs, some qubits become entangled with the environment,
and the entire computation of a single QC or a distributed
computation performed by multiple QCs interconnected
through QRs in a QN results corrupted [43], [75].

Specifically, the overhead minimization can be achieved
by the efficient management of entanglement generation
and swapping operations by the Controller. Furthermore,
the integration of the CP into the drone swarm contributes
to limiting overhead, since that some operations can be
performed locally and do not require sending messages,
as clarified in Fig. 6.

IV. SIMULATION RESULTS

The code developed in order to perform the simulations
described in this Section was run on a machine with an
Intel Core i7-10750H CPU at 2.6 GHz with 8192 MB of
RAM and Ubuntu 20.04.4 installed. We developed the code
on the JetBrains PyCharm environment, and we used
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FIGURE 6. Entanglement generation and swapping protocol performed by
the SDN Controller. Note that the swapping operation on the drone with
the Controller embedded does not require the transmission of messages.

the Net Squid Python package [76] in order to model the
hardware that composes a typical entangled-based QN.

Considering that different wavelengths are tipically used
in communications using FSO technology [77], we eval-
uated the attenuation for several wavelengths by varying
the meteorological conditions and using the Kruse model
defined in (3). Moreover, we characterized the phenomenon
of beam wandering by modeling the pointing error on
the photo-detector as two independent Gaussian random
variables. Specifically, with an aperture of radius 10 cm,
as in [31], we assumed a pointing error with a standard
deviation of o = 7.5 cm with respect to both the x-axis and
y-axis of the photodetector shown in Fig. 4. We supposed a
significant value for the standard deviation considering that,
although the effects of the beam wandering can be mitigated,
it can be hard for drones to accurately maintain the position
and, therefore, it is reasonable to assume that the impact of
degradation cannot be neglected. The parameter values used
in the following simulations are given in Table 1.

TABLE 1. Values of the parameters adopted in the simulations.

Parameter Value
Aperture Radius 10 cm
o 7.5 cm
FSO Wavelengths | 650, 850 and 1550 nm
OF Attenuation 0.2 dB/km

As it can be seen from Fig. 7, in specific visibility
conditions, the attenuation values are lower than those ones
of the OF, which have been, indeed, considered only for
comparison purposes. As a matter of fact, at 1550 nm, the
OFs present an attenuation of 0.2 dB/km [78] depicted as a
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dotted line in Fig. 7. Specifically, under the same visibility
conditions, the use of this wavelength ensures the lowest
attenuation w.r.t the other ones considered. Furthermore,
Fig. 7 shows that if we consider as reference values the
attenuation of 0.2 dB/km of OF, for the FSO case, this
attenuation can be obtained at A = 1550 nm with V =
22.1 km, i.e., in sub-optimal meteorological conditions. As a
consequence, it is appropriate to endow the network of drones
with 1550 nm communications technology.

10°

—— A =650nm
— A =850nm
—— A =1550 nm

—*— V =65.1km
—+— V =48.3 km
—*— V =22.1km

A [dB/km]

Very Dense Fog Haze Clear

1072 T T
107t 10° 10! 102
V[km]

FIGURE 7. Attenuation for different wavelengths at varying
meteorological conditions considering the Kruse model.

These considerations are confirmed from the simulation
performed on a scenario that considers a swarm of drones
used to connect two GSs located at a distance of 10 km
typical of a metropolitan area. Table 2 shows the values used
in the similations reported in Fig. 8, in which the achievable
fidelity w.r.t. the number of involved drones for different
wavelengths and considering atmospheric visibility of 30 km
in free space has been evaluated and compared with OF.
In Fig. 8 the maximum values of the obtained plots are also
reported. In particular, it can be inferred that under specific
meteorological conditions it is possible to achieve perfor-
mance comparable to OFs with a reduced number of QRs.

TABLE 2. Attenuation values for the wavelengths employed in the
simulations reported in Fig. 8.

Atmospheric .
A [nm] visibility [km] Attenuation [dB/km]
650 30 0.456
850 30 0.322
1550 30 0.147

Furthermore, we have performed a simulation by varying
the visibility conditions to verify the maximum fidelity
values obtainable on the same scenario. Table 3 presents
the parameters used in the similations reported in Fig. 9,
which also shows the achieved maximum fidelity values.
It is evident that in specific meteorological conditions, it is
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FIGURE 8. Fidelity for different wavelengths considering a visibility of
30 km.

possible to obtain very high fidelity values, even with a
limited number of drones.

TABLE 3. Parameters concerning the attenuation w.r.t. different
atmospheric conditions considered in the simulations reported in Fig. 9.

A [nm] vﬁtlr;(l)lbtl})f h[elgg] Attenuation [dB/km]
1550 5 (Very Dense Fog) 1.205
1550 10 (Fog) 0.442
1550 25 (Haze) 0.177
1550 50 (Haze) 0.065
1550 75 (Clear) 0.043
1550 100 (Clear) 0.032
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Number of Quantum Repeaters

FIGURE 9. Fidelity at varying meteorological conditions at 1550 nm w.r.t.
OF.

In addition, we investigate the fidelity by varying the
distance between GSs as a function of the number of drones
considering visibility of 50 km. The results are shown
in Fig. 10, which points out that increasing the distance
between the GSs, the value of fidelity significantly decreases.
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Specifically, with a distance between the GSs above 40 km,
the maximum fidelity value is below F* = 0.5 for
the considered meteorological conditions. It is clear from
Fig.s 8, 9 and 10 that there is an achievable maximum; this
allows obtaining significant information for the organization
of the flight mission and the optimization of the E2E path.

1.0
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Number of Quantum Drones

FIGURE 10. Fidelity at varying the distance between the GSs at 1550 nm
considering visibility of 50 km.

Furthermore, for the sake of completeness we jointly
evaluated the entanglement rate and the objective function
in (11) by varying the number of drones on a 10 km path.
The results shown in Fig. 11, point out that the number of
drones employed has a significant impact on the maximum
achievable entanglement rate, which rapidly decays as the
number of drones increases. Moreover, in Fig. 11 the red
curve denotes the values of entanglement rate achievable
considering the objective function defined in (11), which
limits the range of possible drones to a closed interval. It can
be noticed that the optimum value is close to the lower
boundary of the eligible range corresponding to the minimum
fidelity threshold at 0.5, in the presence of a visibility of
10 km.

Finally, we evaluated the overhead of the proposed
control protocol, which performance is depicted in Fig. 12.
Considering the problems related to the maintenance of
drones’ positions and that the aerial link can be significantly
perturbed, we have introduced a realistic packet loss proba-
bility, which is proportional to the number of involved drones.
The results are reported in Fig. 12, in which it can be seen that
the loss factor has more influence with a significant number
of drones.

The evidence emerging from these simulations shows
that the number of drones necessary to perform a quantum
communication between two GSs depends both on the
employed technology and meteorological conditions. Fur-
thermore, we verified that the objective function has a unique
maximum. Moreover, it is pointed out that the problems
of beam wandering due to drones’ random fluctuations and
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FIGURE 11. Entanglement rate at varying the number of QDs on a 10 km
path. The red plot highlights the rate obtainable with fidelity greater than
0.5 with a visibility of 10 km.
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FIGURE 12. Overhead concerning the operations of entanglement
generation and entanglement swapping for a single session.

atmospheric turbulence significantly degrades performance.
As explained in [61], this issue is typical of communications
among a large number of drones. In the quantum case,
despite the use of multiple drones operating as QRs limits
the performance degradation compared to a single link of
equal length [52], [53], the effects of beam wandering
become increasingly significant as the number of drones
increases. Therefore, employing a limited number of drones
contributes to maintaining adequate performance for all the
evaluated parameters. The target is achieved considering
specific objective functions aimed to balance the evaluated
parameters in order to plan the mission properly and limit
costs. In addition, through the SDN technology, it is possible
to coordinate the operations of entanglement generation
and swapping among the drones that compose the swarm.
Finally, the integration of the CP into the swarm allows
performing some of the operations locally, contributing to
improving performance and limiting overhead and possible
packet losses.

VOLUME 10, 2022



F. Chiti et al.: Metropolitan Quantum-Drone Networking and Computing: A Software-Defined Perspective

IEEE Access

V. CONCLUSION AND FUTURE DEVELOPMENT

Swarms of drones are envisioned as a significant component
of future QN since these devices can be deployed on-demand
in any place and time. Moreover, despite pointing errors due
to random fluctuations w.r.t. drone positions, atmospheric
links can provide lower attenuation values than OFs, guar-
anteeing even higher performance.

Therefore, our aim is to address the problem of design-
ing an efficient QMAN composed of swarms of drones.
Considering that SDN technology has been recognized as
significant for the development of QNs that require intensive
control, we propose an architecture that includes the SDN
Controller directly embedded in the swarm of drones and
enables support for applications such as distributed quantum
computing and QKD. Furthermore, the paper proposes
a specific objective function for calculating the optimal
number of drones according to the meteorological conditions
allowing for the proper trade-off between the performance
expressed in terms of fidelity and entanglement rate.

The results show that, despite the atmospheric turbulence
and beam wandering issues, planning the mission properly by
optimizing specific objective functions, it is possible to reach
reasonable fidelity values that also allow distributed quantum
processing in a Quantum Cloud context. Employing a limited
number of drones, it is possible to achieve significant
performance in terms of entanglement rate while maintaining
low overhead. Moreover, the integration of the CP into the
swarm allows performing some of the operations directly
on board the drone, without sending messages, limiting the
overhead and packet losses.

Future developments should consider the evolution of
the proposed protocol in order to consider multi-Controller
segments and the interoperability among QMAN also through
other kinds of aerial platforms or satellite segments. Fur-
thermore, due to its configuration, the proposed architecture
can also be used for applications of QKD and, specifically,
to provide entanglement-based protocols.

REFERENCES

[1] M. Najafi, H. Ajam, V. Jamali, P. D. Diamantoulakis, G. K. Karagiannidis,
and R. Schober, ““Statistical modeling of FSO fronthaul channel for drone-
based networks,” in Proc. IEEE Int. Conf. Commun. (ICC), May 2018,
pp- 1-7.

[2] G. Amponis, T. Lagkas, M. Zevgara, G. Katsikas, T. Xirofotos,
1. Moscholios, and P. Sarigiannidis, ““Drones in BSG/6G networks as flying
base stations,” Drones, vol. 6, no. 2, p. 39, Feb. 2022. [Online]. Available:
https://www.mdpi.com/2504-446X/6/2/39

[3] D. Mishra, A. M. Vegni, V. Loscri, and E. Natalizio, “Drone networking
in the 6G era: A technology overview,” IEEE Commun. Standards Mag.,
vol. 5, no. 4, pp. 88-95, Dec. 2021.

[4] M.R. A.Rahim, R. A. Rashid, A. M. Rateb, M. A. Sarijari, A. S. Abdullah,
A.H. F. A. Hamid, H. Sayuti, and N. Fisal, Service-Oriented Architecture
for IoT Home Area Networking in 5G. Hoboken, NJ, USA: Wiley, 2018,
ch. 16, pp. 577-602, doi: 10.1002/9781119333142.ch16.

[5] M. P. Papazoglou and W.-J. van den Heuvel, ““Service oriented architec-
tures: Approaches, technologies and research issues,” VLDB J., vol. 16,
no. 3, pp. 389-415, 2007, doi: 10.1007/s00778-007-0044-3.

[6] E. MacLennan and J.-P. Van Belle, “Factors affecting the organizational
adoption of service-oriented architecture (SOA),” Inf. Syst. e-Bus.
Manage., vol. 12, no. 1, pp. 71-100, Feb. 2014, doi: 10.1007/s10257-012-
0212-x.

VOLUME 10, 2022

[7]

[8]
[9]

(10]

(11]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

(19]

[20]

(21]

(22]

(23]

(24]

[25]

[26]

(27]

S. Pirandola, J. Eisert, C. Weedbrook, A. Furusawa, and S. L. Braunstein,
“Advances in quantum teleportation,” Nature Photon., vol. 9,
pp. 641-652, Sep. 2015, doi: 10.1038/nphoton.2015.154.

G. Cariolaro, Quantum Communications. Cham, Switzerland: Springer,
2015, doi: 10.1007%2F978-3-319-15600-2.

R. Horodecki, P. Horodecki, M. Horodecki, and K. Horodecki, “Quantum
entanglement,” Rev. Mod. Phys., vol. 81, no. 2, pp. 865-942, 2009 doi:
10.1103/RevModPhys.81.865.

W. Kozlowski, Architectural Principles for a Quantum Internet. Fremont,
CA, USA: Internet Engineering Task Force, Feb. 2022. [Online]. Available:
Internet-Draftdraft-IRTF-QIRG-principles-10

Z. Tang, P. Zhang, W. Krawec, and L. Wang, “Quantum networks
for resilient power grids: Theory and simulated evaluation,” IEEE
Trans. Power Syst., early access, May 3, 2022, doi: 10.1109/TPWRS.
2022.3172374.

S.-K. Chu, C.-T. Ma, R.-X. Miao, and C.-H. Wu, “Maximally
entangled state and bell’s inequality in qubits,” Ann. Phys., vol. 395,
pp- 183-195, 2018. [Online]. Available: https://www.sciencedirect.
com/science/article/pii/S0003491618301520

S. Ghosh, G. Kar, A. Roy, and D. Sarkar, “Distinguishability of maximally
entangled states,” Phys. Rev. A, Gen. Phys., vol. 70, no. 2, Aug. 2004,
Art. no. 022304, doi: 10.1103/PhysRevA.70.022304.

B. P. Williams, J. M. Lukens, N. A. Peters, B. Qi, and W. P. Grice,
“Quantum secret sharing with polarization-entangled photon pairs,” Phys.
Rev. A, Gen. Phys., vol. 99, no. 6, Jun. 2019, Art. no. 062311, doi:
10.1103/PhysRevA.99.062311.

C. H. Bennett, G. Brassard, C. Crépeau, R. Jozsa, A. Peres, and
W. K. Wootters, “Teleporting an unknown quantum state via dual classical
and Einstein—Podolsky—Rosen channels,” Phys. Rev. Lett., vol. 70, no. 13,
pp. 1895-1899, Mar. 1993, doi: 10.1103/PhysRevLett.70.1895.

H.-Y. Liu, X.-H. Tian, C. Gu, P. Fan, X. Ni, R. Yang, J.-N. Zhang, M. Hu,
J. Guo, X. Cao, X. Hu, G. Zhao, Y.-Q. Lu, Y.-X. Gong, Z. Xie, and
S.-N. Zhu, “Optical-relayed entanglement distribution using drones as
mobile nodes,” Phys. Rev. Lett., vol. 126, no. 2, Jan. 2021, Art. no. 020503,
doi: 10.1103/PhysRevLett.126.020503.

M. G. Kuzyk, “Quantum no-cloning theorem and entanglement,” Amer. J.
Phys., vol. 87, no. 5, pp. 325-327, May 2019, doi: 10.1119/1.5093815.
W. J. Munro, K. Azuma, K. Tamaki, and K. Nemoto, “Inside quantum
repeaters,” IEEE J. Sel. Topics Quantum Electron., vol. 21, no. 3,
pp. 78-90, May/Jun. 2015.

F. Chiti, R. Fantacci, R. Picchi, and L. Pierucci, “Quantum satellite
backbone networks design and performance evaluation,” in Proc. IEEE
Int. Conf. Commun., Jun. 2021, pp. 1-6.

F. Samara, N. Maring, A. Martin, A. S. Raja, T. J. Kippenberg, H.
Zbinden, and R. Thew, “Entanglement swapping between independent
and asynchronous integrated photon-pair sources,” Quantum Sci. Technol.,
vol. 6, no. 4, Sep. 2021, Art. no. 045024, doi: 10.1088/2058-9565/abf599.
Z. Wang, Z. Guo, G. Mogos, and Z. Gao, “Quantum key distribution by
drone,” J. Phys., Conf. Ser., vol. 2095, no. 1, Nov. 2021, Art. no. 012080.
H.-Y. Liu, X.-H. Tian, C. Gu, P. Fan, X. Ni, R. Yang, J.-N. Zhang,
M. Hu, J. Guo, X. Cao, X. Hu, G. Zhao, Y.-Q. Lu, Y.-X. Gong, Z. Xie,
and S.-N. Zhu, “Drone-based entanglement distribution towards mobile
quantum networks,” Nat. Sci. Rev., vol. 7, no. 5, pp. 921-928, May 2020.
R. Picchi, F. Chiti, R. Fantacci, and L. Pierucci, “Towards quantum
satellite internetworking: A software-defined networking perspective,”
IEEE Access, vol. 8, pp. 210370-210381, 2020.

R. Ursin, F. Tiefenbacher, T. Schmitt-Manderbach, H. Weier, T. Scheidl,
M. Lindenthal, B. Blauensteiner, T. Jennewein, J. Perdigues, P. Trojek,
B. Omer, M. Fiirst, M. Meyenburg, J. Rarity, Z. Sodnik, C. Barbieri,
H. Weinfurter, and A. Zeilinger, “Entanglement-based quantum commu-
nication over 144 km,” Nature Phys., vol. 3, no. 7, pp. 481-486, Jul. 2007,
doi: 10.1038/nphys629.

A. Fedrizzi, R. Ursin, T. Herbst, M. Nespoli, R. Prevedel, T. Scheidl,
F. Tiefenbacher, T. Jennewein, and A. Zeilinger, “High-fidelity transmis-
sion of entanglement over a high-loss free-space channel,” Nature Phys.,
vol. 5, no. 6, pp. 389-392, Jun. 2009, doi: 10.1038/nphys1255.

I. I. Kim, B. McArthur, and E. J. Korevaar, “Comparison of laser beam
propagation at 785 nm and 1550 nm in fog and haze for optical wireless
communications,” in Optical Wireless Communications III, vol. 4214,
E. J. Korevaar, Ed. Bellingham, WA, USA: SPIE, 2001, pp. 26-37, doi:
10.1117/12.417512.

N. Alshaer, A. Moawad, and T. Ismail, “Reliability and security analysis of
an entanglement-based QKD protocol in a dynamic ground-to-UAV FSO
communications system,” IEEE Access, vol. 9, pp. 168052-168067, 2021.

126071


http://dx.doi.org/10.1002/9781119333142.ch16
http://dx.doi.org/10.1007/s00778-007-0044-3
http://dx.doi.org/10.1007/s10257-012-0212-x
http://dx.doi.org/10.1007/s10257-012-0212-x
http://dx.doi.org/10.1038/nphoton.2015.154
http://dx.doi.org/10.1007%2F978-3-319-15600-2
http://dx.doi.org/10.1103/RevModPhys.81.865
http://dx.doi.org/10.1109/TPWRS.2022.3172374
http://dx.doi.org/10.1109/TPWRS.2022.3172374
http://dx.doi.org/10.1103/PhysRevA.70.022304
http://dx.doi.org/10.1103/PhysRevA.99.062311
http://dx.doi.org/10.1103/PhysRevLett.70.1895
http://dx.doi.org/10.1103/PhysRevLett.126.020503
http://dx.doi.org/10.1119/1.5093815
http://dx.doi.org/10.1088/2058-9565/abf599
http://dx.doi.org/10.1038/nphys629
http://dx.doi.org/10.1038/nphys1255
http://dx.doi.org/10.1117/12.417512

IEEE Access

F. Chiti et al.: Metropolitan Quantum-Drone Networking and Computing: A Software-Defined Perspective

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

C. Liorni, H. Kampermann, and D. Bruf, “Quantum repeaters in
space,” New J. Phys., vol. 23, no. 5, May 2021, Art. no. 053021, doi:
10.1088/1367-2630/abfa63.

M. Petkovic and M. Narandzic, “Overview of UAV based free-space
optical communication systems,” in Interactive Collaborative Robotics,
A. Ronzhin, G. Rigoll, and R. Meshcheryakov, Eds. Cham: Springer, 2019,
pp. 270-277.

A. A. Farid and S. Hranilovic, “Outage capacity optimization for
free-space optical links with pointing errors,” J. Lightw. Technol.,
vol. 25, no. 7, pp.1702-1710, Jul. 2007. [Online]. Available:
http://opg.optica.org/jlt/abstract.cfm?URI=jlt-25-7-1702

H. AlQuwaiee, H.-C. Yang, and M.-S. Alouini, “On the asymptotic
capacity of dual-aperture FSO systems with generalized pointing error
model,” IEEE Trans. Wireless Commun., vol. 15, no. 9, pp. 6502-6512,
Sep. 2016.

A. D. Hill, J. Chapman, K. Herndon, C. Chopp, D. J. Gauthier, and
P. Kwiat, “Drone-based quantum key distribution,” Urbana, vol. 51,
pp. 61801-63003, Sep. 2017.

F. Chiti, R. Fantacci, R. Picchi, and L. Pierucci, “Towards the quantum
internet: Satellite control plane architectures and protocol design,”
Future Internet, vol. 13, no. 8, p. 196, Jul. 2021. [Online]. Available:
https://www.mdpi.com/1999-5903/13/8/196

F. Chiti, R. Fantacci, R. Picchi, and L. Pierucci, “Mobile control plane
design for quantum satellite backbones,” IEEE Netw., vol. 36, no. 1,
pp. 91-97, Jan. 2022.

V. Martin, A. Aguado, J. P. Brito, A. L. Sanz, P. Salas, D. R. Lopez,
V. Lopez, A. Pastor-Perales, A. Poppe, and M. Peev, “Quantum aware
SDN nodes in the Madrid quantum network,” in Proc. 21st Int. Conf.
Transparent Opt. Netw. (ICTON), Jul. 2019, pp. 1-4.

W. Kozlowski and S. Wehner, “Towards large-scale quantum networks,”
in Proc. 6th Annu. ACM Int. Conf. Nanosc. Comput. Commun., Sep. 2019,
pp. 1-7, doi: 10.1145/3345312.3345497.

L. Gupta, R. Jain, and G. Vaszkun, “Survey of important issues in UAV
communication networks,” IEEE Commun. Surveys Tuts., vol. 18, no. 2,
pp. 1123-1152, 2nd Quart., 2016.

M. Caleffi, A. S. Cacciapuoti, and G. Bianchi, “Quantum inter-
net: From communication to distributed computing!” in Proc. 5th
ACM Int. Conf. Nanosc. Comput. Commun., Sep. 2018, pp. 1-4, doi:
10.1145/3233188.3233224.

D. Cuomo, M. Caleffi, and A. S. Cacciapuoti, “Towards a distributed
quantum computing ecosystem,” IET Quantum Commun., vol. 1, no. 1,
pp. 3-8, Jul. 2020, doi: 10.1049/iet-qtc.2020.0002.

K. S. Chou, J. Z. Blumoff, C. S. Wang, P. C. Reinhold, C. J. Axline,
Y. Y. Gao, L. Frunzio, M. H. Devoret, L. Jiang, and R. J. Schoelkopf,
“Deterministic teleportation of a quantum gate between two logical
qubits,” Nature, vol. 561, no. 7723, pp.368-373, Sep. 2018, doi:
10.1038/541586-018-0470-y.

C. Wang, A. Rahman, R. Li, M. Aelmans, and K. Chakraborty,
Application Scenarios for the Quantum Internet. Fremont, CA,
USA: Internet Engineering Task Force, Internet-Draft Draft-IRTF-
QIRG-Quantum-Internet-Use-Cases-13, Jun. 2022. [Online]. Available:
https://datatracker.ietf.org/doc/html/draft-irtf-qirg-quantum-internet-use-
cases-13

1. B. Djordjevic, Physical-Layer Security and Quantum Key Distribution.
Cham, Switzerland: Springer, 2019, doi: 10.10072F978-3-030-27565-5.
M. Schlosshauer, “Quantum decoherence,” Phys. Rep., vol. 831,
pp. 1-57, Oct. 2019. [Online]. Available: https://www.sciencedirect.
com/science/article/pii/S0370157319303084

M. Caleffi, “Optimal routing for quantum networks,” IEEE Access, vol. 5,
pp. 22299-22312, 2017.

Q. Gong, W. Kang, N. S. Bedrossian, F. Fahroo, P. Sekhavat, and
K. Bollino, “Pseudospectral optimal control for military and indus-
trial applications,” in Proc. 46th IEEE Conf. Decis. Control, 2007,
pp. 4128-4142.

L. A. Zhukas, P. Svihra, A. Nomerotski, and B. B. Blinov, ‘“High-fidelity
simultaneous detection of a trapped-ion qubit register,” Phys. Rev. A,
Gen. Phys., vol. 103, Jun. 2021, Art. no. 062614, doi: 10.1103/Phys-
RevA.103.062614.

A. Kumar, D. A. de Jesus Pacheco, K. Kaushik, and J. J. P. C. Rodrigues,
“Futuristic view of the internet of quantum drones: Review,
challenges and research agenda,” Veh. Commun., vol. 36, Aug. 2022,
Art. no. 100487. [Online]. Available: https://www.sciencedirect.com/
science/article/pii/S2214209622000341

126072

(48]

(49]

(50]

(51]

(52]

(53]

[54]

[55]

[56]

[57]

(58]

[59]

(60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

(68]

[69]

C. H. Bennett and G. Brassard, “Quantum cryptography: Public
key distribution and coin tossing,” Theor. Comput. Sci., vol. 560,
pp. 7-11, Sep. 2014. [Online]. Available: https://www.sciencedirect.com/
science/article/pii/S0304397514004241

S. Isaac, A. Conrad, T. Rezaei, D. Sanchez-Rosales, R. Cochran, A. Gutha,
D. Gauthier, and P. Kwiat, “Drone-based quantum key distribution,” in
Proc. Conf. Lasers Electro-Optics, 2021, pp. 1-2.

R. V. Meter and J. Touch, “Designing quantum repeater networks,” IEEE
Commun. Mag., vol. 51, no. 8, pp. 64-71, Aug. 2013.

T. Satoh, S. Nagayama, S. Suzuki, T. Matsuo, M. Hajdusek, and
R. V. Meter, “Attacking the quantum internet,” IEEE Trans. Quantum
Eng., vol. 2, pp. 1-17, 2021.

S. Langenfeld, P. Thomas, O. Morin, and G. Rempe, “Quantum
repeater node demonstrating unconditionally secure key distribution,”
Phys. Rev. Lett., vol. 126, no. 23, Jun. 2021, Art. no. 230506, doi:
10.1103/PhysRevLett.126.230506.

S. Wehner, D. Elkouss, and R. Hanson, “Quantum Internet: A vision for
the road ahead,” Science, vol. 362, no. 6412, Oct. 2018, Art. no. eaam9288,
doi: 10.1126/science.aam9288.

M. Grabner and V. Kvicera, “The wavelength dependent model of
extinction in fog and haze for free space optical communication,” Opt.
Exp., vol. 19, no. 4, pp.3379-3386, Feb. 2011. [Online]. Available:
http://opg.optica.org/oe/abstract.cfm?URI=o0e-19-4-3379

E. Torenbeek and H. Wittenberg, Flight Physics. Cham, Switzerland:
Springer, 2009, doi: 10.1007%2F978-1-4020-8664-9.

A. Garcia, E. Mattison, and K. Ghose, “High-speed vision-based
autonomous indoor navigation of a quadcopter,” in Proc. Int. Conf.
Unmanned Aircr. Syst. (ICUAS), Jun. 2015, pp. 338-347.

P. Foehn, D. Brescianini, E. Kaufmann, T. Cieslewski, M. Gehrig,
M. Muglikar, and D. Scaramuzza, “AlphaPilot: Autonomous drone
racing,” Auto. Robots, vol. 46, no. 1, pp.307-320, Jan. 2022, doi:
10.1007/s10514-021-10011-y.

M. Gowda, J. Manweiler, A. Dhekne, R. R. Choudhury, and J. D. Weisz,
“Tracking drone orientation with multiple gps receivers,” in Proc. 22nd
Annu. Int. Conf. Mobile Comput. Netw. (MobiCom), New York, NY,
USA: Association for Computing Machinery, 2016, pp. 280-293, doi:
10.1145/2973750.2973768.

K. Fukuda, S. Kawai, and H. Nobuhara, “Attitude estimation by Kalman
filter based on the integration of IMU and multiple GPSs and its application
to connected drones,” in Proc. 59th Annu. Conf. Soc. Instrum. Control Eng.
Jpn. (SICE), Sep. 2020, pp. 1286-1292.

A. Trichili, M. A. Cox, B. S. Ooi, and M.-S. Alouini, “Roadmap to free
space optics,” J. Opt. Soc. Amer. B, Opt. Phys., vol. 37, no. 11, p. A184,
Nov. 2020. [Online]. Available: http://opg.optica.org/josab/abstract.
cfm?URI=josab-37-11-A184

S. S. Muhammad, T. Plank, E. Leitgeb, A. Friedl, K. Zettl, T. Javornik, and
N. Schmitt, “Challenges in establishing free space optical communications
between flying vehicles,” in Proc. 6th Int. Symp. Commun. Syst., Netw.
Digit. Signal Process., Jul. 2008, pp. 82-86.

A. K. Ekert, “Quantum cryptography based on Bell’s theorem,” Phys. Rev.
Lett., vol. 67, no. 6, pp. 661-663, Aug. 1991.

O. Amer, W. O. Krawec, and B. Wang, “Efficient routing for quantum key
distribution networks,” in Proc. IEEE Int. Conf. Quantum Comput. Eng.
(QCE), Oct. 2020, pp. 137-147.

A. K. Majumdar, Free-space Opt. (FSO) Platforms: Unmanned Aerial
Vehicle (UAV) Mobile. New York, NY, USA: Springer New York, 2015,
pp. 203-225, doi: 10.1007/978-1-4939-0918-6_6.

B. Ndagano, B. Perez-Garcia, F. S. Roux, M. McLaren,
C. Rosales-Guzman, Y. Zhang, O. Mouane, R. 1. Hernandez-Aranda,
T. Konrad, and A. Forbes, ‘“Characterizing quantum channels with
non-separable states of classical light,” Nature Phys., vol. 13, no. 4,
pp. 397-402, Jan. 2017, doi: 10.1038/nphys4003.

P. Kruse, P. Kruse, L. Glauchlin, M. Mellon, L. McGlauchlin,
R. McQuistan, and J. W. Sons, Elements of Infrared Technology: Gener-
ation, Transmission, and Detection (Elements of Infrared Technology).
Hoboken, NJ, USA: Wiley, 1962.

S. Shah, S. Mughal, and S. Memon, “Theoretical and empirical based
extinction coefficients for fog attenuation in terms of visibility at 850 nm,”
in Proc. Int. Conf. Emerg. Technol. (ICET), Dec. 2015, pp. 1-4.

M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum
Information: 10th Anniversary Edition. Cambridge, U.K.: Cambridge
Univ. Press, 2010.

R. Jozsa, “Fidelity for mixed quantum states,” J. Modern Opt., vol. 41,
no. 12, pp. 2315-2323, 1994, doi: 10.1080/09500349414552171.

VOLUME 10, 2022


http://dx.doi.org/10.1088/1367-2630/abfa63
http://dx.doi.org/10.1145/3345312.3345497
http://dx.doi.org/10.1145/3233188.3233224
http://dx.doi.org/10.1049/iet-qtc.2020.0002
http://dx.doi.org/10.1038/s41586-018-0470-y
http://dx.doi.org/10.10072F978-3-030-27565-5
http://dx.doi.org/10.1103/PhysRevA.103.062614
http://dx.doi.org/10.1103/PhysRevA.103.062614
http://dx.doi.org/10.1103/PhysRevLett.126.230506
http://dx.doi.org/10.1126/science.aam9288
http://dx.doi.org/10.1007%2F978-1-4020-8664-9
http://dx.doi.org/10.1007/s10514-021-10011-y
http://dx.doi.org/10.1145/2973750.2973768
http://dx.doi.org/10.1007/978-1-4939-0918-6_6
http://dx.doi.org/10.1038/nphys4003
http://dx.doi.org/10.1080/09500349414552171

F. Chiti et al.: Metropolitan Quantum-Drone Networking and Computing: A Software-Defined Perspective

IEEE Access

[70] B. Li, T. Coopmans, and D. Elkouss, “Efficient optimization of cut-offs
in quantum repeater chains,” in Proc. IEEE Int. Conf. Quantum Comput.
Eng. (QCE), Oct. 2020, pp. 158-168.

[71] Q. Ruihong and M. Ying, “Research progress of quantum repeaters,”
J. Phys., Conf. Ser., vol. 1237, no. 5, Jun. 2019, Art. no. 052032, doi:
10.1088/1742-6596/1237/5/052032.

[72] R. Van Meter, Quantum Networking, 1st ed. Hoboken, NJ, USA: Wiley,
2014.

[73] L. Gyongyosi and S. Imre, “Multilayer optimization for the quantum
internet,” Sci. Rep., vol. 8, no. 1, Aug. 2018, Art.no. 12690, doi:
10.1038/s41598-018-30957-x.

[74] F. Benatti, A. M. Liguori, and G. Paluzzano, “Entanglement and entropy
rates in open quantum systems,” J. Phys. A, Math. Theor., vol. 43, no. 4,
Jan. 2010, Art. no. 045304, doi: 10.1088/1751-8113/43/4/045304.

[751 P. W. Shor, “Scheme for reducing decoherence in quantum computer
memory,” Phys. Rev. A, Gen. Phys., vol. 52, no. 4, pp. R2493-R2496,
Oct. 1995, doi: 10.1103/PhysRevA.52.R2493.

[76] T. Coopmans, R. Knegjens, A. Dahlberg, D. Maier, L. Nijsten,
J. de Oliveira Filho, M. Papendrecht, J. Rabbie, F. Rozpedek,
M. Skrzypczyk, L. Wubben, W. de Jong, D. Podareanu, A. Torres-Knoop,
D. Elkouss, and S. Wehner, “NetSquid, a NETwork simulator for
QUantum information using discrete events,” Commun. Phys., vol. 4,
no. 1, p. 164, Jul. 2021, doi: 10.1038/342005-021-00647-8.

[77] G. Soni, “A performance analysis of free-space optical link at 1,550 nm,
850 nm, 650 nm and 532 nm optical wavelengths,” J. Opt. Commun.,
vol. 39, no. 3, pp. 335-341, Jun. 2018, doi: 10.1515/joc-2016-0118.

[78] J.-E. Libert and G. Waterworth, “Cable technology,” in Undersea Fiber
Communication Systems, 2nd ed., J. Chesnoy, Ed. New York, NY,
USA: Academic, 2016, pp. 465-508. [Online]. Available: https://www.
sciencedirect.com/science/article/pii/B9780128042694000131

FRANCESCO CHITI (Senior Member, IEEE)
is currently an Associate Professor with the
University of Florence. He is the author of six
book chapters, more than 50 papers in interna-
tional journals, and more than 70 conferences
presentations. He has been conducted in several
EU initiatives (COST 289, IP “GoodFood,” NoE
“NEWCOM,” CRUISE NoE, STREP ““DustBot,”
- REGPOT AgroSense, EDA “MEDUSA”). His
4 /i )i research interests include ad hoc networks and
software-defined Internet of Things. He is serving as the Chair for the IEEE
Communications and Information Security Technical Committee. He has
been the Co-Chair of the Communication and Information Systems Security
Symposium at IEEE Globecom 2016. He is an Associate Editor of the
International Journal on Security and Communication Networks (Wiley),
Security and Privacy Journal (Wiley), and Peer-to-Peer Networking and
Applications Journal (Springer).

ROBERTO PICCHI (Graduate Student Member,
IEEE) received the degree from the University of
Florence, where he is currently pursuing the Ph.D.
degree. His research interests include quantum
networking architecture and the foundation of the
quantum internet to the Internet of Things, and
software-defined networking.

LAURA PIERUCCI (Senior Member, IEEE)
received the bachelor’s degree in electronics engi-
neering from the University of Florence, Florence,
Italy, in 1987. She has been with the Depart-
ment of Information Engineering, University of
Florence, as an Assistant Professor, since 2000.
She co-invented a patent on the use of RFID
for health application. She has been involved in
several national and European research projects on
satellite communications, tele-medicine systems,
wireless systems, and radar signal processing. She has been the Scientific
Coordinator of the EU COST Action 252. She has served as an Expert
for European Committee in the area of satellite communications. She
has coauthored several international papers. Her current research interests
include wireless communication systems especially in the topics of
4G/5G systems, resource management, D2D communications, multiple-
input multiple-output antenna systems, cooperative communications, and
security for wireless sensor networks and the IoT. She was a recipient of the
IWCMC 2016 Best Paper Award and the Globecom 2016 Best Paper Award.
She is currently serving as an Associate Editor for Telecommunication
Systems, IEEE Communications Magazine, and IEEE INTERNET OF THINGS
JOURNAL.

Open Access funding provided by ‘Universita degli Studi di Firenze’ within the CRUI CARE Agreement

VOLUME 10, 2022

126073


http://dx.doi.org/10.1088/1742-6596/1237/5/052032
http://dx.doi.org/10.1038/s41598-018-30957-x
http://dx.doi.org/10.1088/1751-8113/43/4/045304
http://dx.doi.org/10.1103/PhysRevA.52.R2493
http://dx.doi.org/10.1038/s42005-021-00647-8
http://dx.doi.org/10.1515/joc-2016-0118

