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a wireless network the initial access of a user implies the exchange of a encryption key from
the base station (BS) to the mobile terminal (MS). This private key is sent by BS by using
a public key, during the initial period of authentication. Once the user is authenticated, he’ll
use the private key to encode its information. The weak point is the authentication period
and the exchanging of the private key. An unwanted third listener could steel the private
key during that period. In a future full-wireless world, where the user is seen to be always
connected and immerse in multiple wireless networks, the problem of secure authentication
throughout different wireless systems is a hard task to be provided by a procedure. To solve
this problem, a new approach is here proposed. The main idea is to render intrinsically secure
the physical link by modulating using the noise loop as discussed in the above sections.

Let us assume hereby that a third unwanted user is listening the transmission of terminal
1. The terminal 3 can be supposed, without loss of generality, to have a different propagation
delay 7,3 # 7, and an independent thermal noise process n3(t) # {ni(t), n2(t)}. The ter-
minal 3 tries to demodulate the information bit > coming from terminal 2 to terminal 1 by
using a receiver scheme similar to the one depicted in Fig. 6. The best choice of the unwanted
user is to perform a correlation y| (t)y;(t — 27,3) and decide on the sign of its mean value
Ely1(t)y1(t — 27p3)].

The mean value of the 27,3-shifted correlation ¥ (f)¥;(t — 27,3) can be derived to be
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Another important result can be highlighted here: the decision variable of the third unwanted
party depends on the multiplication of the information bits b and b, both unknown at the
unwanted listener.

In the best case (for user 3), i.e., when 7,3 = k7, the decision variable of the third user
h’[bé(r,f(oqaz)‘(l+u22) _ blfblz(f}

I—ajas;

This result means exactly that the third unwanted listener is not able at all to demodu-
late the information exchanged between user 1 and 2. This impossibility is intrinsic in the
modulation method at physical layer level.
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Fig. 6 Receiver scheme for the third unwanted listener. The unwanted user n.3 tries to demodulate the sig-
nal exchanged between legal user n.1 and n.2 by using the scheme depicted in this figure. In particular, we
supposed that the user n.3 tries to demodulate the bit coming from user n.2, without loss of generality. The
receiver scheme is similar to the one used by user n.1 (see Fig. 5)
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Due to the fact that the third unwanted party experiences a different delay 7,3 # 7, and
a different noise process n3(t) # n(t) # na(tr), the delayed (shifted) autocorrelation of the
receiving signal has no possibility to take the knowledge of the information bit b, or, sym-
metrically, by. In fact, the decision variable is permanently zero (that implies a probability
of error equal to 1/2) or, in the lucky case, the decision variable is always dependent on the
product between the unknown information bits b; - b> and hence to know an information
stream (for example b») is mandatory to know the other b;.

8 Denial of Service

Another very important task for wireless security is the avoidance of the denial of service by
an unwanted third user. A third user could insert into the communication system and although
it is not able to correctly detect the information exchanged between the two legal users, it
could actively trying to communicate (in some ways) aiming to disturb/deny the radio link
between the legal users.

We have studied the case of a third unwanted user which actively starts a communication
(using the noise loop itself) with one of the legal user. The scheme provides that the user
n.3 (unwanted) tried to actively connect to the user n.1 in order to demodulate or deny the
communication between legal user n.1 and n.2.

The user n.3 tries to disturb as much as possible the radio link between legal users n.1
and n.2 by actively starting a noise loop modulated communication towards user n.1. The
scheme of the system in this case is reported in Fig. 7.

We aim to extract the decision variable of user n.1 Ry, (2k) in order to see if the legal
user n.1 suffers from the presence of the unwanted user n.3 communication. By solving the
system we finally obtain

bib) oqom(l+a,+a )(l+ot ax—a a7) 3

ifh £k h+#2%, h#k/2

(l~a oz,foz a“- B
RA\-”-I (2/\') - [)[(Y](b?d‘) +b}a2)m ifth =k (10)
O 1f s
blbza]az(lflnl;m‘uz)(l—alzag—a,za%) ifth =2k
0 ith =k/2

The sign of the first term of Eq. 10 depends on the sign of b1 b, and not on b3, so the legal
user n.1 can correctly demodulate the information coming from user n.2 without any disturb

from user n.3. The second term of Eq. 10 Ry, (2k) = bjaj(bras + bxaz) ala’_a 2
depends on the information bit b3 so invalidating the radio link 1-2, but it is valid only
when the propagation delay of the radio link between users 1-2 and 1-3 is exactly the same.
This condition is almost impossible in real wireless scenarios. The thlrd term Ry, y, (2k) =
>
bibyajan %e >—— does not imply any denial of service, while the fourth
(1=b1baaja3)(1—a? a,~oz, 3)
term does because the 1mprobable condition 7 = k/2 causes the decision variable to be
zero. The presence of two very particular points which can cause denial of service (DoS)
should not create panic because those situations are incredibly improbable and moreover the
two legal users, once the noise loop modulation is started, can exchange a locally generated

additional delay in order to avoid such dangerous situations.
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Fig. 7 Loop scheme for the third unwanted user: active attack case. The scheme shows the user n.3 which
tries to actively connect to user n.1 in order to demodulate or deny the communication between legal user n.1
and n.2.

9 Simulation Results

The noise loop depicted in Fig. 4 has been also implemented by using MATLAB-Simu-
link software. In particular, both the passive attack (the third unwanted user trying to simply
demodulate the data exchanged by the two legal users and the active attack (the third unwanted
user now actively transmits into the radio link of the two legal user in order to deny the service
or demodulate the information have been simulated as they should be in the real.
The simulation results have been compared to the analytical results previously illustrated.
Simulations have been run with the following parameters:

aratio between the bit time and the propagation delay equal to ? = 10,
P

a thermal noise variance o> = 0.125,

a propagation delay for the third unwanted user t,3 randomly chosen in the interval
(tp. 5tp) following a uniform distribution,

— anumber of bit equal to 80,000 and

— 100 Monte Carlo runs for each simulation.
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The passive attack simulation has been built by simply feeding the signal exchanged
between the two legal users, which are using the noise loop scheme (Fig. 4), to a third party
receiver. The unwanted listener tried to demodulate the received signal. The active attack has
been built by supposing that the third party tried to connect with one of the two legal user. The
unwanted user in this case aims to demodulate or even deny the signal between the legal users.

The analytical pdf of the variable z has been compared to the distribution of the simulated
vector z, showing a perfect match between simulation and theory.

In Fig. 8 the probability of error analytically derived is compared to the simulated one.
Again, the simulated system performance significantly fits the theoretical analysis.

A performance comparison between the traditional BPSK modulation and the proposed
noise loop modulation has been also made by computer simulations. No third party is pres-
ent in this case. The result is reported in Fig. 9. As it can be seen the noise loop scheme

NOISE LOOP (theory)
NOISE LOOP (simulation)
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Fig. 8 Simulated vs theoretical performance for the propose noise loop modulation
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Fig. 9 Simulated performance comparison between the traditional BPSK and the proposed noise loop mod-
ulation. Note that noise loop scheme is independent of the noise power, but depends only of the noise loop
gain o
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Fig. 10 Simulated performance comparison between the probability of error of the legal user using noise
loop modulation, e.g. user n.1, and the third unwanted listener, user n.3

has a probability of error independent by the thermal noise power. Moreover, increasing the
noise loop gain o the performance of the noise loop scheme can overcome the traditional
modulations for low SNRs.

When a third party is present in the system, it can be passive or active. If passive, it simply
stores the signal exchanged between the two legal users and tries to demodulate it. In Fig. 10
the probability of error of the third party receiver is reported. The user n.3 experiences a
constant probability of incorrect decision equal to 4.5 - 10~! that means the impossibility
of detection of the symbols. On the contrary, the legal user, e.g. user n.1, has a decreasing
probability of error with the noise loop gain c.

As it can be seen a third unwanted listener experiences an almost constant proba-
bility of error P,32~0.5 for antipodal signalling, as depicted in Fig. 10. A probabil-
ity of error equal to 0.5 means a probability of correct detection of the information
equal to 0.5, that in the case of BPSK modulation (bit b = +1 with probability 0.5)
of the information means a total uncertain, i.e., a perfect SCC or information-theoretic
secrecy.

When the third party is active, it transmits its unwanted signal towards one of the two
legal user in order to deny the service or degrade the demodulation of the signal by the other
legal receiver.

The performance of the legitimate receiver has been simulated with and without the active

attacker. The results show that an active attacker does not cause the performance degradation
of the legal user, i.e., no denial of service is possible.

10 FPGA Implementation

The proposed TX/RX scheme has been implemented on a Xilinx Virtex II FPGA to evaluate
the real computational complexity and to prove the validity of data detection on a fixed point
signal processing system. The transmission, reception and baseband processing branches for
two terminals have been implemented in VHDL using Xilinx System Generator tool. The

@ Springer



344 L. Mucchi et al.
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Fig. 11 FPGA implementation: Simulink model of noise-loop transmission chain
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Fig. 12 FPGA implementation: baseband signals for forward and reverse channel

Matworks Simulink model of the implemented chain is represented in Fig. 11. The model
includes two PN-sequence generators to emulate the transmitted data from both terminals, a
timing section, the TX and RX frontends, a delayed AWGN emulator, and other performance
evaluating blocks. The baseband signal generated by the two noise-loop terminals are rep-
resented in Fig. 12 for both forward and reverse channels (respectively Chl and Ch2). The
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Fig. 13 FPGA implementation: detected data from both receivers
Tublel .FPGA u.t}hzan'on gy FPGA resource TX module RX module
and fraction of Xilinx Virtex I1
2 o
xc2vp30-5ff1152 resources) Multipliers (MULT) 1(0.7%) 3(2.2%)
Look-up tables (FGs) 136 (0.4%) 42 (0.1%)
Arithmetic logic (CYs) 75 (0.2%) 40 (0.1%)
Storage Elements (DFFs) 68 (0.2%) 165 (0.6%)

detected data is reported in Fig. 13. No visible correlation can be found with the baseband
signal of Fig. 12, confirming the assumptions made in the theoretical sections of this work.

The complexity of the proposed implementation is reported in Table 1. As shown both the
transmitter and receiver blocks use a very small portion of the used FPGA, though framing
and synchronization have not been addressed yet.

11 Conclusions

Potential applications of the proposed techniques are found in wireless communications sys-
tems where an initial shared secret is not available. In 4G systems as an example, roaming
users accessing local services are usually able to provide a strong identity credential (via the
manufacturers embedded certificate) but may not have any authorization agreement with the
hosting system. In that case a secure channel cannot be established with ordinary techniques,
while is possible with the proposed one. Moreover, since the initial coupling between termi-
nals is obtained through delays, in a context where the desired user has a known geographical
position (i.e. a tactical scenario), a secured channel can be established without any additional
information. Once the secure channel is established, an unwanted listener is unable to decode
the flowing information even if it reveals the users position.
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A novel modulation technique based on thermal noise loop between transmitter and
receiver has been presented. The probability of error in the AWGN environment showed
that the performance of the proposed scheme is very closed to the traditional BPSK trans-
mission, but the thermal noise modulation offers an intrinsic secure information exchange at
physical layer level. This new property can be used to create a secure radio channel between a
source and a destination without any a priori common knowledge. A common a priori knowl-
edge is normally mandatory in order to decide the encryption (algorithm or code or key) of
the information stream. It is usual to exchange this common a priori knowledge by using
a “secure” channel. Nowadays a secure wireless channel is not possible. In fact normally
the common a priori knowledge is already established (but this is not secure) or by using a
non-radio channel (that implies a waste of time and resource).

The main advantages of the thermal noise modulation can be summarized as follows:

— security, i.e., the information cannot be demodulated or denied by unwanted users; more-
over, a wireless secure channel without any a priori knowledge between source and
destination is possible;

— multiple access, i.e., different users can be separated by a thermal noise basis (noise
division multiple access);

— applicability, i.e., thermal noise is always present independently by the environments,
devices, etc.
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