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Distributed data interoperability and their efficie reuse is a key asset in
enabling better back-office service integratioreGovernment scenarios so as to
allow a more efficient services provision at a froffice level. In this paper we
address the problem of improving the effectiversess efficiency of a telematic
solution allowing an authorized public officer tobtain updated citizens’
residence certificates from the Municipality offiCEhe presented application is
built on top of the InterDataNet architecture alloy users to collaborate
aggregating distributed data from the Web. In IDtataNet each data unit has an
owner responsible entitled of its management. Eaghorized user will (re)use
data directly from its origin without duplicatinge data locally.

This work demonstrated the technical viability laétservice solution through the
realization of a Proof of Concept and raised th&eiasts of the involved parties
allowing the setting up of its operational protoityg.

The solution described in this work may generaiizether Public Administration
scenarios where distributed actors need to collab®ron distributed data
organized into structured documents. The InterDataMfrastructural solution
which handles collaboration and trust issues redai® data and documents reuse,
can therefore serve other application scenarios.

1. — Introduction

In this paper we provide the design details of gplieation related to the Italian e-
Government scenario related to a specific step@ptocess of taxes collection managed by
Equitalia S.p.A, in which an authorized public oéff needs to obtain updated citizens’
residence certificates from the Municipality offidéhe analysis of the case study will
highlight the roles of the actors involved in tloesario and the models of the exchanged
documents. The collaborative workflow will also described. The presented solution is a
Proof of Concept aimed at demonstrating the benéfieveloping e-Government
applications on top of a middleware named InterNatalnterDataNet (IDN) [1,2], is an
infrastructural solution supporting a decentraliaed scalable publication space for the Web
of Data. IDN sustains global addressability of apts and resources as well as basic
collaborative-oriented services (responsibility ttoh versioning and replica management)
for distributed and heterogeneous data managemmestdlowing their consistent reuse.
Notwithstanding the specificities of the descrilsednario, the constraints and requirements
easily generalize to the case in which a PublidhArity, entitled to manage citizen’s personal
data, has to exchange those data with third partider specific conditions while fulfilling

the related regulation.



Page2 Trusted Data Relrs®esidence Certificate Requests

2. — The application scenario at a glance

The scenario is framed within the process of tdbection in Italy. The actors involved in the
process are: Equitalia S.p.A. (the public bodytksatiwith the tributes collection in almost all
the Italian regions), Creditor Institutions (ingtibn to which the citizen is debtor, e.g. the
Municipality Police), Agent (employee of the DeliyeService), Municipalities and citizens
(i.e. the taxpayers). The Creditor Institutionsyide to Equitalia the list of taxpayers
containing all the information needed to be auttextifor tax collection. The list of taxpayers
details the amount of the due charge, the reaggmefgment and the identification data of the
taxpayer. The taxpayers list needs to be “validdbgd=quitalia, through the functions
performed by Equitalia Servizi, an associate comdrEquitalia. The process of list
validation implies: 1) verifying of the correctnesisdata coming from multiple taxpayers lists
2) grouping list items by taxpayer's tax code omnee in order to create a single folder for
each taxpayer; 3) finding a unique postal addreisedch taxpayer from a centralized tax
record, namely the Anagrafe Tributaria (this mealse arbitrarily affecting one address when
one taxpayer is associated to multiple postal a$e&s; 4) assigning a tax folder number to
each taxpayer’s sheet; 5) creating a single degarstto be transmitted to printing services in
order to obtain the paper sheets folders to beiphil)sdelivered to the taxpayers.

The printing service dispatches the printed folderthe services distributed over the national
territory, entitled of delivering the “envelopesirtaining the paper sheets to the citizens. The
delivery service receives also the electronic wersif the taxpayers list in which each debtor
citizen is associated to his/her postal addresaeshis point of the workflow the Delivery
Service activates an Agent entitled to physicaéiner the envelopes to the citizens. The
whole process is governed by national Laws; spgifi, in the final phase of physical

delivery of the envelopes, the official processaufdress certification”, i.e. the official
validation of the residence address, is often regluio fulfil the formal legal procedure.

This situation is therefore complex and required thultiple actors interact and collaborate
around physical as well as electronic documentsaiming sensible personal data. Several
errors can occur throughout the process due dithiacomplete or incorrect data provision

by Equitalia, and due to an incorrect interpretatid the data by the other actors of the chain.
Such mistakes can invalidate the process and eas®mic damage either to Equitalia or to
the creditor institution and therefore to the whidkgion.

2.1 The Address Certification

The Address Certification is the official act byiainthe Agent for the Delivery Service
obtains a Residence Certificate of the debtorenitizom the entitled employee at the
Municipality office. At present Agents can operatalifferent procedural framework to
obtain citizens’ addresses certification: 1) thag ase fax messaging, 2) they can use the
ordinary postal service 3) they can personallyagtheé Municipality related office, 4) they
can avail of telematic solutions. The effectivenefsthe above mentioned approaches is
measured and compared empirically by Delivery $ewvin terms of “hnumber of days
between the residence certificate request and megpas illustrated in figure 1.
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Figure 1: Effectiveness of the current approachegsed for address certification (source: Il Punto
Delivery Service internal report)

As a matter of fact even the telematic solutiohgowise the “expected most efficient”
collaboration framework between Municipalities ddelivery Services, shows latencies in
the response time due to the fact that cooperagoeements between the parties suffer from
the following constraints: they are always ad-tibey imply different conditions of access to
citizens data which span from the interrogatioamfid-hoc Web Portal provided by the
Municipality (in the best case) or from the peradiduplication of citizens’ addresses data
base retained by the Municipality (in the worste)as

2.2 The Address Certification, design of the telent interaction

The actors involved in the process of addressfioation (see figure 2) are: 1) the Agent:
employee of the Delivery Service. He/she is resiimbm$or the delivery of the envelopes to
the citizens. Acting as a public official, he hhs tight to request and receive residence data
of the population resident within his competenceez@) the Municipality Officer: a
municipality employee responsible for the managdroédata related to the demographic
situation of the Municipality. In the first phasktbe interaction between the two actors, the
Municipality Officer verifies that the agent hag thuthorization credentials to access the
requested information, i.e. he is a public offiaad holds an envelope to be delivered to a
taxpayer. In the second phase of the interactierAtient submits the request for the address
certification about a specific citizen and the Muipality officer provides the requested
residence certificate.
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Figure 2 : The Address Certification workflow
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The two actors interact and collaborate arounddhewing information elements: 1) the
envelope to be delivered to the taxpayer: thikésdfficial act that allows the Agent to be
authorised to request the address certificateeofakpayer; 2) the address certificate of the
taxpayer: the document allowing the agent to catelihe envelope delivery according to the
formal procedures ruled by national Laws.

The web application described in this paper reffietbe scenario detailed in figure 3 where:

- the Agent needs a residence certificate of a gitaetpayer to be issued by the
Municipality;

- the Agent asks the online registry office of the riipality and requires a residence
certificate to the entitled Municipality officer;

- the Municipality employee queries the resident pafan archive and manually fills the
residence certificate with the related data.

In the steps above the role of a specific entitgiaténg the interaction is highlighted: the

Office Counter This is a virtual entity acting as the serviceess point, governing the

information exchange between the two main actote@tcenario in order to reflect the

correct workflow carried out in the physical worlche narrated scenario resorts in the

functions/steps described in figure 3. In the pné=e Proof of Concept it's worth noticing

that the authorization/authentication assumptiamiscarried out by the office counter,

instead it is delegated to other levels of develepm
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Figure 3 : Address Certification simplified workflow

3. InterDataNet in brief

InterDataNet (IDN) framework [1] [2] is describedtdugh the ensemble of concepts, models
and technologies pertaining to the following thvemvs: 1) IDN-IM (InterDataNet

Information Model). It is the shared information deb representing a generic document
model which is independent from specific contexts gechnologies. It defines the
requirements, desirable properties, principlessinecture of the document to be managed by
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IDN. 2) IDN-SA (InterDataNet Service Architecturd)is the architectural layered model
handling IDN-IM documents (it manages the IDN-IMhceete instances and allows the users
to “act” on pieces of information and documentd)e TDN-SA implements the reference
functionalities defining subsystems, protocols amdrfaces for IDN document collaborative
management. The IDN-SA exposes an IDN-API (AppiazaProgramming Interface) on top
of which IDN-compliant Applications can be develdp8) IDN App (IDN- Compliant
Application). It is an application which uses thcdments’ abstraction to perform the
collaboration process for the specific context é.unterfacing to the VR layer, the
application is entitled to specify the temporaktamee of the document requested.

InterDataNet middleware allows the effective anficeit information organization.
InterDataNet specificity is that each data unit @am®wner entitled of its management. Each
user, who demonstrates the privileges needed Yas@gesuch data unit, will use them directly
from its origin (i.e. the archive under the ownegsponsibility) without duplicating the data
locally. Possible data replicas as well as dataioring are managed at an infrastructural
level thanks to the layered IDN Service Architeetand are protected against unauthorized
use and diffusion.

4. Modelling the IDN-document for the Equitalia sceario

Two different applications have been created ireotd serve the two actors, namely: 1) the
Agent IDN-application; 2) the Municipality RegistipN-application.

In section 2.2 we illustrated the high-level intgran between the agent and the municipality
officer. The analysis performed has been centredraf the introduction of the office counter
entity, which acts as an access point to the setwiciging the interactions between the
actors. The adoption of the office counter allowséparate tasks and responsibilities
between the actors involved in the process. Moreibadlows an asynchronous
communication between the parties which is closeeality scenarios where a latent period
can exist between request and response due toediffeorkflows on the two sides.

Hereafter we will detail the model of the (IDN-Qauments handled by the two
applications[3].

The IDN-document handled by the office countertgnsi named “Registry Office Counter”.
This document has several children nodes relatdtetdifferent Municipalities that can
decide to offer such a service. The model propésetRegistry Office Counter” is
represented in figure 4 part (a). Moreover the tma&n IDN-IM documents involved in the
process are:

1) IDN-Residence Request: it consists of a “roateiacontaining the request ID, as well as a
set of “children nodes” related to the request:.dade, surname, first name, birthplace and
birth date of the taxpayer as shown in figure 4 fiar

2) IDN-Residence Certificate: it consists of a rnotle containing two children, which in turn
contain the “Residence Situation” and "citizer@sspnal data” certified by the Municipality
since it may happen that the residence data prd\giehe Registry office are not the same as
those indicated in the request, both due to passilvbrs in transcription or following
subsequent residence changes, or other eventasuakpayer death etc. This document
structure is illustrated in figure 4 part (c).
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The whole modelling process using IDN-IM documédatgls to the following information
network which synthesises the main elements opthsented case study (see figure 4).

Agent IDN application
Residence request

Residence
Certificate

\_/ Birthplace \———/ \4‘

Residence
Situation

Municipal Registry IDN application
© (Municipality)
Residence certificate

Figure 4: Modeling the case study documents with IN
This modelling allows the creation of the followingrkflow:

- the Agent generates a document “residence reqfifstyy the form with the required
information from his/her side (see figure 5);

- the Office Counter “notifies” the Registry Municigg Officer application of a new
incoming request. This notification is a direct sequence of having modelled the
documents through IDN-IM which envisage an autoeadick link every time that a child
node is modified or appended to a parent nodefigae 6);

- the Municipality Officer is activated by the Officounter notification and handles the
residence. He/she consults the archives of thedeesipopulation of the City with
ordinary application at his/her disposal; he/shengites the response consistent of
residence certificate with pertinent data and stdbthe document;

- the submission of the residence response producesfigzation (back link) to their parent
nodes;
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- the Agent is therefore notified of the incomingpesse and can access the requested
certificate and proceed with his delivery task (Bgure 7).

Figure 5 : Agent IDN-App Residence Request

Figure 6: Municipality Registry IDN-App Pending Request

The complete modelling of the scenario via IDN-IMbcdments envisages also the

possibilities handling seven response certificatges which correspond to the various

possible situation of a citizen. The Residence &b node is itself the root of an IDN

Residence Situation Document that can have sev@ratit structures as described in the

following list:

- residence in the Municipalityt has the subnode: village of residence;

- death statuswhich contains the subnodes: date and place athdand, if known, last
known residence address;

- missing statys which contains the subnodes: starting unavaitgbiflate, cause of
unavailability, if known, the known residence adide

- status of emigrated abroad and subscribed to tHeEAIAssociation of Italians Resident
Abroad), which contains the subnodes: addresserfdreign country, the former known
address in ltaly, further notes;

- status of emigrated abroadvhich contains the following subnodes: date alate of
emigration abroad;

- immigrant statuswhich contains the following subnodes: Italianrivtupality and date of
immigration;
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status of non-resident in this Municipalifyhis document does not require any additional
information (i.e. nodes).

Figure 7: Agent IDN-App Residence Request submitte

4.1 Designing with REST in mind

The design underlying the implementation [3] fol®the methodology presented in [4] for
the design of REST Web Service. It is based oridh@wving seven steps detailed in the
following subparagraphs:

Identify resources to be exposed as services (geguly risk report, book catalogue,
purchase order, open bugs, polls and votes);

Model relationships (e.g., containment, referersgtate transitions) between resources
with hyperlinks that can be followed to get mor¢atle (or perform state transitions);
Define “nice” URIs to address the resources;

Understand what it means to do a GET, POST, PUTLHIE for each resource (and
whether it is allowed or not);

Design and document resource representations;

Implement and deploy on Web server;

Test with a Web browser.

Identification of the resources

Three types of resources are identified:

office counterit is the resource which allows to model the camioation between the
Agent and the Municipality Officer. It is a one-@#fsource type as it is created outside the
usual flow of operations and is not affected by it;

residence requesit is the request that the Agent submits to tifieecounter

residence certificateit is the response that is provided by the Myabty Officer in
connection with the aforementioned request.

In the proposed model, the residence request anesidence certificate are resources
belonging to object type, not to algorithmic typmwever, it is possible to assume, following
an extension of the model, the introduction of atgmic resources, gaining resources that
model, for example, the result of the search feidence data which have not yet been
completed by the Municipality Officer.
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Relationship between resources

The second phase in the design methodology coverddfinition of the relationship among
resources defined in the previous step (see figure

Figure 8: The relationship among the resources inhe address certification scenario

For each Municipality is defined a office countesaurce which can be referenced for the
creation of new residence request resources. Gensisith the REST modelling approach
new residence requests are created as subordasatgrces of the office counter otherwise
they share a containment relationship. SimilaHeg, tesidence certificate is a subordinate
resource of the residence request resource andhiaeg a containment relationship too.

URIs Definition

The third step involves the assignment of nice URlislentify resources. As a residence
request resource is subordinate to office courtgvurce and residence certificate resource is
subordinate to residence request resource, itvislihat, as prescribed in REST, this
hierarchy should be made explicit in the identibéresources. Then the following pattern
can be ensued for the names of resources:

- Office Counter URI pattern : .../ Office_counter
- Residence Request URI pattern: .../ Office_couhtequest
- Residence Certificate URI pattern: .../ Office_ciaur request / response

Three classes of URI template have been introduteslfirst for the office counter, the
second for the request and finally the third far tesponse. Clearly, these patterns have to be
adapted for the context previously described wheedeto 1 relationship exists between the
Municipality and the office counter, a 1 to n at@nship between the office counter and the
residence request and 1 to 1 relationship betwesdence request and residence certificate.
As for the office counter the URI template is defirby a steady path related to the
responsible municipality with an arbitrary relatstip:

...(MunicipalityXYZ).../ office_counter

Each municipality is free to organize their res@grmmdependently, the only important thing
is to communicate to those concerned which is tRérgserved for the office counter of
interest, as in the example:

https: / / fi.comuni.example.com / services / Egjiat/ office_counter

Once defined the template for the office counteouece it is possible to determine how to
identify a residence request.
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In the administration context all acts usuall
represents an unique identifier) then each

y associated to a protocol number (which
requeadt be identified through this number.

The template for the URI of a residence requesture could be:

.../ office_counter / request _ID _request

An example of a (partial) URI for a request is:

...] office_counter / request _000742

Finally, as regards the residence certificate adst@ath and the template can be defined
consistently with the 1 to 1 relationship existimigh the residence request to which it refers:

...I office_counter / request

_ID _request / cexdife ID

The URI of the response concerning the requestdueil

.../ office_counter / request _000742/certificat® 0

The meaning of GET, PUT, POST and DE

LETE methods

At this point, the REST design method requiresrdefj the meaning of each of the four

HTTP methods and whether such operatio

ns are all@mwveot. The following list will show

the three types of resources and, for each of theexplicit meaning of the four methods.

The methods allowed for tlodfice counter
resource are:

submitted;

office counter can not be changed;

counter;

DELETE: ineligible because
definition the office counter can not
changed;

GET: admissible and it returns a resouree
that contains a list of all residence request

PUT: ineligible because by definition the

POST: admissible and it allows to subr -
a new residence request at the office

The methods allowed fdhe residence
requestresource:

GET: admissible and it returns
representation of the residence requ
and, if any, of the residence certificate;
PUT: admissible and it allows to chan
a residence request previously submitts
POST: admissible and it allows t
insertion of a residence certificate;
DELETE: ineligible because
submitted to the office counter a requ
can not be eliminated (possibly it can
invalidated and/or replaced by anotk

Yy
e

ong¢

a
lest

ge
sTol
he

e
est
be
ner

one);

IDN envisages the existence of an owner of thermé&tion which sets out the licensing and
privacy criteria of documents by the creation afess lists which record users allowed to
perform a set of operations. So additional restmst can be set on above mentioned

operations described based on the type of

user.

The methods allowed for the residen
certificate resource are:

GET: admissible and it returns
representation of the residence certific

resource;

CEhe agent is allowed to apply the followi
methods to the office counter resource:
a GET ineligible as the agent is n
ate allowed to see the overall list of reque
submitted to the office counter,

PUT: admissible and it corresponds t¢

p-a PUT: ineligible;
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change in a residence certificg
previously submitted;

POST: ineligible because subordin
resources to residence certificate are
foreseen;

DELETE: ineligible so far as for th

residence request;

ite  POST: admissible as the agent is allov
to submit request to the office counter;
ate  DELETE: ineligible;

not

e

ved

The messenger is allowed to apply
following methods to the residence reques
GET: admissible;

PUT: admissible;

POST ineligible as the agent is 1
authorized to create residence certific
resources;
DELETE: ineligible;

[hEhe agent is allowed to apply the following
t:methods to the residence certificate:

GET: admissible;

PUT: ineligible as the agent is n
allowed to create or edit residen
certificate resources;

POST: ineligible;

DELETE: ineligible;

ot
ate

ce

The municipality officer is allowed to apply
the following methods to the office counter
resource:

GET: admissible;
PUT: ineligible;
POST: ineligible as the Municipalit
officer is not authorized
residence request resources;
DELETE: ineligible;

to create

The municipality officer is allowed to apply
the following methods to the residence
request resource:

GET: admissible;

PUT: ineligible as the Municipalit
officer is not authorized to edit residen
requests;

POST: admissible;
DELETE: ineligible;

y

ce

The municipality officer is allowed to apply
the following methods to the residence
certificate resource:

GET: admissible;

PUT: admissible;

POST: ineligible;

DELETE: ineligible.

Design and documentation of the performances of resrces

The fifth step of the design method require

s th@gieand documentation of the

representations of the resources that are mangellat methods discussed in the previous

steps.

1. Discussion & Conclusion

The innovation introduced with the work presentethis paper is related to the set up of a
Proof of Concept related to the request/responséinéns’ residence certificates scenario in
an innovative telematic architecture - InterDataNatowing the collaborative exchange of
documents containing citizens personal data am@tgkaited entitled actors. InterDataNet

architecture is designed to:

1) keep the sensible data (in this case the restdeertificate of a citizen) under the control
and authority of the responsible entity (in thise#he Municipality) without data duplication;
2) grant access to data only to authenticated atitbazed parties (in this application
scenario the Agent who is entitled to deliver theetope to the citizen);
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3) provided data are therefore automatically dediby system since data are issued only by
responsible entities;

5) real-time data update is guaranteed by construstnce the documents (e.g. the residence
certificate) aggregate single data units (e.gréisedence address) from their origin (the
Municipality) and a change in the aggregated dattisi notified back to the aggregating
documents.

As a consequence of the above characteristicsrtipoped Proof of Concept highlighted that
InterDataNet Equitalia implements a more effectind efficient telematic solution for
requesting and receiving citizens’ address cedtifis since the time, and consequently the
costs, needed to obtain the response to the residemtificate request are reduced.
InterDataNet provides the possibility to avail tla infrastructural level - of a document and
data versioning which can enable the traceabifity aitizen’s address certificate history;
moreover, thanks to the design approach of ardhitaity enabling collaboration via data
organized in documents, the interacting actors hia@ossibility to separate their respective
workflow procedures without affecting the interactiparadigm.

This Proof of Concept was aimed at demonstratiegebhnical viability of the proposed
solution. Further steps in the direction of propotyg this concept are already underway and
are related mainly to the adoption of the updatdion of the IDN-SA in which versioning
as well as replica capabilities are enabled; tliereement of access security at a single data
level through attributes-enhanced RBAC (Role Basetkss Control) to provide - on an
application basis - the fulfilment of regulationmivacy and data management; the
development of a plug-and-play adaptors solutiomtierface the IDN-SA with the
Municipalities databases.
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