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ABSTRACT The Failure Mode, Effects, and Criticality Analysis (FMECA) is one of the risk analysis
techniques proposed by the ISO 14971 Standard. This analysis allows to identify and assess the consequences
of faults that affect each component of a complex system. The FMECA is a forward-type technique used for
highlighting critical points and classifying them by priority. It also makes it possible to evaluate the extent of
failures by means of numerical indices. It can be applied to a product or to a work process. In the latter case
we talk about Process-FMECA. The application of the Process-FMECA to bioengineering is of particular
interest because this procedure provides an analysis related to risk management during all the different
phases of the medical device life cycle. However, practical applications of this method have revealed some
shortcomings that can lead to inaccuracies and inconsistencies regarding the risk analysis and consequent
risk prioritization. This paper presents an example of application of a Fuzzy Process-FMECA, an improved
Process-FMECA based on fuzzy logic, to a small computerized tomography (CT) device prototype designed
for studying the extremities of the human body. This prototype is a CT device that uses the Cone Beam
CT (CBCT) technology. The Fuzzy Process-FMECA analysis has made it possible to produce a table of
risks, that are quantified according to the specifications of the method. The analysis has shown that each
phase or activity is fundamental to guarantee a correct functioning of the device. The methodology applied
to this specific device can be paradigmatic for analyzing the process risks for any other medical device.

INDEX TERMS Clinical engineering, FMECA, medical equipment, risk assessment, risk management.

I. INTRODUCTION
According to the World Health Organization, medical devices
are defined as:
“any instrument, apparatus, implement, machine,
appliance, implant, reagent for in vitro use, soft-
ware, material or other similar or related article,
intended by the manufacturer to be used, alone or
in combination, for human beings, for one or more
of the specific medical purpose(s) of:
« diagnosis, prevention, monitoring, treatment
or alleviation of disease,
« diagnosis, monitoring, treatment, alleviation of
or compensation for an injury,

o [...]
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and does not achieve its primary intended action
by pharmacological, immunological or metabolic
means, in or on the human body, but which
may be assisted in its intended function by such
means.” [1]

The design of medical devices must include, according to
the main worldwide regulatory frameworks, a risk manage-
ment process aimed to identify, assess and mitigate the risks
associated with their use. The applicable international stan-
dard is the ISO 14971:2019 “Medical devices - Application
of risk management to medical devices” [2]. This standard
specifies a procedure that allows manufacturers to iden-
tify the hazards associated with medical devices (including
in vitro diagnostic medical devices), estimate and evaluate the
associated risks, control these risks, and finally monitor the
effectiveness of controls. The requirements of the standard
apply to each phase of the whole medical device life cycle.
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A specific “Medical devices — Guidance on the application
of ISO 14971 [3] proposes various risk analysis techniques,
which are not mutually exclusive, but can sometimes be
applied in a complementary way. Some techniques are more
suitable in the prototyping phase while others require a deeper
knowledge of the behavior of the device during its life cycle.
A list of these techniques, suggested by the standard and most
commonly used in the field of medical devices, is reported
below:

o Preliminary Hazard Analysis (PHA)

o Fault Tree Analysis (FTA)

o Failure Mode and Effects Analysis (FMEA) / Failure

Mode, Effects and Criticality Analysis (FMECA)

o Hazard and Operability Study (HAZOP)

o Hazard Analysis and Critical Control Point (HACCP)

In this work, we present an analysis carried out on a pro-
totype of a Cone Beam Computerized Tomography (CBCT)
device, addressing the management of risks occurring during
its use. The development of this device is part of a regional
project, involving various subjects and companies in Tuscany
(Italy), aimed at improving the image quality performance of
CBCT technology, to bridge the performance gap with the
more common spiral Computed Tomography, while main-
taining the typical advantages of the technology, first of all
portability. The device will have three possible functions:

« Digital Radiography (DR)

o Fluoroscopy (FL)

o Computed Tomography (CT)

The technological innovation of this project consists in a
very small and compact CT unit, provided with wheels
allowing easy movements between departments (for layout
changes, temporary needs, or fragile patients). Furthermore,
the project specifications are aimed at using the CBCT tech-
nology to reduce costs and improve simplicity, thus allowing
a wide use in different kinds of facilities and health care
structures.

The selected methodology is FMECA, as defined in the
standard IEC 60812:2018 “Failure modes and effects analy-
sis (FMEA and FMECA)” [4]. While FMEA is a qualitative
analysis, FMECA involves quantitative values, adding an
evaluation path that helps to take coherent operational deci-
sions. Despite the difference, FMEA and FMECA acronyms
are often used interchangeably. In this paper we refer exclu-
sively to FMECA. FMECA has many advantages over other
methodologies, such as: ease of application, ability to study
complex units in detail, suitability for both the design and
the management of a system, possibility of updating in case
of identification of new fault events. Numerous applications
of this technique to innovative industrial technologies can be
found in FMECA literature. It has been recently presented
as a technique extensively used for the design of protection
systems in advanced technologies. For instance, in Selec-
tive Production of Exotic Species (an innovative plant for
advanced nuclear physic studies), very high vacuum con-
ditions together with appropriate safety systems to storage
exhaust gases are required to avoid radiological risk for
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operators and people [5]. In this case, the Fuzzy FMECA
method has been applied to a preliminary design of a high
activity gas recovery system to rank with a modified Fuzzy
Risk Priority Number the most critical components in terms
of failures and human errors. Fuzzy FMECA has also been
used to perform a reliability evaluation of continuous emis-
sion monitoring system (CEMS), an on-line analyzer system
applied in many engineering fields such as natural gas purifi-
cation plants, thermal power plants and cement plants [6].
Whereas the integrated application of FMECA and HAZOP
methodologies has been applied to a safety analysis to deter-
mine possible accidental events in the storage system used
in the liquefied natural gas regasification plant [7]. Efforts
have also been made to automate the FMECA process for
complex cyber-physical systems [8]. Composed of numerous
interconnected subsystems, each designed to perform specific
functions, these systems are employed in critical applications,
where identifying the faults and assessing their effects on
the overall system becomes mandatory. The FMECA is a
safety technique also used in medical applications. A new
FMECA method based on fuzzy logic was applied to poten-
tial radiological over-exposure of patients during high-dose-
rate brachytherapy treatments [9]. Fuzzy FMECA has been
used in a variety of fields, including electronics, in partic-
ular in semiconductors and in electronic devices and agri-
culture (for example in paddy fields and edible bird nest),
as mentioned in [10].

Although FMECA is a predictive technique, it can be
applied retrospectively on a product or work process to
determine their critical points and assess their severity.
These are respectively referred to as Design-FMECA and
Process-FMECA (P-FMECA). Indeed, the object of obser-
vation, objectives and technical equipment used in the anal-
ysis of fault/failure mode change from one analysis to the
other. In P-FMECA the objective is to reduce the risk of
defects/errors in a good or service as a result of actions or
activities that are poorly performed or not performed at all,
during the production/delivery process [11], [12]. The anal-
ysis takes proactively into consideration all possible errors
of the process execution, thus suggesting the insertion of
tests and checks, the development of procedures and coun-
termeasures such as instructions for use and management of
complaints. The P-FMECA began to be used in the sixties
of the last century in the aerospace industry [13]; it was
then adopted in the early 2000s in healthcare, starting from
obstetrics-gynecology [14] and emergency departments [15],
[16] [17]. It is also worth noting that in recent years,
the FMEA/FMECA method has been extensively applied
in the field of advanced radiotherapy services. The goal is
to improve safety and system control while simultaneously
reduce errors that can occur during the steps of different treat-
ments. More precisely, Healthcare Failure Mode and Effect
Analysis (HFMEA) has been used to perform a proactive
analysis of radiotherapy patient record systems in a large pub-
lic hospital [18] and it has been reviewed in its application to
radiotherapy processes [19]. Another example of application
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is the FMEA approach used to assess the potential risks for
patients during the delivery of tomotherapy treatments [20].
This technique, when applied to healthcare, makes it possible
to identify and treat the potential risks that affect the clinical-
care processes [21]. P-FMECA can be listed among the
proactive risk management tools, as it involves the analysis
of a predefined process and the identification of possible
defects or preventable errors (the so-called failure modes) by
a multidisciplinary team, in order to attribute priorities for
changes that can improve security.
Risk assessment is carried out through:
« standardization of the evaluation process;
« anchoring of the users’ (both intermediate and final)
points of view;
« use of multidisciplinary groups of experts.
In short, the P-FMECA methodological phases are:
« identification of the object of analysis (product/service,
process, or parts or components thereof);
« identification / description of the connected activities;
o identification of failure / error modes;
« analysis and determination of the risk priority index;
« identification of (preventive / improvement / corrective)
actions and measures for achieving the expected results.
The analysis that we describe in this paper produced a risk
analysis table that considers the different tasks and, for each
of these, the possible error modes due to both fully operative
use and improper use of the product. The risks thus identified
were quantified in accordance with the FMECA method, not
lacking in shortcomings such as the failure to assign a value of
relative importance to the risk factors, the strong dependency
of the Risk Priority Number on the small variation of three
parameters, and the difficulty in providing a precise value
for these three parameters. These drawbacks were overcome
with the fuzzy approach that gives a degree of importance to
each factor, a more flexible structure for combining the risk
parameters and the ability to handle in a consistent manner
both qualitative and quantitative data.

Il. METHODS AND TOOLS
A. THE RISK MANAGEMENT PROCESS
As already mentioned, the risk analysis chosen among those
proposed in Appendix G of the ISO 14971 standard is the
FMEA/FMECA. The reference standard for FMEA/FMECA
analysis is IEC EN 60812:2018 [4] which describes and pro-
vides examples for approaching the study of failures affecting
a complex system. The FMEA analysis is presented in the
form of a table, in which the rows correspond to the possible
failure modes for each component or item or task, while the
columns indicate causes and effects of each identified fault.
Its structure is described in Section II-B2. The FMECA anal-
ysis, an extension of the FMEA analysis, allows to quantify
the entity of a specific fault through numerical indices. These
indices, ranging from 1 to 10, represent:
o Severity (S) - it estimates how much the fault affects the
system or the user. When the severity equals 1, the effect
will be negligible, if it equals 10, irreparable damage to
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the component / system and / or serious consequences
for humans can occur.
¢ Occurrence (O) - it estimates the probability of occur-
rence of a failure (1 if it is unlikely, 10 if it is very likely).
o Detectability (D) - it estimates the probability of iden-
tifying and possibly eliminating the adverse situation
before it occurs, thus affecting the system and the user.
Lower values indicate good probability of failure detec-
tion, while if this index is high it will be almost impos-
sible to detect the failure.
The Risk Priority Number (RPN) is the product of these three
indices:

RPN=S*0*D (1)

It is a meaningful index, that gives a quantitative measure
of the relative importance of risks. The aim is to keep it as low
as possible for all the failure modes. A variation of the stan-
dard FMECA analysis can be applied to consider how failure
modes can impact on several subjects; it is multidimensional,
meaning that the value of S is assigned separately for the
severity related to the effects on people (patient and operator,
called Sh) and on the device (called Sd). The single index for
Severity is generated by selecting the greater of these two.

Despite its numerous applications since the 1960s, as men-
tioned in Section I, FMECA has been criticized for a number
of reasons [5], [9], [10], [22]-[27], some specific drawbacks
are:

« Presence of gaps in the range of admissible RPN values,

« Relative importance among O, D and S is not taken into

consideration,

o Same results of RPN with very different values of sever-

ity in failure modes,

o Human errors are not addressed in a manner consistent

with human factors.

B. FUZZY FMECA

Important efforts have been made to overcome these short-
comings and improve the FMECA method. As such, fuzzy
logic and consequently fuzzy set theory, proposed by Zadeh
in 1965 [28], [29], provide an important tool for working
directly with ambiguous or vague information that can be
easily translated in linguistic variables during risk analysis:
a fuzzy rule-based system. A criticality assessment based on
fuzzy logic allows the experts to evaluate the risk associated
with specific failure modes in a more natural way, giving a
linguistic value to describe a risk factor rather than an exact
number. The resulting Fuzzy FMECA has been widely used
in the medical field [9], [10], [27], [30]-[32] and its overall
rule-based system is shown in figure 1. To further highlight
the advantages of a Fuzzy FMECA analysis with respect to
the traditional one, a comparison between the two analyses
has been made, as shown in table 1.

Before explaining the Fuzzy FMECA rule-based sys-
tem, it is important to point out that the standard for
FMEA/FMECA recommends some criteria for setting the
levels of Severity, Occurrence and Detectability. Since these
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Input (O, S, D)
Membership functions

Failure Modes

If-then Rules
Relative importance of
0,S,D

Weight of linguistic values
,S,D

of O.

Output (RPN)
Membership functions

|

Occurrence

Severity —
(0,8,D)
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l

‘ Integers: 1 > 10 ‘

‘ Fuzzy Logic System ‘

3 . Inference
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e
(rule evaluation) (ercliion)
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of Outputs L
Decimal value

Fuzzy Risk
Priority Number
STy

Fuzzy Outputs | Defuzzification

FIGURE 1. Overall procedure for the fuzzy FMECA rule-based system.

TABLE 1. Comparison between traditional FMECA analysis and fuzzy
FMECA analysis.

Features of the analysis
The failure mode analysis yields
also the criticality analysis
Addition of a qualitative measure
of magnitude of a failure mode X X
effect, the risk priority number
Prioritization possible for the
mitigation offailure modes X X
using the risk priority number
Different combination of risk
factor values results in a X X
different risk priority number
Possibility ofincluding the relative
importance of each risk factor
Use oflinguistic values to better
express risk factors and experience
Decimal value for the risk priority
number which decreases the presence X X
of gaps in its range of admissible values

FMECA Fuzzy FMECA
X X

criteria are not appropriate to the medical field, we adopted
specific criteria obtained through an analysis of the lit-
erature in this field and adapted them to this application
[33], [34] [35]. Section II-B3 describes this selection. Sev-
eral criteria make it possible to establish the risk acceptance
threshold, those applied in this work are described in the
Section II-B4.

To apply a fuzzy ruled-based system to this risk assess-
ment, the first step is the fuzzification of the inputs: it can
be interpreted as the conversion of a crisp quantity to a
fuzzy quantity. For this purpose, linguistic variables have
been chosen to describe the levels of Severity, Occurrence
and Detectability together with FRPN (Fuzzy RPN) as shown
in tables 2 - 6 similarly to what done in a previous study
reported in [9].

Since membership in a fuzzy set becomes a matter of
degree, a function p(x) will associate the degree of member-
ship (a real number between 0 and 1) of a particular level of
S (both Sk and Sd), O or D to the corresponding linguistic
data. The most commonly used fuzzy numbers are triangular
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(a, b, ¢) or trapezoidal (a, b, c, d) [5], [9], [23], [24]. They
are described by the following triangular and trapezoidal
membership functions, respectively:

z:Z’ a<x<b
w(x) = r¢ , b<x<c 2
b—c -
0, otherwise
wherea< b <c.
x—a’ a<x<b
b—a
1, b<x<c
wx) =19 y_g4 3)
, c<x<d
c—d
0, otherwise

wherea<b<c<d.

The inputs of the Fuzzy FMECA rule-based system, Sever-
ity (both Sk and Sd), Occurrence and Detectability, together
with the output of this system, named FRPN, have been
decomposed into different fuzzy sets using these triangular
and trapezoidal membership functions for each linguistic
variable. Each risk factor function has a 1/2 overlap, that is
to say the height of intersection of each two successive fuzzy
sets equals to 1/2. Triangular membership functions with this
kind of overlap have been frequently used in many applica-
tions [36]; the same overlap has been deemed appropriate
for this particular case, in order to describe the uncertainty
in participation of an element to different fuzzy sets. The
resulting fuzzy linguistic variables are presented in figure 2.

In this first step, as described in [13], the input values
for S, O and D are fuzzified by determining the value of
the membership function corresponding to a particular input.
This input will not be a single crisp value, instead we allow
an interval of values to be given, since it is often difficult
for experts to translate their experience into numbers, rang-
ing from 1 to 10, that indicate exactly how the indices S,
O and D describe the degree of risk for a particular failure
mode. Values near the center of this interval are assumed
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TABLE 2. Fuzzy FMECA scale for the severity related to the effects on the device (Sd) and their corresponding linguistic terms.

Severity (for device) Fuzzy ]'('I;gl:l 1(s:t1;)number Weight Criteria Ranking
None (N) ©,0,2,3) 1/4 =0.25 No effect on the device 1
Low (L) 2,3,5,6) 2/4=0.5 Minor effect on device performance 4
Moderate (M) 5,6,8,9) 3/4=0.75 Moderate effect on device performance 7
Hazardous (H) 8,9, 10, 10) 4/4 =1 Serious effect on device performance 9

TABLE 3. Fuzzy FMECA scale for the severity related to the effects on people (Sh) and their corresponding linguistic terms.

Severity (for human) | Fuzzy Linguistic number . o .
Linguistic value (a,b,¢,d) (a,b,c) e icht b Laullue
None (N) 0,0,1,2) 1/10=0.1 No injury to patient 1
Very Minor (VM) (1,2,3) 2/10=0.2 No injury to operator 2
. _ Minor injury to operator that does not require treatment or patient
Minor (M) 2349 310=03 or impossibility to perform the exam to the patient for few minutes 3
_ Minor injury to patient that does not require treatment or
Very Low (VL) 345 4/10=04 impossibility to perform the exam to the patient for few hours 4
_ Minor injury to both patient and operator
Low (L) 5,6 /10=0.5 that does not require treatment 3
Moderate (M) G.6.7) 6/10=0.6 Mod'erate injuries requiring treatment or 6
risk of useless exposure to x-rays
High (H) 6.7.8) 210 =07 Serlgus injuries but not permanel?t or 7
risk of overexposure to x-rays
. _ Very dangerous, long hospitalization with possible chronic outcomes or
Very High (VH) (7.8,9) 8/10=0.38 impossibility to perform the exam to the patient for several days 8
Hazardous with _ Extremely dangerous, permanent injuries or
warning (HWW) (8.9, 10) 9/10=0.9 risk of an incorrect diagnosis 9
Hazardous without .
warning (HWOW) 9, 10, 10) 10/10=1 Extremely dangerous, possible death 10
TABLE 4. Fuzzy FMECA scale for the occurrence and their corresponding linguistic terms.
Occurrence Fuzzy Linguistic number . R .
Linguistic value @ by ) Weight Criteria Ranking
Remote (R): _
failure is unlikely (0,0,1,2) 1/5=0.2 P <0,1% 1
Low (L): _ 0,1% <P < 1% 2
relatively few failures (1,2,3,4) #5=04 g =p g 3
. 2% < P <5% 4
ooderate (M: (3.4.6.7) 315206 [ 3% <P<7% 5
7% <P < 10% 6
High (H): _ 10% <P < 15% 7
repeated failures 6,7,8,9) 45=08 15% <P < % 8
Very High (VH): _ 20% <P <25% 9
failure is almost inevitable ®8,9,10,10) =1 P>25% 10
TABLE 5. Fuzzy FMECA scale for the detectability and their corresponding linguistic terms.
e Fuzzy Linguistic number . . Probability of .
Detectability (a,b,¢,d) (a,b,c) Weight Criteria detection Ranking
. . _ Design/operation control will almost
Almost certain (AC) ©.0.1,2) 1/10=0.1 certainly detect a potential failure mode 91-100% !
Very High (VH) (1,2,3) 2/10=0.2 Very high probability of detection 81-90% 2
High (H) (2,3,4) 3/10=0.3 . . 71-80% 3
Moderately High (M) G.4.9) 310=04 High chance of detection 61-70% 3
Moderate (M) 4,5,6) 5/10=0.5 | Moderate chance of detection (e.g. the defect will remain 51-60% 5
Low (L) 5,6,7) 6/10 =0.6 undetected until the device performance is affected) 41-50% 6
Very Low (L) 6,7,8) 7/10=0.7 Remote chance of detection (e.g. the defect will remain 31-40% 7
Remote (R) (7,8,9) 8/10=0.8 undetected until device inspection is carried out). 21-30% 8
Defect most likely remains undetected
(e.g. the design/ operation control cannot
Very Remote (VR) 8,9, 10) 9/10=0.9 detect potential cause or the operation 11-20% 9
will be continued to be performed in
the presence of the defect)
Device/component failures are not
Absolute Uncertain (AU) ©. 10, 10) 1010 = 1 detected (e.g. there is no design/operation 0-10% 10
solute Uncertain ( T - verification or the operation will be continued B
certainly to perform in the presence of the defect)

to be “more certain” than those near the edges, while the
width of the interval indicates the amount of uncertainty in
the input. A triangular membership function is associated
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with this interval. As indicated in [9], to build it we assume
that the “more certain” value is assigned by experts as the
single value b (the top of the triangular membership function).

135727



IEEE Access

E. ladanza et al.: Fuzzy FMECA Process Analysis for Managing Risks in Lifecycle of CBCT Scanner

TABLE 6. Fuzzy FMECA scale for the fuzzy risk priority number and their corresponding linguistic terms.

Fuzzy Linguistic number

FRPN Weight Criteria Ranking
(av b7 &) d) (a7 b7 C)
Unnecessary (U) (0, 0, 25, 75) 1/10=0.1 Almost unnecessary to take the follow-up actions. 1-50

Minor (M) (25,75, 125) 2/10=0.2 Minor effect on device performance 50 - 100

Very Low (VL) (75, 125, 125) 3/10=0.3 Very Low priority to take the follow-up actions. 100-150
Low (L) (125, 200, 300) 4/10=04 Low priority to take the follow-up actions. 150 - 250
Moderate (M) (200, 300, 400) 5/10=0.5 Moderate priority to take the follow-up actions. 250 - 350
High (H) (300, 400, 500) 6/10=0.6 High priority to take the follow-up actions. 350 — 450

Very High (VH) (400, 550, 700) 7/10=10.7 Very High priority to take the follow-up actions. 450 — 600
Extremely High (EH) (500, 650, 800) 8/10=0.8 | Extremely High priority to take the follow-up actions. 600 — 800
Necessary (N) (700, 800, 900) 9/10=0.9 Necessary to take the follow-up actions. 800 — 900
Absolutely Necessary (AN) (800, 900, 1000 1000) 10/10=1 Absolutely Necessary to take the follow-up actions. 900 — 1000

In order to characterize the other two parameters, a and ¢
(lower and upper bounds of the triangular membership func-
tion), a procedure based on the Gaussian probability density
functions can be chosen, obtaining:

a=b—xQ2o) 4)
c=b+x20) 5)

where o is the standard deviation and x(20) = 13.53% of
b [37]. In figure 3 an example of this fuzzification process is
shown.

Once the fuzzification is complete, we begin the fuzzy
inference, a process of mapping from a given input to an
output using fuzzy logic, making use of membership func-
tions, fuzzy logic operators and If-Then rules. A collection of
If-Then rules maps from input fuzzy sets to output fuzzy sets,
based on fuzzy logic principles [38]; the If part of the rule
is called the antecedent and the then part is the consequent.
In this fuzzy rule-based system, If-Then rules are defined
by taking into consideration the relative importance of the
input variables and the weight of the linguistic value of both
the inputs and output. These are calculated by assuming the
following linear hypothesis [5]:

Wo, Wp, Wsp, Wsq, Werpy = i/k withi=1,...,k (6)

where k is the number of linguistic variables that define
O, S, D, and FRPN. The resulting values are presented in
tables 2 - 6.

In the medical field, the severity of a failure mode should
be more important than its occurrence or detectability. The
severity of a consequence could result in an adverse clinical
outcome [9]. The authors discussed with the designers and
the technical service of the manufacturer, evaluating fail-
ures modes and analyzing the experience gained on similar
devices already in production. As an outcome of this evalu-
ation, it is possible to confirm that severity should deserve a
slightly higher relative importance compared to occurrence
and detectability, in accordance to the literature and in partic-
ular to what is discussed in [5]. For this reason, the relative
importance of the S, O and D indices are respectively set as:

e Rg = 0.4, the same value is used for Sk and Sd

° RO == 03
e« Rp =03
135728

Note that these values are non-negative and sum of 1, they
could also be based on the needs of the experts [5].

The linguistic variable of the FRPN output and the corre-
sponding weight Wrrpy used within the formulated If-Then
rules are identified using the following relationship [9]:

Wrrpn = RoWo + RpWp + RsWs @)

These Wrrpy values allow the identification of the linguis-
tic term of FRPN output. For example, for a specific failure
mode we could have the following rule:

Rule: If the occurrence is Low (e.g.: Wp = 0.4) and the
severity is Moderate (e.g.: Ws; = 0.75, assuming Sd>Sh)
and the detectability is Very Low (e.g.: Wp = 0.7), then the
risk is High (e.g.: Wrppy = 0.3%0.440.4%0.75+0.3%0.7 =
0.63). This value of Wrgpy is placed between 0.6 (High risk)
and 0.7 (Very High risk). Being closer to risk High, the risk
has been identified with this linguistic value.

The gathering of fuzzy rules is a known challenge when
implementing Fuzzy FMECA, since a fuzzy rule can result
incomplete, not monotone or inconsistent. These issues have
been overcome by considering, for the gathering of rules,
each combination of linguistic variables describing each risk
factor once the “more certain” value is assigned by the
experts. The resulting base rule describes the riskiness of
the system for every combination of Severity, Occurrence
and Detectability. These rules then need to be combined in
a single fuzzy set. The min-max interference [38], [39] is
frequently used in the literature to do this rule evaluation.
It consists of determining the minimum rule antecedent,
which is taken to be the truth value of the rule, then applying
this truth value to all consequences of the rule. Essentially,
this inference method starts with the selection of the min-
imum membership function value in If parts of each rule.
Then, the fuzzy output is set to the maximum truth value
of all the rules that include it as a consequent, which means
that the final membership function value of the output is the
aggregation (union) of the fuzzy sets assigned to that output.
The aggregation of fuzzy output is completed with weight
of Wrrpn.

Note that for the operation on fuzzy sets, it has been
suggested the minimum operator for the intersection and the
maximum operator for the union of two fuzzy sets [29]. The
fuzzy union and intersection of three fuzzy sets A, B, C on
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FIGURE 2. (a) Fuzzy linguistic variables for the Severity related to the
effects on the device - Sd. (b) Fuzzy linguistic variables for the Severity
related to the effects on people - Sh. (c) Fuzzy linguistic variables for the
Occurrence - 0. (d) Fuzzy linguistic variables for the Detectability - D.

(e) Fuzzy linguistic variables for the Fuzzy Risk Priority Number - FRPN.
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the universe X, for a given element x of the universe, are as
follows [40]:

Union  ppjp(x) = pa(x) vV up(x) (8)
Intersection MAﬁB(X) = ua(x) A up(x) ©)]

where the symbol V is the maximum operator and A is the
minimum operator.

The final step in a fuzzy rule-based system is the defuzzi-
fication. It is the conversion of a fuzzy quantity to a crisp
quantity, mapping the output from the fuzzy domain back
into the crisp domain [9], [40]. In this last step the FRPN
crisp value is obtained with the Weighted Mean of Maxi-
mum method which is often the most commonly adopted
and one of the more computationally efficient methods
[13], [22], [41]-[43]. It is given by the algebraic expression:

g mi(DX

Z?:] mi(x)

where n is the number of output fuzzy sets and x is the crisp

value at which the i-th membership function w;(x) reaches its
maximum value.

An example of the proposed If-Then rules and use of
the min-max inference is shown in figure 3 (this rep-
resentation is based on that of [13]): let us take for
example the inputs occurrence Low, severity (Sd) Mod-
erate and detectability Low in rule R1. They yield the
conclusion risk High with a membership function value
of uprpy = min(uo = 1, usq = 1, up = 0.4872)*
Wrrpy = 0.4872%0.63 = 0.29 with weight factor of
Wrrpy = 0.60 (computed with equation 7). By same rea-
soning, in rule R2 the inputs yield the conclusion risk High
with a membership function value of urgpy = 0.63 and
weight factor of Wrrpy = 0.63. Using the min-max inference
method, the conclusion risk High will have these last values
of membership function and weight factor. The aggrega-
tion of fuzzy outputs with weight is shown as a gray area
in figure 3. The FRPN crisp value, evaluated using equa-
tion 10, is 450.69. For this example the overall min-max infer-
ence method with aggregation of outputs and defuzzification
for evaluation of riskiness is summarized in table

(10)

1) RISK REDUCTION
Some countermeasures can be adopted even jointly in order
to reduce the risk [44], [45]:

« Use of active and passive safety devices;

o Adoption of hazard warning devices (lamps, alarms,
labels, etc.);

o Training courses on the use of the device for the main-
tenance and installation staff;

o Adoption of Quality Assurance (QA) procedures. This
term refers to all activities aimed to ensure the fulfill-
ment of quality objectives, which can include installa-
tion, sales, after-sales service and quality control. The
guidelines issued in 2017 by various bodies, including
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the AAPM [46], was considered for this CBCT technol-
ogy equipment.

« Inclusion of operating instructions.

The ALARP principle is the approach generally applied
in the risk assessment and control process. This principle
states that the risk must be “As Low as Reasonably Prac-
ticable” [47]-[49]. An ALARP zone is defined in such a
way [50], that all the risks allocated in this zone are consid-
ered tolerable if one of the following situations occurs:

« a further reduction of the risk is impracticable;
« the achievable improvement does not justify the cost and
the expenditure of employed resources.

Once the mitigation has been carried out, it is necessary
to assess the presence of residual risks and of the new risks
arising from the applied countermeasures. The residual risk
necessarily has to be below the acceptability threshold.

2) STRUCTURE OF THE FUZZY PROCESS-FMECA TABLE

The various failure modes have been included in a table, that
is based on the model provided by the IEC EN 60812 standard
and inspired by examples from the literature. In the Fuzzy
Process-FMECA analysis, each row of the table is assigned
to a failure mode, identified by a unique ID code. The ID
code is made up of two elements: the former indicates the
task under consideration (outdoor transport, indoor transport,
storage, installation, maintenance, etc.), the latter the failure
mode with increasing numbering. For example, T.F1 refers
to the fault mode n° 1 and is related to “Transport” task.
This type of classification highlights that multiple failure
modes can correspond to each task, and in turn each failure
mode can have multiple causes and multiple effects. As the
FMECA methodology imposes, each adverse event has been
considered individually, whenever a different risk scenario
occurs, that is intended as a combination of S, O and D [51].
The typical information of the FMECA analysis is entered
in the table columns. This information, starting from the
identification of the failure mode, enables to assess the risk
priority index and possibly the countermeasures to be adopted
(with reference to Table 7):

1) Failure mode ID.

2) Type of risk: the failure mode can cause a mechanical,
electrical, radiological, thermal hazard, or a risk that is
related to software, or a risk that affects usability and
environment.

3) Potential failure mode, i.e. how the failure occurs.

4) The System Safety Related Characteristics (SSRC) of
the Device in study (see Table 10) affecting the specific
failure mode.

5) Potential cause of failure: this can be blamed both to
events not directly dependent on persons (e.g.: peaks
or fluctuations of current / voltage, mechanical wear,
electromagnetic interference), or to human errors
(e.g.: installation, maintenance and use).

6) Possible effect on the device: how the fault occurs in the
device operation (e.g.: it remains unchanged or behaves
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abnormally or causes malfunction in downstream
components).

7) Possible effect on the person: since the identified fail-
ure modes can occur at any stage of the use of the
device, the potential ““victims” of a failure can be the
patient or an operator, who in turn can be: the radiology
technician, the radiologist, the biomedical engineer,
the technician who carries out repair or maintenance.

8) Initial state: the design solutions, procedures and tests
already provided for the device are described.

9) Evaluation of S, O and D, based on the corrective and
preventive identified measures (according to criteria
reported in the next subsection).

10) Obtained value of the FRPN.

11) Based on the acceptability threshold, set according to
what reported in the “Results” section, recommended
preventive or corrective actions have been suggested,
with the aim of making the risk acceptable.

12) Evaluation of new S’, O’ and D’ values based on the
proposed control measures.

13) Obtained value of FRPN’, which must necessarily be
below the threshold.

3) CRITERIA FOR ASSIGNING S, O AND D PARAMETERS
The determination of severity, occurrence and detectability
values was carried out using classification criteria obtained
from the literature and others established specifically for the
type of device analyzed. We considered estimated values of
S, O and D. These estimates are based on so-called ““predicate
devices”. These are legally marketed devices that are substan-
tially equivalent to the considered prototype (e.g.: scanners
from the same company and products from market leaders).
An in-depth discussion of the detailed range and criteria
for attributing the different values to S, O, and D parameters
is reported in Section I1.B4 (tables 3-6) of a previous article
from the authors [50] (please note: “occurrence” is defined
there as “‘probability of occurrence P”’).

4) EXTRACTION OF THE RISK ACCEPTANCE THRESHOLD

The IEC EN 60812:2018 standard [4] does not indicate
any methods for choosing a threshold for assessing the
risk acceptability, but it just refers to a criterion suitable
for the specific application. This freedom of choice has
entailed that various approaches can be found in the literature
[33]-[35], [52]-[57]. This paper focuses on two of these. The
first method is fully graphical and is called *“Scree Plot™.
Initially, it sorts the failure modes by increasing RPN, then
plots the determined values on a graph so as an increasing
monotone curve is obtained [56], [57], the monotone pro-
priety of the RPN scores is important in FMECA and it
has been observed in this particular analysis. The slope of
this curve generally grows slowly at the beginning and more
rapidly as values away from the ordinate axis are considered.
The point where this variation occurs is called the “RPN
jump”’. The RPN jump can be identified in two ways: by
observing the trend of the graph or by evaluating the second

VOLUME 9, 2021



E. ladanza et al.: Fuzzy FMECA Process Analysis for Managing Risks in Lifecycle of CBCT Scanner

IEEE Access

Rl R2 R3
—w | 3% T - 3 T I " T ------- f
s Low(L)
—— High =
=y en u=t
=
§
£
2
8
&
-
R4 RS R6
Moderate T F *
(M)
p=1
s s 7 g g )
Oceurence
None 1 T — - N------- o--g----- -
Low Moderate
Moderate 09+ (M)
—— Hazardous _
n=1
08+ q
07 1
o
7
_g 0.6 - -
g
g 05+ 1
«
S
2 04
g o
by
a
03 4
02 1
0.1
0
0 1 2 3 4 5 6 7 8 9 10
Severity device
pyvesromroay I p— U [ [N U U U RN U E————— --M------fF--1------- F--
== Very High Very
High |
—_ Mfdcmmly High |*° Low
Moderate (VL)
Low
= Very Low o p=1
—— Remote
—— Very Remote
= Absolute Uncertain | 0.7
o [
E osl
2
§
g os
- L e N N B e e R e ials pictaiaibale - M- L
g Low(L) Rcz;t;lc Low(L)
a8 0.4872 =0.4872]
1=10.487)) !
03
02
o1
o
o | 2 3 3 s s 7 s 0 o
Detectability
High
(H)
n=0.63
W=0.63 L
i TR
£
£ Very High (VH)
5 w=032
W=0.66 _L ; ‘

§=032 p=021
W=066 W=072

H=0.19 §1=020
W=0.66 W =0.69

Defuzzification Method
(Weighted Mean of Maximum)
\ ‘ » FRPN crisp =450.69
%00 1000
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derivative of the curve. In fact, the maximum of the second

derivative gives information on the maximum variation in
slope of the curve. The point where the slope of the curve
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suddenly changes, qualitatively represents the risk accept-
ability threshold. When a failure mode exceeds this limit,
it must be mitigated [57]. The second method is the Pareto
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TABLE 7. Structure of the fuzzy process-FMECA table.
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criterion, a statistical methodology that has been used by
some authors [58], [59] in their risk analyzes in order to
determine the failure modes that compromise the security of
a device. It is a graphical method that considers a histogram,
where the failure modes are sorted by decreasing RPN, and a
curve which points coincide with the cumulative RPN values,
expressed as a percentage, with respect to the total value (that
is the sum) of the determined RPNs. This is the Pareto chart.
According to this criterion, 70-80% of the process variability
(i.e. unwanted outputs) is caused by 20-30% of the total
failure modes [60]. Applying this principle, it is therefore
possible to identify the 20-30% of the failure modes that
contribute to 70-80% of the RPN cumulative value. The RPN
threshold is set equal to the RPN value that corresponds to
a cumulative RPN (read on the previously mentioned curve)
of 70 or 80%. All the failure modes above the threshold are
graphically located on the left of the threshold [50], [60]. The
methods described above, the Scree plot and the Pareto cri-
terion, have been used in combination to carry out the fuzzy
logic risk analysis presented in this article. The Pareto chart
is based on 70-30% system, it means that was considered the
RPN threshold (in our case, the FRPN threshold, Fuzzy Risk
Priority Number), to the left of which there is 30% of the
failure modes. The sum of the corresponding FRPN values
gives rise to a cumulative FRPN that equals 70%. The two
methods are different and produced two different thresholds.
It was decided to maintain both thresholds and to set a priority
of action for failure modes with FRPN above both thresholds.

Ill. RESULTS AND DISCUSSION

The prototype of a CBCT device, on which the life cycle
risk management analysis was carried out, is thoroughly
described in a previous article [50], describing the risk analy-
sis performed during the design phase of the device (Design-
FMECA). We recall its essential characteristics hereafter and
introduce some information useful for the process risk man-
agement analysis.

A. FEATURES OF THE CBCT PROTOTYPE

The scanner unit is the basic unit of the device and is made up
of two main sub-units: a gantry and a base. The gantry is the
rotating element that hosts both the source and the sensors for
obtaining radiological images. The base supports the gantry
and makes it possible to move the scanner: the unit has a small
size and is fitted with stabilizing feet and wheels, making

135732

it possible to move it quickly in the healthcare facility from
one department to another. Upon installation, the wheels are
raised, and the feet lowered by means of a hydraulic lifting
system. A PC and an isolation transformer are positioned
inside the base sub-unit.

The patient lays down on a bed suitable for use and separate
from the scanner unit. The bed is motorized and controlled
by pedals, allowing the operator to shape it to different
configurations. The bed is equipped with swivel wheels and
pedal brakes, operated during the manual positioning of the
patient under the scanner unit. The parts that support the body
regions of clinical interest are radiolucent. The arm support is
anchored to the bed by means of a special clamp, that allows
the operator to move the patient’s arm to the needed height.

The environmental technical specifications of the device
are described in Table 8, where the International Protec-
tion (IP) degree in the first row refers to the scanner unit. The
indicated temperature limits, especially the lower ones, are
very restrictive, even if the components have been designed
and tested to work at even lower temperatures. Indeed,
the table reports the range within which a correct functioning
of the device is guaranteed.

Table 9 shows electrical specifications. It can be noticed
that oscillations of 10% of the alternating supply voltage are
allowed: within the corresponding extremes the elements of
the radiological chain can work correctly. Wiring conforms to
the safety UL/CSA agency standards for the US and Canadian
marketplaces.

The system is very complex and sophisticated, being made
up of numerous components. A set of short-circuit and over-
current protections and components makes the system safe in
case of failure. The safety function can be activated manually
by means of an emergency button, that cuts off the power,
or automatically by means of relays, called safety relays.

B. CLASSIFICATION OF THE RISKS

According to ISO 14971 [2]: “risk” is the combination of
the probability of the occurrence of harm and the severity of
that harm. “Harm” means physical injury or damage to the
health of people, or damage to property or the environment.
“Hazards” are the potential sources of harm. Annex A of
the above mentioned guidance ISO 24971 [3] proposes a list
of questions that makes it possible to determine the charac-
teristics of the medical device that might affect safety. This
procedure helps in identifying the risks associated with the
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TABLE 8. Technical environmental specifications.

IP Protection Degree

Scanner Unit: IP20

Operating Environmental Conditions

Temperature: between 10°C (50°F) and 40°C (104°F)
Relative Humidity: between 30% and 75% RH (no capacitor)
Atmospheric Pressure: between 700 hPa and 1060 hPa

Transport Environmental Conditions

Temperature: between 10°C (50°F) and 50°C (122°F)
Relative Humidity: between 20% and 85% RH (no capacitor)
Atmospheric Pressure: between 700 hPa and 1060 hPa

Storage Environmental Conditions

Temperature: between 10°C (50°F) and 50°C (122°F)
Relative Humidity: between 20% and 85% RH (no capacitor)
Atmospheric Pressure: between 700 hPa and 1060 hPa

TABLE 9. Electrical specifications.

1-B Class (see Section A4 [50])
(230 + 10%)Vac, 50/60 Hz

Protection against electrical shock
Power Supply

Wiring Compliant with UL/CSA Certifi-
cation
Maximum absorption 5000 VA

use of the considered device. The questions concern its man-
ufacture, intended use, final users, any reasonably foreseeable
misuse and the final disposal of the medical device itself.
This methodology gives a comprehensive view of where the
potential hazards are located. The characteristics for the
device under examination are collected in the System Safety
Related Characteristics (SSRC), reported in Table 10 [50].
These characteristics and the requirements found in the refer-
ence standards enable the classification of risks as mechani-
cal, thermal, electromagnetic and radiological.

C. IDENTIFYING ERROR MODES

After a deep study of the conditions of use applied to the
device, we identified some tasks and the possible failure
modes or errors for each of them. The identified tasks are:

« Transport of the device from the manufacturer / distribu-
tor to the healthcare facility: the packaging must protect
the device as much as possible from any form of weather
and environmental conditions, since the device can be
shipped in many very different environments. This pack-
aging consists of an external wooden crate and an inter-
nal barrier bag made of aluminum and shock-absorbing
material. The device is vacuum-sealed in order to protect
it from humidity.

o Transport within the structure’s premises: the device is
mobile, therefore it can be manually moved within the
hospital structure, thus increasing its versatility of use.

« Storage: the device is kept in special warehouses, if it is
not immediately installed.

« Installation: the installation phase is critical when the
device is moved to a new environment. The service tech-
nicians of the manufacturer or distributor, those inside
the structure and other professional figures, such as
engineers and health physicists, are responsible for the
correct installation.

o Preparation of the patient for the examination: this
phase is composed of different steps, namely: patient
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identification, patient positioning (first on the table and
then inside the gantry), setting the scan parameters,
checking the patient positioning.

o Device handling: this task refers to the maneuvers that
are carried out to move both the scanner unit and the
patient support inside the radiological room, in order to
correctly perform the scan.

« Execution of the CBCT scan: when the patient has been
correctly placed, the operator can start the acquisition.
Although the scan time is quite short (the typical value
is 27 seconds), this stage can lead to various risks for the
patient, primarily radiological ones.

o Interpretation of the results: this phase mainly involves
devices’ software, which has to provide the radiologist
with images that are as free of artifacts as possible.

« Maintenance: it is important to take into account certain
errors that may occur during both scheduled mainte-
nance (SM) and corrective maintenance (CM) while
evaluating the use of the system. SM refers to those
scheduled periodic activities (daily, monthly, annual)
that monitor the status of the device. CM is required
in case of failures and is made up of activities such as
device or components repairing or replacement. These
activities can be carried out by the manufacturing com-
pany’s service or by the distributor’s service.

o Labeling and user manuals: when a device is marketed,
it must be accompanied by the manufacturer’s instruc-
tions for use, which informs the operator about the cor-
rect use of the device. Furthermore, it must be provided
with labels, which signal hazards or explain the function
of a specific component.

Various users, according to their different knowledge and
training, can perform some of the above tasks, namely: man-
ufacturer’s or distributor’s service technicians, clinical engi-
neers, healthcare structure managers, radiology technicians
and radiologists. One key task is to identify the persons
responsible for each phase of device use and to provide solu-
tions, both technological, software, and procedural, in order
to limit the improper use of the device.

D. THE FUZZY PROCESS-FMECA

During the study of the possible critical issues for each
task listed above, possible error modes, arising from both
normal use and reasonably foreseeable misuse, were identi-
fied: 51 error modes were recognized. In some cases, failure
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TABLE 10. System Safety Related Characteristics (SSRC) for the device in study [2].

1 Contact to patient/operator
(surface or invasive contact, implantation, period and frequency of contact)
2 Energy delivered/extracted to/from patient
((type of energy, control, quantity, intensity, duration, levels higher than similar devices)
3 Measurements taken
(variable measured,accuracy, precision of measurement results)
4 Device interpretative
(algorithms used, confidence limits, unintended application of algorithms)
5 Unwanted output energy
(noise, vibration, heat, radiation, leakage currents, electric and magnetic fields)
6 Unwanted output substances
(substances used in manufacturing, discharge of chemicals, waste products, body fluids)
7 Device susceptible to environmental influences
(operational, transport and storage environments, electromagnetic interference, vibrations, power and cooling
supplies)
8 Device influencing the environment

(power and cooling supplies, toxic materials, electromagnetic disturbances)

9 Maintenance and/or calibration necessary

(carried out by user or a specialist, need of special substances or equipment)

10 Device containing software

(SW intended to be installed, verified, modified or exchanged by user or a specialist)

11 Device subject to mechanical forces

(forces under the control of user or controlled by interaction with other persons

12 Factors which determine the device lifetime
(aging, battery depletion)

13 Installation or use requiring special training

(a-novelty of device, skill and training of person installing the device)

14 Information for safe use provided

(information provided directly to user or by third parties, training, installation skills)

15 User interface design features contribute to user error
(indicators, controls, symbols, ergonomics, visibility, audibility, SW menus)

16 Device with connecting parts or accessories

(wrong connections, similarity to other products, feedback on connection integrity)

17 Device with a control interface

(slip, blunders, visibility, reversibility of settings or actions, mapping, kind of controls)

18 Device displaying information

(visibility, clarity, units, color coding, visual capability of user, accessibility of critical information)

19 User interface can be used to initiate user action

(possibility to initiate a deliberate action to enter a controlled operation mode)

20 Device can be deliberately misused

(incorrect use of connectors, disabling safety features, neglect of recommended maintenance)

21 Device holding data critical to patient care
(consequence of data being modified or corrupted)

22 Device intended to be mobile or portable

(grips, handles, wheels, brakes, mechanical stability and durability)

23 Device not permanently installed

(unfixed plug, plug polarity, risk of detachment during operation)

24 Device availability

(corrective/preventive maintenance procedures, spare parts availability)

modes that were previously identified during the Design-
FMECA ([50]) have been included in this Fuzzy Process-
FMECA as well, showing new grades of severity and possible
adverse events.

1) DEVICE TRANSPORT FROM THE MANUFACTURER/
DISTRIBUTOR TO THE HEALTHCARE FACILITY

The critical factors during transport are environmental con-
ditions, such as temperature, pressure, humidity, and vibra-
tions. The device is also able to travel under temperature and
humidity conditions beyond the ranges under which correct
operation is guaranteed (Table 7). However, damage to elec-
trical and electronic components, which are the weakest, may
still occur. In addition, when the device is switched on, any
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condensations might generate electrical discharges, which
could cause considerable damage to the device or harm to
persons. Excessive vibrations, on the other hand, can lead to
mechanical damage and disconnection of electrical compo-
nents. Although a special packaging procedure is provided,
the calculated Fuzzy Risk Priority Numbers (FRPN, for def-
inition see Section II-A) are high, since circumvention would
require step-by-step monitoring of the transport process.

2) TRANSPORT INSIDE THE FACILITY PREMISES

When moving scanner unit and patient bed from one room to
another, they might overturn or impact persons and/or other
objects. During mechanical trials, the device was found to be
stable even in case of improper handling by the operator or
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obstacles [50]. For this reason, this risk index was deemed to
be low.

3) STORAGE

The consequences of prolonged storage should be assessed,
especially when in environments other than where the device
will be used, e.g. outdoor warehouses. The risk is that inter-
nal parts, especially electrical and electronic components,
may deteriorate, compromising the device performance and
putting human health at risk.

4) INSTALLATION

Several failure modes have been identified, including various
aspects of the installation procedure. The first one is the
incorrect arrangement of external cables, such as power cord
and foot-switch cables, which could obstruct the patient or
operator passage. Since the power cord is connected to the
back of the base and therefore away from the work area,
the probability of this happening is considered low. Instead,
the cables connecting the main unit with the operator work-
station are routed through a conduit. Other plausible errors
may arise from possible installer (technician or engineer)
negligence when performing required procedures prior to
device commissioning. These procedures include:

o Checking the interlock connection, linked to the room
door, which will not permit the start of emissions until
the door is closed;

o Geometric calibration;

o Warming up the monobloc, which is the integrated sys-
tem containing the X-ray tube and the high voltage
generator that powers the tube. Warm up prevents the
monobloc from being used when still cold, in which case
it can generate electrical discharges.

These failure modes have a low FRPN, being easily diag-
nosed by the system software. Since the device is supplied
with a power plug suitable for the required electrical standard,
there are no risks from using adapters for connection to the
mains outlet. Indeed, the power cord may be too short, mak-
ing the use of an extension cord inevitable; this, as already
mentioned, could alter the device electrical performance.
Finally, the radiology room may not be adequately shielded.

5) PREPARING THE PATIENT FOR EXAMINATION

Errors related to patient identification are easily diag-
nosed because of the one-to-one correspondence between
the patient’s ID and biographical data, making the risk of
improper examination very low. More critical is the position-
ing of the patient into the gantry. Since patient-bed alignment
in its different configurations is completely manual, there
is the risk of not being able to properly center the area of
interest or hindering the gantry rotation. Another error mode
is linked to positioning the limb at the isocenter. Because
this device presents an innovative configuration in diagnostic
imaging, if the operator has not been properly trained, there
is a risk of movement artifacts. For example, this happens
if the limb is not in a comfortable position for the patient,
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or if there is beam hardening because the region of interest
is obscured by very dense tissue (such as bone). Finally,
the chance has been considered that the operator might set an
inappropriate combination of parameters for the investigated
area. As already explained, the upper limit is linked to the
maximum power that can be delivered by the tube, while there
are no constraints on the lower limit.

6) MACHINE HANDLING

An assessment was made of what might happen if the scanner
unit wheel brakes are not locked. Since the gantry rotation
speed is very low, the probability of the whole unit moving
during operation is minimal. Nevertheless, should the room’s
floor have a slight slope, collisions with patient, operator
or other people/assets could not be excluded. For the bed,
the probability of unintentionally pressing the footswitch
pedals that drive bed’s movements, was considered high. This
could occur if the operator was distracted or if the bed’s
wheels were to roll over the pedals. Furthermore, the lack
of means to ergonomically move the device (e.g.: a handle),
especially when the patient is lying in the bed, was considered
critical.

7) PERFORMING THE RADIOLOGY EXAMINATION

Several error modes have been identified that could cause a
patient to be exposed to unneeded or, in a worst-case scenario,
excessive ionizing radiation. During a scan, acquisition could
be interrupted suddenly, for example due to a power failure or
external electromagnetic disturbances. In the first case, since
there are no internal power sources, if there is no connec-
tion to an uninterruptible power supply (UPS), the device
will simply shut down and lose any newly acquired data.
In the second case, tests showed that other devices operating
in the radio frequency range may cause sudden shutdowns or
intermittent operation of some components, such as motors
or power supplies. Another error mode concerns the uninten-
tional activation of the X-ray command. As mentioned above,
X-ray emission can only be enabled with a dual command
making the probability of error very low. The influences of
the environmental and ergonomic conditions under which
the operator works were also considered. By blocking the
visibility of the light from the emission lamp, an obstacle,
an object, or a very intense light, could prevent the operator
from continuously monitoring machine operation and inter-
vening in case of emergency.

8) INTERPRETATION OF THE EXAM RESULTS

Acquired images may be affected by artifacts. The presence
of such artifacts is considered a failure mode only when they
can be prevented. Artifacts may originate from the patient
(motion artifacts or metal objects), from panel sensitivity
degradation (such as ring artifacts) or from poor position-
ing of the limb to be scanned (beam hardening caused by
dense tissue that should not be within the Standard Field Of
View, or FOV). Other artifacts produced by physical causes,
such as beam hardening caused by tissues actually in the
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FOV, partial volume artifacts or photon starvation, cannot be
checked before scanning, but can be compensated through
image enhancement techniques. Another error mode con-
cerns the presence of scatter radiation. This is a phenomenon
that should not be overlooked whether because the regions
of interest are large (e.g. the head) or because the dose
absorbed by the patient must be reduced as far as possible to
only the dose needed for imaging. Finally, the possibility of
incorrect data transfer was considered. This error mode was
found to have low risk, since the data transfer relies on the
DICOM standard, which contains all the information (reso-
lution, scanning parameters, region of interest (ROI), patient
data, etc.) required to ensure that the images are equally
visible and interpretable on any suitable workstation [61].

9) MAINTENANCE

a: PREVENTIVE MAINTENANCE

- Failure to daily warming up the monobloc and failure to
periodically calibrate it are among the most frequent main-
tenance errors. These two failure modes can lead to changes
in the accuracy and repeatability of the emission parameters.
These changes include loss of image quality, in terms of
uniformity, linearity, geometric accuracy, spatial resolution
and noise as well as in terms of emission levels, which can
lead to an increase in the Computed Tomography Dose Index
(CTDI). This index expresses the dose actually delivered
to the patient [62]. If these procedures are not periodically
repeated, the device’s performance may be compromised,
with the risk of obtaining images that do not represent reality.

b: CORRECTIVE MAINTENANCE

- There are essentially two errors that can occur for this type of
maintenance. One is the lack of immediately available spare
parts. The other is failure in tracking and monitoring the cor-
rective actions performed during the whole device lifecycle.
In the first case, the severity and likelihood of not having
spares on hand depend on whether or not there is a spare-parts
warehouse where the most critical components, such as those
of the radiological chain, can be stored. In the second case,
if maintenance is done directly by the manufacturer’s service
department, a record of all repairs, related to all devices,
will be available. Should the supplier’s service department
not adopt this procedure, there might be a risk of improper
device behavior: reviewing the record of past critical issues
will facilitate fault diagnoses and fast return to service.

10) LABELING AND USE INSTRUCTIONS

It is possible that the machine labels or instructions for use
might be incomplete or misunderstood. To avoid this, two
standards have been applied to the former and to the latter,
respectively EN ISO 15223-1 “Medical devices - Symbols to
be used with medical device labels, labelling and information
to be supplied - Part 1: General requirements” [63] and
EN 1041 “Information supplied by the manufacturer of the
medical devices” [64]. This way, symbols, nomenclature and
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FIGURE 4. Scree plot obtained from fuzzy Process-FMECA. Intersection of
the lines is FRPN = 442.62.

device information are drafted according to precise standards
valid for all medical devices. For this reason, these risks can
be considered to have a low FRPN.

E. IDENTIFICATION OF THE RISK ACCEPTANCE
THRESHOLD

The FRPN values obtained for each failure mode were used
to identify the risk acceptance threshold, using two methods:
Scree Plot and Pareto Diagram, as illustrated in Section II-B4.
The graph in Figure 4 was obtained by sorting the FRPN
values in ascending order. It was decided to qualitatively
identify the point where the slope variation occurs, avoiding
the calculation of the maximum of the second derivative,
deemed too conservative. The point of intersection of the two
lines approximating the two trends corresponds to an FRPN
of 442.62.

Instead, using a Pareto diagram with the 70%-30% system,
the FRPN values are sorted in descending order and the
FRPN threshold value is found as the value, in the cumulative
curve, corresponding to the 70% ot the total. This threshold
is FRPN = 378.40 (Figure 5).

As can be seen, the Pareto Diagram provided a lower
FRPN value, less conservative than the Scree Plot. As already
discussed, it was established that both thresholds would be
kept, with a fault mode intervention priority set above the
highest threshold. In the FMECA Process table, described
in Section II-B2, the fault modes with FRPN exceeding both
thresholds are indicated in red, those with FRPN between the
two thresholds in yellow and those with a lower FRPN in
green. The lowest of the two thresholds is taken as the limit
of acceptability. All the failure modes with higher FRPNs
will need appropriate risk control countermeasures. In the
Fuzzy FMECA Process, 29 out of 51 failure modes were
unacceptable (17 on high priority and 12 on low priority).
This means that more than 50% of the failure modes need
some corrective actions.
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FIGURE 5. Pareto diagram of the fuzzy Process-FMECA. The threshold
was identified as FRPN = 378.40.

F. RISK MITIGATION

For those failure modes above the threshold, some counter-
measures were proposed to lower their fuzzy risk priority
indexes. Some countermeasures were applied to test their
validity. According to ISO 14971, it is possible that some
of these countermeasures might lead to the appearance of
new risks. These risks are highlighted in the Fuzzy Process-
FMECA table, together with their risk indexes (FRPN). These
indexes have to be acceptable to prove that the introduced
protection measures brought benefits. The failure modes
identified in the Fuzzy Process-FMECA and their corrective
actions are listed below. First of all, the risks in the red band
(FRPN > 442.62) which therefore require more urgent mit-
igation, are described. Then, the countermeasures proposed
and those actually applied are identified.

o Transport outside the foreseen environmental ranges
(FRPN = 691.15, FRPN = 539.72): in order to monitor
the environmental conditions during the whole duration
of transport, the packaging (the external wooden crate)
can be equipped with a data logger. This instrument
can be rented from the shipping company in charge
of transporting the machinery. The data logger records
crucial parameters such as temperature and humidity,
as well as possible overturning and impacts.

o Storage outside of the provided environmental ranges
(FRPN = 666.09): if there is an expectation that the
device will be stored for an extended period before being
installed in the hospital or clinic, the device should be
kept in its original packaging, therefore mitigating the
likelihood of damage to mechanical or electrical compo-
nents. Good practice would call for the continued mon-
itoring of environmental parameters on the data logger
during storage.

« Incorrect positioning of the region of interest (FRPN =
548.23, FRPN = 422.51): two countermeasures are
applicable to avoid the patient lying in an uncomfortable
position and artifacts that might be generated in the
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image. The first is adequate operator training (in this
case the radiology technician or the doctor). The second
is, depending on the district to be analyzed, a screen
preview provided by the software that suggests the ideal
position for patient placement.

o Unintentional pressing of bed footswitch pedals
(FRPN = 664.31, FRPN = 535.53): to prevent this
error mode at its root, a metal or plastic guard could be
installed to prevent the pedals from being accidentally
pressed by the operator or by the wheels on the bed.

o Performing an incorrect examination on the patient
(FRPN = 667.74): this error mode at the moment can
only be mitigated by appropriate training of the operator,
who, before starting the scan, must collect as much
information as possible from the patient, through ques-
tions and visual evaluation. Further risk reduction can be
achieved by connecting the device to a Picture Archiving
and Communication System (PACS) for examination
request management.

e Moving the scanner unit during rotation (FRPN =
486.43): to avoid starting to scan while the scanner unit
is not properly braked, an assessment of the possibil-
ity of installing photo-sensors, connected to the main
board of the device, linked to the wheel brake locks was
made. The software will display a screen message to
the operator if any one of the four brake locks is not
activated.

o Presence of non-intrinsic artifacts (FRPN = 547.54,
FRPN = 520.99): in addition to applying correct posi-
tioning procedures, radiotransparent supports or cush-
ions may be provided to reduce movement artifacts.
Clinical protocols suggest the use of anti-scatter septa to
reduce scatter radiation for large volumes only (includ-
ing the head) and not for scanning the extremities [65].
For this reason, it has been suggested that removable
septa be used for head scans only.

« Failure to check the device history (FRPN = 505.10): it
is necessary to provide for an agreement between manu-
facturer and distributor so that all maintenance activities
are recorded.

The countermeasures listed below have actually been

implemented:

« Non-ergonomic handling of the bed (FRPN = 535.53):
to ease bed handling, four handles were installed, two
on each side of the bed. It has been shown that these
handles do not significantly increase the width of the
bed, thus responding to the risk that the gantry will
impact a person during its rotation.

o Disturbances from external equipment (FRPN =
652.40): to deal with the malfunctions that emerged
during testing, ferrites and copper tape were installed
on the components that were shown to be problematic
(motors and 24-V power supply) to shield them from
disturbances at critical frequencies.

Other error modes to be mitigated, in the yellow band

(378.40 < FRPN < 442.62), are listed below:
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FIGURE 6. Pre-mitigation (blue) and post-mitigation (orange) Pareto
diagrams. The red curve shows the weight of the cumulative FRPN’ on the
previously calculated value.

o Use of extension cords with the power cord (FRPN =
435.68): to avoid the use of extension cords, power cords
with different lengths can be supplied, so that a cord with
an appropriate length can be chosen during installation.
Since the length of the cord affects its impedance, there
is the risk that it will not supply the load correctly. For
this reason, during electrical testing, the operation of the
device must be verified with each cable supplied.

« Incorrect alignment of the support with respect to the
gantry (FRPN = 416.85): to avoid that the bed, espe-
cially when it is in an elongated configuration, obstructs
gantry rotation, guides drawn on the floor or lasers could
be used for alignment. The possibility of inserting a hook
system to the scanner unit base was also assessed. How-
ever, this countermeasure would introduce an additional
trapping risk, particularly in case of emergency, when it
could be more difficult extracting the patient from the
gantry.

e Loss of calibration (FRPN = 414.65): the Quality
Assurance (QA) procedures provide for several types
of calibration [46]. Each of these should be repeated
at a different frequency, which must be indicated by
the manufacturer in the user manual. The manufacturer
will provide the necessary instrumentation (dummies
and dosimeters) for on-site maintenance by specialized
hospital/clinic personnel. Specifically, to counteract the
loss of image quality, monthly inspections are to be
made to verify:

— no loss of accuracy of the radiological param-
eters (in terms of tolerances required by the
standard [66])

— repeatability of the radiation emissions (in terms of
coefficient of variation)

— no deterioration in uniformity and spatial resolution.

Less frequently (generally each year) it is necessary to
check that the CTDIs declared at the beginning have
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not changed, e.g., due to a reduction in the effectiveness
of the intrinsic and supplementary shielding. Instead,
every day at start up, a quick geometric calibration test
is performed.

In light of the proposed control measures, new S°, O’ and
D’ values were assigned and a new product FRPN’ was calcu-
lated accordingly. As shown in Figure 7, all error modes were
reduced to an acceptable level. The Pareto diagram in Figure 6
shows a significant reduction of the overall risk index value,
which is less than 50% of the total pre-mitigation FRPN.
The complete Fuzzy P-FMECA analysis report is provided
as supplementary material.

IV. CONCLUSION

This paper illustrates how a risk analysis should be conducted
when managing an electromedical device. In this work the
risk analysis was applied to a prototype of a CBCT device.
The Fuzzy Process FMECA was chosen among the existing
risk analyses because, due to its modular structure, it makes
it possible to highlight the activities that can lead to a great
number of errors during the life cycle of a device, obtain-
ing an improved risk analysis capable of overcoming the
shortcomings of traditional FMECA. The proactive nature of
this method implies that there will be evidence of improve-
ments obtained from Fuzzy FMECA once field data will
be available, as further explained in Section IV. When the
analysis was completed, countermeasures were proposed in
order to lower the risk priority index for those failure modes
that resulted above the threshold. After the adoption of these
mitigations, all RPN’ values obtained using the new S’, O’
and D’ parameters, were below both previously determined
acceptability thresholds. Therefore, it was necessary to assess
the residual risk consequent to these countermeasures. For
this purpose we distinguished between residual risks not
requiring mitigation, and residual risks with higher entity, but
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which can still be considered acceptable due to the associated
benefits and the impracticability of reducing them. The result
of the adopted procedure was that no risk was unacceptable
and that the introduced mitigations did not cause new haz-
ardous situations. The applied risk analysis has shown that
each phase or activity is fundamental to guarantee a correct
life cycle of the device. It is to note that the correct execution
of the transport, installation, use and maintenance procedures
is of great importance. Adequate training of the operators
(radiology technicians, radiologists, technicians in charge of
maintaining Quality Assurance) is essential.

FUTURE WORKS

In future developments of this work, relative importance of
S, O and D parameters can be reassessed and tuned on the
basis of field data, not available to date. Being this device
not yet in production, but currently existing as a prototype,
there are no feedback data yet from the field. The comparison
with existing experience from similar devices is in line with
the expectations from this Fuzzy FMECA proactive analysis,
about the reduction of the overall risk. Risk management is
an iterative process, therefore when real data from actually
installed devices will start flowing in, it will be possible
reassessing the whole process, both reviewing the relative
importance of S, O, and D (therefore applying the so-called
“Evidence Theory”, as discussed in [5]), and the real effec-
tiveness of applied countermeasures, updating or confirming
the proactive results obtained through the mitigated FRPN
calculation.
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