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Privacy preservation

Federated Split Learning (FSL) has emerged as a transformative paradigm that synergizes the parallel processing
and scalability of Federated Learning (FL) with the computational efficiency and enhanced privacy of Split
Learning (SL). This comprehensive survey provides a systematic exploration of FSL, beginning with a detailed
taxonomy of Distributed Machine Learning (DML) paradigms, tracing the progression from foundational
concepts to advanced frameworks such as Federated Split Transfer Learning (FSTL) and Generalized Federated
Split Transfer Learning (GFSTL). It then delves into the core challenges inherent to FSL, including privacy and
security risks, system and data heterogeneity, computational and system constraints, communication overhead,
and model optimization complexities. The heart of the survey presents a detailed categorization and analysis
of FSL’s diverse applications across key domains, including the Internet of Things (IoT) and Edge Computing
(EC), wireless networks, healthcare, vehicular networks, Large Language Models (LLMs), and Earth Observation
(EO). To ground this research, the survey further discusses standardized evaluation methodologies and
implementation frameworks, followed by a quantitative visualization of survey data and research trends. The
work concludes by synthesizing critical research gaps and outlining promising future directions. Unlike existing
surveys that focus on isolated aspects, this work uniquely bridges challenges, solutions, and applications
through a unified framework, incorporating network-specific analysis and quantitative trend visualization. By
synthesizing insights from over 100 recent research articles and providing a critical analysis of evaluation
methodologies, this survey offers an essential roadmap for researchers and practitioners developing scalable,
efficient, and privacy-aware distributed intelligence for the 6G and Al era.

1. Introduction realms of Deep Learning (DL) and Reinforcement Learning (RL), will

be essential to handle the vast complexity and evolving nature of these

The emergence of Beyond 5G (B5G) networks and the ongoing de-
velopment of 6G technologies are intensifying the demand for smart, ef-
ficient, and privacy-conscious data handling. Machine Learning (ML), a
driving force behind advancements in autonomous systems, healthcare,
and smart cities [1], will not merely complement these future networks
but serve as a cornerstone. B5G and 6G in particular are anticipated
to be inherently self-aware, self-optimizing, and extremely intelligent
systems, facilitating capabilities that far surpass those of existing mo-
bile communications. These capabilities include immersive eXtended
Reality (XR), pervasive intelligent surfaces, the haptic internet, and
highly precise autonomous systems. ML algorithms, particularly in the

networks. They will enable intelligent resource distribution, predic-
tive maintenance, dynamic spectrum allocation, interference control,
and real-time anomaly detection for enhanced security. In essence,
by tapping into ML, B5G and 6G will transcend mere connectivity,
cultivating a “connected intelligence” that seamlessly adapts to a wide
range of user needs and environmental changes, offering a genuinely
transformative experience.

However, traditional Centralized Machine Learning (CML) meth-
ods face significant limitations in this evolving landscape. They intro-
duce high latency, considerable computational overhead, and critical
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privacy concerns, especially in distributed environments where the
consolidation of raw data is often infeasible [2].

The advent of B5G and 6G networks introduces an era of un-
precedented connectivity, demanding ultra-high data rates, near-zero
latency, immense device density, and an inherently intelligent, au-
tonomous infrastructure. These future networks will integrate a vast
array of interconnected devices, from advanced Internet of Things
(IoT) sensors to holographic communication systems and autonomous
vehicles, all generating enormous volumes of heterogeneous data at the
network edge. Consequently, CML approaches, which depend on trans-
mitting all data to a central cloud for processing, become increasingly
inefficient and impractical due to the sheer data scale, stringent latency
demands, and escalating concerns over data privacy and security.

Distributed Machine Learning (DML) has become vital in addressing
the challenges of training ML models collaboratively across decentral-
ized network nodes such as edge devices and local servers without
aggregating raw data [3]. This architectural shift is essential to meet the
efficiency and privacy demands of B5G and 6G networks [4]. Within the
context of B5G and 6G, various DML algorithms solve the limitations
of CML by enabling model training without raw data aggregation.
This approach reduces latency, prevents computational bottlenecks,
and maintains privacy. DML paradigms are generally categorized based
on how tasks and model parameters are distributed and synchronized.
Notably, Federated Learning (FL), Split Learning (SL), and Federated
Split Learning (FSL) are significant for future networks.

FL represents a decentralized training approach where numerous
clients jointly contribute to training a common model without trans-
ferring their data off-device, attracting considerable attention within
the DML sphere [5]. This approach is particularly advantageous in
areas sensitive to privacy, such as healthcare, as it aligns with data
privacy regulations, including the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and Accountability Act
(HIPAA) [6]. Nevertheless, FL encounters challenges including sub-
stantial communication expenses, device diversity, and susceptibility
to adversarial threats [7]. To mitigate these concerns, researchers have
proposed optimization strategies, including Differential Privacy (DP),
quantization, and adaptive aggregation [8].

Another method gaining popularity in the field of DML is SL,
which segments DL models across clients and servers, thereby allevi-
ating the computational load on devices with limited resources [9].
Instead of transferring raw input data, SL transmits only intermediate
activations, also referred to as smashed data, which enhances data pri-
vacy [10]. Nevertheless, SL introduces its own set of challenges, such as
sequential training delays, heightened latency [11], increased commu-
nication overhead, and vulnerability to feature inversion attacks [12].
Recent studies have been directed toward augmenting the efficiency
and security of SL through techniques like dynamic layer partitioning,
asynchronous updates, and generative activation strategies [13].

FSL merges the benefits of FL and SL to establish a hybrid model
that achieves a balance between computational efficiency and privacy
protection [14]. In this configuration, clients perform partial training
of their neural networks locally and then transmit intermediate data
representations to a central server for additional processing [15]. How-
ever, despite its strengths, FSL encounters challenges, including privacy
risks linked to activation transmission, diverse device capabilities, and
difficulties in model optimization [16]. Researchers are fervently de-
veloping solutions, such as the adaptive selection of cut-layers, model
pruning, and parallelized training, to address these challenges [17].

FSL provides significant benefits for devices with limited resources
in domains such as IoT, Edge Computing (EC), and Vehicular Edge
Computing (VEC) [18]. Furthermore, FSL has been successfully applied
across various fields, including healthcare, wireless networks [19],
and Earth Observation (EO) [20]. In the healthcare sector, FSL allows
for the collaborative training of models on sensitive medical informa-
tion while ensuring compliance with rigorous privacy laws [21]. In
IoT and EC, FSL reduces the computational load on limited-capacity
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devices while preserving data locality [14]. It also improves commu-
nication efficiency in wireless networks and supports high-speed appli-
cations like autonomous vehicles and smart city infrastructures [22].
For VEC, FSL optimizes Al-driven analytics in vehicle systems, aiding
in real-time decision processes and resource allocation [18]. In the
realm of remote area surveillance, FSL benefits distributed training of
satellite-based EO systems, enhancing data precision and scalability in
difficult environments, while addressing privacy and communication
issues [23].

Despite the substantial progress made in FSL research, significant
gaps remain in fully understanding its challenges and practical ap-
plications [24]. Existing studies often focus on theoretical advances
or domain-specific implementations, underscoring the need for a uni-
fied discussion that bridges challenges and applications in FSL [25].
This survey addresses this gap by offering a structured review of
key challenges, optimization techniques, and real-world applications
of FSL, with a specific focus on the intersection of FSL and computer
networks. We analyze how network architectures, protocols, and con-
straints shape the performance and feasibility of FSL, and conversely,
how FSL creates new opportunities for network intelligence.

1.1. Gap analysis and comparison with related works

Existing surveys on distributed learning, while valuable, are con-
strained in scope. Hu et al. [26] provide a comprehensive review and
experimental evaluation of SL paradigms, offering engineering insights,
but their work does not extend to the advanced DML family, such as
Federated Split Transfer Learning (FSTL), and Generalized Federated
Split Transfer Learning (GFSTL) or explore cross-domain applications
beyond standard benchmarks. Zhang et al. [27] present a thorough
analysis of DML for next-generation communication networks, system-
atically comparing FL and SL with a three-dimensional framework for
privacy, fairness, and efficiency trade-offs; however, their survey does
not delve into hybrid FSL or its advanced variants. Duan et al. [28]
provide a focused review of FL and SL in edge—cloud IoT but lack quan-
titative trend analysis and coverage of FSTL/GFSTL. Hukkeri et al. [29]
examine Split-Fed Learning with experimental comparisons, yet their
scope excludes domains such as vehicular networks, Earth observa-
tion, and large language models. Tajabadi et al. [30] concentrate on
biomedical applications, while Alsharif et al. [31] survey federated
learning broadly without delving into split learning intricacies. Naseh
et al. [32] introduce hierarchical DML frameworks (FSTL and GFSTL)
for 6G intelligent transportation systems, but their work is a research
contribution rather than a comprehensive survey. Consequently, none
of these works provide a unified treatment that integrates challenges,
solutions, and applications across domains, nor do they explicitly an-
alyze the interplay between FSL and computer network architectures,
quantitative research trends, or standardization efforts.

To systematically illustrate these gaps, Table 1 compares this survey
with prior reviews across key dimensions: scope, taxonomy granular-
ity, challenge coverage, application domains, network focus, inclusion
of standardization, coverage of advanced frameworks (FSTL/GFSTL),
and quantitative analysis. The comparison includes the surveys dis-
cussed above as well as the research contribution on hierarchical
DML frameworks [32] to highlight that while FSTL and GFSTL have
been proposed, a comprehensive survey synthesizing the entire FSL
ecosystem remains absent.

As evident from Table 1, existing works either focus on specific
paradigms (SL, FL), target particular application domains, or lack com-
prehensive coverage of advanced FSL variants (FSTL, GFSTL). More-
over, none provide a systematic integration of challenges, solutions,
and applications with quantitative trend analysis and standardization
discussion. This survey uniquely fills these gaps by offering a holistic,
structured, and up-to-date review of the entire FSL ecosystem, making
it a valuable resource for researchers and practitioners alike.
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Table 1
Comparison of our survey with existing surveys and related works on FSL and distributed learning.
Survey Scope Taxonomy Challenge coverage Application Network Standardization FSTL/  Quantitative
granularity domains focus GFSTL  analysis
Hu et al. [26]  SL paradigms High (SL variants) Computation, General ML No No No Partial
(experimental communication benchmarks (experimental)
focus)
Zhang et al. DML (FL & SL) High (3D Privacy, fairness, 6G, 10T, edge Yes No No No
[27] for trade-off efficiency computing
communication framework)
networks
Duan et al. FL & SL in Medium Privacy, efficiency IoT, edge Limited No No No
[28] edge—cloud IoT computing
Hukkeri et al. Split-fed learning High Communication, General ML No No No Partial
[29] computation benchmarks (experimental)
Tajabadi et al.  Decentralized Medium Privacy, heterogeneity Healthcare No No No No
[30] learning in
biomedicine
Alsharif et al. Federated High Privacy, security, 10T, healthcare, No No No No
[31] learning efficiency smart cities
Naseh et al. FSTL/GFSTL for =~ Medium Communication, ITS, Earth Yes No Yes Yes (simulation)
[32] 6G ITS (research (hierarchical scalability observation
paper) frameworks)
This survey FSL, FSTL, High Privacy, security, IoT/edge, wireless, Yes (dedicated Yes (3GPP, ITU, Yes Yes (trend
GFSTL (architectures, heterogeneity, healthcare, networking IETF, IEEE, ETSI, charts, dataset
challenges, computation, vehicular, LLMs, challenges, 0-RAN) analysis,
solutions, communication, Earth observation  co-design) publication
applications) model optimization, statistics)
networking

1.2. Key contributions of our survey

1.3. Research questions

This survey makes the following key contributions:

+ Systematic taxonomy of DML paradigms: We trace the evo-
lution from foundational FL and SL to advanced frameworks,
including FSTL and GFSTL, and provide a latency analysis (Table
4) and comparative table of advantages and challenges (Table 5).
Comprehensive challenge-solution mapping: For each core
challenge (privacy, heterogeneity, resource constraints, commu-
nication overhead, model optimization, networking), we present
a structured analysis comprising problem formulation, taxonomy
of solution strategies, representative methods, and a compara-
tive table summarizing pros, cons, overhead, and assumptions
(Section 3).

Cross-domain application analysis: We categorize FSL applica-
tions by deployment context (edge-IoT continuum, high-mobility
networks, regulated domains, large-scale training, remote sens-
ing) and derive cross-cutting design patterns, supported by sum-
mary tables (Section 4).

Quantitative research trend visualization: Based on 64 core
papers, we provide charts depicting distribution by application,
publication year, evaluation metrics, challenges, techniques, and
datasets, offering a data-driven overview of the field (Section 5.3).
Standardization landscape and future directions: We review
relevant activities in Third Generation Partnership Project
(3GPP), International Telecommunication Union — Telecommuni-
cation Standardization Sector (ITU-T), Internet Engineering Task
Force (IETF), IEEE, European Telecommunications Standards In-
stitute (ETSI), Open Radio Access Network Alliance (O-RAN), and
outline eight future research avenues, including adaptive parti-
tioning, integration with foundation models, hardware—software
co-design, and GFSTL for 6G ITS (Sections 3.8 and 6).
Evaluation framework and design rubric: We synthesize best
practices from recent optimization strategies into a compara-
tive rubric that guides researchers in selecting appropriate FSL
variants based on application constraints (Sections 5.1 and 5.2).

To guide our systematic exploration and highlight the scientific

contributions, this survey addresses the following Research Questions

(RQs):

1. RQ1 (Evolution): How do FSL architectures evolve from foun-
dational FL and SL to advanced frameworks like FSTL and
GFSTL, and what are their comparative advantages and limita-
tions?

2. RQ2 (Challenges and Solutions): What are the core challenges
in FSL, and what solution strategies have been proposed to ad-
dress privacy, heterogeneity, resource constraints, communica-
tion overhead, model optimization, and networking issues? How
do these strategies compare in terms of effectiveness, overhead,
and assumptions?

3. RQ3 (Applications and Patterns): How is FSL applied across
different domains (IoT/edge, wireless, healthcare, vehicular,
LLMs, Earth observation), and what cross-cutting patterns and
design guidelines emerge?

4. RQ4 (Evaluation): What evaluation methodologies, metrics,
benchmarks, and implementation frameworks are used to assess
FSL systems, and how can they be standardized to enable fair
comparison?

5. RQ5 (Trends and Gaps): What are the current research trends
in FSL (publication volume, application focus, evaluation prac-
tices), and what critical gaps remain?

6. RQ6 (Future Directions): What are the most promising future
research directions for FSL, particularly in the context of 6G,
foundation models, and emerging network paradigms?

Each subsequent section begins with a brief statement indicating which
RQs it addresses, thereby providing a coherent thread throughout the
paper.

1.4.

Reader guide

To help readers navigate this survey and understand the relation-

ships between sections, Fig. 1 provides a visual roadmap. The survey
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Section 2: DML Taxonomies (RQI) | ---- - - :

Section 3: Challenges & Solutions (RQ2) | - - - - *1 Application-focused

Challenge-focused

|
|
|
|
|
|
|
|
'
|
Section 4: Applications (RQ3) [«-------- '

Section 5: Evaluation & Trends (RQ4, RQS5) <=—==----

Section 6: Future Directions (RQ6) |« - - - - Methodology-focused

Section 7: Conclusions

Fig. 1. Reader guide: relationships between sections and corresponding re-
search questions. Dashed arrows indicate alternative reading paths.

is organized into six main parts, each addressing specific research
questions (RQs) as indicated. Table 2 provides a quick reference to
the content and objectives of each section. Readers seeking a quick
overview may proceed directly to Section 5.3 for quantitative trends,
Section 4 for application-specific insights, or Section 6 for future direc-
tions. For a comprehensive understanding, we recommend reading the
sections in sequential order.

1.5. Methodology of inclusion and exclusion

To ensure the rigor, transparency, and reproducibility of this survey,
we followed a systematic methodology for paper selection and analysis,
inspired by PRISMA (Preferred Reporting Items for Systematic Reviews
and Meta-Analyses) guidelines [33]. The process comprised four stages:
identification, screening, eligibility, and inclusion.

Identification:. We conducted a comprehensive search of major scien-
tific databases, including IEEE Xplore, ACM Digital Library, Science Di-
rect, Elsevier, and arXiv. The search strings combined terms related to
federated split learning and its variants: "federated split learn-
ing", "split federated learning", "SplitFed", "federated
split transfer learning", '"FSTL'", and "generalized fed-
erated split transfer learning" The initial search yielded

337 papers.

Screening:. Titles and abstracts were screened to remove duplicates
and exclude papers that were clearly outside the scope. Papers were
retained if they: (i) addressed FSL, FL, SL, or their hybrid variants;
(i) were written in English; (iii) were published as journal articles,
conference proceedings, or preprints from reputable sources. After
screening, 122 papers remained.

Computer Networks 285 (2026) 112402

Table 2
Section overview and mapping to research questions.
Key Content and RQs Addressed

Section Title

Distributed machine
learning paradigms

Section 2 Taxonomy of FL, SL, FSL, FSTL,
GFSTL; latency analysis; comparative

advantages (RQ1)

Section 3 Challenges in FSL In-depth analysis of privacy,
heterogeneity, resource constraints,
communication, optimization,
networking; solution strategies and

trade-offs (RQ2)

Section 4 FSL applications Cross-domain analysis (IoT/edge,
wireless, healthcare, vehicular, LLMs,
EO); design patterns and lessons

learned (RQ3)

Section 5 Evaluation, Performance metrics, benchmarks,
frameworks, and implementation tools; quantitative
trends visualization of publication trends

(RQ4, RQ5)

Eight key research avenues, including
6G, foundation models, and
standardization (RQ6)

Section 6 Future directions

Section 7 Conclusion Summary of contributions and key

insights

Eligibility:. Full-text articles were assessed against the following inclu-
sion criteria:

» Relevance to FSL: The paper must directly address FSL or its
integration with FL and SL, rather than discussing FL or SL in
isolation.

Publication date: To capture recent advances, we focused on pa-
pers published in the last six years (2020-2025), though seminal
older works were considered for foundational context.

Impact and quality: Preference was given to papers from high-
impact journals (e.g., IEEE Transactions, Elsevier journals) and
top-tier conferences (e.g., AAAI, INFOCOM, MobiCom). Preprints
from arXiv were included only if they represented significant
novel contributions not yet published elsewhere.

This stage resulted in 113 papers meeting the eligibility criteria.

Inclusion:. The remaining papers were categorized into two main
groups based on their primary contribution:

+ Challenges-focused papers (81 papers): Includes works that
analyze or propose solutions to specific FSL challenges, such
as privacy, heterogeneity, resource constraints, communication
efficiency, and model optimization.

Applications-focused papers (64 papers): Includes works that
apply FSL to concrete domains, including IoT/edge computing,
wireless networks, healthcare, vehicular networks, large language
models, and Earth observation.

Note that some papers contributed to both categories and were counted
in both, which explains why the sum exceeds the total unique papers.
Table 3 summarizes the number of papers at each stage.

Flow diagram:. Fig. 2 illustrates the paper selection process as a
PRISMA-style flow diagram, providing a visual summary of the screen-
ing and inclusion stages.

Data extraction and analysis:. For each included paper, we extracted
key information: (i) bibliographic details, (ii) addressed challenges, (iii)
proposed techniques/solutions, (iv) evaluation metrics and datasets, (v)
application domain, and (vi) key findings. This structured data formed
the basis for our taxonomy, comparative tables, and quantitative trend
analysis presented in Sections 3-5.
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[Identiﬁcation: 337 papers}

[Screening: 122 papers after dupl

icates and title/abstract screening}

[Eligibility: 113 papers after full-text assessmem}

Challenges-focused: 81 papers}

[Applications-focused: 64 papers

*Some papers counted in both categories (overlap)

Fig. 2. PRISMA-style flow diagram of the paper selection process.

Table 3
Summary of paper inclusion and exclusion stages.
Criteria Number of Remarks
papers
Initial pool 337 Papers identified through database
searching
Relevance to FSL 122 Papers directly addressing FSL, FL, or SL
after title/abstract screening
Publication date 113 Papers published in the last 6 years
(2020-2025)
Impact factor 82 Papers from high-impact journals or

top-tier conferences

Challenges-focused 81 Papers dealing with challenges (privacy,
heterogeneity, constraints,

communication, optimization)

Applications-focused 64 Papers focusing on specific applications
(IoT/edge, wireless, healthcare,

vehicular, LLMs, EO)

1.6. Organization of the survey

The remainder of this paper is organized as follows: Section 2
provides a taxonomy of DML paradigms, introducing FL, SL, and FSL,
along with a comparative analysis of their key differences, advantages,
and disadvantages. Section 3 discusses the challenges associated with
FSL, focusing on privacy, heterogeneity, resource constraints, com-
munication overhead, and model optimization. Section 4 categorizes
and examines recent advances and applications of FSL in various do-
mains, including VEC, wireless networks, IoT, EC, LLM, and healthcare.
Section 5 delves into the critical aspects of evaluating FSL systems,
discussing standardized performance metrics, benchmarks, and the soft-
ware frameworks and simulators used for implementation and testing.
Then we present several charts that quantitatively summarize the distri-
bution of our survey papers by application, publication year, evaluation
metrics reported, challenges health with, model or technique trends,
and dataset or benchmarks usage. Section 6 outlines future research
directions, emphasizing the role of FSL in next-generation Al-driven
systems and 6G networks. Finally, Section 7 concludes the paper by
summarizing key insights and contributions.

2. Distributed machine learning paradigms
This section delves into the foundational concepts and advanced

paradigms within distributed ML, setting the stage for a comprehen-
sive understanding of various collaborative learning approaches. We

begin by exploring DML, examining its fundamental principles and
the motivations behind its development. Subsequently, we provide a
detailed analysis of FL and SL, dissecting their architectural frame-
works, advantages, and inherent challenges. Building upon these, we
introduce FSL, a hybrid approach that integrates the strengths of both
FL and SL. Furthermore, we explore the role of Transfer Learning
(TL) in enhancing DML systems, leading to the advanced Federated
Split Transfer Learning (FSTL) framework. This discussion culminates
with Generalized Federated Split Transfer Learning (GFSTL), an inno-
vative paradigm designed for large-scale, heterogeneous environments.
Following individual expositions, we present a latency analysis and
comparison of these diverse DML methods and conclude with a consol-
idated overview of the lessons learned, highlighting their comparative
advantages and challenges.

2.1. DML

DML is a transformative paradigm that enables collaborative model
training across multiple devices or nodes. This approach avoids cen-
tralizing raw data, making it particularly well-suited for applications in
EC, VEC, the IoT, healthcare, and with LLMs [31]. By allowing devices
to process data locally and share only model updates, DML inherently
addresses critical challenges in distributed environments: ensuring data
privacy, reducing communication overhead, and mitigating bandwidth
limitations [34]. This is especially vital in sectors like healthcare,
where sensitive patient data must remain localized due to stringent
privacy regulations [5], and within the IoT, where the sheer volume
of data generated by billions of devices simply cannot be efficiently
centralized due to resource constraints [35]. Key DML frameworks,
including FL, SL, and FSL, have emerged to tackle the complexities of
these distributed data environments.

Within DML, communication patterns are often characterized by
frequent and substantial data exchanges among computing nodes. This
typically involves sharing crucial elements like model parameters, gra-
dients, or intermediate activations. In strategies such as data paral-
lelism, each node processes a subset of the data and then synchronizes
its gradients, requiring significant inter-node communication. Simi-
larly, model parallelism, where different parts of a model reside on dif-
ferent nodes, necessitates extensive communication for computations.
Consequently, networking overhead in DML can be substantial due to
the sheer volume of data transferred and stringent synchronization re-
quirements. Collective communication operations, like “all-reduce” for
gradient aggregation, are common and can become a significant bottle-
neck, especially in networks with high latency or limited bandwidth. To
optimize communication in DML, techniques such as gradient compres-
sion, sparsity-aware communication, and overlapping communication
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Fig. 3. Comparison between (a) centralized machine learning (raw data transferred to server) and (b) distributed machine learning (clients exchange model
parameters or activations with a central server; no direct client—client communication).

with computation are frequently employed to minimize idle network
time and improve overall efficiency. Fig. 3 compares the centralized
and distributed learning technologies. In the case of CML, distributed
data from the device layer must be transferred to a powerful centralized
server, where it is processed to generate an ML model. Based on the
inference mechanisms, the model can then be sent back to the devices,
either in full or partial form, or kept on the server. In the case of DML,
devices can collaboratively process local data themselves and with the
help of a server node to harness intelligence, and the resulting machine
learning models can be utilized to enable distributed intelligence. As
highlighted in Fig. 3, the key distinction between centralized and dis-
tributed learning lies in the nature of exchanged information: raw data
versus model-related parameters. Importantly, in distributed paradigms
such as FL, SL, and FSL, clients communicate exclusively with the
server; there are no direct client-to-client interactions. This clarification
addresses a common misconception that DML involves peer-to-peer
exchanges, which are characteristic of fully decentralized gossip-based
learning rather than the server-mediated architectures surveyed here.

2.1.1. Server-less and peer-to-peer DML

While server-based DML paradigms dominate the literature, server-
less or peer-to-peer (P2P) distributed learning has emerged as an al-
ternative for fully decentralized environments. In P2P DML, nodes
communicate directly with each other without a central coordina-
tor, exchanging model updates through gossip protocols or consensus
mechanisms [36,37]. This approach eliminates single points of failure
and enhances scalability, but introduces challenges in convergence,
communication efficiency, and consistency. Techniques such as gossip
averaging [38] and blockchain-based coordination [39] have been ex-
plored to enable robust P2P learning. Although FSL is typically defined
in server-based settings, elements of P2P learning can complement FSL
by enabling decentralized aggregation in GFSTL groups or resilient
communication in dynamic environments [34]. For a comprehensive
overview, we refer readers to surveys on decentralized learning [36,
40].

2.2. FL

FL is a decentralized ML paradigm that enables multiple clients
(e.g., vehicles in an Intelligent Transportation System (ITS)) to collab-
oratively train a shared model without sharing their raw data [41].
Instead of centralizing data, FL aggregates locally computed model
updates from distributed clients, thereby preserving data privacy while
enabling large-scale learning [42]. This approach is particularly valu-
able in privacy-sensitive domains such as healthcare and ITS [31].

FL’s networking aspects are distinct, primarily focusing on privacy-
preserving collaborative model training without centralizing raw data.
The communication pattern typically involves clients (e.g., mobile
devices, edge servers) training models locally on their private datasets
and then sending only model updates (e.g., gradients, updated weights)
to a central server for aggregation. This reduces the communication
volume compared to DML, as raw data is not transferred. However,
the overhead still arises from the repetitive exchange of model updates
across potentially many, heterogeneous, and intermittently connected
client devices. Challenges include dealing with unreliable network
connections, bandwidth limitations of individual devices, and the need
for frequent communication rounds to ensure model convergence, all
of which contribute to overall training time and resource consump-
tion. Communication optimization in FL often involves client selection
strategies, model compression techniques (e.g., quantization, sparsifi-
cation), and asynchronous update schemes to mitigate these network
constraints. Fig. 4 highlights the key elements of the FL training pro-
cess. In this approach, a federation of devices locally processes the
collected data to generate local FL. models. These models are then sent
to a centralized FL server, where they are aggregated to form a global
model. The resulting global FL model is then sent back to the devices
for further processing.

2.2.1. Architectural framework of FL

Consider a system with N distributed users defined through the set
U = {uy,....uyn}, where each user i possesses a local dataset D; =
{(x¢, )} containing K; labeled samples. The feature vector x, € RV
represents the kth sample, while y, denotes its corresponding label. The
objective is to train a global model W? by minimizing a global loss
function L? across all clients while maintaining data locality, where
WP is the global model’s parameters (weights) and L? the global loss
function calculated at the pth iteration or communication round.

The FL process operates through iterative communication rounds:

1. The server distributes the current global model W/ to partici-
pating clients
2. Each client i updates its local model by minimizing L"(D;, W)
on its private data
3. Clients transmit their updated parameters W[i to the server
4. The server aggregates these updates using schemes like Feder-
ated Averaging (FedAvg) [43]:
L
Wi =5 2 W (1)
i=1
This process continues until model convergence or meeting a pre-
defined stopping criterion.
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2.2.2. Advantages of FL
FL offers several advantages:

+ Enhanced Privacy: Raw data remains on client devices, comply-
ing with strict privacy regulations [5].

* Reduced Communication: Only model parameters (not raw
data) are exchanged, minimizing bandwidth usage [44].

+ Adaptability: Models can continuously improve using real-time
client data, making FL suitable for dynamic environments.

2.2.3. Challenges of FL
However, FL presents several challenges:

+ Communication Overhead: Multiple synchronization rounds in-
crease latency, particularly in bandwidth-constrained networks
[2].

+ Client Heterogeneity: Variations in computational resources and
data distributions across clients can hinder convergence [45].

» Model Complexity: Training DNNs in FL settings often proves
inefficient due to computational constraints on edge devices [46].

These limitations have motivated alternative approaches such as SL,
which partitions model training between clients and servers to reduce
computation/communication costs [12].

2.2.4. Vertical FL and connections to SL

Federated Learning is commonly categorized into horizontal FL
(where clients share the same feature space but different samples) and
vertical FL (where clients hold different features for the same set of
samples). In vertical FL, multiple parties collaboratively train a model
by aligning samples with overlapping IDs (e.g., through private set
intersection) and exchanging intermediate representations or gradients
without revealing raw features [47]. This paradigm shares notable
similarities with Split Learning: both involve partitioning the model or
features across parties, and both require the exchange of intermediate
activations. In fact, SL can be viewed as a special case of vertical FL
where one party (the client) holds input features and another (the
server) holds the remaining model layers and possibly labels [12].
Conversely, vertical FL can be implemented using a split architecture
where each party trains a part of the model and a neutral server
aggregates updates [48]. Recent works have begun to combine vertical
FL with split learning to handle scenarios where both features and
labels are distributed across parties [49,50]. These hybrid approaches
inherit the communication efficiency of SL and the privacy guarantees
of vertical FL, but also face challenges in feature alignment, security,
and scalability.

Server

o —fo
= jd =
Device Layer

Fig. 5. Split learning.

2.3. SL

SL marks a significant shift in DML by introducing model partition-
ing to overcome the computational limitations inherent in FL. Unlike
FL, which demands each client maintain a complete model replica, SL’s
innovative architecture allows resource-constrained devices to engage
in collaborative training by executing only the initial layers of a neu-
ral network [12]. This makes SL especially valuable in EC scenarios,
such as smart vehicles and IoT sensor networks, where devices often
lack the substantial computational resources needed for full model
training [1]. The core idea behind SL is to “split” a DL model into
a smaller client-side portion and a larger server-side portion. Clients
process only the initial layers on their local data, generating smashed
data (intermediate activations) at a designated cut layer. This smashed
data is then sent to the server, which completes the forward pass and
performs the backward pass. Subsequently, the gradients for the client-
side are returned to the client for local weight updates. This approach
drastically lessens the computational load on individual devices as
they no longer need to train an entire, potentially very large, model.
However, a key limitation of vanilla SL is its sequential nature; only one
client can interact with the server at a time. This leads to considerable
latency and underutilization of server resources, further exacerbating
communication delays. The frequent back-and-forth communication of
smashed data and gradients for each training iteration also introduces
its own form of communication overhead, potentially limiting SL’s
scalability in large-scale deployments. Fig. 5 shows the SL process,
where a complex DL model is trained collaboratively across client and
server nodes.
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2.3.1. Architectural framework of SL
The SL framework partitions a global model W7 into two compo-
nents:

+ Client-side model S(-;8g): Typically 1-3 shallow layers executed
on edge devices

+ Server-side model M (-; 6,,): Remaining deep layers processed on
central infrastructure

The training protocol follows an iterative four-phase process:

1. Client Forward Pass: Device i computes activations H; = S(D;; 6)

2. Server Forward Pass: Central server generates predictions y; =
M(H;;0,)

3. Server Backward Pass: Gradients V@,, and V H; are calculated

4. Client Backward Pass: Device updates 6y using Vo = VH, -
05/06

2.3.2. Advantages of SL
Three key benefits distinguish SL from conventional FL approaches:

+ Computational Efficiency: By limiting client-side computation
to shallow layers, SL reduces device workload by 10-100x com-
pared to FL [51]. This enables participation from extremely
resource-constrained devices like embedded sensors.

Enhanced Privacy: The transmission of intermediate activations
rather than raw gradients provides stronger privacy guarantees.
As [52] demonstrates, reconstructing input data from smashed
data requires solving computationally challenging inverse prob-
lems.

Bandwidth Optimization: Empirical studies show smashed data
is typically 3-20x smaller than FL'’s gradient updates [53], signifi-
cantly reducing communication overhead in bandwidth-
constrained networks.

2.3.3. Challenges of SL
Despite its advantages, SL introduces several unique constraints:

» Sequential Bottleneck: The alternating client-server computa-
tion creates inherent latency, increasing training time by 40%-60%
compared to FL [1]. This makes SL less suitable for real-time
applications.

Privacy-Utility Tradeoff: While more private than FL, [52]
showed that carefully crafted attacks can extract sensitive features
from activations, particularly when split layers are shallow.
Architectural Rigidity: Fixed split points often lead to subopti-
mal performance, with accuracy drops of 5%-15% compared to
end-to-end training [54]. This has spurred research into dynamic
splitting approaches.

These limitations have motivated hybrid approaches like FSL, which
combine SL’s computational benefits with FL’s parallel processing ad-
vantages [1].

2.4. FSL

FSL stands out as a hybrid framework, combining the strengths of FL
and SL to overcome their individual limitations, particularly concerning
communication and on-device computation [1,19]. FSL tackles the sub-
stantial communication and computational burdens often found in FL
by adopting SL’s model-splitting approach while retaining FL’s parallel
client training. In FSL, shown in Fig. 6, the DL model is split into client-
side and server-side portions. Clients process only the initial layers
of the model on their local data, generating intermediate activations
(smashed data). This significantly reduces the computational load on
individual devices, a major advantage for resource-constrained edge
and IoT environments. Unlike the sequential nature of traditional SL,
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FSL allows multiple clients to train their client-side model portions
in parallel. Once their local computations are complete, they transmit
their smashed data to a central server. The server then completes
the forward pass, performs the backward pass, and aggregates the
resulting gradients, either for the server-side model or by averaging
client-side contributions. This parallel processing greatly reduces the
overall training time compared to sequential SL. While FSL effectively
lightens the computational strain on client devices, it still requires
the communication of smashed data and corresponding gradients. This
can be substantial, prompting ongoing research into communication
optimization techniques like compression and sparsification to enhance
FSL’s efficiency in bandwidth-limited scenarios.

2.4.1. Architectural framework of FSL
The FSL workflow involves three key steps:

1. Local Forward Pass: Each client i computes intermediate acti-
vations H; = S(D;) using their local data D; and the client-side
submodel S.

2. Server-Side Aggregation: The server aggregates these activa-
tions using FedAvg:

N
1
Hmerged = N z H;. 2)
i=1

The server then processes Hergeq through the remaining model
layers to compute the loss and gradients.

3. Global Model Update: The server back propagates gradients,
updates the global model, and distributes the refined client-side
submodel parameters to participants.

This mechanism decouples compute-intensive operations (server-
side) from resource-limited clients while preserving data privacy, as
raw data never leaves local devices [14].

2.4.2. pseudocode for a generic FSL training round

To complement the architectural description, Algorithm 1 presents
a generic training round for a client participating in FSL. The algo-
rithm highlights the interaction between client and server, the local
forward/backward steps, and the aggregation phase. The notation used
is as follows: D; denotes the local dataset of client i; S(-;6;) is the
client-side model with parameters 6;; M(-;¢) is the server-side model
with parameters ¢; K is the number of local mini-batch steps per
round; # is the learning rate; and Aggregate represents the server-side
aggregation rule (e.g., FedAvg). This pseudocode captures the essence
of FSL while abstracting away optional details such as compression,
encryption, or asynchronous updates, which are discussed later in
Section 3.4.

2.4.3. Protocol choices in FSL
The design of an FSL system involves several protocol-level deci-
sions that affect performance, scalability, and reliability:

+ Synchronous vs. Asynchronous Updates: In synchronous FSL,
all clients complete their local steps and transmit updates be-
fore the server proceeds to the next round. This ensures consis-
tency but can lead to straggler effects. Asynchronous FSL allows
the server to update the global model as soon as a client’s up-
date arrives, reducing idle time but potentially causing stale
gradients and slower convergence [55,56]. Hybrid approaches
that combine synchronous and asynchronous phases are also
explored.

Client Selection Strategies: Selecting a subset of clients per
round can reduce communication overhead and mitigate hetero-
geneity. Common strategies include random selection, importance
sampling based on data size or loss, and mobility-aware selection
in vehicular networks [18,57]. Clustering-based selection groups
clients with similar capabilities or data distributions [58,59].
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Algorithm 1 Generic FSL Training Round for Client i

Input: Client i with local data D, client-side model S(-; ,), server-side
model M (-; ¢), number of local steps K
Output: Updated client-side parameters 6/, server-side parameters ¢/’
1: Server side: Receive current global parameters §) from server (or
initialize)
: Client side: Set 9, < 9%
: for k=1to K do
Sample mini-batch B c D;
Compute smashed data H; = S(;0;)
Transmit H; to server
Server side: Receive H; from client
Compute forward pass: y = M(H;; ¢)
Compute loss £(J, y) and backpropagate to obtain gradients V ;£
and VL
10: Update server parameters: ¢ < ¢ — nVg4L
11: Transmit gradient V. £ back to client
12: Client side: Receive gradient V £

R A A 4

13: Backpropagate through S to obtain Vy £ =V L - %

14: Update client parameters: §; «< 0, —nVy L '

15: end for

16: Transmit updated 6; to server for aggregation

17: Server side: Aggregate all client updates: §¢*1 = Aggregate({6,})
(e.g., FedAvg)

18: Broadcast 9¢+1 to all clients

19: return 00D ¢

Aggregation Methods: Federated Averaging (FedAvg) is the
most common aggregation rule, but alternatives like FedProx,
FedNova, and adaptive weighting can improve convergence un-
der heterogeneity [60,61]. In FSL, aggregation may be applied
to client-side model parameters, smashed data, or server-side
gradients.

Communication Protocols: The underlying communication
framework significantly impacts latency and reliability. gRPC and
MQTT are popular choices for real-time client-server interaction
in edge deployments [62,63]. For wireless environments, proto-
cols that support intermittent connectivity and quality-of-service
guarantees are essential [10].

Split Point Adaptation: The cut layer can be fixed or dynami-
cally adjusted based on network conditions, client capabilities, or
task requirements. Dynamic splitting strategies, often guided by
reinforcement learning or online optimization, are an active area
of research [15,57].

2.4.4. Advantages of FSL
FSL addresses critical limitations of standalone FL and SL:

» Hybrid Efficiency: Combines FL’s distributed training scalability
with SL’s communication efficiency, reducing bandwidth usage by
transmitting activations instead of full gradients [64].

+ Privacy Enhancement: Intermediate activations expose less sen-
sitive information than raw data or gradients, though privacy
risks (e.g., inversion attacks) persist and require mitigation [51].

+ Client-Side Load Reduction: Clients only execute a subset of
layers, lowering memory and compute requirements compared to
full local training in FL [65].

2.4.5. Challenges of FSL
Despite its benefits, FSL faces several challenges:

» Convergence Speed: The sequential nature of SL phases (lo-
cal forward pass, server-side backward pass) can slow conver-
gence, especially with heterogeneous client data or large-scale
deployments [66].

» Resource Imbalance: Clients must still handle partial model
training, which may be infeasible for severely constrained de-
vices.

+ Cut-Layer Optimization: The choice of where to split the model
(the “cut layer”) significantly impacts performance; suboptimal
splits can lead to bottlenecks or accuracy degradation.

While FSL improves upon both FL and SL, it can still face slow con-
vergence, especially in large-scale deployments [67]. To further opti-
mize the learning process, TL can be integrated into the FSL framework,
resulting in the FSTL methodology.

2.5. Transfer learning

TL is a powerful technique that improves model performance by
leveraging knowledge gained from previous tasks, enabling efficient
training on new but related tasks. TL is especially useful in scenarios
with limited data or heterogeneous data distributions among clients, as
it reduces the training required for convergence and enhances overall
model accuracy [68]. By initializing clients with pre-trained models
developed on large datasets, TL allows each client to start training from
a more informed state, rather than from random initialization [69]. Fig.
7, shows the TL process, where a complex DL model is trained across
local devices with the support of pre-trained model data transfer from
a centralized server.
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Formally, let D,,,.. = {(x;, y,~)}i]1’1 represent the source domain with
N, samples and associated labels y;. The objective is to learn a model
W' that minimizes the loss function L on this domain:

e /
source __ .

L = o ; L e W) ®)
where L is a chosen loss function (e.g., cross-entropy) and f(x;; wr')
is the model’s prediction for input x;.

Once trained on the source domain, the model is fine-tuned on the
target domain D, = {(x;, yj)};i’l with N, samples to minimize the
loss function L'8e’:

N
1
poee = & 3 L £ W) )
j=1

In the context of FSL, TL provides substantial benefits. By assigning
a pre-trained model W' to each client, the learning process is acceler-
ated and the generalization of the model in varying datasets of clients
is improved. This combination is particularly advantageous when client
data distributions differ, as the initial pre-trained features and patterns
offer a robust starting point for adaptation.

TL offers the following advantages [70]:

» Accelerated Training: TL reduces the training time required
for model convergence, which is particularly advantageous in
real-time or resource-constrained applications.

» Improved Model Accuracy: Leveraging learned knowledge from
a related domain improves model performance, especially when
training data is limited or heterogeneous.

» Enhanced Generalization: Pre-trained models offer better adapt-
ability across diverse client datasets, as they can transfer features
to new tasks effectively.

In the transition from FSL to FSTL, TL further enhances the learning
framework. Integrating TL with FSL maximizes efficiency and scalabil-
ity while preserving data privacy and the computational benefits of FSL.
This synergy allows for faster and more adaptable model training in
distributed environments, which is particularly beneficial for diverse
applications with unique data characteristics.

2.6. FSTL

FSTL is an advanced collaborative learning paradigm that integrates
three powerful techniques: FL, SL, and TL. FSTL extends the FSL
framework by leveraging pre-trained models or external knowledge to
improve learning efficiency, convergence speed, and generalization in
heterogeneous and resource-constrained environments [51].

The motivation behind FSTL lies in the practical limitations en-
countered in many real-world applications. Devices participating in
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collaborative learning often have highly non-IID data, limited compu-
tational resources, or sporadic network connectivity. FSTL addresses
these issues by:

+ Splitting deep models between client and server to reduce client-
side computation (inherited from SL),

» Aggregating knowledge across clients without requiring raw data
sharing (inherited from FL),

+ Transferring knowledge from pre-trained models or auxiliary
datasets to accelerate and enhance training (adopted from TL).

In a typical FSTL pipeline, shown in Fig. 8, clients (users) begin by
initializing the lower portion of their model using pre-trained weights.
These lower layers are used to process local data and generate interme-
diate representations (smashed data), which are then sent to the server
for further processing. The server, which may also utilize pre-trained or
frozen layers, completes the forward and backward passes and shares
the gradients with the clients. A FedAvg or other aggregation strategy
is periodically employed to merge updates across clients:

| ¥

lobal) __ i
ot ) — N 2 o

i=1

)

where 8 represents the parameters of the local ith client model
segment (typically the shared cut layer or lower layers).
Benefits of FSTL include:

Improved Convergence: The use of pre-trained models acceler-
ates convergence and reduces training time.

Reduced Training Burden: Clients train only a portion of the
model, often with fewer data, reducing the computational and
memory load.

Adaptability: Particularly suitable for scenarios involving limited
or heterogeneous data, such as IoT, edge Al, and personalized
medicine.

Cross-Domain Learning: Facilitates knowledge transfer between
domains, allowing models trained in one context to be fine-
tuned in another (e.g., from general image datasets to specialized
medical datasets).

Challenges of FSTL include:

+ Transfer Source Selection: The choice of pre-trained models or
source domains significantly impacts performance and must be
chosen carefully.
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» Model Compatibility: Ensuring consistency across different de-
vices with varied architectures and initialization points is non-
trivial.

+ Communication Bottlenecks: Although client-side load is re-
duced, communication costs remain a challenge in low-bandwidth
or dynamic networks.

+ Privacy Concerns: Intermediate representations may leak infor-
mation unless protected with techniques such as DP or homomor-
phic encryption.

Remarks on Fine-Tuning in FSTL. A critical design choice in
FSTL is whether and how to fine-tune the pre-trained layers. The
common practice is to freeze the lower (pre-trained) layers and fine-
tune only the task-specific layers (e.g., the top classifier) or small
adapter modules [71]. This approach preserves the general knowl-
edge captured in the pre-trained weights while adapting to the target
task with minimal computational overhead and privacy risk. However,
when the source and target domains differ significantly (e.g., natu-
ral images to medical scans), full fine-tuning of all layers may be
necessary to achieve acceptable accuracy [72]. Such extensive fine-
tuning can increase the computational burden on clients and may
expose more information through gradients, potentially weakening
privacy guarantees. To mitigate these issues, parameter-efficient fine-
tuning techniques like Low-Rank Adaptation (LoRA) [73] or prompt
tuning [74] have been proposed. These methods introduce a small
number of trainable parameters while keeping the pre-trained weights
frozen, thereby balancing adaptation capability with efficiency and
privacy. In FSTL, selecting the appropriate fine-tuning strategy involves
trade-offs among accuracy, client computation, communication cost,
and privacy leakage, and remains an open research area.

FSTL is recommended for applications in personalized services,
mobile healthcare, smart manufacturing, and training large-scale mod-
els (e.g., LLM) in privacy-preserving, distributed, and resource-aware
settings. In particular, Naseh et al. have introduced and practically
demonstrated the concept of FSTL, where it was applied in challeng-
ing environments of the Non-Terrestrial Network (NTN) to support
intelligent vehicular communication [9] and EO tasks [20]. These
implementations highlight the flexibility of FSTL in enabling DML
even under high-latency, bandwidth-limited, and heterogeneous device
conditions, further reinforcing its potential as a scalable and adaptable
paradigm for next-generation Al systems.

2.7. GFSTL

GFSTL is an advanced DML paradigm that builds upon the founda-
tions of FSTL to address the limitations of scalability, heterogeneity,
and personalization in large-scale, resource-constrained environments.
By enabling a multi-group, hierarchical training mechanism, GFSTL
introduces flexibility and parallelism in model training and commu-
nication processes, making it particularly suitable for scenarios such
as intelligent vehicular systems, wireless sensor networks, satellite-
based communications, and large-scale DL applications. The original
concept and practical implementations were presented by Naseh et al.
demonstrating the efficacy of GFSTL in complex and distributed NTN
infrastructures, with applications spanning EO [23] and ITS [75].

2.7.1. Architectural framework of GFSTL

The GFSTL architecture enhances the FSTL framework by introduc-
ing a layered, group-based topology. As shown in Fig. 9, the user space
is partitioned into m independent groups (users batches), where each
group hosts its own local SL server. Within each group, users employ
an identical model architecture and communicate exclusively with their
group’s SL server. Training begins with each user receiving a pre-
trained local model copy. The forward pass is computed locally, and the
resulting smashed data (intermediate outputs) are transmitted to the SL
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server. The server completes the backward pass, sending gradients back
to users for local model updates.

Once all users in a group complete their updates, the group’s SL
server performs local model aggregation (e.g., via FedAvg). These
aggregated submodels are then transmitted to a centralized FL server,
which integrates the updates from all groups into a global model. This
pipeline supports both horizontal and vertical model splits, accommo-
dates non-Independent and Identically Distributed (non-IID) data, and
enables integration with privacy-preserving and secure learning proto-
cols. The framework is inherently modular, allowing seamless extension
across domains with high communication or energy constraints.

2.7.2. Advantages of GFSTL
GFSTL offers several key benefits:

Hierarchical Scalability: The multi-group setup distributes com-
putational and communication loads, allowing deployment across
vast networks with thousands of participants.
Privacy-Conscious Computation: As with FSTL, user data never
leaves the device. Only smashed data is shared, thus maintaining
strong privacy guarantees.

Parallel Processing: Independent group operations reduce over-
all training time and allow real-time model updates in dynamic
environments.

Cross-Group Knowledge Transfer: Aggregating submodels at
the FL server ensures that knowledge acquired across diverse data
groups benefits the global model.

Communication Efficiency: Group-level training and limited
message passing minimize bandwidth usage, an essential property
for NTN and EC scenarios.

2.7.3. Challenges of GFSTL
Despite its strengths, several challenges persist:

Global Coordination Latency: Synchronization delays between
SL and FL servers may affect training speed and convergence.
Heterogeneous Hardware Constraints: Differences in computa-
tional power or energy availability across users and groups can
introduce imbalance in training dynamics.

Information Leakage Risks: Although GFSTL transmits only
smashed data, advanced attacks might still infer private informa-
tion, requiring robust privacy-preserving techniques.

System Deployment Complexity: Setting up and managing mul-
tiple SL servers, especially in remote or bandwidth-constrained
areas, can be logistically challenging.

Hyperparameter Sensitivity: Fine-tuning architectural and
training parameters becomes more complex due to the hierarchi-
cal and distributed nature of GFSTL.

In conclusion, GFSTL provides a promising and versatile architec-
tural solution for distributed Al in environments that demand high
scalability, personalization, and privacy. Its modular design, combined
with the hierarchical training process, empowers the system to op-
erate efficiently across diverse domains, from space-based sensing to
intelligent ground networks. The pioneering works [23,75] have laid
the groundwork for future advancements in this area, offering a ro-
bust blueprint for real-world deployments of intelligent, distributed
systems.

2.8. Unified workflow comparison of FSL variants

To provide a clear visual comparison of the different distributed
learning paradigms discussed in this section, Fig. 10 illustrates the
information flow in FL, SL, FSL, FSTL, and GFSTL. Each subfigure
depicts the key components, clients (or groups) and servers, and the
direction of exchanged data (activations, gradients, or model updates).
This unified view helps to understand the architectural evolution from
basic FL and SL to the more advanced hierarchical GFSTL.
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2.9. Latency analysis and comparison

In this section, we analyze the overall latency of different DML
methods, such as FL, SL, FSL, FSTL, and GFSTL. The overall latency is
represented by the combined computation and communication time. It
is important to note that all methods utilize a uniform data distribution.
Let us assume that d represents the total size of the data, A denotes
the size of the smashed layer, R signifies the data rate based on the
communication medium, 7 indicates the training time required to
train the entire Deep Neural Network (DNN) model, while 77 and 7"
represent the training time in FSTL and GFSTL using a pre-trained
TL model. Furthermore, Tgeqavgs Tmerges TurL, @nd Tyainpr represent
the time required to perform the aggregation of the full model in FL,
the smashed parameters on the user side, and the main FL servers,
respectively. Furthermore, ¢ denotes the total number of parameters in
the full model and r means the ratio of the size of the user submodel to
that of the full models. The summarized results are presented in Table
4. The presence of factor 2 in several terms, such as 2pr, #, etc., is
due to the download and upload of user-side model updates before and
after training. Numerical analysis reveals that when there is a large
number of clients, SL can become inefficient, since the total time is
directly proportional to n, mainly due to the serial training operation,
whereas other methods perform the training in parallel. Furthermore,
we can see that as n increases, the total time cost increases in this order:
FSTL < FSL < FL < SL. To be more specific, FSTL is faster than
FSL because it uses a pre-trained network (T" < T’ < T), and FSL has a
lower latency than FL because it aggregates fewer parameters (T, <
Treqaang)- Regarding GFSTL, the total latency depends on the number of
users in the jth group, that is, n;. We used the operator max(-) since the
total communication time depends on the slowest group.

In conclusion, this analysis suggests that both FSTL and GFSTL
provide substantial latency improvements, especially when scaling to
larger user groups within DML scenarios. These gains stem from pre-
trained model usage and efficient parameter aggregation, outperform-
ing conventional FL and SL approaches in latency-sensitive applica-
tions.

2.10. Lessons learned: Comparison of advantages and challenges

This section synthesizes the key insights from the comparative
analysis of DML paradigms presented in this chapter. As detailed in
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Table 5, each technique, FL, SL, FSL, TL, FSTL, and GFSTL, exhibits
a distinct profile of trade-offs between scalability, privacy, computa-
tional efficiency, and communication overhead. FL excels in scalability
through parallel client training but imposes a high computational bur-
den on clients and significant communication costs for exchanging
full model parameters. In contrast, SL drastically reduces client-side
computation and enhances privacy by transmitting only intermediate
activations (smashed data), but its sequential training nature severely
limits scalability and increases latency. FSL emerges as a hybrid solu-
tion, balancing the parallelization benefits of FL with the computational
and privacy advantages of SL, though it introduces new challenges such
as convergence speed and optimal cut-layer selection. The integration
of TL into FSL, resulting in FSTL, further accelerates convergence and
improves generalization by leveraging pre-trained models, but requires
careful handling of model compatibility and source domain selection.
Finally, the GFSTL paradigm introduces a hierarchical, multi-group
architecture that offers superior scalability and privacy for large-scale,
heterogeneous environments, albeit at the cost of increased system
complexity and global coordination latency. This comparative overview
underscores that there is no one-size-fits-all solution; the choice of a
DML paradigm must be carefully aligned with the specific constraints
and objectives of the target application, such as the scale of deploy-
ment, device capabilities, network conditions, and stringency of privacy
requirements. Having established this foundational taxonomy of DML
paradigms, the next section will delve into the specific and pressing
challenges that researchers face when implementing FSL in real-world
systems.

3. Challenges in FSL

Federated Split Learning (FSL) has emerged as a promising
paradigm that blends the privacy-preserving capabilities of FL with
the computational efficiency of SL. While this hybrid approach holds
immense potential for enabling distributed ML across edge devices,
it introduces multifaceted challenges spanning privacy, system het-
erogeneity, communication efficiency, and computational constraints.
These challenges are deeply interconnected, privacy mechanisms influ-
ence model utility, device heterogeneity affects communication latency,
and optimization strategies must carefully balance performance, secu-
rity, and efficiency. This section provides a comprehensive analysis of
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Table 5

Comparison of distributed machine learning techniques: Advantages and disadvantages.

Table 4

Latency analysis of five DML methods per round.
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Learning Training + Communications per Total communica- Total Total latency
method Aggregation time user/server tions/server communication time
2 2

FL T + Treanvg 2 2nq e T + Tragavg + 2
SL T p +2gr 2dh + 2ngr = TR T+ z TR

2dh 2dh 2 2k 2qr
FSL T + Tyierge == +2r 2dh + 2ngr Py T+ Tyerge + 55 + 1

2dh 2dh 2 2dh | 2
FSTL T" + Tyerge ==+ 2r 2dh + 2ngr = % T +Tyerge + 7 + %
GFSTL T + Typ, + Tygain, Ly ogr 2dh +2n,qr max { 20 } + T + Typ, + Tygainee, +

nR R

Technique Scalability Privacy Computational efficiency Communication overhead

FL + High scalability due to parallel + Data remains on local devices — High computation requirement — High communication overhead
model training across clients. (enhances privacy). due to full model training on each with full model parameter
— Limited by full model update — Vulnerable to model inversion client. exchange.
aggregation on the server. and poisoning attacks.

SL + Suitable for scenarios with + Raw data remains private + Reduced computational burden + Lower communication overhead
fewer clients. (smashed data shared only). on client side. (only smashed data is sent).

— Limited scalability due to — Some data leakage can occur — Server-side computation burden — High latency due to serial
serialized client training. via smashed data. remains high. model updates.

FSL + More scalable than SL with + Enhanced privacy through + Reduced client-side + Lower communication overhead
parallelized FL elements. combined FL and SL benefits. computational load. compared to FL (smashed data
- Limited scalability compared to - Privacy concerns due to - Server-side computational load only).
pure FL. server—client split. remains significant. - Higher latency than FL due to

split training.

TL + Applicable for diverse domains; + Pre-trained model can mask + Reduces computational load by + Lower communication overhead
increases scalability in some sensitive information. leveraging pre-trained models. due to pre-trained model usage.
heterogeneous data settings. — Limited by domain compatibility

of source and target tasks.

FSTL + More scalable than FSL, due to + High data privacy with TL + Enhanced efficiency by utilizing + Lower communication overhead
faster model convergence using masking and combined FL-SL pre-trained model splits. due to smaller model splits.

TL. protections. + Improved latency by combining
parallel FL updates and TL.

GFSTL + Highly scalable due to + High data privacy preservation + Efficient model convergence with + Reduced latency by parallel

hierarchical multi-server structure
with multiple client groups.

via group separation and SL
protections.

pre-trained models and reduced
client computation.

updates within groups and lower
bandwidth requirements per user.

the primary challenges in FSL, organizing them into six categories:
privacy and security, heterogeneity, computational and system con-
straints, communication overhead, model optimization, and network-
ing challenges. For each challenge, we present a structured analysis
comprising problem formulation, taxonomy of solution strategies, rep-
resentative methods, a comparative table summarizing key approaches,
and a discussion of trade-offs and open issues.

3.1. Privacy and security

The distributed nature of FSL exacerbates existing security con-
cerns, making privacy-preserving techniques a critical research area.
The unique architectural design of FSL presents novel attack surfaces,
including data reconstruction, gradient leakage, and inference attacks.
We organize privacy and security challenges into three categories:
privacy leakage, security threats, and overheads introduced by coun-
termeasures.

3.1.1. Problem formulation

In FSL, clients share intermediate activations (smashed data) with
the server rather than raw data or full gradients. While this provides
stronger privacy guarantees than FL in principle, several attack vectors
remain:

- Data reconstruction attacks: Adversaries attempt to recover
input data from shared intermediate activations.

+ Label inference attacks: Attackers deduce class labels from ac-
tivation patterns, particularly in non-IID settings.

» Gradient inversion attacks: Even partial gradient information
can be used to reconstruct training samples.

* Model poisoning and backdoor attacks: Malicious clients inject
poisoned updates to corrupt the global model.

» Membership inference: Adversaries determine whether a spe-
cific data point was used in training.

The challenge lies in designing defense mechanisms that provide
strong privacy guarantees while minimizing computational and com-
munication overhead and maintaining model accuracy.

3.1.2. Taxonomy of solution strategies
Privacy-preserving techniques for FSL can be categorized into four
main families:

1. Differential Privacy (DP): Injecting calibrated noise into data,
activations, or gradients to provide mathematical privacy guar-
antees. Sub-categories include:

« Input-level DP: Noise added to raw data before processing

« Activation-level DP: Noise added to smashed data before
transmission

+ Gradient-level DP: Noise added to gradients during back-
propagation

+ Label-level DP: Noise added to labels to protect against
label inference

2. Cryptographic Techniques: Using encryption to protect data
during computation and transmission:
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Fig. 10. Unified workflow comparison of distributed learning paradigms: (a)
Federated learning, (b) Split learning with sequential client participation,
(c) Federated split learning, (d) Federated split transfer learning, and (e)
Generalized federated split transfer learning. In FL, FSL, and FSTL, multiple
clients communicate in parallel with the server; SL is sequential (only one
client interacts at a time); GFSTL organizes clients into groups, each with its
own SL server, and aggregates submodels at a central FL server.

» Homomorphic Encryption (HE): Enables computation on
encrypted data

+ Secure Multi-Party Computation (SMPC): Distributes com-
putation across multiple parties

+ Secret Sharing: Splits sensitive information into shares

3. Architectural Defenses: Leveraging the split architecture itself
for privacy:

« Deeper split points: Moving more layers to the client side
to reduce exposed information

+ Activation obfuscation: Transforming activations before
transmission

» Feature compression: Reducing information content of
shared data

4. Hybrid Approaches: Combining multiple techniques for en-
hanced protection:

+ DP + HE: Encrypted computation with formal privacy
guarantees

» DP + secret sharing: Distributed noise injection

« Split architecture + trusted execution environments
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3.1.3. Representative methods
Data Reconstruction and Activation Leakage: Yang et al. [56]
introduce the GAS framework, demonstrating how activation
sharing in asynchronous FSL can be exploited by adversaries to
infer private data. Their proposed buffering mechanism reduces
bias in staggered client updates but does not entirely mitigate
inference risks, suggesting the need for stronger cryptographic
protections such as homomorphic encryption or SMPC [64].
Label Inference in Non-IID Settings: The SCALA
framework [13] investigates information leakage pathways in
concatenated activation schemes, revealing that adversaries can
deduce class distributions even when raw data is obfuscated.
Their logit adjustment technique balances model performance
with privacy protection.
Gradient Inversion Attacks: Zhao et al. [76] highlight that LLMs
trained within FSL systems are vulnerable to gradient inversion
attacks, where sophisticated reconstruction techniques can re-
cover high-dimensional input features even from partial gradient
updates. Their proposed Low-Rank Adaptation (LoRA) reduces
attack vectors by lowering parameter exposure.
Differential Privacy Integration: Ndeko et al. [25] introduce
FSL-DP for Human Activity Recognition (HAR), injecting cali-
brated noise into smashed activations. Thapa et al. [1] integrate
DP and PixelDP within the SplitFed architecture. Shu et al. [77]
propose a GAN-powered multi-objective optimization for privacy-
preserved FSL in IIoT.
Robustness to Network Imperfections: Shiranthika et al. [78]
evaluate SplitFed resilience to packet loss, finding that deeper
split points yield statistically significant accuracy advantages un-
der lossy conditions. Kafshgari et al. [79] propose smart averaging
to maintain accuracy under noisy channels.
Label Privacy: Zhang et al. [80] introduce Edge-assisted U-
shaped SFL (EUSFL) with Label-Differential-Privacy (LabelDP) to
protect label information against reconstruction attacks.

3.1.4. Comparative analysis
Table 6 compares representative privacy-preserving techniques for
FSL across key dimensions.

3.1.5. Key trade-offs and open issues
The analysis reveals several fundamental trade-offs:

+ Privacy vs. Accuracy: Stronger privacy guarantees (e.g., larger
DP noise, encryption) typically degrade model accuracy. Adaptive
mechanisms that tune privacy budgets based on data sensitivity
show promise.

Privacy vs. Efficiency: Cryptographic techniques provide strong
protection but introduce significant computational and communi-
cation overhead, limiting their applicability in resource-
constrained edge deployments.

Architectural choices: Deeper split points improve privacy by
exposing less information but increase client-side computation,
potentially negating FSL’s computational benefits.

Threat model coverage: Most existing techniques address spe-
cific attack vectors rather than providing comprehensive pro-
tection. Hybrid approaches combining multiple mechanisms are
needed but increase system complexity.

Open research directions include lightweight cryptographic pro-
tocols tailored for FSL, adaptive privacy mechanisms that respond
to real-time threat detection, and formal privacy guarantees for split
architectures.

3.2. Heterogeneity

The diversity of client devices, data distributions, and network
conditions in FSL leads to performance degradation unless adaptive
mechanisms are employed to mitigate hardware and software dispar-
ities.
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Table 6

Comparison of privacy-preserving techniques in FSL.
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Technique Privacy mechanism Computational Communication Accuracy Threat model
overhead overhead impact
FSL-DP [25] Activation-level DP Low Low Moderate Data
(tunable) reconstruction

SplitFed + DP [1] Gradient-level DP Low Low Low—Moderate Multiple

GAS [56] Buffering + Low Low Minimal Activation
obfuscation leakage

SCALA [13] Logit adjustment Low None Improves Label inference

EUSFL [80] LabelDP + U-shaped Low Low Minimal Label leakage
split

HE-based FSL [64] Homomorphic High High None All passive
encryption

SMPC-based FSL Secure multi-party High High None Malicious

[64] computation

GAN-GA DP [77] Adaptive DP + GAN Moderate Low Tunable Multiple

3.2.1. Problem formulation

Heterogeneity in FSL manifests in three primary forms:

+ System heterogeneity: Clients have varying computational capa-
bilities, memory constraints, energy budgets, and communication
bandwidth.

- Statistical heterogeneity: Data distributions across clients are
non-IID, with variations in class balance, feature distributions,
and sample sizes.

» Network heterogeneity: Clients experience diverse network con-
ditions, including varying latency, bandwidth, and reliability.

These heterogeneities can lead to straggler effects, where slow

clients delay global aggregation, biased model updates, and poor con-
vergence.

3.2.2. Taxonomy of solution strategies

Approaches to handling heterogeneity in FSL can be categorized as:

1. Dynamic Architecture Adaptation: Adjusting model split
points and client-side submodel sizes based on client capabilities.

2. Client Clustering and Grouping: Partitioning clients into ho-
mogeneous groups for efficient training.

3. Resource-Aware Scheduling: Selecting clients and allocating
resources based on their capabilities and network conditions.

4. Personalization: Adapting global models to local data distribu-
tions through fine-tuning or personalized layers.

3.2.3. Representative methods

Dynamic Architecture Adaptation: Sun et al. [15] introduce
Heterogeneous Split Federated Learning (HSFL), which utilizes
dynamic cut-layer selection to optimize resource allocation across
heterogeneous devices. Their hybrid optimization pipeline com-
bines Sample Average Approximation, Genetic Algorithm, and
Lagrangian Relaxation.

Client Clustering: Liao et al. [58] propose ParallelSFL, which
handles both statistical and system heterogeneity by clustering
clients based on data distribution (KL-divergence) and device
capability, achieving 21% traffic reduction and 1.36x speedup.
Samikwa et al. [3] introduce DFL, dynamically clustering clients
based on submodel similarity and resource profiles.
Resource-Aware Scheduling: Ao et al. [19] formulate network-
aware optimization using Mixed-Integer Non-Linear Program-
ming (MINLP) to balance communication and computation.
Wazzeh et al. [81] propose CRSFL, clustering devices by capa-
bility and using genetic algorithms for optimal client selection.
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Personalized Approaches: Han et al. [14] present a hybrid FSL
framework balancing personalization and generalization. Pervej
and Molisch [82] propose Personalized Hierarchical SFL (PHSFL)
with shared feature extractors and client-specific classifiers.
Memory-Aware Adaptation: Tian et al. [83] develop SmartSplit,
a hierarchical memory optimization framework achieving 94%
latency reduction and 100x memory reduction on mobile SoCs.

3.2.4. Comparative analysis

Table 7 compares representative heterogeneity-handling techniques.

3.2.5. Key trade-offs and open issues

» Adaptation granularity: Coarse-grained adaptation (e.g., per-
round split selection) has lower overhead but may not capture
fine-grained heterogeneity. Fine-grained adaptation (e.g., per-
client dynamic splits) increases complexity.

+ Clustering stability: Dynamic clustering improves adaptability
but may cause instability if cluster assignments change frequently.

 Personalization vs. generalization: Personalized approaches
improve per-client performance but may reduce global model
coherence.

Open issues include handling heterogeneity in federated settings

with massive client populations, adapting to concept drift in non-
stationary environments, and theoretical guarantees for convergence
under heterogeneous conditions.

3.3. Computational and system constraints

Edge devices participating in FSL often face stringent resource lim-

itations, necessitating innovative techniques for memory management,
efficient computation, and workload balancing.

3.3.1. Problem formulation

Resource constraints in FSL include:

Memory limitations: Many edge devices have limited RAM
(e.g., 192 kB in smart meters [84]), making it impossible to store
full models.

Computational capacity: CPU/GPU constraints limit the number
of operations per second.

Energy budgets: Battery-powered devices require energy-
efficient computation.

Storage constraints: Limited flash storage for model parameters
and intermediate data.
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Table 7
Comparison of heterogeneity-handling techniques in FSL.
Technique Approach Heterogeneity type Performance Overhead Assumptions
gain
HSFL [15] Dynamic cut-layer System Latency|37%, Moderate Known client
accuracy? profiles
ParallelSFL [58] Clustering + Statistical + system Traffic|21%, Low Stable data
grouping speed1.36x distributions
DFL [3] Dynamic clustering Data + resource Time|48%, Moderate Real-time profiling
energy|62.8%
CRSFL [81] Capability clustering System Overhead|, Low Authentication tasks
+ GA accuracy
maintained
SmartSplit [83] Memory-aware Memory constraints Latency|94%, Low Mobile SoCs
partitioning memory|100x
PHSFL [82] Personalized heads Statistical Personalizationt Low Label availability
Table 8
Comparison of resource-optimization techniques in FSL.
Technique Optimization Resource Saved Accuracy Impact Deployment Scalability
MP-FSL [66] Channel pruning Storage|32%, +1.35% Real FL Moderate
compute|27% platform
Smart meter FSL End-edge—cloud split Memory|95.5%, Maintained Smart meters Low (specific)
[84] time|94.8%
SmartSplit [83] Hierarchical memory Memory|100x, +1.5%-57% Mobile SoCs Moderate
latency | 94%
AFSL [55] Asynchronous Latency| Maintained Edge devices High
updates
CHEESE [59] D2D clustering + Delay| Maintained Edge High
load balancing networks

3.3.2. Taxonomy of solution strategies

1. Model Pruning and Compression: Reducing model size before
or during training.

2. Hierarchical Offloading: Distributing computation across end—
edge—cloud tiers.

3. Memory-Efficient Execution: Techniques like checkpointing
and activation caching.

4. Asynchronous Training: Reducing synchronization overhead.

3.3.3. Representative methods

Model Pruning: Jia et al. [66] present MP-FSL, integrating adap-
tive channel pruning to compress DNN channels by 32.2% in
storage and 26.73% in computation before splitting.

FSL framework for smart meters, achieving 95.5% memory reduc-
tion and 94.8% training time reduction. Khan et al. [85] develop
a hierarchical split FL framework with multi-level aggregation.
Memory Optimization: Tian et al. [83] enable deep models on
resource-constrained devices through hierarchical memory man-
agement and cost-aware checkpointing.

Asynchronous Learning: Albuquerque et al. [55] propose AFSL,
an asynchronous FSL framework incorporating parameter decay
to maintain consistency despite device heterogeneity.

3.3.4. Comparative analysis

Table 8 compares resource-optimization techniques.

3.3.5. Key trade-offs and open issues

» Pruning vs. accuracy: Aggressive pruning reduces resource us-
age but may degrade accuracy; adaptive pruning strategies help.

+ Hierarchical offloading vs. latency: Multi-tier computation re-
duces device load but introduces additional communication la-
tency.

Hierarchical Frameworks: Li et al. [84] propose an end-edge-cloud
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+ Asynchrony vs. convergence: Asynchronous updates improve
efficiency but may cause model drift.

Open issues include lightweight memory management for ultra-
constrained devices, energy-aware scheduling, and hardware-software
co-design for FSL.

3.4. Communication overhead

Minimizing communication costs remains a key challenge in FSL,
particularly for mobile and bandwidth-limited environments.

3.4.1. Problem formulation
Communication overhead in FSL stems from:

Smashed data transmission: Intermediate activations sent from
clients to server.

Gradient transmission: Gradients sent from server back to
clients.

Model updates: Aggregated model parameters distributed to
clients.

Control messages: Synchronization and coordination overhead.

3.4.2. Taxonomy of solution strategies

1. Gradient Compression: Quantization, sparsification, and prun-
ing of gradients.

2. Activation Compression: Reducing size of smashed data
through encoding.

3. Communication-Efficient Aggregation: Last-layer aggregation,
selective transmission.

4. Asynchronous Protocols: Reducing synchronization rounds.

5. Caching and Reuse: Storing intermediate results to avoid re-
transmission.
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Table 9
Comparison of communication optimization techniques in FSL.
Technique Approach Communication Accuracy impact Computation Applicability
reduction overhead
EPSL [10] Last-layer aggregation Significant (latencyl|) Maintained Low Wireless edge
+ resource opt.
FedSL [87] Layer-group 42%-70% Maintained Low CNN-based
aggregation
ESL [86] Activation caching 3.92x +35% Moderate IoT
CSE-FSL [88] Auxiliary networks + High Maintained Moderate General
sparse updates
SFETEC [89] Thing-edge—cloud split Marked reduction Maintained Low Edge-cloud

3.4.3. Representative methods

Gradient Compression: Lin et al. [10] propose EPSL, leveraging
last-layer gradient aggregation and joint optimization of wireless
resources, achieving significant latency reduction.

Activation Compression: Chawla et al. [86] develop ESL with
key-value store for activation caching, achieving 3.92x commu-
nication reduction and 35% accuracy improvement.

Layer-wise Aggregation: Zhang et al. [87] propose FedSL with
layer-group aggregation, reducing communication by 42% (VGG)
and 70% (ResNet-9).

Storage-Efficient Communication: Mu and Shen [88] introduce
CSE-FSL with auxiliary networks, transmitting smashed data only
in designated epochs.

Mobility-Aware Communication: Zheng et al. [57] optimize FSL
for vehicular networks with mobility-aware selection.

3.4.4. Comparative analysis
Table 9 compares communication optimization techniques.

3.4.5. Key trade-offs and open issues
» Compression vs. accuracy: Aggressive compression may lose
information; adaptive compression rates help.
» Caching vs. freshness: Cached activations may become stale;
cache invalidation strategies needed.
+ Asynchrony vs. consistency: Reduced communication rounds
may slow convergence.

Open issues include optimal compression for heterogeneous net-
works, integration with network slicing, and theoretical bounds on
communication efficiency.

3.5. Model optimization

Effective model optimization in FSL systems requires careful atten-
tion to architecture design, parameter efficiency, and training dynam-
ics.

3.5.1. Problem formulation
Key optimization challenges include:

Cut-layer selection: Choosing optimal split points balancing
client-server load.

Convergence speed: Slow convergence due to sequential phases
and heterogeneity.

Parameter efficiency: Reducing model size while maintaining
accuracy.

Personalization: Adapting global models to local data distribu-
tions.

17

3.5.2. Taxonomy of solution strategies

1. Dynamic Cut-Layer Selection: Adapting split points during
training.

2. Model Pruning and Compression: Reducing parameter count.

3. Parallel Training Techniques: Client clustering and paralleliza-
tion.

4. Personalized Layers: Client-specific adaptations.

5. Decentralized Consensus: Server-less aggregation.

3.5.3. Representative methods

Dynamic Cut-Layer: Sun et al. [15] (HSFL) and Zheng et al. [57]
(MSFTL) demonstrate adaptive split selection.

Model Pruning: Jia et al. [66] (MP-FSL) achieves significant size
reduction.

Parallel Training: Liao et al. [58] (ParallelSFL) and Liao et al.
[90] (MergeSFL) achieve speedups through client clustering and
feature merging.

Personalized Optimization: Han et al. [91] (SplitGP) embed
Gaussian Process modules for personalization. Qin et al. [92]
(SpFedRec) use SE blocks for recommendation.

Decentralized Consensus: Tedeschini et al. [11] (SCFL) abolish
central servers using MPNN-inspired message passing.

3.5.4. Comparative analysis
Table 10 compares model optimization techniques.

3.5.5. Key trade-offs and open issues
» Dynamic splits vs. stability: Frequent split changes may cause
instability; optimal adaptation frequency unknown.
- Pruning vs. representation power: Aggressive pruning may
limit model capacity.
+ Personalization vs. generalization: Local adaptations may di-
verge from global objectives.

Open issues include theoretical convergence guarantees for dy-
namic architectures, automated neural architecture search for FSL, and
optimization for foundation models.

3.6. Networking challenges in FSL

The distributed nature of FSL introduces unique networking chal-
lenges that significantly impact performance and scalability. These
challenges go beyond the simple communication of model updates and
require careful consideration of the underlying network infrastructure,
especially in wireless and mobile environments.

3.6.1. Problem formulation
Networking challenges in FSL can be categorized into four main
areas:
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Table 10
Comparison of model optimization techniques in FSL.
Technique Optimization Performance Computation Communication Best suited for
strategy gain overhead impact
HSFL [15] Dynamic cut-layer Latency|37%, Low Reduced Heterogeneous edge
accuracy?
MP-FSL [66] Channel pruning Size|32%, Low Reduced Resource-constrained
accuracyt1.35%
ParallelSFL Client clustering Speed11.36x, Moderate Reduced Edge clusters
[58] traffic|21%
MergeSFL [90] Feature merging Speed11.39-4.14x, Moderate Reduced Non-IID data
accuracy?15.8%—-26%
SplitGP [91] Gaussian Process Inference time|, OOD Moderate Unchanged Personalized FL
accuracy?t
SCFL [11] Decentralized Central server Moderate Increased Distributed inference
consensus eliminated

Communication Bottlenecks: FSL involves multiple rounds of
smashed data and gradient transmissions between clients and
servers. In large-scale deployments with thousands of devices,
the aggregated communication load can saturate network links,
leading to increased latency and reduced throughput [10,93].
Network Heterogeneity: Clients connect via diverse links (e.g.,
5G, Wi-Fi, wired) with vastly different characteristics in terms
of bandwidth, latency, jitter, and reliability. This heterogeneity
can cause straggler effects, where a few slow clients delay global
synchronization [19,85].

Mobility and Intermittent Connectivity: In vehicular networks,
mobile health, and other dynamic scenarios, clients frequently
change their point of attachment or experience temporary dis-
connections. This mobility disrupts ongoing training and requires
mechanisms for state migration and session continuity [9,57,94].
Network Security: The communication channels are vulnera-
ble to various attacks, including man-in-the-middle, eavesdrop-
ping, denial-of-service (DoS), and session hijacking. These at-
tacks can compromise data privacy, model integrity, and system
availability [64].

3.6.2. Taxonomy of solution strategies

Existing solutions to networking challenges in FSL can be grouped

into the following categories:

1. Joint Communication and Computation Optimization: For-
mulating optimization problems that jointly consider model
split points, resource allocation (bandwidth, power), and client
scheduling to minimize latency or energy [10,93,95].

2. Mobility-Aware Protocols: Designing handover mechanisms
that preserve training state, predictive scheduling based on
mobility patterns, and location-aware client selection [57,94].

3. Adaptive Scheduling and Load Balancing: Dynamically select-
ing clients and balancing workloads based on real-time network
conditions, device capabilities, and data importance [19,59,96].

4. Resilient Communication: Employing techniques such as re-
dundant transmissions, erasure coding, and fast retransmission
to cope with packet loss and disconnections [78,79].

5. Secure Communication Protocols: Integrating encryption, au-
thentication, and intrusion detection to protect the communica-
tion fabric [64].

3.6.3. Representative methods

+ Joint Resource Allocation: Zhu et al. [95] propose ESFL, which
jointly optimizes model partition and wireless resource allocation
(subchannel, power) to minimize per-round latency. Xu et al. [93]
formulate a non-convex optimization problem for split-point se-
lection and bandwidth allocation, solved via alternating optimiza-
tion. Lin et al. [10] introduce EPSL, which parallelizes client
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training and aggregates only last-layer gradients while jointly
optimizing wireless resources.

Mobility Management: Zheng et al. [57] develop a mobility-
aware split-federated framework (MSFTL) for vehicular seman-
tic communication, using Stackelberg games for resource alloca-
tion based on vehicle residence time. Moon and Lim [94] pro-
pose a dual-cut scheme with state migration, allowing seamless
handover between edge servers in vehicular edge computing.
Adaptive Scheduling: Zhang et al. [96] propose Group-based
SFL (GSFL), which organizes clients into groups for parallel train-
ing and sequential group updates, reducing overall latency. Cheng
et al. [59] introduce CHEESE, a D2D clustering-based frame-
work that uses potential game theory for cluster formation and
bandwidth allocation.

Resilience to Packet Loss: Shiranthika et al. [78] evaluate
SplitFed resilience to packet loss, demonstrating that deeper split
points maintain higher accuracy under lossy conditions. Kafshgari
et al. [79] propose smart averaging to mitigate the impact of noisy
channels.

Secure Communication: Zhang et al. [64] analyze privacy and
efficiency trade-offs in FSL communications and discuss the use
of homomorphic encryption and SMPC to secure data in transit.

3.6.4. Key trade-offs and open issues
The analysis reveals several fundamental trade-offs:

Communication vs. Computation: Joint optimization often
trades off communication and computation; minimizing one may
increase the other. Finding the Pareto-optimal balance is an
ongoing challenge.

Mobility Handling vs. Overhead: State migration ensures train-
ing continuity but introduces additional signaling and data trans-
fer overhead. Lightweight handover protocols are needed.
Security vs. Performance: Strong encryption and authentication
increase latency and computational load, which may be unac-
ceptable for real-time applications. Lightweight cryptographic
primitives tailored for FSL are required.

Adaptability vs. Stability: Highly adaptive scheduling can re-
act to network fluctuations but may cause instability in train-
ing convergence. Online learning-based scheduling policies show
promise.

Open research directions include: (i) network-aware neural architec-
ture search that considers communication constraints, (ii) integration
with 5G/6G network slicing to guarantee quality of service for FSL
traffic, (iii) theoretical performance bounds for mobile FSL, and (iv)
cross-layer optimization that spans the physical, MAC, and application
layers.



D. Naseh et al.

3.7. Standardization landscape and implications for FSL

As FSL matures toward practical deployment, standardization ef-
forts across various bodies are becoming increasingly relevant. Stan-
dardization ensures interoperability, security, and performance bench-
marks, facilitating widespread adoption in real-world systems, particu-
larly in telecommunications and edge computing environments.

3.7.1. Overview of standardization activities
Several international standards organizations are actively working
on aspects relevant to FSL:

* 3GPP (3rd Generation Partnership Project): Working groups
SAl, SA3, and SA6 are addressing federated learning and dis-
tributed Al for 5G-Advanced and 6G networks. Key documents
include:

Table 11
Mapping of FSL components to standardization bodies and activities.
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FSL component

Relevant standards
bodies

Standardization activities

Client-server
communication

3GPP (SA2, SA3),
IETF

5G/6G protocols, security, QoS
(TR 23.700-91, TS 23.288)

Privacy-preserving
mechanisms

IEEE P3652.1,
ITU-T (SG17)

Federated learning
architecture, privacy
guidelines (IEEE P3652.1)

Model aggregation

3GPP (SA6), ETSI
MEC

Edge computing APIs, service
orchestration (ETSI MEC 017)

Split point selection

IEEE, O-RAN
Alliance

RAN intelligent controllers,
xApps (O-RAN.WG1)

Security and trust

3GPP (SA3), IETF
(IRTF)

Authentication, encryption,
threat mitigation (TR 33.818)

- TR 23.700-91: Study on enablers for network automation
for 5G [97].

— TS 23.288: Architecture for enabling edge applications [98].

— SA3 work on security for network automation (TR 33.818)
[99].

ITU-T (International Telecommunication Union - Telecom-
munication Standardization Sector): Focus Groups on Machine
Learning for Future Networks (FG-ML5G) and Al for Energy Effi-
ciency (FG-AI4EE) have produced recommendations:

— ITU-T Y.3172: Architectural framework for machine learn-
ing in future networks including IMT-2020 [100].

— ITU-T Y.3173: Framework for evaluating intelligence levels
of future networks [101].

IEEE: Standard P3652.1 (Guide for Architectural Framework and
Application of Federated Machine Learning) provides guidelines
for FL architecture, data management, and security [102].

ETSI (European Telecommunications Standards Institute): In-
dustry Specification Groups on Experiential Networked Intelli-
gence (ISG ENI) and Multi-access Edge Computing (ISG MEC) are
exploring ML integration:

— ETSI GR ENI 007: Experiential Networked Intelligence (ENI)
— Terminology for Main Concepts in ENI [103].
— ETSI GR MEC 017: MEC Support for AI/ML [104].

O-RAN Alliance: The RAN Intelligent Controller (RIC) and
xApps/rApps frameworks enable ML-based optimization in Open
RAN, creating opportunities for FSL deployment in radio access
networks. Relevant specifications include O-RAN.WG1.EADP-
v02.00 [105].

IETF (Internet Engineering Task Force): The draft “draft-irtf-
nmrg-ai-challenges” addresses challenges of integrating Al into
network management, including federated learning considera-
tions [106].

3.7.2. Mapping FSL components to standards

Table 11 maps key FSL components to relevant standardization

activities.

3.7.3. Implications for FSL deployment

Standardization has several implications for FSL research and de-

ployment:

« Interoperability: Standards ensure that FSL implementations
from different vendors can work together, crucial for multi-
vendor network deployments and edge—cloud federation.

Performance ITU-T (FG-ML5G), ML performance metrics,

benchmarks IEEE evaluation frameworks
(Y.3172, Y.3173)

Interoperability All bodies Cross-vendor compatibility,

API standardization

» Security and Privacy: Standardized security protocols
(e.g., 3GPP’s authentication frameworks) and privacy
mechanisms (e.g., IEEE P3652.1’s differential privacy guidelines)
provide baseline protection and facilitate regulatory compliance
(GDPR, HIPAA).

Performance Benchmarks: Common metrics and evaluation
frameworks (e.g., ITU-T Y.3173) enable fair comparison of dif-
ferent FSL approaches and accelerate technology maturation.
Deployment Acceleration: Standards reduce integration effort,
allowing developers to focus on algorithmic innovations rather
than low-level protocol design.

Regulatory Alignment: Standards help align FSL with emerging
regulations through certified privacy-preserving techniques and
accountability frameworks.

3.7.4. Open standardization challenges

Despite progress, several standardization challenges remain:

Lack of FSL-Specific Standards: Most existing standards address
FL broadly; FSL-specific aspects like split point selection, cut-
layer optimization, and hybrid client-server coordination lack
standardized interfaces and protocols.

Cross-Domain Coordination: FSL spans telecommunications,
edge computing, and Al domains, requiring coordination across
multiple SDOs (3GPP, ITU-T, IEEE, ETSI, O-RAN) that often work
in silos.

Rapid Evolution: The fast pace of FSL research makes it difficult
for standards to keep up with innovations; a balance between
stability and flexibility is needed.

Certification and Compliance: Mechanisms for certifying FSL
implementations against standards are underdeveloped, hinder-
ing trust in commercial deployments.

Testbeds and Conformance: Lack of standardized testbeds and
conformance testing procedures makes it hard to validate compli-
ance.

3.7.5. Future directions

Future work should focus on:

 Developing FSL-specific extensions to existing FL standards (e.g.,
IEEE P3652.1 revision).

+ Establishing cross-SDO liaisons to harmonize FSL-related activi-
ties.

» Creating open-source reference implementations aligned with
standards to accelerate adoption.
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» Engaging the research community with standards bodies to ensure
that innovations translate into deployable solutions.

3.8. Lessons learned
FSL has made significant progress in balancing privacy, efficiency,

and scalability, but critical challenges remain. Key lessons from the
literature include:

Privacy-security  trade-offs: While  privacy-preserving
techniques like DP and homomorphic encryption enhance secu-
rity, they often introduce computational overhead that hampers

real-world deployment. Hybrid approaches combining
lightweight cryptography with architectural defenses show
promise.

Heterogeneity demands adaptability: System and data hetero-
geneity require adaptive solutions, current approaches like dy-
namic cut-layer selection and client clustering improve resource
allocation but struggle in highly dynamic environments.
Resource constraints drive innovation: Memory-efficient exe-
cution, model pruning, and hierarchical offloading enable FSL on
highly constrained devices, with demonstrated improvements of
100x memory reduction and 160x faster load distribution.
Communication efficiency is paramount: Techniques like
layer-wise aggregation, activation caching, and GAN-driven al-
location achieve communication reductions of 42-1623x while
preserving accuracy.

Standardization gaps: While standards for FL are emerging,
FSL-specific aspects lack coverage, creating opportunities for com-
munity input to standards bodies.

Looking ahead, the field must prioritize lightweight cryptographic
hybrids that maintain security without sacrificing performance, RL-
driven adaptation for real-time adjustments, decentralized aggregation
protocols for scalability, and active engagement with standards bodies.
By addressing these gaps, FSL can evolve into a robust framework
capable of supporting next-generation distributed AI applications.

4. FSL applications

FSL has emerged as a potent paradigm for collaboratively training
DL models while preserving data privacy and addressing the com-
putational constraints of edge devices. Over the past few years, a
diverse array of research studies have explored and extended FSL to
various application domains. To provide a structured overview, we
categorize these applications by deployment context rather than tradi-
tional domain labels. This organization highlights common challenges
and design patterns across similar environments. We identify five pri-
mary contexts: the Edge-IoT continuum (resource-constrained, wireless
edge), high-mobility networks (vehicular, UAV), regulated domains
(healthcare), large-scale model training (LLMs, foundation models),
and remote sensing (Earth observation, non-terrestrial networks). Table
12 summarizes the mapping from original application domains to these
deployment contexts and highlights the dominant constraints in each
setting. Tables provided in the next subsections summarize the key fea-
tures, challenges addressed, techniques employed, evaluation settings,
and publication details for each area.

4.1. Edge-IoT Continuum

The Edge-IoT continuum represents a class of deployments where
resource-constrained devices (sensors, wearables, smart meters) are
connected via wireless networks to edge servers or cloud infrastructure.
These environments are characterized by limited computational capac-
ity, memory constraints, energy budgets, and variable wireless channel
conditions. FSL is particularly well-suited for this context because it
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Table 12
Mapping of original application domains to deployment contexts.

Original domain Deployment context Dominant constraints

IoT and Edge
computing

Edge-IoT continuum Resource limitations, wireless
connectivity, latency

sensitivity

Wireless networks Edge-IoT continuum Bandwidth variability, channel

impairments, device mobility

Healthcare Regulated/Sensitive

domains

Strict privacy laws,
heterogeneous medical data,
interpretability

Vehicular networks High-Mobility

networks

Rapid topology changes,
intermittent connectivity,
safety requirements

Large language
models

Large-Scale model
training

Massive parameter counts,
communication overhead,
memory constraints

Earth observation Remote sensing and

NTN

High data volumes, long-range
communication, energy
constraints

offloads the bulk of model computation to the edge server while keep-
ing data local, preserving privacy and reducing the on-device footprint.
This subsection synthesizes works presented in Sections 4.1.1 (IoT and
Edge Computing) and 4.1.2 (Wireless Networks), as they share common
challenges in resource optimization, communication efficiency, and
heterogeneity management.

4.1.1. IoT and Edge Computing

FSL has emerged as a powerful paradigm to address the unique
challenges of deploying collaborative ML in resource-constrained and
privacy-sensitive IoT and edge environments. By partitioning models
between client (resource-limited devices) and server (edge or cloud),
FSL combines the strengths of FL and SL to reduce raw data exchange,
lower computational burden on devices, and enhance privacy. In the
following subsections, we reorganize and discuss thirty-seven recent
papers according to the primary challenge each addresses: (1) Privacy
and Security, (2) Heterogeneity, (3) Computational and System Con-
straints, (4) Communication Overhead, and (5) Model Optimization.
Table 13 summarizes the key features, challenges addressed, techniques
employed, evaluation settings, and publication details for all works in
this area.

Privacy and Security

Authors in [25] introduce the FSL with DP (FSL-DP) framework
for Human Activity Recognition (HAR) on edge networks. FSL-DP
splits the HAR model between clients (wearable devices capturing ac-
celerometer and gyroscope data) and a server, injecting calibrated noise
into the smashed activations to satisfy DP constraints. Experimental
comparisons against standard FL show that FSL-DP achieves faster
communication rounds and improved accuracy and loss metrics, while
the authors explore the privacy-utility trade-off across multiple data
settings on a real HAR dataset.

Thapa et al. introduce SplitFed (SFL) [1], a hybrid of FL and SL that
preserves raw-data privacy via model partitioning, while leveraging
relay-based training across clients to parallelize computation. They fur-
ther embed DP and PixelDP mechanisms to harden model robustness.
Empirical results on multiple image-classification benchmarks demon-
strate that pure SFL matches SplitNN’s accuracy and communication
efficiency but reduces per-epoch computation time by over 30%, and
its privacy-enhanced variant maintains these gains under stricter DP
budgets.

Focusing on industrial IoT applications, [77] proposes a privacy-
preserved FSL architecture that applies a differential-privacy-based
perturbation mechanism to intermediate activations. They formalize
a multi-objective optimization balancing privacy budgets and model
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Table 13
Summary of papers on FSL in IoT and edge computing.

Ref # Title Short Challenges & Model/ Datasets/ Eval. Scalability & Type/Year

description measures Technique Benchmarks metrics deployment

[15] Split Federated Parallelizes training Latency SAA, GA, Synthetic Latency, Simulations for Conference,
Learning Over across heterogeneous minimization Lagrangian non-IID convergence, heterogeneous 2025
Heterogeneous Edge 10T clients. (37%1), Relaxation, B&B accuracy devices
Devices: Algorithm and convergence boost
Optimization (22%1).

[66] Model Pruning-enabled Prunes DNN channels Storage (32.2%]) Adaptive channel Real FL Accuracy, Real-world FL Journal,
Federated Split before split to save and computation pruning, platform resource deployment 2024
Learning for resources. (26.73%)) heterogeneous usage
Resource-constrained reduction. aggregation
Devices

[19] Federated Split Jointly optimizes Training delay and  Mixed-integer Wireless IoT Delay, Edge-cloud Journal,
Learning for Distributed  device scheduling, energy nonlinear simulation energy, testbed 2024
Intelligence with power, split layer. consumption programming, throughput simulations
Resource-Constrained minimization. alternating
Devices optimization

[1] SplitFed: When Combines FL and SL Compute time per SplitFed Multiple Accuracy, Multi-client Conference,
Federated Learning with DP and PixelDP. epochl, architecture, DP image time per SL/FL prototype 2022
Meets Split Learning communication datasets epoch

efficiency?.

[53] End-to-End Evaluation Empirical FL vs. Comm. overhead| FL, SplitNN Raspberry Pi, Training Physical IoT Conference,
of Federated Learning SplitNN on Raspberry for FL; accuracy benchmarking various time, comm. deployment 2020
and Split Learning for Pis. trade-offs under datasets traffic, power
Internet of Things non-IID.

[871] FedSL: A Layer-group 42%)| comm. FedSL algorithm, CNN Comm. cost, Edge cluster Journal,
Communication aggregation to cut (VGG), 70%. Max-Min selection benchmarks accuracy experiments 2024
Efficient Federated traffic. (ResNet-9).

Learning With Split
Layer Aggregation

[59] CHEESE: Distributed D2D-clustered hybrid Training delay Potential game Practical Delay, Large-scale edge Journal,
Clustering-Based FL/SL for delay cost| via theory, heuristic models throughput network testbed 2023
Hybrid Federated Split minimization. clustering, MSA, MSA, convex alloc.

Learning bandwidth alloc.

[25] Federated Split Applies DP to split Comm. time| per FSL-DP framework  Real HAR Accuracy, Edge network Journal,
Learning for HAR with activations for HAR. round; dataset loss, comm. deployment 2025
Differential Privacy privacy-utility time

trade-off.

[84] Introducing Edge End-edge—cloud split Memory (95.5%]), Hierarchical FSL Real Footprint, Smart meter Journal,
Intelligence to Smart for memory-limited time (94.8%)), partitioning hardware time, prototype 2024
Meters via FSL meters. comm. (50%)). (192 kB accuracy

SRAM)

[83] Breaking the Memory Hierarchical Latency (94%]), Hierarchical Mobile SoC Latency, Commercial edge Journal,
Wall for Heterogeneous SmartSplit with memory (100x/), manager, testbeds memory, hardware 2024
FL via Model Splitting adaptive cut-layer. accuracy cost-aware accuracy

(1.49-57.18%1) check-pointing

[58] ParallelSFL: A Novel Clustered split Traffic (21%)), Clustering, 80-node Comm., time, Physical edge Conference,
Split Federated training with speed (1.36x1), submodel splits Jetson cluster  accuracy cluster 2024
Learning Framework utility-based grouping.  accuracy (5%1).

[89] SFETEC: Tiered base/core split Comm. |, training SFETEC split Preliminary Time, traffic Edge-cloud Conference,
Split-Federated Scheme across time|, privacy?. strategy experiments prototype 2024
for Thing-Edge-Cloud client-edge—cloud

[77] Privacy-preserved GAN-GA-powered DP Balance privacy Intermediate DP, Cifar-10 Accuracy, IIoT simulation Conference,
Federated Split perturbation in FSL. budget vs. multi-objective privacy 2024
Learning in IloT accuracy on GAN-GA metrics

Cifar-10.

[28] Edge—Cloud Computing Special issue survey Coverage of Literature Twelve N/A Academic special ~ Journal,

and FS Learning in IoT  of FL/SL in privacy, efficiency, = compilation research issue 2024
edge—cloud IoT. and application articles
use cases.

[107] Split-FL: An Efficient Adaptive pruning for Computation and Online learning, Streaming Latency, Edge networks Journal,
Online FL Framework streaming data in comm. trade-off adaptive pruning multimedia accuracy simulation 2024
with Constrained edge FL. optimized online. datasets

Computation and
Streaming Data

21

(continued on next page)
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[108] A deep cut into Split Aligns momentum Efficiency. Comm. overhead| Vision Accuracy, Distributed Conference,
Federated and online client while preserving datasets comm. training 2024
Self-supervised models for privacy accuracy. and rounds emulation
Learning Contrastive

alignment

[81] CRSFL: Cluster-based Clusters by device Overhead Genetic-optimized UMDAA-02- Accuracy, Smartphone Journal,
Resource-aware Split capability for burden|, accuracy client selection FD latency testbed 2024
FL in continuous maintained.

Resource-constrained authentication.
Edge Networks

[109] AdaptSFL: Adaptive Theoretically controls Time-accuracy Convergence Standard FL Time, Edge network Journal,
Split FL in Edge split and aggregation trade-off, analysis, adaptive benchmarks accuracy simulations 2024
Networks adaptively. latency|. control

[86] Beyond Federated Caches activations Compute Key-value store, Image and Compute, Resource- Preprint,
Learning for IoT: and personalizes (1623x]), comm. model 3D comm., constrained 2024
Efficient Split Learning models for SL (3.92x!), accuracy ~ customization segmentation accuracy devices
with Caching efficiency. (35%1).

[11] Split Consensus Decentralized No central server; Gossip-like Cooperative Accuracy, Real-world Journal,
Federated Learning: An consensus via convergence of message passing positioning convergence networked 2024
Approach for MPNN-inspired global FL. use case clients
Distributed Training message passing.
and Inference

[3] DFL: Dynamic Dynamic clustering Training time Resource-aware Real IoT Time, Physical IoT Journal,
Federated Split and resource-aware (48%), accuracy split, dynamic testbed accuracy, deployment 2024
Learning in splitting. (32%1), energy clustering energy
Heterogeneous IoT (62.8%)).

[110] Have Your Cake and Adaptive sliding split Inference accuracy  Sliding split Image Accuracy, AloT prototype Conference,
Eat It Too: Toward and data-balanced (16.5%?1), training strategy benchmarks time setups 2023
Efficient and Accurate batching. speed (3.54x1).

Split Federated
Learning

[111] RingSFL: An Adaptive Ring-topology split Convergencef, Ring propagation 1ID/non-1ID Convergence, Simulation and Journal,
Split FL Toward propagation to tame privacy? under benchmarks privacy risk prototype 2023
Taming Client stragglers. non-IID.

Heterogeneity

[92] A Split-Federated Two-tower split with Compute (23%]), Squeeze- Real recom- Time, Cloud-edge Journal,
Learning and SE blocks and secret comm. (49%]). Excitation, secret mendation accuracy, experimental 2023
Edge—Cloud based sharing. sharing datasets privacy setup
Efficient and
Privacy-preserving
Large-scale Item
Recommendation Model

[112] FedSplitX: Federated Multi-point splitting Comm. |, Auxiliary networks  Foundation Accuracy, Server—client Journal,
Split Learning for for FM client performancef vs. model tasks comm. testbed 2023
Computationally- heterogeneity. size-limited
Constrained baselines.

Heterogeneous Clients

[88] Communication and Single global model, Comm. and Auxiliary network, FL Comm., Simulated FL Journal,
Storage Efficient auxiliary updates, storage| with sparse benchmarks storage, tasks 2023
Federated Split sparse epochs. convergence transmission accuracy
Learning guarantees.

[113] A Joint Communication ~ Two-tier HSFL with Local accuracy, MINLP IoT sensor Accuracy, Edge hierarchy Journal,
and Learning RLA-aware resource latency, energy decomposition and  data latency, simulation 2023
Framework for allocation. jointly optimized. BSUM energy
Hierarchical Split
Federated Learning

[114] Federated Split Random shuffling and  Convergence SFPL algorithm CIFAR- Accuracy, IoT device Journal,
Learning with Only local BN for improvements 10/100 convergence emulation 2023
Positive Labels for positive-label IoT. (32.6x-51.5%) on rate
Resource-constrained CIFAR variants.

IoT Environment

performance, and solve it using a generative adversarial network-
powered genetic algorithm (GAN-GA). Cifar-10 experiments demon-
strate that their approach maintains high classification accuracy while
ensuring strong privacy guarantees, with privacy budgets tuned to the
deployment scenario.

Under unreliable network conditions, [78] evaluate the robustness
of SplitFed Learning (SFL) against packet loss by comparing shallow
and deep model split points in a medical image segmentation task.

(continued on next page)

Their findings indicate that deeper split points, where more of the
model resides on the client, yield statistically significant accuracy
advantages under various packet-loss rates, offering practical guidance
for privacy-sensitive deployments in lossy IoT networks.

In [92], the authors develop SpFedRec, a split-federated recommen-
dation framework for large-scale item recommendation systems. By
migrating the item-tower computation to cloud servers and compress-
ing transmitted gradients via secret sharing, SpFedRec reduces client

22
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[115] Energy and Clustering-based load Search time Adaptive Simulation Time, energy Large-scale IoT Conference,
Latency-aware distribution for hybrid  (160x/), balanced clustering simulation 2023
Computation Load SL+FL. energy/latency.

Distribution of Hybrid
Split and Federated
Learning on IoT
Devices

[116] Split Federated Optimal split RL-based codec Training time] Video Latency, Edge video Conference,
Learning and switching for under Wi-Fi/LTE datasets throughput testbed 2023
Reinforcement-based video offload. fluctuations.,

Codec Switching in O-SFL, RLCS
Edge Platform

[117] splitDyn: Federated Round-Robin client Segmentation splitDyn Incident Accuracy, Edge AL Journal,
Split Neural Network scheduling, Hungarian  accuracy?, scheduling prediction time prototype 2022
for Distributed Edge Al layer assignment. processing time|. datasets
Applications

[118] Training Latency Regression-aided Round latency| Regression Efficient- Latency, Edge learning Preprint,
Minimization for cut-layer modeling, without accuracy modeling, NetV2 MNIST  accuracy experiments 2025
Model-Splitting Allowed  alt. optimization. loss. alternating
Federated Edge optimization
Learning

[119] Predictive GAN-driven Pareto Time-energy GAN-based Wireless Time, energy,  Simulated Conference,
GAN-Powered front for split, trade-off multi-objective testbed Pareto wireless 2023
Multi-Objective bandwidth, compute. optimized. optimizer optimality networks
Optimization for
Hybrid Federated Split
Learning

[91] SplitGP: Achieving Both  Client-side Inference time|, Gaussian Process Vision Latency, Edge-Al Journal,
Generalization and personalization, OOD accuracy?. modules benchmarks accuracy scenarios 2023
Personalization in server-side GP
Federated Learning generalization.

[78] SplitFed Resilience to Shallow vs. deep split ~ Deep split SplitFed variants Medical Accuracy, Network Conference,
Packet Loss: Where to comparison under accuracy? under image robustness emulation 2023
Split, that is the loss. packet-loss. segmentation
Question

[80] EUSFL: U-Shaped Three-segment Training time|, Label-DP Heteroge- Time, Edge-assisted IoT  Journal,
Edge-Assisted Split FL U-shaped split with privacy? in IoT. mechanism neous IoT accuracy, deployment 2025

LabelDP noise. datasets privacy

computation time by 23% and communication cost by 49% compared
to conventional two-tower federated recommenders, all while lever-
aging Squeeze-and-Excitation blocks to enhance feature representation
without exposing user data.

Lastly, [80] introduce Edge-assisted U-shaped SFL (EUSFL), which
partitions neural networks into three segments, client head, server
body, and client tail, and adds a novel Label-Differential-Privacy (La-
belDP) noise mechanism to protect label information against recon-
struction attacks. Benchmarking on heterogeneous IoT devices shows
that EUSFL reduces overall training time and on-device computation
overhead substantially, without compromising model accuracy.

Heterogeneity

Sun et al. in [15] address device-level heterogeneity through Het-
erogeneous SFL (HSFL). HSFL allows clients with varying computa-
tional resources to train different portions of the model in parallel
by selecting distinct cut layers per device. The authors formulate a
joint latency minimization problem over computation and commu-
nication resources, solved via a hybrid Sample Average Approxima-
tion, Genetic Algorithm, Lagrangian Relaxation, and Branch-and-Bound
pipeline. Simulations under non-IID data demonstrate that HSFL con-
verges faster and achieves higher accuracy than baseline FL and SL
methods.

Liao et al. propose Parallel SFL (ParallelSFL) in [58] to handle both
statistical and system heterogeneity in edge clusters. ParallelSFL splits
the global model into base and top submodels, groups clients into
clusters based on data distribution and device capability, and assigns
cluster-specific update frequencies. Experiments on 80 NVIDIA Jetson
boards show at least 21% reduction in network traffic, a 1.36x speedup
in training time, and a minimum 5% boost in accuracy over standard
FedAvg.
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Dynamic FSL (DFL), introduced in [3], jointly tackles data and
resource heterogeneity by dynamically clustering clients based on sub-
model similarity and resource profiles, and adaptively distributing split
model segments. Real-world IoT testbed results reveal that DFL speeds
up training by up to 48%, improves accuracy by up to 32%, and cuts
energy consumption by up to 62.8% compared to classic FL and static
FSL.

Yan et al. in [110] present Sliding SFL (S2FL) for AloT systems.
S2FL dynamically adjusts the split point for each device according to
its computation power and uses data-balance batching to mitigate label
imbalance across clients. On benchmark image datasets, S2FL achieves
a 16.5% improvement in inference accuracy and a 3.54x acceleration
in training compared to conventional SFL.

Shen et al. propose Ring-based SFL (RingSFL) in [111], which
arranges clients in a logical ring and propagates split model segments
sequentially. By tuning propagation lengths, RingSFL alleviates the
straggler effect and blends local updates for enhanced privacy. Experi-
ments on IID and non-IID datasets confirm improved convergence rates
and stronger resistance to model inversion attacks.

Shin et al. introduce FedSplitX in [112] to accommodate large Foun-
dation Models (FMs) among heterogeneous clients. FedSplitX enables
multi-point splitting: clients choose cut layers matching their resource
constraints, training only lightweight submodels while offloading heavy
computations to the server. Auxiliary networks at each split point
further reduce communication overhead. The approach outperforms
size-limited baselines in both accuracy and resource utilization.

Tian et al. in [83] develop SmartSplit, a memory-aware FL frame-
work that hierarchically manages split selection. A central server selects
participants and cut layers based on memory budgets and data profiles,
edge managers refine splitting via real-time statistical importance, and



D. Naseh et al.

on-device managers employ cost-aware checkpointing. On commercial
mobile SoCs, SmartSplit cuts latency by up to 94%, reduces memory
use 100x%, and improves accuracy by 1.49%-57.18%.

Finally, Cheng et al. propose CHEESE in [59], a clustering-based
hybrid FSL framework for edge networks. Devices form D2D clusters,
split the model via a Model Splitting and Allocation (MSA) strategy,
and collaboratively train segments. A designated transmission client
uploads the merged model, while potential game theory, heuristic
MSA, and greedy bandwidth allocation jointly minimize training de-
lay. Large-scale experiments validate significant delay reductions in
heterogeneous deployments.

Computational and System Constraints

In [28], Duan et al. provide a comprehensive survey on deploy-
ing Federated and Split Learning frameworks atop edge-cloud IoT
infrastructures. They cover methods for jointly optimizing computation
offloading, data privacy, and system security across heterogeneous
edge and cloud layers. They highlight trends in resource-aware orches-
tration, privacy-performance trade-offs, and end-to-end deployment
architectures, setting the stage for future practical implementations.

Jia et al. in [66] present Model Pruning-enabled FSL (MP-FSL),
which integrates adaptive channel pruning into the FSL pipeline to
compress DNN channels by up to 32.2% in storage and 26.73% in com-
putation before splitting. MP-FSL also introduces a tailored aggregation
algorithm that reconciles the heterogeneous, pruned client models.
Deployed on a real FL platform, MP-FSL achieves up to 1.35% higher
accuracy than state-of-the-art baselines while substantially lowering
resource consumption on client devices.

Li et al. propose an end-edge-cloud FSL framework in [84] to
enable intelligent load forecasting on memory-limited smart meters
with only 192 kB of SRAM. By jointly optimizing model partitioning
across end devices, edge servers, and the cloud, their approach achieves
a 95.5% reduction in memory footprint, a 94.8% cut in training time,
and a 50% decrease in communication overhead. Experimental valida-
tion on real hardware demonstrates forecasting accuracy equivalent to
high-capacity centralized models.

Ao et al. in [19] develop FedSL, a novel framework for resource-
constrained IoT devices that jointly optimizes power allocation, device
scheduling, and split-layer selection via a mixed-integer nonlinear pro-
gramming formulation. An alternating optimization algorithm tackles
this complex problem with low computational overhead, yielding sig-
nificant reductions in both training delay and energy consumption
under realistic wireless network conditions.

Wazzeh et al. introduce Cluster-based Resource-aware SFL (CRSFL)
in [81] to support continuous authentication on smartphones and wear-
ables. CRSFL first clusters devices by computational capability, then
concurrently trains split model segments across each cluster while a
genetic algorithm selects the optimal participant set. Evaluations on the
UMDAA-02-FD facial authentication dataset demonstrate that CRSFL
preserves high authentication accuracy while reducing computational
and communication burdens compared to centralized and standard
federated approaches.

Lin et al. propose AdaptSFL in [109], offering a comprehensive
convergence analysis that quantifies the effects of split-layer depth and
client-side aggregation frequency on learning performance. AdaptSFL
dynamically adapts these parameters based on real-time resource avail-
ability and latency constraints, demonstrating faster attainment of tar-
get accuracies and lower end-to-end training times than fixed-split
baselines across multiple EC scenarios.

Hossan et al. in [115] address hybrid SL+FL computation load
distribution for heterogeneous IoT devices by leveraging adaptive clus-
tering. Their method groups devices with similar resources, determines
optimal split points via scalable cluster-based analysis, and reduces load
distribution search time by an average factor of 160x over brute-force
techniques while balancing energy consumption and latency.

Khoa et al. present splitDyn in [117], a dynamic SL solution that
applies Round-Robin scheduling to client selection and the Hungarian
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algorithm for optimal layer-to-client assignment. splitDyn dynamically
adjusts model partitions per round, achieving improvements in segmen-
tation accuracy and reduced processing time compared to static split
schemes in edge AI applications.

Wen et al. in [118] propose a training latency minimization tech-
nique for Model-Splitting Allowed Federated Edge Learning (SFL). By
fitting regression models to characterize cut-layer effects on computa-
tion and communication parameters, and then alternatingly optimizing
cut-layer selection and server resource allocation, the method signif-
icantly lowers per-round latency on EfficientNetV2/MNIST without
degrading final model accuracy.

Karjee et al. in [116] combine Optimal SFL (O-SFL) with RL-based
Codec Switching (RLCS) to handle fluctuating network conditions dur-
ing video frame offloading. O-SFL determines split points that mini-
mize training time under current bandwidth, while RLCS proactively
switches video codecs using a learned policy, yielding reduced end-to-
end training latency on both Wi-Fi and LTE networks.

Finally, Liu et al. introduce Split-FL in [107], an online FL frame-
work tailored for streaming data scenarios. Split-FL. balances compu-
tational load and communication overhead through adaptive pruning
of model parameters and an online update procedure, demonstrating
robust convergence and high efficiency in non-IID edge deployments.

Communication Overhead

Gao et al. in [53] perform an end-to-end empirical evaluation com-
paring FL and Split Neural Networks (SplitNN) on Raspberry Pi clusters.
They measure not only learning performance under imbalanced and
non-IID data distributions but also real-world overheads, training time,
communication traffic, power draw, and memory usage. Their results
reveal that FL incurs significantly lower communication overhead in
bandwidth-constrained IoT settings, while SplitNN can outperform FL
in accuracy under moderately imbalanced data.

Zhang et al. propose FedSL in [87], a split-layer aggregation algo-
rithm that groups layers of convolutional neural networks by depth and
employs a Max-Min client selection strategy for each group. By trans-
mitting only selected layer parameters, FedSL reduces communication
costs by 42% on VGG-style architectures and 70% on ResNet-9, while
matching the accuracy of FedAvg, FedProx, and contrastive methods
like MOON.

Mu et al. introduce Communication and Storage Efficient FSL (CSE-
FSL) in [88], targeting both high communication overhead and server-
side model bloat. CSE-FSL maintains a single global model at the server,
uses an auxiliary network for client updates, and transmits smashed
data only in designated epochs. Their theoretical analysis guaran-
tees convergence under non-convex losses, and experiments confirm
large reductions in communication and storage with state-of-the-art
performance.

Chawla et al. in [86] develop Efficient SL (ESL), incorporating
a key-value store to cache and share intermediate activations, cus-
tomized model architectures for the SL context, and personalized fine-
tuning for each client. ESL demonstrates up to 1623x reduction in client
computation (image classification) and 23.9x for 3D segmentation,
while cutting communication traffic by 3.92x and 1.3x respectively,
and boosting average accuracy by 35% and 31%.

Le et al’s SFETEC in [89] tailors SFL to the Thing-Edge-Cloud
continuum by partitioning models into base components on clients and
core models on edge servers, then aggregating at the cloud. Prelim-
inary results show SFETEC markedly reduces communication volume
and training time compared to FedAvg-oriented schemes, while also
mitigating non-IID label skew and enhancing privacy.

Przewikezlikowski et al. propose MonAcoSFL in [108], a
momentum-aligned contrastive SFL approach. By aligning online and
momentum encoder models across clients, MonAcoSFL maintains high
accuracy even under deep split configurations while significantly re-
ducing the volume of gradient and activation exchanges.

Yin et al. in [119] present a hybrid FSL (HFSL) framework aug-
mented with a predictive Generative Adversarial Network (GAN) for
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multi-objective optimization. Their algorithm jointly determines split
decisions, bandwidth allocations, and compute resource distributions
to approximate the Pareto front of time—energy trade-offs. Wireless
network experiments show that HFSL dominates conventional FL in
both metrics.

Karjee’s RL-based Codec Switching (RLCS) within [116] further
demonstrates that proactively adapting video codecs in response to net-
work fluctuations can stabilize throughput and reduce retransmissions,
thus cutting communication spikes in split deployments that involve
multimedia data.

Duan et al. survey edge—cloud computing integrations with feder-
ated and split learning in [28], compiling techniques for communica-
tion reduction, from model compression and coded transmissions to
hierarchical splits, across diverse IoT applications such as smart meters,
continuous authentication, and recommendation systems.

Model Optimization

Tedeschini et al. in [11] propose Split Consensus FL (SCFL), a novel
decentralized training and inference protocol inspired by Message Pass-
ing Neural Networks (MPNN). SCFL abolishes the central parameter
server by enabling clients to iteratively exchange and merge partial
model updates along network links. Experiments in cooperative posi-
tioning tasks show SCFL achieves convergence accuracy comparable to
centralized FL without the single point of failure.

Khan et al. develop a Joint Communication and Learning Frame-
work for Hierarchical SFL (HSFL) in [113]. Their hierarchical structure
groups devices under edge servers; within each group, partial models
are trained locally and aggregated at the edge, and subsequently across
edges at the cloud. They decompose the overarching mixed-integer non-
linear programming formulation into convex edge-resource allocation
and block successive upper-bound minimization subproblems. Evalua-
tions demonstrate balanced trade-offs among relative local accuracy,
latency, and energy consumption.

Han et al. introduce SplitGP in [91], which embeds a Gaussian
Process (GP) module into SL to capture uncertainty. The client-side GP
personalized layers learn to adapt to local data distributions, while the
server-side GP layers generalize across all clients. Analytical bounds
guarantee asymptotic convergence to stationary points, and empirical
tests confirm that SplitGP reduces inference time and improves out-of-
distribution accuracy compared to monolithic and federated baselines.

Liao et al. propose MergeSFL in [90], which enhances SFL through
feature merging and batch size regulation. Client activations are
merged into a mixed feature sequence approximating IID data, and
batch sizes are tuned per device to mitigate stragglers. On an 80-node
Jetson cluster, MergeSFL yields 5.82%-26.22% accuracy improvements
and 1.39x-4.14x training speedups over benchmark SFL methods.

Qin et al.’s SpFedRec [92] also contributes to model-level optimiza-
tion by deploying Squeeze-and-Excitation (SE) blocks within the split
towers, enhancing dominant feature representation for large-scale rec-
ommendation while preserving privacy and reducing communication.

Yin et al. in [119] leverage a predictive GAN to approximate Pareto-
optimal split configurations and resource allocations for hybrid FSL.
The GAN’s discriminator guides the generator to propose high-quality
solutions along the time-energy frontier, yielding deployments that
dominate standard FL and SL baselines in both latency and energy
efficiency.

Shen et al.’s RingSFL [111] implicitly regularizes the global model
by cyclically blending split segments across clients in a ring topology.
This approach fosters model robustness and privacy without additional
communication overhead, as demonstrated by accelerated convergence
and resistance to inversion attacks in both IID and non-IID setups.

Lessons Learned: From the reviewed literature, several key insights
and lessons can be drawn about the application of FSL in IoT and EC:

» Privacy & Security: Techniques such as DP (FSL-DP, LabelDP),
secret-sharing chains (SpFedRec), and deeper split points
(SplitFed resilience) can reduce communication and protect data,
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achieving up to 49% communication savings and statistically
significant accuracy retention under lossy channels. Deeper split
points also prove more resilient to packet loss [78].
Heterogeneity: Parallel and adaptive split frameworks (HSFL,
ParallelSFL, DFL, S2FL, FedSplitX, SmartSplit, CHEESE) effec-
tively mitigate device and data heterogeneity, delivering speedups
up to 3.54x%, energy savings up to 62.8%, and accuracy gains of
up to 57% in real-world IoT testbeds.

Computational & System Constraints: Pruning (MP-FSL), hier-
archical orchestration (SmartSplit), adaptive aggregation
(AdaptSFL), clustering (CRSFL), and dynamic scheduling (split-
Dyn) reduce memory use by 100x, cut load-distribution time
by 160x, and lower latency by >90%, enabling FSL on highly
constrained devices.

Communication Overhead: Layer-wise aggregation (FedSL), ac-
tivation caching (ESL), auxiliary update networks (CSE-FSL), and
GAN-driven allocation (Predictive FSL) achieve communication
reductions ranging from 42% to 1623x, all while preserving or
improving model accuracy on IoT hardware.

Model Optimization: Decentralized consensus (SCFL), GP-based
personalization (SplitGP), feature merging with batch regulation
(MergeSFL), and SE-enhanced towers (SpFedRec) enable simulta-
neous gains in personalization and generalization, yielding faster
inference and robust out-of-distribution performance without cen-
tral coordination.

Overall, these studies demonstrate that judicious model partition-
ing, resource-aware orchestration, and privacy-preserving mechanisms
can deliver single-digit to orders-of-magnitude improvements in la-
tency, communication overhead, memory usage, energy efficiency, and
accuracy, thereby charting a clear path for deploying FSL in practical
IoT and EC scenarios.

4.1.2. Wireless networks

FSL merges FL and SL to enable collaborative model training on
distributed devices without sharing raw data. This is particularly ap-
pealing in wireless networks, where devices are resource-constrained
and privacy-sensitive. FSL allows devices to train only a portion of a
model (client side) and offload the rest to edge/cloud servers, reducing
computation on devices. However, wireless channels introduce new
challenges: limited bandwidth, heterogeneous device capabilities, and
communication delays. Recent works in wireless communications apply
FSL by jointly optimizing model partitioning and communication re-
sources to balance latency, accuracy, and energy. The following subsec-
tions review nine representative studies, each addressing key challenges
in FSL over wireless systems. Table 14 summarizes the key features,
challenges addressed, techniques employed, evaluation settings, and
publication details for all works on FSL in Wireless Communications.

Lin et al. [10] tackle the high latency of SL in edge networks.
They propose Efficient Parallel Split Learning (EPSL), which paral-
lelizes client-side training and aggregates only the last-layer gradients
on the server to reduce both computation and communication over-
head. EPSL also jointly optimizes wireless subchannel allocation, power
control, and cut-layer selection to minimize per-round latency. In sim-
ulations with ResNet-18 on MNIST and HAM10000 (under IID and
non-IID data), EPSL achieves accuracy comparable to vanilla SL, SFL
and PSL while dramatically reducing training latency (time to reach
a target accuracy). This shows that EPSL can sustain high accuracy
with significantly less delay by leveraging parallelization and gradient
aggregation.

Han et al. [14] present a hybrid FSL framework that simultaneously
optimizes for personalization and generalization during inference. By
applying adaptive loss aggregation and fine-tuning at edge nodes,
the model balances global performance with user-specific adaptation,
reducing the personalization gap across devices. Evaluation over wire-
less datasets validates improved accuracy and latency performance in
dynamic edge settings.
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Table 14
Summary of papers on FSL in wireless communications.

Ref #  Title Short description Challenges & Model/ Datasets/ Eval. Scalability & Type/Year

measures Technique Benchmarks metrics deployment

[10] Efficient Parallel Split Enables parallel split ~ Latency (1), Parallel SL Wireless Latency, Simulation Journal,
Learning over training in wireless throughput (1) under simulation throughput, 2024
Resource-constrained edge. intermittent accuracy
Wireless Edge Networks connectivity.

[14] Federated Split Learning ~ Balances Personalization gap Joint ToT/wireless  Latency, accuracy, Simulation Journal,
With Joint personalization and (1) with minimal personalization— datasets personalization 2024
Personalization— generalization. accuracy loss. generalization gap
Generalization for
Inference-Stage
Optimization in Wireless
Edge Networks

[82] Personalized Hierarchical Hierarchical, Accuracy (1), Hierarchical SL Wireless Latency, accuracy, Simulation Journal,
Split Federated Learning  personalized split FL personalization (1) benchmarks personalization 2024
in Wireless Networks framework. via hierarchy.

[120]  Impact of Neural Studies NN depth Latency (l), energy Depth analysis UAV Accuracy, latency, Simulation Conference,
Network Depth on Split impact in UAVs. (1) with minimal simulation energy 2024
Federated Learning accuracy change using
Performance in shallower networks.

Low-Resource UAV
Networks

[95] ESFL: Efficient Split Optimizes FSL for Latency (), energy Efficient split FL Wireless Latency, energy, Simulation Journal,
Federated Learning over ~ heterogeneous (1) with minimal framework device accuracy 2024
Resource-Constrained wireless devices. accuracy loss. datasets
Heterogeneous Wireless
Devices

[93] Accelerating Split Introduces accelerated Training time (]) Accelerated Wireless Latency, Simulation Journal,
Federated Learning over ~ communication under unreliable communication simulation throughput, 2023
Wireless Communication  protocols. channels. accuracy
Networks

[96] Split Federated Learning:  Speeds up model Training time (|) with Speed-focused SL Wireless Training speed, Simulation Conference,
Speed up Model Training training in wireless. maintained accuracy. simulation accuracy 2023
in Resource-Limited
Wireless Networks

[121] Resource Optimized Hierarchical model Energy efficiency (1), Hierarchical SL Wireless Latency, accuracy, Simulation Proceedings,
Hierarchical Split for resource latency (). simulation energy efficiency 2023
Federated Learning for allocation.

Wireless Networks

[49] Core Network Traffic Hybrid vertical-split Prediction accuracy Hybrid Network Prediction Simulation Journal,
Prediction Based on FL for traffic (1) under vertical-split FL traffic accuracy, latency 2024
Vertical FL and SL prediction. heterogeneous data. datasets

Pervej and Molisch [82] propose Personalized Hierarchical SFL
(PHSFL) to handle client heterogeneity. In PHSFL, the global model is
split into a shared feature extractor (body) and client-specific classifiers
(heads). During global training, only the body is trained (the classifiers
are left untrained), after which each client fine-tunes its own classifier
on local data. The authors provide a theoretical analysis on how the
split and hierarchical aggregation affect convergence. Experiments on
CIFAR images with Dirichlet data splits show that the globally trained
model achieves accuracy similar to standard FL/SFL, but the local fine-
tuning yields significantly improved personalized accuracy for each
client. This approach effectively decouples global feature learning from
local specialization, improving performance in non-IID settings.

Hafi et al. [120] investigate the impact of neural network depth
and split strategy on SFL performance in Unmanned Aerial Vehicle
(UAV) networks. They construct an 8-layer Long Short-Term Memory
(LSTM) model to predict UAV power consumption and evaluate five
splitting variants (different numbers of layers on client vs. server).
Their results show that SFL dramatically reduces client computation
and memory usage while maintaining prediction accuracy and overall
training time. They find that arbitrary or equal splits are not always op-
timal: splitting must consider device/server capabilities. For example,
the configuration with the smallest client-side model (M1) best suits
low-memory UAV devices. The study highlights that effective splitting
depends on hardware and network conditions, and that FSL can enable
heavy models on light devices by shifting computation server-side.

26

Zhu et al. [95] introduce Efficient SFL (ESFL) for heterogeneous
wireless devices. ESFL jointly optimizes the model partition and re-
source allocation: it formulates a mixed-integer program to balance
user workload and server computing power under device heterogeneity.
The NP-hard problem is solved via an iterative approximation. In
CIFAR-10 experiments using multiple VGG networks, ESFL achieves
much faster convergence than FL, SL, or SplitFed under the same
settings. In particular, ESFL attains comparable accuracy while greatly
reducing training and communication time. By leveraging powerful
edge servers and adjusting the split based on device resources, ESFL
efficiently scales to large user counts and diverse DNN models.

Xu et al. [93] focus on latency reduction in SFL. They consider
heterogeneous devices with individual split points on a neural network
and jointly optimize each device’s model cut-layer and its wireless
bandwidth allocation. The goal is to minimize total system latency per
round. The authors decompose the non-convex problem via alternating
optimization, solving split-point selection and bandwidth allocation
iteratively. Using MNIST and CIFAR-10 benchmarks, they demonstrate
that this joint scheme significantly reduces training latency compared
to fixed or naive splits. By adapting split layers to device conditions,
their approach also achieves modest accuracy improvements under
constrained communication, highlighting the benefit of resource-aware
splitting.

Zhang et al. [96] propose Group-based SFL (GSFL) to accelerate
training. In GSFL, an access point splits the model and distributes the
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client-side parts to devices. Clients are organized into groups: within
each group, clients run SL training in parallel (sharing a server-side
model), while groups update sequentially. This “split-then-federated”
approach allows parallel client training while limiting the number of
server-side models needed. Simulations show that GSFL substantially
reduces overall training latency compared to vanilla SL or FL, be-
cause it avoids SL’s strictly sequential client updates. Notably, GSFL
achieves this acceleration without degrading accuracy, demonstrat-
ing that group-based parallelism can make SL practical in wireless
networks.

Khan et al. [121] introduce a Hierarchical SFL (HSFL) framework
for IoT. They note that SFL may suffer from slow convergence and
fairness issues when devices have varying data and resources. HSFL
structures clients in a hierarchy (e.g. clusters under edge servers) and
performs distributed aggregations at multiple levels to avoid single
points of failure. They formulate a cost function combining local ac-
curacy, transmit power, and resource allocation, and solve it via block
successive upper bound minimization. Numerical results (on simulated
IoT networks) show that HSFL can improve convergence speed and fair-
ness compared to flat SFL: Hierarchical design and optimized resource
scheduling lead to more balanced training across devices.

Li et al. [49] develop an end-edge—cloud FSL framework for smart
meter load forecasting. Smart meters have only 192 kB of RAM, too
little to train modern models. The proposed scheme splits the model so
that smart meters train a tiny client-side network, while edge servers
train the larger part. A three-phase protocol (model splitting, joint
training between meters and the edge, and aggregation) is imple-
mented on real hardware. The results are striking: relative to conven-
tional centralized training, the FSL approach reduces meter memory
footprint by 95.5%, training time by 94.8%, and communication by
50%, while achieving comparable or better forecasting accuracy. This
work demonstrates that FSL can bring “core” Al intelligence to highly
resource-limited IoT devices by leveraging edge/cloud resources.

Lessons Learned: Research on FSL in wireless networks under-
scores that its efficiency is dependent on joint learning-network opti-
mization. A common theme across studies is the co-design of model
partitioning with wireless resource allocation (e.g., bandwidth, power,
device scheduling) to minimize latency and energy [10,93,95]. Tech-
niques such as parallel client training and last-layer gradient aggrega-
tion (EPSL [10]) are pivotal in overcoming the sequential bottleneck
of vanilla SL, enabling high accuracy with significantly reduced de-
lay. Furthermore, personalization strategies (for example, PHSFL [82])
effectively decouple global feature learning from local specialization,
which proves crucial for handling non-IID data distributions across
devices. Although FSL consistently demonstrates the ability to enable
complex models on resource-constrained hardware by offloading com-
putation to servers, the communication of smashed data can still be
substantial, especially under channel variability. This highlights the
need for continued innovation in compression and adaptive strate-
gies. Privacy, often addressed via DP, frequently involves a trade-off
with model accuracy. Future work must focus on dynamic splitting,
integration with advanced architectures like transformers, and robust
validation in large-scale, real-world wireless testbeds to fully realize
FSL’s potential for wireless edge intelligence.

4.2. Regulated and sensitive data domains

Domains such as healthcare, finance, and government services are
subject to strict data protection regulations (e.g., GDPR, HIPAA) that
prohibit the sharing of raw data. FSL’s inherent privacy preserva-
tion, transmitting only intermediate activations, makes it an attractive
paradigm for collaborative learning across institutions. This subsection
focuses on applications in healthcare, but the principles extend to other
regulated sectors. Key challenges include label privacy, handling noisy
annotations, and ensuring robustness to distribution shifts.
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4.2.1. Healthcare

FSL merges the privacy benefits of FL with the resource efficiency of
SL to address core challenges in medical Al. Healthcare data is highly
sensitive and often siloed; FSL enables collaborative model training
without exchanging raw patient records. Unlike traditional FL that
requires each client to train a full model (impractical for low-powered
devices), FSL splits the neural network between client and server.
This approach greatly reduces on-device computation and storage bur-
dens [122]. At the same time, FSL retains the privacy guarantee of FL
by transmitting only intermediate features or model updates (not raw
data) to a central aggregator [123]. These properties are particularly
crucial in healthcare, where data privacy laws and heterogeneous edge
devices (e.g., Internet of Medical Things (IoMT) wearables, hospital
servers) impose severe constraints. In this subsection, we review recent
FSL works in healthcare, each tackling problems such as data scarcity,
device heterogeneity, and data privacy with novel methods. Table 15
summarizes the key characteristics, challenges addressed, techniques
employed, evaluation settings, and publication details for all works on
FSL in healthcare.

In [124] Karnati et al. apply FSL to a classic tabular dataset of
breast cancer diagnostics (Wisconsin Diagnostic Breast Cancer, with
30 features) to demonstrate that decentralized training can match or
exceed centralized accuracy while preserving privacy. Using a sim-
ple neural architecture (few fully-connected layers with ReLU and
dropout), the authors implement both FL (via FedAvg) and SL on
distributed clients, each holding a portion of the data. In their SL
setup, each client runs a client-model (a linear layer + ReLU + dropout)
that outputs smashed data to a central server-model, which completes
the classification. The federated setup alternates full-model training
on each client with global averaging. On the WDBC dataset, both
FSL methods achieve very high diagnostic accuracy (98% for FL, 99%
for SL), illustrating their superiority over a naive centralized model.
Training metrics like loss and accuracy curves show rapid convergence
and high performance across clients. Crucially, these results are ob-
tained without ever sharing raw patient features, thus fully respecting data
privacy. While the work uses a relatively small dataset, its key finding
is that FSL can deliver near-perfect predictive performance on medical
data and maintain decentralization, suggesting practical viability for
clinical decision support. The study also notes that SL was slightly more
accurate than FL here, hinting that in some settings splitting the model
can even boost accuracy (perhaps by reducing overfitting in the central
layers).

In [122] Ni et al. propose FedSL, a federated split framework tai-
lored to resource-constrained wearable medical devices. The challenge
is that small IoMT sensors (like patch monitors or smartwatches) gen-
erate useful health data but cannot host large neural nets. FedSL splits
the model so that each IoMT device holds a lightweight “head” of the
model (several initial layers) and an edge server holds the remaining
“tail” layers. Training proceeds in two stages: in multiuser SL, each
device feeds local mini-batches through its head and sends the smashed
activations to the server, which completes the forward and backward
pass; then in FedAvg, all devices upload their updated head weights
to a central node for aggregation. This hybrid pipeline allows even
low-end devices to participate in training. The authors evaluate FedSL
on medical imaging tasks (e.g. classifying chest X-rays and OCT scans)
under both IID and non-IID label distributions. Metrics include accuracy
and convergence over training rounds. FedSL’s performance closely
matches or slightly outperforms both CML and standard FL bench-
marks, especially in non-IID settings: for example, after 50 rounds,
the gap in accuracy between FedSL and fully central/FL is negligible.
This indicates robustness to data heterogeneity. Importantly, FedSL
preserves privacy (only intermediate features are communicated), and
by offloading most computation to the server, it greatly reduces the
hardware burden on devices. The framework scales to many devices
because each client only trains a shallow network; experiments show
stable accuracy gains even as the number of clients increases. The
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Table 15
Summary of papers on FSL in healthcare.
Ref #  Title Short Challenges Model/ Datasets Eval. Scalability Type/year
description & measures technique /Benchmarks metrics & deployment

[17] Federated Split Learning ~ Uses hypernetworks Classification Hypernetwork- Chest X-ray, Classification Simulation Conference,
with HyperNetworks for ~ for medical images. accuracy (1), privacy  integrated split FL. MRI accuracy, privacy 2024
Medical Image preserved. leakage
Classification

[122]  FedSL: Collaborative Enables split FL on Resource usage (|), ResNet-18 split Chest X-ray Accuracy, Simulation Journal,
Healthcare Analytics on  low-end IoMT convergence speed (pneumonia), convergence 2024
Wearables devices. m). OCT speed

[124]  Federated and Split Hybrid FL-SL for Diagnostic accuracy Hybrid FL-SL Breast cancer Diagnostic Simulation, Conference,
Learning for Enhanced breast cancer. (1), AUC (1), framework imaging accuracy, AUC, prototype 2023
Breast Cancer Diagnosis sensitivity (1). sensitivity

[17] Federated Split Learning  Integrates dynamic Addresses data Hypernetwork Pneumoni- Classification Simulation Conference,
with Hypernetworks for ~ hypernetworks to heterogeneity, integrated split aMNIST (Chest  Accuracy, 2024
Medical Image adapt client models enhances model FL X-rays) Training time
Classification and cut-layer in adaptation, improves

real-time. accuracy

[123]  FeSViBS: Federated Split Integrates block Model complexity (), Block sampling Image Accuracy, Simulation Journal,
Learning of Vision sampling in ViT. accuracy maintained.  with ViT benchmarks sampling 2023
Transformer with Block efficiency
Sampling

[125]  Smart Split-Federated Addresses noisy Segmentation Noisy channel Embryo image  Segmentation Simulation, Open Access,
Learning over Noisy channels in embryo accuracy (maintained) robust SL datasets accuracy, noise testbed 2023
Channels for Embryo segmentation. despite noise. robustness
Image Segmentation

[126]  Quality-Adaptive Handles noisy Segmentation Quality-adaptive Medical Segmentation Simulation Conference,
Split-Federated Learning  annotations in accuracy (1) under SL segmentation accuracy, quality 2023
for Segmenting Medical segmentation. annotation noise. benchmarks metrics
Images with Inaccurate
Annotations

[127]  Robust Split Federated Robust FSL for Segmentation Robust SL Medical Segmentation Simulation Journal,
Learning for U-shaped U-shaped models. accuracy (1), imaging accuracy, 2022
Medical Image Networks robustness (1). benchmarks robustness

authors also highlight FedSL’s deployment feasibility: it requires only
one coordinating server and can easily be added atop existing FL infras-
tructure. Overall, this work demonstrates FSL’s promise for wearable
health analytics, blending privacy with efficiency for large-scale IoMT
deployments.

In [17] Sindhura et al. tackle the common FSL pitfalls of data
heterogeneity and model adaptation by integrating dynamic hyper-
networks into the split learning pipeline. The key idea is that the
server-side hypernetwork dynamically generates or adjusts the client’s
model parameters (or the cut-layer location) in real-time based on the
incoming data features. This adaptive mechanism aims to optimize
the “cut” between client and server during training and to handle
varying client computational budgets. The authors apply their method
to a medical image classification task using the PneumoniaMNIST
dataset (5856 pediatric chest X-rays, binary pneumonia detection). All
experiments use the same baseline CNN architecture across methods for
fair comparison. Evaluation metrics include classification accuracy and
training time. The results are striking: standard SL (with a fixed cut)
only achieved 53% accuracy, FL achieved 73%, whereas the proposed
SL+Hypernetwork approach reached 86% accuracy (higher even than
centralized training at 80%). They attribute this gain to the hypernet-
work’s ability to tune model features to each client’s data. Additionally,
the hypernetwork optimization significantly reduces total training time
(e.g. from 6.39 min to 4.24 min), which is critical for practical de-
ployments. In summary, this paper’s contribution is a method for FSL
that adapts to client heterogeneity on-the-fly. It shows that advanced
techniques (hypernetworks) can substantially improve both accuracy
and efficiency. One limitation is that the method was demonstrated on
a single dataset, but the concept of dynamic cut-layer selection could
generalize to other medical domains (e.g. radiology, histopathology)
and edge scenarios. This work highlights that carefully designing the
split and augmentation can lead to better generalization on non-IID
healthcare data.
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In [123] Almalik et al. propose FeSViBS, a novel FSL framework
for medical image tasks using Vision Transformers (ViT). The core
innovation is a block sampling module at the server: instead of always
forwarding only the class token from the ViT’s final block (standard
SL), FeSViBS randomly selects one intermediate transformer block’s
patch embeddings, aggregates their information into a pseudo-class
token, and sends this enriched token back to the client. This serves
as a powerful form of feature augmentation. The split model has a
small ViT “head” on the client that extracts patches and a larger ViT
“body” on the server that processes them. FeSViBS was evaluated on
three different medical imaging benchmarks, HAM10000 (dermoscopic
skin lesion images), BloodMNIST (microscopic blood cell images) and
a federated version of ISIC2019 (skin lesion segmentation), both in
IID and non-IID settings. Compared to plain SL, FL, and CML, FeSViBS
consistently achieved higher classification accuracy on all datasets by
virtue of its pseudo-token augmentation. Qualitatively, intermediate
features carry richer information to the server, improving generaliza-
tion. The authors also analyze communication cost and convergence:
By only sampling one block, FeSViBS reduces overhead compared to
sending multiple partial activations, making the federated split of a
heavy ViT model more feasible. In effect, FeSViBS scales ViT-based
models to federated healthcare settings. This work demonstrates that
FSL can leverage state-of-the-art architectures (Vision Transformers)
and still ensure data privacy. The scalability is highlighted by the
fact that FeSViBS works well in non-IID regimes — essential for real-
world hospitals — and by optimizations that keep the client-side model
lightweight.

Both the hypernetwork approach and FeSViBS share a focus on
enhancing intermediate representations during FSL. Sindhura et al. and
Almalik et al. show that adding intelligence at the split interface (via
dynamic hypernetworks or block sampling) yields notable performance
gains. In practice, both methods augment what is sent from client to
server: Sindhura’s hypernetwork refines model weights for each client,
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while FeSViBS distills multiple patch embeddings into richer tokens.
The key lesson is that more sophisticated feature fusion can mitigate
the loss of accuracy inherent in strict data partitioning. Both works
report that their techniques yield higher accuracy (86% vs. 53% for
SL in Sindhura et al. and improvements across three image datasets
in Almalik et al.) and do so without compromising privacy. They also
demonstrate efficient deployment: Sindhura et al. cut training time
significantly, and Almalik et al. communicate only one sampled token
per round. These advances suggest a trend: integrating Al methods
(hypernetworks, transformer modules) into FSL pipelines can tailor the
shared model to heterogeneous medical data and devices, making FSL
scalable to large models and datasets.

In [125], Kafshgari et al. examine the impact of communication
noise on a SplitFed learning system applied to embryo image segmen-
tation. They observe that SplitFed requires frequent transmission of
activations and gradients between clients and the server, which can
be corrupted by channel noise. To address this, the authors propose
a novel “smart averaging” strategy that dynamically adjusts the aggre-
gation of model updates to mitigate noise effects. In experiments with a
SplitFed U-Net for embryo segmentation, this noise-aware aggregation
significantly outperforms conventional averaging, maintaining model
accuracy even under extremely noisy channels. This work is one of
the first to explicitly incorporate channel impairment into the SplitFed
framework; prior FSL studies generally assumed ideal communication,
thus it extends SplitFed learning to more realistic, unreliable network
conditions.

Authors in [126] tackle a complementary problem: inconsistent
label quality across clients. Medical image segmentation clients of-
ten annotate data with varying expertise, introducing bias and errors
in ground truth. The authors introduce QA-SplitFed, a data quality-
adaptive aggregation scheme that weights each client’s model update
based on validation scores that reflect the reliability of the annota-
tion. They evaluated QA-SplitFed on the embryo segmentation task
by artificially corrupting the labels of some clients. The results show
that QA-SplitFed dramatically outperforms five standard aggregation
baselines: while all baselines collapse in accuracy as more clients have
poor labels, the QA-SplitFed approach maintains high segmentation
accuracy as long as at least one client remains uncorrupted. This
finding highlights a novel contribution to the SplitFed literature, since
previous work had not directly addressed annotation noise. By inte-
grating label-quality information into the FedAvg step, this method
enhances robustness against noisy annotations, complementing other
FSL advances that handle data heterogeneity or privacy.

Lessons Learned: The application of FSL in healthcare reinforces
several critical design principles. First, architectural innovation at the
split point is a significant performance driver, as demonstrated by
dynamic hypernetworks [17] and Vision Transformer block sampling
(FeSViBS [123]), which recoup accuracy losses from data partitioning
and enhance feature representation. Second, efficiency for edge devices
is non-negotiable; frameworks like FedSL [122] are explicitly designed
to operate on low-end IoMT devices by offloading most computa-
tions to the server. Third, robustness to real-world imperfections is
essential, with studies proposing noise-aware aggregation for volatile
channels [125] and quality-adaptive mechanisms for inconsistent an-
notations [126]. Fourth, the feasibility of deployment is carefully con-
sidered, with designs that work within single-server constraints and
limited bandwidth. Ultimately, these works collectively demonstrate
that FSL successfully resolves the tension between data security and
model performance in healthcare, provided the learning protocol is
meticulously tailored for privacy, efficiency, and heterogeneity.

4.3. High-mobility networks
High-mobility networks, such as vehicular edge computing (VEC)

and unmanned aerial vehicle (UAV) swarms, pose unique challenges for
distributed learning: rapid topology changes, intermittent connectivity,
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strict latency requirements, and heterogeneous node capabilities. FSL
addresses these challenges by enabling partial model training on mobile
clients and leveraging edge infrastructure (roadside units, base stations)
for aggregation and server-side computation.

4.3.1. Vehicular networks

Vehicular networks are increasingly employing DML due to the
proliferation of onboard data and the need for privacy-preserving on-
device intelligence. Traditional FL allows vehicles to collaboratively
train models without sharing raw data, but it struggles with vehicular
heterogeneity, non-IID data and scenarios where data and labels are
held by different entities [128]. SL can offload part of the model to edge
servers, mitigating model weight leakage and local computation bur-
den. FSL merges these paradigms by splitting models between vehicles
and edge infrastructure and aggregating gradients, enabling parallel
training across many vehicles. This approach inherently reduces com-
munication overhead and latency in vehicular edge scenarios [18]. As
the authors of this paper note, an adaptive parallel FSL scheme can
exploit vehicle mobility and network conditions to optimize the cut
layer and resource allocation. Thus, FSL is well-suited for Vehicular
Edge Intelligence (VEI), addressing mobility and connectivity dynam-
ics while preserving data privacy [18,128]. Table 16 summarizes the
key features, challenges addressed, techniques employed, evaluation
settings, and publication details for all works on FSL in Vehicular
Networks.

In [18] by Qiang et al. the authors propose ASFV, an adaptive FSL
scheme for VEC. They observe that traditional sequential SL causes
high communication delay in vehicular contexts, so ASFV parallelizes
training among vehicles while adaptively splitting the model at an
optimal cut layer. The scheme incorporates a vehicle selection algo-
rithm based on vehicle speed and communication range, and formu-
lates a joint delay-and-energy minimization problem under vehicle
heterogeneity and channel instability. This NP-hard problem is decom-
posed into subproblems (cut-layer selection, transmit power allocation,
and bandwidth assignment) solved via block-coordinate descent and
KKT/SCA methods. Extensive simulations on non-IID vehicle datasets
show that ASFV significantly reduces training latency and energy con-
sumption compared to benchmarks by adapting the data rate and power
allocation to the fluctuating V2I channel quality.

The paper “Mobility-Aware Split-Federated With transfer learning
for Vehicular Semantic Communication Networks” by Zheng et al.
introduces MSFTL, a framework tailored for high-mobility semantic
communications [57]. Here the semantic encoder is split into four
parts across the vehicle and edge, so each vehicle only needs to train
a portion of the encoder, reducing its computation. They integrate
TL by reusing parts of a pre-trained semantic encoder to accelerate
convergence and improve accuracy under limited training samples. To
handle rapid mobility, the authors formulate a Stackelberg game for
resource and data allocation: the mechanism fairly allocates training
data based on vehicle residence time, computational load, and QoS
requirements. Simulations show MSFTL achieves faster convergence
and higher accuracy in vehicular semantic tasks than conventional FL
or SL methods.

In “Federated Split Learning With Data and Label Privacy Preser-
vation in Vehicular Networks”, Wu et al. consider a vehicular setting
where vehicles hold raw sensor data but no labels, while Road-Side
Units (RSUs) hold labels [128]. They propose an FSL paradigm where
the deep model is split into a vehicle-side submodel and an RSU-side
submodel. Vehicles and RSUs exchange only intermediate (smashed)
data and cut-layer gradients; gradients are aggregated at a server. The
authors analyze three privacy attacks showing that attackers could
recover private data or labels from the exchanged intermediate infor-
mation. To defend against these, they introduce a DP mechanism that
injects noise into the intermediate data. Furthermore, they design a
contract-theoretic incentive scheme that rewards vehicles and RSUs for
improving model performance while respecting privacy budgets.
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Table 16
Summary of papers on FSL in vehicular networks.
Ref #  Title Short Challenges & Model/ Datasets/ Eval. metrics Scalability Type/Year
description Measures Technique Benchmarks & deployment

[18] Adaptive and Parallel Adaptive parallel FSL  Latency (), energy Adaptive parallel ~ Vehicular Latency, energy, Simulation Preprint,
Split Federated Learning  for vehicles. (1), accuracy (1). split FL network accuracy 2024
in Vehicular EC datasets

[571 Mobility-Aware Integrates mobility Semantic accuracy (1) Mobility-aware Vehicular Latency, semantic ~ Simulation Journal,
Split-Federated With awareness and TL. under dynamic split FL. + TL network accuracy 2024
Transfer Learning for mobility. datasets
Vehicular Semantic
Communication Networks

[128]  Federated Split Learning  Data/label privacy via Privacy risk (1), DP + contract Vehicular Privacy risk, Simulation Journal,
With Data and Label DP + contract theory. utility (1). theory datasets accuracy, utility 2024
Privacy Preservation in
Vehicular Networks

[129]  Split Federated Learning  ASFL with dynamic Accuracy (1), comm. Dynamic cut-layer Vehicular Accuracy, Simulation Journal,
Empowered Vehicular cut-layer selection. overhead (]), + federated datasets communication 2025
Edge Intelligence: convergence (1). aggregation overhead,
Concept, Adaptive convergence
Design, and Future
Directions

[94] Split and Federated Handles vehicular Accuracy Integrated split-FL ~ Vehicular Latency, accuracy, Simulation Journal,
Learning with Mobility in mobility in FSL. (maintained), framework datasets connectivity 2023
Vehicular EC connectivity

(maintained).

[9] Enabling Intelligent FSTL for 6G NTN Latency (l), accuracy  Multilayer FSTL ResNet on Accuracy, latency  Simulation Conference,
Vehicular Networks vehicular networks. . MNIST 2024
Through Distributed
Learning in the
Non-Terrestrial Networks
6G Vision

[75] Multi-Layer Distributed GFSTL for Scalability (1), GFSTL on ResNet on Scalability, Simulation Conference,
Learning for ITS in 6G aerial-ground ITS. accuracy (1), latency — multilayer vehicular accuracy, latency 2024
Aerial-Ground Integrated ). networks datasets

Networks

The paper “Split Federated Learning Empowered Vehicular Edge
Intelligence: Adaptive Parallel Design and Future Directions” by Qiang
et al. takes a broader view, discussing how SFL can enable VEI [129].
They outline an adaptive, parallel SFL scheme that leverages vehicular
computation and edge resources to train Al models. The authors argue
that by distributing model training across vehicles and edge servers,
SFL can reduce data leakage and latency in ITS applications. They pro-
vide a performance analysis of the proposed SFL design and highlight
open research directions, such as scalable deployment under dynamic
vehicular environments and efficient resource management for SL.

In [94] Moon and Lim study FSL in a highly mobile VEC scenario.
They propose a two-cut scheme where the neural network has an early
and a late split point: vehicles always perform computation up to an
early cut (minimizing initial data transfer), while the remaining layers
are processed at the server using a later cut. This dual-cut approach
balances the load between vehicle and edge and avoids extreme splits
that would overload one side. Crucially, when a vehicle hands over
from one edge server to another, the “SplitFed learning with mobility”
method migrates the current smashed data and model state to the
target server, allowing training to continue seamlessly. The authors
evaluate this on an object recognition task and show that SplitFed-M
maintains classification accuracy while substantially reducing transmis-
sion volume and latency under realistic mobility. This work highlights
that carefully choosing split points and enabling model migration are
effective techniques to sustain FSL performance as vehicles move across
edge domains.

Across these works, a few lessons emerge. First, model split strate-
gies must adapt to vehicular dynamics: optimal cut layers or TL
schemes can mitigate latency and account for vehicles’ compute limits
and channel quality [18,57]. Second, privacy is not automatically
solved by splitting: intermediate representations may still leak sensitive
data, so techniques like DP or encryption are often needed [128].
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Third, resource allocation is critical; game-theoretic or optimization
frameworks (vehicle selection, bandwidth and power allocation) are
commonly used to balance latency, energy and fairness in moving
networks. Finally, incentives and TL can further improve participation
and convergence in non-IID settings. In summary, FSL’s combination
of parallel learning and privacy preservation shows great promise
for vehicular intelligence, but its effectiveness hinges on carefully
addressing heterogeneity, mobility and security.

Naseh et al. [9] first introduced FSTL for highly mobile Vehic-
ular Users (VUs) and demonstrated its benefits in terms of privacy
preservation and reduced backhaul usage. Building on that foundation,
in [75] the multilayer GFSTL architecture couples RSUs on the ground
with High-Altitude Platforms (HAPs) to form a unified Aerial-Ground
Integrated Network (AGIN). This arrangement improves coverage, mit-
igates intermittent connectivity, and shortens model-update latency for
safety-critical vehicular applications.

Fig. 11 depicts the workflow. Locally, each VU executes a shallow
“client” model and transmits smashed data to its serving RSU, which
aggregates updates for its cluster. Completed FSTL models from all
RSUs are then forwarded to the HAP, which plays the role of the main
FL server, performing final aggregation to obtain the global model, thus
realizing the four-step loop: local compute — RSU aggregation — HAP
aggregation — model redistribution.

In summary, vehicular GFSTL yields scalable learning while en-
suring that raw sensor data never leaves the vehicle. Key challenges
remain: (i) fast hand-overs between RSUs under high mobility, (ii)
efficient scheduling of limited HAP backhaul, and (iii) robustness to
non-IID data caused by diverse driving conditions [130].

Lessons Learned: The application of FSL in vehicular networks
yields several critical insights. First, adaptive model partitioning is
paramount. Work such as ASFV [18] and MSFTL [57] demonstrates
that dynamically selecting the optimal cut layer based on vehicle
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Fig. 11. GFSTL structure for vehicular AGIN.

computational capability, channel quality, and mobility patterns is
crucial for minimizing latency and energy consumption. This adapt-
ability allows the system to effectively balance the computational load
between the vehicles and the edge infrastructure. Second, privacy is not
automatically guaranteed by model splitting. As highlighted in [128],
intermediate activations (smashed data) and gradients transmitted be-
tween vehicles and RSUs can be vulnerable to reconstruction attacks,
potentially leaking sensitive sensor data or labels. Consequently, in-
tegrating privacy-preserving techniques such as DP is often necessary
to fortify the framework. Third, managing high mobility and inter-
mittent connectivity is a unique challenge in VEC. Solutions such as
the dual-cut scheme with state migration in [94] and mobility-aware
client selection in [18] are crucial to maintaining training continuity
and consistency as vehicles hand over between RSUs. Fourth, incen-
tive mechanisms and TL play a vital role. Using Stackelberg games
for resource allocation [57] or contract theory for participant incen-
tivization [128] ensures fair and efficient collaboration. Furthermore,
leveraging TL, as in MSFTL [57], accelerates convergence and im-
proves model performance, which is particularly beneficial given the
non-IID nature of vehicular data across different routes and envi-
ronments. Finally, hierarchical architectures like GFSTL [75] show
immense promise for scalable VEC, enabling model aggregation across
aerial and ground networks to enhance coverage and reduce latency. In
summary, while FSL effectively brings distributed intelligence to vehic-
ular networks, its success depends on a tightly integrated approach that
combines adaptive splitting, robust privacy measures, mobility-aware
protocols, and strategic incentive design.

4.4. Large language models and transformer architectures

The emergence of large language models (LLMs) and Transformer
architectures [131] has revolutionized natural language processing and
extended to vision (Vision Transformers, ViT [132]) and multimodal
domains. However, training such massive models is computationally in-
tensive and raises significant privacy concerns when data is distributed
across multiple parties. FSL offers a promising solution by partitioning
these large architectures across clients and servers, enabling collab-
orative training without exposing raw data. In this subsection, we
review recent FSL works targeting large language models and Trans-
former architectures. Table 17 provides a concise summary of these
papers.
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4.4.1. FSL for large language models

Training LLMs in federated settings faces unique challenges: the
sheer number of parameters (often billions) makes transmitting full
gradients or model updates infeasible, and client devices (e.g., mobile
phones) lack the memory to store the entire model. FSL addresses
these issues by splitting the Transformer into a client-side portion
(e.g., embedding layers and a few initial Transformer blocks) and
a server-side portion (the remaining blocks and task head). Clients
transmit only intermediate activations (smashed data) to the server,
drastically reducing communication and memory footprint.

Zhao et al. [76] introduce FedSLLM, a framework that adapts split
learning to LLMs by incorporating Low-Rank Adaptation (LoRA) [73]
to further reduce parameter exposure. Their approach divides the LLM
into client and server subnetworks, and by applying LoRA, they opti-
mize the computation-communication trade-off, reducing training de-
lays by an average of 47.63% while maintaining competitive perplexity
on the WikiText benchmark.

Shi et al. [133] explore heterogeneous federated learning with split
language models, focusing on Vision Transformers (ViTs). They lever-
age pre-trained ViTs and employ zeroth-order optimization for gradient
approximation, enabling efficient training on resource-constrained edge
devices. Their method shows resilience to gradient inversion attacks
and achieves strong accuracy on CIFAR-10/100 and Tiny-ImageNet
under non-IID data distributions.

4.4.2. Challenges specific to transformer architectures
Applying FSL to Transformers introduces additional complexities:

+ Activation size explosion: Intermediate activations in Trans-
formers, especially the multi-head attention outputs, can be large
(e.g., sequence length x hidden dimension). Transmitting these
activations may negate the communication benefits of FSL. Tech-
niques such as activation compression, quantization, and selective
transmission are critical [10].

Attention mechanism partitioning: Splitting attention layers
across client and server is non-trivial because self-attention re-
quires global context. One approach is to place early attention
blocks on the client and later blocks on the server, but this may
limit the client’s ability to capture long-range dependencies. Al-
ternative strategies include using cross-attention or approximated
attention [134].
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Table 17
Summary of papers on FSL in large language models and transformer architectures.
Ref #  Title Short Challenges & Model/ Datasets/ Eval. Scalability Type/Year
Description Measures Technique Benchmarks metrics & deployment

[76] FedsLLM: Federated Split ~Adapts split FL with Communication cost Transformer-based =~ WikiText-2 Perplexity, Simulation, Journal,
Learning for Large LoRA for efficient (1), training delay split FL. + LoRA communication wireless 2024
Language Models over LLM training. (147.63%), perplexity cost network
Communication Networks (competitive). emulation

[133]  Heterogeneous Federated — Gradient Convergence (1), ViT, zeroth-order CIFAR-10, Accuracy, Simulation, Preprint,
Learning with Split approximation for resilience to gradient  optimization, split CIFAR-100, convergence rate edge device 2024
Language Model distributed LLM inversion attacks, learning Tiny-ImageNet emulation

training; focuses on accuracy under
Vision Transformers. non-IID data.

[123]  FeSViBS: Federated Split Integrates block Model complexity (}), Vision HAM10000, Classification Simulation, Journal,
Learning of Vision sampling in ViT for communication Transformer with ~ BloodMNIST, accuracy, federated 2023
Transformer with Block  medical imaging; overhead (1), block sampling, ISIC2019 communication healthcare
Sampling reduces complexity accuracy (1). split FL rounds settings

while maintaining
accuracy.

» Memory constraints on clients: Even with splitting, the client-
side portion of a Transformer (e.g., several layers) may exceed
the memory of edge devices. Model pruning, quantization, and
knowledge distillation are being explored to create lightweight
client sub-networks [135].

4.4.3. Vision Transformers and FSL

The success of Vision Transformers (ViT) in computer vision has
prompted their integration into FSL for medical imaging and remote
sensing. Almalik et al. [123] propose FeSViBS, a federated split learning
framework for ViT that introduces a block sampling module at the
server. Instead of forwarding only the class token, FeSViBS randomly
selects an intermediate transformer block’s patch embeddings, aggre-
gates them into a pseudo-class token, and sends this enriched token
back to the client. This augmentation improves feature representation
and boosts accuracy on medical imaging datasets (HAM10000, Blood-
MNIST) while keeping the client-side model lightweight. The block
sampling mechanism also reduces communication overhead compared
to sending multiple partial activations.

4.4.4. Cross-modal and multimodal extensions

FSL’s ability to handle heterogeneous data makes it attractive for
cross-modal learning, where models must align representations from
different modalities (e.g., text-image, text—speech). For instance, in
medical diagnostics, combining imaging data (X-rays) with electronic
health records (text) could improve accuracy, but data silos and privacy
regulations hinder centralized training. FSL can enable collaborative
training of multimodal Transformers by splitting modality-specific en-
coders across clients and a fusion module on the server. Early works in
this direction include split learning for vision-language models [136]
and federated multimodal learning [137].

4.4.5. Future directions
The integration of FSL with foundation models opens several re-
search avenues:

« Efficient fine-tuning: Parameter-efficient fine-tuning methods
(LoRA, adapters, prompt tuning) can be seamlessly combined
with FSL to adapt large pre-trained models to downstream tasks
with minimal client computation and communication.

Dynamic splitting for Transformers: Developing algorithms
that dynamically adjust the split point based on input sequence
length, client capability, and network conditions could optimize
the trade-off between accuracy and efficiency.
Privacy-preserving attention: Designing attention mechanisms
that operate on encrypted or noisy activations to protect sensitive
information while maintaining model performance.

Multimodal foundation models: Extending FSL to large multi-
modal models (e.g., CLIP, Flamingo) to enable privacy-preserving
collaborative learning across diverse data types.
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4.4.6. Lessons learned
From the reviewed literature, several key insights emerge:

* Pre-trained models significantly reduce the computational burden
on clients, making LLM training feasible in federated settings.

» Communication efficiency is paramount; techniques like LoRA,
gradient approximation, and activation compression are essential.

+ Transformer-specific challenges (activation size, attention par-
titioning) require novel solutions beyond those developed for
CNNs.

+ Vision Transformers benefit from architectural innovations at the
split interface (e.g., block sampling) that enrich intermediate
representations.

Future work should focus on refining these techniques, developing
standardized benchmarks for FSL with Transformers, and exploring
cross-modal applications in privacy-sensitive domains like healthcare
and finance.

4.5. Remote sensing and non-terrestrial networks

Earth observation (EO) and non-terrestrial networks (NTNs), includ-
ing satellites, high-altitude platforms (HAPs), and UAVs, generate vast
amounts of geospatial data that must be processed efficiently despite
limited bandwidth and intermittent connectivity. FSL’s hierarchical
architecture (GFSTL) naturally aligns with the multi-layer structure of
NTNs, enabling in-situ processing at lower layers (UAVs, HAPs) and
global aggregation at higher layers (satellites).

4.5.1. Earth observation

EO involves the collection and analysis of data about the Earth’s
physical, chemical, and biological systems using remote sensing tech-
nologies, typically through satellites and UAVs. These data are crucial
for a wide range of applications, including environmental monitoring,
natural disaster detection, agricultural assessment, climate change anal-
ysis, and urban planning. However, the sheer volume and distributed
nature of EO data present significant challenges in terms of transmis-
sion bandwidth, processing efficiency, and data privacy. To address
these issues, the multilayer GFSTL framework is adopted, enabling
hierarchical DML across different layers of the NTN infrastructure [20].
By processing data closer to the source and coordinating learning tasks
across Low-Earth Orbit (LEO) satellites, UAVs, and ground stations,
GFSTL facilitates timely, resource-efficient, and privacy-aware EO an-
alytics. Table 18 summarizes the key features, challenges addressed,
techniques employed, evaluation settings, and publication details for
all works on FSL in EO.

To address the bottlenecks of satellite-only EO systems, the authors
in [23] extend GFSTL to a three-tier NTN that synergistically employs
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Table 18
Summary of papers on FSL in earth observation.
Ref #  Title Short Challenges Model/ Datasets/ Eval. Scalability Type/Year
description & Measures Technique Benchmarks metrics & deployment
[20] Distributed Learning GFSTL for multilayer ~ Privacy — accuracy Multilayer NTN N/A N/A Architectural Proceedings,
Framework for Earth NTN in EO. trade-off analysis. GFSTL proposal 2024
Observation on
Multilayer
Non-Terrestrial Networks
[23] Distributed Intelligent Distributed learning Latency (l), accuracy — Multilayer GFSTL ~ ResNet on Accuracy, latency ~ Simulation Conference,
Framework for Remote for remote EO. m). MNIST 2024

Area Observation on
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Fig. 12. GFSTL structure for Earth observation using non-terrestrial layers.

UAVs, HAPs, and LEO satellites. The resulting architecture enables
fine-grained, in-situ data capture while preserving the global vantage
and compute muscle of higher layers, ultimately improving image
resolution and decision timeliness for climate monitoring and disaster
response.

As illustrated in Fig. 12, UAVs keep raw imagery onboard and send
only smashed features to the overlying HAP, which acts as an FSL
server. Multiple HAP-UAV groups periodically upload their composite
models to a LEO satellite that performs FedAvg, after which the refined
global model is pushed back down. The numbered arrows in the figure
show the iterative steps in order.

Lessons Learned: The multilayer EO pipeline boosts accuracy,
shortens convergence via TL, and respects data-sovereignty rules. Out-
standing issues include selecting pre-trained backbones that minimize
domain shift, coping with intermittent air—-space links, and scaling the
protocol as the fleet of UAV-HAP clusters grows.

4.6. Lessons learned

The research on FSL has provided numerous insights into the feasi-
bility and practical implementation of this learning paradigm. Several
lessons have been drawn from experimental evaluations, real-world
applications, and theoretical analysis:

Privacy-Preserving Techniques Need Further Refinement: While
FSL mitigates privacy concerns by splitting model training, the trans-
mission of intermediate activations still poses risks. Studies suggest
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that homomorphic encryption and DP should be further integrated to
enhance security.

Adaptability to Heterogeneous Environments is Key: The success
of FSL depends on its ability to accommodate devices with vary-
ing computational power and connectivity constraints. Solutions such
as adaptive cut-layer selection and hierarchical federated aggregation
have shown promise in optimizing training efficiency under dynamic
conditions.

Communication Overhead Remains a Challenge: Although ac-
tivation compression and bandwidth-aware optimizations have been
explored, reducing communication overhead without sacrificing model
accuracy remains an ongoing area of research.

Parallel and Asynchronous FSL Frameworks Improve Scalabil-
ity: Traditional sequential SL models can cause delays due to depen-
dencies between client and server updates. Emerging approaches incor-
porating parallelization and asynchronous updates have demonstrated
superior scalability and training speed.

By incorporating these insights into future FSL frameworks, re-
searchers can enhance the robustness, efficiency, and scalability of FSL
models for real-world applications.

5. Evaluation methodologies, implementation frameworks, and
research trends

The advancement of FSL as a research field depends on the adop-
tion of rigorous, standardized, and reproducible evaluation practices.
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A comprehensive assessment of any FSL contribution requires not
only measuring the final model’s accuracy but also quantifying the
associated communication and computational costs that define its real-
world viability. This section provides an exploration of the essential
methodologies for evaluating FSL systems, from performance metrics
and standard benchmarks to the software frameworks and simulation
tools that form the backbone of modern research in DML.

5.1. Performance metrics and benchmarks for comprehensive evaluation

Evaluating an FSL system is a multi-objective optimization problem
where model efficacy must be constantly balanced against system
efficiency. A robust evaluation framework, therefore, must incorporate
a diverse set of metrics that together paint a complete picture of the
system’s strengths and weaknesses.

» Model Performance and Efficacy: These metrics quantify the
quality of the final trained model.

— Task-Specific Metrics: The primary measure of success is
performance on the intended task. For classification, this
includes accuracy, precision, recall, and the F1l-score. The
Area Under the Receiver Operating Characteristic (AUC-
ROC) curve is also crucial for evaluating binary classifiers,
especially in medical diagnoses where the trade-off between
true positives and false positives is critical. In multi-class
settings with imbalanced data, the Matthews Correlation
Coefficient (MCC) or class-weighted Fl-scores provide a
more nuanced view than simple accuracy. For image seg-
mentation tasks, which are common in FSL’s medical ap-
plications, the Dice Similarity Coefficient (DSC) and Inter-
section over Union (IoU) are indispensable for measuring
spatial overlap.

- Robustness to Heterogeneity: A key challenge in any feder-
ated system is non-IID data. An FSL system must be eval-
uated on its ability to converge to a high-quality model
even when client data distributions vary significantly. A
thorough analysis should report not just the average per-
formance of the final global model but also its performance
variance across different client subsets to assess fairness and
generalization.

+ System Efficiency and Resource Cost: These metrics determine
the practicality and scalability of an FSL algorithm.

— Communication Cost: This remains the most significant bot-
tleneck in distributed learning. A detailed evaluation must
go beyond a single number and should report:

+ Total Data Transmitted: The cumulative volume (in
MB or GB) of all data exchanged between clients and
the server(s). This should be broken down into up-
link (client-to-server) and downlink (server-to-client)
traffic, as these can have different costs in asymmet-
ric networks (e.g., cellular networks). This includes
smashed data, gradients, and model parameters.

+* Number of Communication Rounds: The total number
of synchronous rounds needed to reach convergence.
Since each round incurs network latency, minimizing
this count is vital.

— Computational Cost: FSL’s value proposition is tied to reduc-
ing the load on edge devices. Therefore, a granular analysis
of the computation is essential:

x Client-Side Load: Measured in FLOPs (Floating Point
Operations), wall-clock time per local epoch, or peak
memory usage. This directly reflects the feasibility of
deploying the model on resource-constrained devices
such as smartphones or IoT sensors.
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x Server-Side Load: The computational resources re-
quired by the server(s) to train the server-side model
portions and aggregate client contributions.

— Convergence Analysis: The rate of convergence is a critical
indicator of overall efficiency. This is often visualized by
plotting model accuracy against the number of communi-
cation rounds or the elapsed real time (wall-clock time).
Time-to-accuracy, which measures the total time needed to
achieve a predefined performance target (e.g., 90% accu-
racy), is a powerful holistic metric that implicitly combines
both communication and computation efficiency.

» Standardized Benchmarks and Datasets: To ground research
and enable fair comparisons, the community relies on a set of
standard benchmarks.

— Foundational Benchmarks: For algorithm development and
theoretical analysis, image datasets such as MNIST, Fashion-
MNIST, CIFAR-10, and CIFAR-100 are ubiquitous. Their
relatively small size allows for rapid prototyping and testing
of new ideas.

— Real-World Application Benchmarks: To demonstrate prac-
tical utility, researchers turn to more complex domain-
specific datasets. In healthcare, this includes medical imag-
ing archives such as ChestX-rayl4 [138], the ADNI dataset
[139] for Alzheimer’s research and the BraTS (Brain Tumor
Segmentation) challenge dataset [140-144]. In natural lan-
guage processing, the Sentiment140 dataset [145] is often
used for federated sentiment analysis.

— Simulation Environments: For applications in dynamic en-
vironments such as vehicular networks, evaluation often
depends on data generated from sophisticated simulators.
SUMO (Simulation of Urban MObility) [146] and CARLA
[147] are open-source platforms that can model realistic
traffic flows, vehicle mobility, and communication patterns,
providing a rich source of data for testing DML protocols
under realistic network conditions.

5.2. Implementation tools: Frameworks and simulators

The practical exploration and deployment of FSL is enabled by
a growing ecosystem of open-source software. These tools provide
the building blocks for communication, computation, and simulation,
allowing researchers to focus on algorithmic innovation.

» Software Libraries and Frameworks:

— FedML [148]: This is one of the most comprehensive open-
source libraries for FL. and DML. Its highly modular de-
sign and support for diverse communication backends (e.g.,
MQTT, gRPC) make it an excellent choice for FSL research.
Researchers can leverage its existing infrastructure for man-
aging clients and servers while implementing custom split
model architectures and training loops. Its extensive bench-
mark suite also facilitates comparison with established base-
lines.

— Flower [149]: A popular and lightweight framework de-
signed to be agnostic to the specific machine learning li-
brary being used (e.g., TensorFlow, PyTorch). Its core
strength is its simplicity and flexibility. Although primarily
designed for FL, its abstractions for client and server logic
can be easily adapted to implement the two-part computa-
tional flow of FSL. A researcher would typically define the
client-side logic to execute the first part of the model and
the server-side logic (or “strategy” in Flower’s terminology)
to handle the second part and the aggregation.



D. Naseh et al.

— PySyft [150]: A powerful library focused on private and
secure DL. PySyft’s main differentiator is its native support
for advanced Privacy-Enhancing Technologies (PETs), in-
cluding Multi-Party Computation (MPC), Homomorphic En-
cryption (HE), and Differential Privacy (DP). For researchers
focusing on the security and privacy aspects of FSL, PySyft
provides the tools to build systems where intermediate data
remain encrypted even when processed by the server.

— TensorFlow Federated (TFF) [151]: Developed by Google,
TFF is a highly scalable framework for decentralized data
computations. Provides a lower-level expressive language
for implementing novel federated algorithms. While this
gives researchers immense control, it also comes with a
steeper learning curve compared to frameworks like Flower.
TFF is well-suited for researchers who need to design en-
tirely new communication patterns or aggregation schemes
for their FSL systems.

» Network Simulators for High-Fidelity Evaluation: To truly
understand how an FSL algorithm will perform in the wild, par-
ticularly in wireless and mobile contexts, network simulators are
essential. They allow for controlled and repeatable experiments
under realistic network conditions that are impossible to replicate
in simple lab setups.

— NS-3 (Network Simulator 3) [152]: A powerful and widely
used discrete-event network simulator. Provide detailed
models for a wide array of networking technologies, from
Wi-Fi and LTE/5G to vehicular communication protocols
(DSRC/C-V2X). By integrating FSL code with NS-3, re-
searchers can simulate a complete system, modeling the
impact of network-layer phenomena such as packet loss,
channel fading, signal interference, and client mobility on
the performance of the learning algorithm.

— OMNeT++ [153]: A modular and extensible simulation
framework. Its component-based architecture makes it par-
ticularly well-suited for modeling complex hierarchical sys-
tems. For example, a researcher could use OMNeT++ to
simulate a large-scale FSL deployment with thousands of
clients, multiple edge servers, and a central cloud aggre-
gator, modeling the different network links and latencies
at each level of the hierarchy. This enables the study of
the scalability and performance of hierarchical aggregation
strategies.

5.3. Quantitative analysis of research trends

This section presents several charts that quantitatively summarize
our survey of 64 unique FSL papers.

5.3.1. Distribution of papers by application

The pie chart in Fig. 13 illustrates the relative proportion of papers
across six application domains. Out of 64 papers, 37 (57.8%) focus on
IoT and EC, followed by Wireless Communications (9 papers, 14.1%),
Healthcare (7 papers, 10.9%), Vehicular Networks (7 papers, 10.9%),
Earth Observation (2 papers, 3.1%), and Large Language Models (2
papers, 3.1%). This distribution shows that IoT and EC remains the
primary driver of FSL research, while EO and LLMs represent smaller
but emerging subfields that may benefit from increased attention.

5.3.2. Distribution of papers by publication year

The bar chart in Fig. 14 illustrates the number of FSL papers
published per year from 2020 to 2025. We observe a gradual rise in
2022 (3 papers), a notable jump in 2023 (20 papers), and a peak
in 2024 (35 papers). Five additional papers appeared in early 2025.
This trend underscores the rapid growth of FSL research, particularly
in 2023-2024, driven by expanding interest in privacy-preserving,
resource-efficient DML.
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Fig. 13. Distribution of papers by application domains.
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Fig. 14. Distribution of papers by publication year.

5.3.3. Frequency of evaluation metrics reported

The bar chart in Fig. 15 details how often common evaluation
metrics appear in the surveyed literature. Among 64 papers, Accuracy
is reported by 61 papers (x95.3%), Latency (including convergence or
training time) by 45 papers (~70.3%), Energy (or energy efficiency) by
15 papers (~23.4%), and Privacy (leakage/risk metrics) by 6 papers
(~9.4%). These counts highlight the community’s strong emphasis on
model accuracy and system efficiency, with fewer works explicitly
measuring privacy leakage or energy consumption.

5.3.4. Challenges dealt with in FSL research

Each paper was classified according to the primary challenge it
addresses. The pie chart in Fig. 16 shows that Computational/Sys-
tem Constraints (resource limitations) appear in 24 papers (37.5%),
Privacy/Security in 11 papers (17.2%), Heterogeneity in 10 papers
(15.6%), Model Optimization in 10 papers (15.6%), and Communi-
cation Overhead in 9 papers (14.1%). This breakdown reveals that
while resource constraints are the most frequently tackled issue, pri-
vacy, heterogeneity, and model optimization also receive substantial
attention.

5.3.5. Model/technique trends
The bar chart in Fig. 17 categorizes the primary modeling strate-
gies and techniques employed across the 64 FSL papers. To focus on
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recurring themes, we list categories that appear in more than one paper
as separate entries; all techniques that occur exactly once are grouped
under “Other”. The categories and their counts reveal the following:

« Hierarchical/Multilayer (7 papers): Approaches that introduce
multi-tier or hierarchical splitting frameworks, often combining
edge, fog, and cloud tiers, to balance computation and communi-
cation across different network layers.

Optimization-Based (7 papers): Methods that rely on explicit
mathematical optimization (e.g., KKT, SCA, BCD) to determine
optimal split points, resource allocation, or convergence criteria.
Hybrid FL-SL Frameworks (5 papers): Techniques that merge
FL and SL paradigms, aiming to leverage the privacy benefits of
SL with the aggregation mechanics of FL.

Adaptive/Dynamic Split (5 papers): Algorithms that adjust
where to “cut” the model during training in real time, based on
device heterogeneity or network fluctuations.
Parallel/Edge-Cloud (5 papers): Schemes that enable paral-
lelism by distributing sub-models across multiple edge or cloud
nodes, reducing training latency and balancing system load.
Privacy-Preserving (3 papers): Designs that incorporate DP,
homomorphic encryption, or secure aggregation specifically at
the split boundary to protect sensitive activations.
Clustering/Consensus (3 papers): Approaches that form clusters
of clients based on similarity (e.g., data distribution or resource
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profile) and use consensus algorithms to synchronize split model
updates within each cluster.

Model Splitting/Layering (3 papers): Techniques focusing on
how to partition neural network layers into client- and server-
side segments, often evaluating different cut-layer configurations
for accuracy and efficiency.

Communication/Storage Optimization (2 papers): Methods
dedicated to reducing communication overhead or intermedi-
ate data storage, using compression, quantization, or caching
strategies to minimize bandwidth usage.
Generator-Personalization (Gen-Pers) (2 papers): Schemes
that combine global generation of shared representations (e.g., via
GANs) with local personalization layers, balancing generalization
and client-specific customization.

Block Sampling/Transformer (2 papers): Studies that integrate
transformer-based architectures or block sampling into split fed-
erated setups for large-scale vision tasks or medical imaging.
Robustness (3 papers): Solutions that explicitly target robust-
ness against noisy channels, packet loss, or adversarial attacks at
the split boundary.

Other (17 papers): This group aggregates all singleton-frequency
categories, including but not limited to model pruning, self-
supervised feature learning, cache-enabled SL, U-shaped network
architectures, quality-adaptive segmentation, positive-label train-
ing, hypernetwork integration, gradient approximation, resource-
aware codec switching via RL, and comparative evaluation stud-
ies. Each of these appears once in the surveyed corpus.

Together, these counts demonstrate that FSL research employs a
wide variety of techniques. The prominence of hierarchical,
optimization-based, hybrid, adaptive, and parallel frameworks (each
with multiple papers) indicates that balancing system efficiency, pri-
vacy, and model performance remains the community’s chief focus.
Meanwhile, the large “Other” category underscores the diversity of
emerging ideas, suggesting ongoing innovation in specialized or niche
FSL methods.

5.3.6. Datasets/benchmarks usage

The bar chart in Fig. 18 shows how often different types of datasets
and benchmarks appear in evaluations across the 64 surveyed papers.
Categories with more than one paper are listed separately; all singleton-
frequency datasets are grouped under “Other”. The breakdown is as
follows:

Synthetic or Simulated Data (28 papers, 43.8%): Papers that
rely on artificially generated or simulated datasets to evaluate FSL
algorithms, often for scalability tests or controlled experiments.
Standard Benchmarks (11 papers, 17.2%): Well-known
datasets such as MNIST, CIFAR-10, and Tiny-ImageNet used to
measure model performance under FSL constraints.

IoT Sensor Data (6 papers, 9.4%): Real-world IoT benchmarks
(e.g., UCI HAR, smart meter readings, industrial Internet of Things
datasets) reflecting common edge-computing scenarios.
Vehicular Data (6 papers, 9.4%): Datasets related to vehicular
networks, such as traffic flow, semantic communication frames
from UAVs, or RSU data for connected cars.

Medical Imaging (5 papers, 7.8%): Clinical and biomedical
image datasets including chest X-rays, MRI scans, embryo seg-
mentation images, and other medical imaging benchmarks.
Network Traffic Data (2 papers, 3.1%): Realistic network traffic
traces or datasets used for predictive tasks in core network and
non-terrestrial network scenarios.

Other (4 papers, 6.25%): Singleton-frequency datasets, such as
continuous authentication logs, recommendation (e.g., Movie-
Lens), language modeling corpora (e.g., WikiText), or papers
where dataset usage is not applicable (architectural proposals
without empirical benchmarks).
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These counts reveal that almost half of the studies use synthetic or
simulated data, facilitating controlled scalability experiments. Standard
vision benchmarks remain popular for baseline comparisons, while
domain-specific real-world datasets (IoT, vehicular, medical, network
traffic) collectively account for over one-third of the evaluations. The
relatively small “Other” category highlights that niche or highly spe-
cialized datasets appear infrequently but still contribute to validating
FSL in diverse contexts.
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5.4. Lessons learned

These visualizations provide a quantitative overview of current FSL
research. The dominance of IoT and EC applications, the surge in
publications during 2023-2024, and the prevalence of accuracy and
latency metrics illustrate where the community’s interests have concen-
trated. Likewise, resource constraints and model optimization appear as
primary challenges, while techniques remain highly diverse, with many
bespoke or hybrid solutions. Finally, although synthetic simulations are
common, there is a growing usage of real-world benchmarks, especially
in the medical imaging and IoT sensor domains, indicating a trend
toward practical deployments. Together, these charts highlight key
research trends, gaps, and opportunities for future work in FSL.

6. Future directions

As FSL continues to mature, several open avenues merit further
investigation to fully realize its potential across diverse application
domains. Building on the challenges highlighted in this survey, rang-
ing from privacy preservation and system heterogeneity to resource
constraints and communication bottlenecks, future research must ex-
plore adaptive, scalable, and robust solutions that can be seamlessly
integrated into real-world environments. In particular, innovations
in dynamic layer partitioning, hardware-software co-design, and ad-
vanced privacy mechanisms hold promise for enhancing FSL’s effi-
ciency and trustworthiness. Moreover, the integration of FSL with
emerging paradigms such as foundation models, decentralized Al, and
next-generation networks (e.g., 6G) can unlock new capabilities for
distributed intelligence.

6.1. Integration with foundation models and large-scale architectures

The rise of large pre-trained models, such as Large Language Models
(LLMs) [131], Vision Transformers (ViTs) [132], and multimodal ar-
chitectures (e.g., CLIP, Flamingo), offers transformative opportunities
for FSL. Future work should investigate how to leverage these founda-
tion models in split learning scenarios, enabling resource-constrained
clients to collaboratively fine-tune or utilize large architectures without
exposing raw data. Key research directions include:

« Efficient fine-tuning in split settings: Parameter-efficient meth-
ods (LoRA [73], adapters [71], prompt tuning [74]) can be nat-
urally integrated into FSL to adapt foundation models to down-
stream tasks while keeping client-side computation and commu-
nication low. The challenge lies in optimally placing trainable pa-
rameters and determining whether to freeze or partially fine-tune
the pre-trained layers.

Dynamic splitting for Transformers: The activation size of
Transformer blocks grows with sequence length, making naive
splitting inefficient. Algorithms that dynamically adjust the split
point based on input characteristics (e.g., sequence length, atten-
tion head dimensionality) and network conditions are needed.
Early ideas appear in block sampling [123] and adaptive com-
pression [10].

Privacy-preserving attention mechanisms: Self-attention re-
quires global context, which may leak information when acti-
vations are shared. Designing attention variants that operate on
encrypted or noised activations, or that use differential privacy at
the attention output, is an open problem.

Multimodal foundation models: Extending FSL to multimodal
architectures (e.g., vision-language, vision-audio) can enable
privacy-preserving collaborative learning across different data
types. For example, in medical diagnostics, combining imaging
data (X-rays) with electronic health records (text) could improve
accuracy, but data silos hinder centralized training. FSL can split
modality-specific encoders across clients and a fusion module on
the server [136,137].
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6.2. Adaptive layer partitioning and personalization

While dynamic cut-layer selection has been explored (e.g., HSFL
[15], MSFTL [57]), future research should move toward fully adaptive
partitioning guided by reinforcement learning or meta-learning. Such
strategies could optimize the division of computational load in real
time, accounting for fluctuating network conditions, device energy
budgets, and task-specific accuracy requirements. Personalization tech-
niques (e.g., SplitGP [91], PHSFL [82]) can be extended to ensure that
each client’s model segment aligns with its local data distribution while
still contributing to a coherent global model. The trade-off between
personalization and generalization remains a central challenge.

6.3. Hardware-software co-design and efficient computation

Co-optimization of hardware and software can greatly accelerate
FSL. Dedicated accelerators (GPUs, TPUs, FPGAs) and efficient commu-
nication protocols (e.g., gRPC, MQTT) should be co-designed with FSL
algorithms to meet latency, energy, and scalability targets. Joint design
approaches can align model partitioning with hardware capabilities,
improving throughput on edge devices and reducing overall system
overhead. For ultra-low-power devices, techniques such as in-memory
computing and near-data processing could be integrated with split
architectures.

6.4. Deployment, benchmarking, and standardization

To transition FSL from theory to practice, real-world deployment
and comprehensive benchmarking are essential. Establishing standard-
ized datasets and evaluation frameworks across domains (IoT, health-
care, vehicular) will facilitate reproducible research and fair com-
parisons. Investigating deployment scenarios in industrial or clinical
settings can uncover practical constraints and validate the benefits of
FSL in production environments. Open-source platforms (FedML [62],
Flower [63]) and testbeds can accelerate community-driven develop-
ment. Standardization efforts (see Section 3.7) must evolve to cover
FSL-specific aspects, such as split point negotiation and cross-vendor
aggregation protocols.

6.5. Emerging network paradigms: Decentralized Al and 6G

Next-generation networks offer fertile ground for FSL innovation.
Decentralized AI paradigms (e.g., peer-to-peer federated learning,
gossip-based aggregation) can be combined with FSL to eliminate single
points of failure and improve resilience in dynamic environments. 6G’s
ultra-high bandwidth, low latency, and native support for Al will enable
new FSL applications, such as real-time collaborative perception among
autonomous vehicles. Synergies with edge caching, network slicing,
and aerial/space networks (satellites, UAVs, HAPs) represent further
research avenues. The GFSTL architecture, with its hierarchical group-
based design, is particularly well-suited for the multi-layer structure of
6G non-terrestrial networks.

6.6. Cross-domain and multi-modal extensions

Investigating FSL in multi-domain and multi-modal contexts is
promising. For instance, collaborative learning across healthcare insti-
tutions combining imaging and genomic data, or joint IoT and language
applications, can leverage split architectures to handle diverse data
types. Domain adaptation and transfer learning techniques in FSL set-
tings can enhance model generalizability when local data distributions
vary widely among clients.

6.7. Advanced privacy, security, and robustness

Emerging privacy-preserving methods, homomorphic encryption,
secure aggregation, differential privacy, must be tailored for FSL to
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strengthen trust in collaborative learning. Future research should de-
sign lightweight cryptographic protocols for split interactions and ex-
plore formal privacy guarantees for cut-layer activations. The robust-
ness of FSL against adversarial attacks (poisoning, backdoors, evasion)
and inference risks at split boundaries warrants thorough investigation.
Hybrid defenses combining multiple mechanisms (e.g., DP + secure
enclaves) are a promising direction.

6.8. Resource-efficient and green FSL

As sustainability becomes increasingly important, designing energy-
efficient FSL systems is crucial. Research into model compression,
pruning, and sparsity in split federated contexts can significantly re-
duce energy consumption. Algorithms that adaptively manage compu-
tational load and communication based on real-time resource availabil-
ity will make FSL more viable for battery-powered and ultra-low-power
devices.

6.9. GFSTL for 6G ITS over joint T/NTNs

Looking toward 6G, every component of an intelligent transporta-
tion system (ITS), vehicles, drones, roadside cameras, sensors, and
control centers, will be networked. Drawing on the terrestrial vehic-
ular and non-terrestrial network blueprints [34], a hierarchical GFSTL
design can coordinate vehicles (VUs), UAVs, and fixed cameras with
edge FSL servers (RSUs or base stations) and a HAP performing top-
level FL aggregation. The goal is to fuse heterogeneous multimodal
traffic data while guaranteeing millisecond-level responsiveness for
autonomous-driving services.

Fig. 19 shows the end-to-end loop. Clients transmit smashed fea-
tures to their nearest RSU/BS; those edge servers back-propagate and
periodically relay their updated models to the HAP, which creates the
global model and redistributes it. GFSTL equips 6G ITS with privacy-
aware learning, graceful scalability, and resilience to node failures. Re-
maining hurdles include fine-grained resource orchestration across air—
ground tiers, harmonizing highly heterogeneous data streams, and tun-
ing hyper-parameters to guarantee stable convergence under real-time
constraints.

6.10. Summary of future research directions

Table 19 summarizes the key future directions and their associated
challenges. By addressing these directions, FSL can evolve into a ro-
bust, versatile framework capable of supporting the next generation of
distributed, privacy-aware intelligent systems.

7. Summary and conclusions

This survey has provided a comprehensive and systematic explo-
ration of Federated Split Learning (FSL), a transformative paradigm that
synergizes the parallel processing capabilities of Federated Learning
(FL) with the computational efficiency and privacy enhancements of
Split Learning (SL). Through an in-depth analysis of over 100 recent
research articles, we have traced the evolution of distributed machine
learning from foundational paradigms to advanced frameworks, includ-
ing Federated Split Transfer Learning (FSTL) and Generalized Federated
Split Transfer Learning (GFSTL). Our structured taxonomy, accompa-
nied by latency analysis and comparative tables, clarifies the trade-offs
among scalability, privacy, computational load, and communication
overhead that guide the selection of appropriate DML paradigms for
specific applications.

A key contribution of this work is the systematic mapping of chal-
lenges inherent to FSL, privacy and security, heterogeneity, computa-
tional constraints, communication overhead, model optimization, and
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Fig. 19. Multilayer GFSTL architecture for 6G ITS.

Direction Key research questions Enabling techniques

Foundation How to split and fine-tune LoRA, adapters, block

models LLMs/ViTs efficiently with sampling, dynamic splitting
privacy?

Adaptive Real-time split point RL, meta-learning, online

partitioning optimization under convex optimization
heterogeneity

Hardware- Accelerators tailored for split FPGA/TPU integration,

software execution; in-memory computing

co-design communication-aware
partitioning

Standardization ~ FSL-specific protocols, 3GPP, IEEE P3652.1
cross-vendor interoperability extensions

6G Ultra-low latency, massive Network slicing, edge-cloud
connectivity, NTN integration continuum, GFSTL

Multimodal Combining vision, language, Modality-specific encoders,

learning sensor data across silos cross-attention

Privacy Lightweight cryptography, HE, SMPC, DP, trusted
formal guarantees for split execution environments
data

Green FSL Energy-aware scheduling, Adaptive compression,

sparsity, model pruning

event-driven computation

networking issues, to corresponding solution strategies. For each chal-
lenge, we have presented a problem formulation, a taxonomy of ap-
proaches, representative methods, and comparative tables that sum-
marize pros, cons, overhead, and assumptions. This challenge-solution
mapping serves as a practical reference for researchers designing robust
FSL systems. The heart of the survey lies in its detailed, cross-domain
analysis of FSL applications, reorganizing the literature according to de-
ployment contexts: the Edge-IoT continuum, high-mobility networks,
regulated domains such as healthcare, large-scale model training en-
compassing LLMs and Transformers, and remote sensing for Earth
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observation and non-terrestrial networks. This organization highlights
common patterns, dominant constraints, and design guidelines that
transcend traditional domain boundaries, with summary tables con-
solidating key features, techniques, and evaluation metrics for each
context.

To ground this research in practice, we have discussed standardized
evaluation methodologies, performance metrics, and implementation
frameworks including FedML, Flower, PySyft, NS-3, and OMNeT++.
A quantitative visualization of publication trends reveals the explosive
growth of FSL research, with IoT and Edge Computing emerging as the
dominant application area at 57.8% of papers, followed by wireless net-
works at 14.1% and healthcare at 10.9%. The analysis also shows that
while accuracy and latency are reported in 95.3% and 70.3% of works
respectively, explicit privacy quantification remains rare at only 9.4%,
pointing to an important gap for future investigation. Looking forward,
we have outlined key research directions including integration with
foundation models and parameter-efficient fine-tuning, adaptive layer
partitioning guided by reinforcement learning, hardware-software co-
design for energy-efficient execution, deployment and standardization
efforts, synergies with emerging 6G and non-terrestrial networks, cross-
domain and multimodal extensions, advanced privacy and security
mechanisms tailored for split architectures, and resource-efficient green
FSL for sustainable edge intelligence.

In conclusion, FSL has matured into a versatile and powerful frame-
work for distributed, privacy-aware machine learning. Its ability to
balance computational efficiency with strong privacy guarantees makes
it particularly attractive for resource-constrained edge environments,
high-mobility scenarios, and regulated domains. The hierarchical GF-
STL architecture, in particular, offers a scalable solution for next-
generation intelligent systems, such as 6G-enabled intelligent trans-
portation and Earth observation networks. By synthesizing the state of
the art, identifying critical gaps, and charting future research avenues,
this survey aims to serve as an essential roadmap for researchers and
practitioners developing the next wave of distributed intelligence for
the 6G and Al era.
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List of abbreviations

Abbreviation Full form

3GPP 3rd Generation Partnership Project

5G Fifth Generation

6G Sixth Generation

ADNI Alzheimer’s Disease Neuroimaging Initiative

AGIN Aerial-Ground Integrated Network

Al Artificial Intelligence

ASFV Adaptive and Parallel Split Federated
Learning for VEC

AUC-ROC Area Under the Receiver Operating
Characteristic

B5G Beyond 5G

BraTS Brain Tumor Segmentation

CML Centralized Machine Learning

CNN Convolutional Neural Network

D2D Device-to-Device

DFL Dynamic Federated Split Learning

DL Deep Learning

DML Distributed Machine Learning

DP Differential Privacy

DSC Dice Similarity Coefficient

EC Edge Computing

EO Earth Observation

EPSL Efficient Parallel Split Learning

FedAvg Federated Averaging

FL Federated Learning

FM Foundation Model

FPGA Field-Programmable Gate Array

FSL Federated Split Learning

FSTL Federated Split Transfer Learning

GAN Generative Adversarial Network

GDPR General Data Protection Regulation

GFSTL Generalized Federated Split Transfer
Learning

GP Gaussian Process

GPU Graphics Processing Unit

HAP High-Altitude Platform

HAR Human Activity Recognition

HE Homomorphic Encryption

HIPAA Health Insurance Portability and
Accountability Act

HSFL Heterogeneous/Hierarchical Split Federated
Learning

IETF Internet Engineering Task Force

IIoT Industrial Internet of Things

IoMT Internet of Medical Things

IoT Internet of Things

ITS Intelligent Transportation System

ITU-T International Telecom Union — Telecom
Standardization Sector

KL Kullback-Leibler

KKT Karush-Kuhn-Tucker

LEO Low Earth Orbit

LLM Large Language Model

LoRA Low-Rank Adaptation

LSTM Long Short-Term Memory

MCC Matthews Correlation Coefficient

MINLP Mixed-Integer Non-Linear Programming

ML Machine Learning

MPC Multi-Party Computation

MPNN Message Passing Neural Network

MSFTL Mobility-Aware Split-Federated with

Transfer Learning
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NN Neural Network

non-IID non-Independent and Identically Distributed

NS-3 Network Simulator 3

NTN Non-Terrestrial Network

O-RAN Open Radio Access Network

PDF Probability Density Function

PET Privacy-Enhancing Technology

PRISMA Preferred Reporting Items for Systematic
Reviews & Meta-Analyses

RL Reinforcement Learning

RSU Road-Side Unit

SCA Successive Convex Approximation

SL Split Learning

SMPC Secure Multi-Party Computation
SoC System-on-Chip

SUMO Simulation of Urban MObility
T/NTN Terrestrial/Non-Terrestrial Network
TFF TensorFlow Federated

TL Transfer Learning

TPU Tensor Processing Unit
UAV Unmanned Aerial Vehicle
VaI Vehicle-to-Infrastructure
VEC Vehicular Edge Computing
VEI Vehicular Edge Intelligence
ViT Vision Transformer

XR eXtended Reality

70 Zeroth-Order Optimization
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